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ABSTRACT

Separation of duty constraints define mutual exclusion
relations between two entities (e.g. two permissions).
Thus, a software component that supports the definition
of separation of duty constraints implicitly requires a

means to control their definition and to ensure the con-
sistency of the resulting runtime structures. In this pa-
per, we present our experiences with the implementation
of conflict-checking methods for separation of duty con-

straints in thexoRBAC access control service.
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1 Introduction

In access controkeparation of duty constraints enforce
conflict of interest policies. Conflict of interest arises as
a result of the simultaneous assignment of two mutual
exclusive permissions or roles to the same subjbf-

tual exclusive roles or permissions result from the divi-
sion of powerful rights or responsibilities to prevent fdau
and abuse. An example is the common practice to sepa-
rate the “controller” role and the “chief buyer” role in
medium-sized and large companies. A particular access
control specification (an access control policy rule set and
the corresponding subject-assignment relations) is said t
be safe iff no subject can obtain an “unauthorized” right.

In other words, no conflicting permission can ever be as-
signed to the current permission-set of a particular sub-
ject, neither directly nor via a role. However, since the
verification of the safety property for general access con-
trol models, like role-based access control (RBAC), is not
decidable [4], constraints are an attempt to enforce the
safety property via explicit modeling-level artifacts.

The remainder of this paper is organized as follows.
Section 2 gives a brief overview of role-based access con-
trol and thexoRBAC access control component. Subse-
guently, Section 3 describes which checks need to be per-
formed with respect to definition of separation of duty
(SOD) constraints and motivates how SOD constraints
are inherited in a role hierarchy. Section 4 then introduces
the methods that are needed to check SOD constraints in
xORBAC, before we describe the conflict checking meth-
ods for permission-to-role assignment (Section 5), role-
to-subject and permission-to-subject assignment (Sectio

6), and role-to-role assignment (Section 7). Section 8
concludes the paper.

2 The xoRBAC Component

Access control deals with the elicitation, specification,
maintenance, and enforcement of authorization policies
in software-based systems (see also [5, 11, 12]). In or-
der to allow for an (automated) enforcement of authoriza-
tion policies, the high-level control objectives of a syste
need to be mapped to the structures provided by an access
control model. Access control model provide a frame-
work for the definition of authorization policies. The
three most important classes of access control models
are discretionary access control (DAC), mandatory access
control (MAC), and role-based access control (RBAC).
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Figure 1.xoRBAC: conceptual structure

DAC is sometimes criticized as conceding too many
liberties to the rights-manager, while MAC commonly
is regarded as being too restrictive for most applications
(cf. [6, 11]). RBAC [3] offers a promising alternative.

In recent years RBAC (together with various extensions)
has developed into the de facto standard for access con-
trol in both research and industry. One of the advantages
of RBAC is being a general access control model. This
means that a sophisticated RBAC-service may be config-
ured to enforce many different access control policies, in-
cluding DAC- or MAC-based policies (see [10]). A cen-
tral idea in RBAC is to support constraints on almost all
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Figure 2. Required checks when defining SOD constraints

parts of an RBAC model (e.g. permissions, roles, or as-
signment relations) to achieve high flexibility. Static and
dynamic separation of duty (see [2]) are two of the most
common types of RBAC constraints (see e.g. [1]).

ThexoRBAC component [7, 8] provides an RBAC
service that can be used on Unix and Windows systems
with applications providing C or Tcl linkagexoRBAC
is implemented with XOTcl [9]. While originally de-
veloped as an RBAC servicepRBAC was extended to
provide a multi-policy access control system which can
enforce RBAC, as well as DAC or MAC based policies
including conditional permissions (see [8]). Figure 1 de-
picts the conceptual structure @ RBAC. The Static
Constraint Management of xoRBAC enables the defini-
tion of static separation of duty (SSD) constraints and
cardinalities. TheDynamic Constraint Management al-
lows for the definition of dynamic separation of duty con-
straints as well as the definition of context conditions and
context constraints (see [8]).

3 Separation of Duty Constraints

Mutual exclusion relations are defined via separation of
duty (SOD) constraints. SOD constraints can be subdi-
vided in static separation of duty (SSD) constraints and
dynamic separation of duty (DSD) constraints:

e Static separation of duty constraints specify that two
mutual exclusive roles (or permissions) muster
beassigned to the same subjestmultaneously.

e Dynamic separation of duty constraints define that
two mutual exclusive roles (or permissions) must
never be activated by the same subjecmultane-
oudly. This means that two dynamically mutual ex-
clusive roles may be assigned to the same subject.
The corresponding subject, however, is only allowed
to activate at most one of its dynamically mutual ex-
clusive roles (permissions) at the same time.

Figure 3 depicts the assignment relations between
subject, roles, and permissions as they are defined in

xORBAC. Each of these relations influences, and is it-
self influenced by, the definition of SOD constraints.
ThexoRBAC API offers methods to define separation of
duty constraints for permissions and roles. Subsequently,
we provide a detailed discussion how and when the
permission-to-role assignment (PRA), the permission-to-
subject assignment (PSA), the role-to-subject assignment
(RSA), and the definition of a role hierarchy (role-to-role
assignment, RRA) influence the definition of SOD con-
straints or are themselves influenced by existing (already
defined) SOD constraints.
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Figure 3. xoRBAC Assignment relations

Figure 2 indicates which checks need to be per-
formed prior to establishing a new SOD constraint. Two
roles (or permissions) that are assigned to the same sub-
ject cannot be defined as statically mutual exclusive,
while two roles (permissions) that are concurrently acti-
vated by the same subject cannot be defined as dynam-
ically mutual exclusive. This equally applies to roles
and permissions that are directly or indirectly (via a role-
hierarchy) assigned to a subject.

At any time, anxoRBAC subject possesses a set of
permissions that results from the set union of the permis-
sions which are directly assigned to this subject, the per-
missions it receives from its directly assigned role(s§l an
the permissions it receives via the role hierarchy, i.e. the
permissions that are assigned to the junior-roles of its di-
rectly assigned role(s). For example, the roles and
R, in Figure 2b) cannot be defined as mutual exclusive
since both are assigned$ab;ject;. Likewise, the junior-
rolesR; and R; may neither be defined as mutual exclu-
sive since they are indirectly assignedtebject; via the
role-hierarchy. Moreover, itis not sensible to define arole
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Figure 4. Inheritance/propagation of SOD constraints la hderarchies

as mutual exclusive to one of its junior- or senior-roles
(for example the roles?, and R; in Figure 2). Sim-
ilarly, defining P, and P, in Figure 2c) as mutual ex-
clusive would cause a conflict, sinég simultaneously
possesseB, andP,. Thus, in the presence of arole hier-
archy SOD constraints are also subject to inheritance (see
e.g. [3]). xoRBAC allows to define SOD constraints on
roles and on permissions. Both types of SOD constraints
are inherited inkoRBAC role-hierarchies. To avoid in-
consistencies or unreasonable configuratiotR BAC
performs the tests discussed above prior to setting a SOD-
constraint.

Figure 4 shows examples for the inheri-
tance/propagation of SOD constraints in role-hierarchies
Throughout the remainder of this paper we use red
(filled) circles (for roles) and red (filled) rectangles (for
permissions) to indicate that two roles or permissions
are defined as mutual exclusive. In Figure 4a), the roles
R, and R, are mutual exclusive. This mutual exclusion
constraint is inherited by the corresponding senior-roles
Therefore, the SOD constraint betweBn and R, also
prevents that a senior-role &, (for exampleR,,,) and
a senior-role ofR, (for exampleR) are simultaneously
assigned to (or activated by) the same subject. In other
words, if a given roleR, is defined as mutual exclusive
to a role R., then R, is also mutual exclusive to all
senior-roles ofR, (and vice versa). This is true since
a subject that is assigned to a senior-rolegf(e.g. to
role Rg) also transitively possessds, (and all other
junior-roles of roleRg). Thus, two roles may be mutual
exclusive because two of their junior-roles are mutual
exclusive, likeR,,, and R in Figure 4a) for example.

Similar to SOD constraints on roles, SOD con-
straints on permissions are inherited within a role-
hierarchy. In Figure 4 b) the permissiofs and P, are
defined as mutual exclusive. ThuR; and R3 (and all
respective senior-roles) inherit this mutual exclusion-co
straint. In other wordsR; and R3 are mutual exclusive
because they own mutual exclusive permissions. There-
fore, neitherR; and R3 nor two of the corresponding
senior-roles can be simultaneously assigned to the same
subject. If, howeverP, or P, are revoked fronR; resp.

R3, the mutual exclusion constraint between these roles
is automatically erased at the same time.

4 Checking of SOD Constraints

Figure 5 shows four methods that are applied to check
SOD constraints for roles. ThesMit ual Excl usi ve
method of therol e class expects a mandatory parame-
terrol e and checks if therol e object which is calling
this method is mutual exclusive to thel e object identi-

fied throughr ol e. In particular, the sMmit ual Excl usi ve
method calls two other methods to check the current defi-
nitions of SSD and DSD constraints. In the following, we
especially show and describe source code examples for
SSD constraints. This is sufficient since the source code
for SSD and DSD constraints is nearly identical. The
only difference is that, due to their static nature, SSD con-
straints must hold for all sessions simultaneously, while
DSD constraints only apply to the roles and permissions
activated in one particular session.

Rol e instproc i sMitual Exclusive{role} {

if {[[self] isStaticallyMitual Exclusive $role]} {return 1}
if {[[self] isDynanicallyMitual Exclusive $role]} {return 1}
return 0

}

Rol e instproc isStaticallyMitual Exclusive{role} {
if {[[self] hasSSDRol eConstraintTo $role]} {return 1}
if {[[self] hasSSDPernConstraintTo $role]} {return 1}
return 0

%?Ol e instproc hasSSDPer nConstrai nt To{rol e} {
foreach p [ny getAll Perms] {
foreach op [$role getAllPernms] {
if {[$p isStaticallyMtual Exclusive $op]} {return 1}
}

return 0

}
Rol e instproc hasSSDRol eConstraint To{rol e} {
set nutl Excl Rol es [ny get SSDRol eConstr ai nt s]

if {$nutl ExclRoles !'= ""} {
if {[Isearch -exact $nmutlExcl Roles $role] != -1} {return 1}
return 0

}

Figure 5. Checking of SOD constraints in xoRBAC

The isStatical | ymut ual Excl usi ve method re-
ceives a parameternl e and checks if therol e object
calling the method has an SSD role constraint or an
SSD permission constraint to threl e object identified
through ther ol e parameter (see Figure 5). In particu-
lar, thehasSSDPer nConst r ai nt To method first fetches a
list of all permissions assigned to the callirgl e ob-
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Figure 6. Example conflicts in PRA

ject (call of[ny getAll Perns]) and to therol e object
identified through the ol e parameter (call of $rol e
get Al | Pers] ). Subsequently, it checks if a permission
in the first list is statically mutual exclusive to a permis-
sion in the second list. ThiasSSDRol eConst rai nt To
method performs a similar check for mutual exclusive
roles (cf. Figure 5).

Rol e instproc get SSDRol eConstraints{} {
set all [concat [ny getDirect SSDRol eConstrai nts]
[y getTransiti veSSDRol eConstrai nt s]
[my getlnheritedSSDRol eConstraints]]
return [lsort -unique $all]

}
Rol e instproc getDirect SSDRol eConstraints{} {
if {[ny exists ssdconstraitns]} {
return [ny set ssdconstraints]

}

return""
# Each owner of a "senior-role" can activate the corresponding
# junior-roles. Thus all senior-roles of a directly nutual
# exclusive role are also (transitively) nutual exclusive.
Rol e instproc getTransitiveSSDRol eConstraints{} {
set transitive ""
foreach role [ny getDirect SSDRol eConstraints] {
set transitive [concat $transitive [$role getAl |l SeniorRoles]]
return [Isort -unique $transitive]
}
Rol e instproc getlnheritedSSDRol eConstraints{} {
set inherited ""
foreach role [ny getAll JuniorRoles] {
set inherited [concat $inherited [$rol e get SSDRol eConstraints]]

}
return [Isort -unique $inherited]

Figure 7. Theget SSDRol eConst r ai nt s method

The get SSDRol eConst r ai nt s method returns a list
of all rRol e Objects that are statically mutual exclusive
to the callingrol e object (see Figure 7). This list con-
sists of all direct, inherited, and transitive SSD con-

straints. Directly mutual exclusive roles are stored in the

ssdconstrai nts instance variable of a role object and
can be fetched via thget Di r ect SSDRol eConstrai nts
method. The get Transi ti veSSDRol eConstrai nt s
method returns the senior-roles of all directly mutual ex-

clusive roles. With respect to the example in Figure 4a), a

method call ofR, get Transiti veSSDRol eConstraints
would result in a list consisting ofR5, Rg, and
R;. The getlInheritedSSDRol eConstraints method
calls theget SSDRol eConst rai nt s method for all junior
roles and returns a list of all inherited SSD role con-
straints. With respect to Figure 4a), the call Bf
get | nheri t edSSDRol eConst rai nt s would result in a list
consisting ofRy, R;, R,,, andR,.

5 SOD Constraint Checking in PRA

Figure 6 shows two typical examples for conflicts aris-
ing in permission-to-role assignment (PRA). Figure 6a)
sketches a situation where a new permissitnshould

be assigned to rol&;. However, since’, is mutual ex-
clusive to P,, this assignment operation cannot be per-
mitted. OtherwiseR3; would acquire both permissions
P, and P,, causing a model inconsistency. Thus, the
conflict checking method for PRA relations has to deny
the respective assignment operation. Figure 6b) depicts
a more complex situation whetseubject; owns roleR,
and permissiorP,, while a new permissio#,, should be
assigned taR;. Similar to the example in Figure 6a) the
conflict checking method for PRA relations must deny
the respective assignment relation. Otherw§séject;
would acquire both permissiorf3, and P, (via the role
hierarchy), causing a model inconsistency. Figure 8
shows the PRA conflict checking method-afRBAC.

Ri ght sManager i nst proc sodPer nConstrai nt Al | owPRA{ perm rol e} {
# first: check if one or nore of the perm ssions that are
# (directly or through inheritance) assigned to $role are
# nutual exclusive to $perm
foreach rp [$role getAllPerns] {

if {[$permisMtual Exclusive $rp]} {return O}

now. check if one of the senior-roles of $role already owns
a pernmission that is nutual exclusive to $perm In this case
the assignnent of $permto $role nust be denied - otherw se
the correspondi ng senior-role would acquire two nutual
excl usi ve pernissions
foreach sr [$role get All SeniorRol es] {
foreach srp [$sr getAl | Perms] {

if {[$permisMitual Exclusive $srp]} {return 0}

EE o et

# finally: check if one or nore of the subjects currently
# owning $role do already own a permission that is nutual
# exclusive to $perm
set roleowners [[self] getAll SubjectsOaningRole [$role name]]
foreach subject $rol eowners {

foreach p [$subject getAllPerns] {

if {[$p isMitual Exclusive $perni} {return O}

}
}
# if we get here permission-to-role assignnent for $perm
# and $role is allowable
return 1

}

Figure 8. The PRA conflict checking method

ThesodPer nConst r ai nt Al | owPRA method receives
two mandatory parameteper mandr ol e, identifying a
Permi ssi on oObject and aRol e object respectively (see
Figure 8). First, the method checks if a permission as-
signed torol e is mutual exclusive t@erm If no mu-
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Figure 9. Example conflicts in PSA and RSA

tual exclusion is found, it checks if a senior-roleraf e
owns a permission which is mutual exclusiveste m Fi-
nally, thesodPer nConst r ai nt Al | owPRA method checks

if a subject owning ol e does also possess a permission
being mutual exclusive tperm In case none of these
checks discovers a conflict, it is allowed to assignm
torol e (with respect to the separation of duty constraints
being in effect in that very moment).

6 SOD Checking in RSA and PSA

Figure 9 shows typical conflicts arising in permission-to-
subject assignment (PSA) and role-to-subject assignment
(RSA). In Figure 9a), the permissiois andP,, are mu-
tual exclusive, andubject; owns roleR,. Starting from
this position, the new permissiafi, should be directly
assigned tcbubject;. However, this assignment opera-
tion must be denied by the respective conflict checking
method. Otherwis®ubject; would acquire both permis-
sions P, and P, causing a model inconsistency. Figure
9b) depicts a similar situation with two mutual exclusive
roles R, andR,, whereby the new rol&,, should be as-
signed taSubject;. This assignment operation must also
be denied to preverfubject; from obtaining both mu-
tual exclusive rolesz,, andR,,

Ri ght sManager i nstproc sodPer nConst rai nt Al | owPSA{ per m subj ect} {
foreach sp [$subject getAllPerns] {
if {[$sp isMitual Exclusive $perni} {return 0}

return 1

}

Figure 10. The PSA conflict checking method

The PSA conflict checking method ®dRBAC (see
Figure 10) receives two parametarsr m and subj ect
and checks if one of the permissions assigneditpect
(directly or via roles) is mutual exclusive f@rm Fig-
ure 11 shows theodConst r ai nt Al | owRSA method. This
method first checks if one of the roles currently assigned
to subj ect is mutual exclusive tool e. If no mutual ex-
clusion is found, it checks if one of the permissions that
are directly assigned teubj ect is mutual exclusive to a
permission the subject would acquire via #ee object
identified through theol e parameter.

Ri ght sManager instproc sodConstraintsAl | owRSA{rol e subject} {
# first: check if a role assigned to $subject (directly
# or via a role hierarchy) is mutual exclusive to $role
foreach cr [$subject getAllRoles] {
if {[$cr isMitual Exclusive $role]} {return 0}

# now check if one of the pernmissions that are directly
# assigned to $subject are nutual exclusive to one of the
# permissions assigned to $role.
set directperns [$subject getAllDirectlyAssignedPerns]
set newperns [$rol e getAll Perms]
if {($directperms !="") && ($newperns != "")} {
foreach dp $directperms {
foreach np $newperms {
if {[$dp isMtual Exclusive $np]} {return 0}

}
}
# if we get here role-to-subject assignment of $role to
# $subject is allowabl e
return 1

Figure 11. The RSA conflict checking method

7 SOD constraint checking in RRA

The specification of a role hierarchy, resp. role-to-role as
signment (RRA), influences and is influenced by each of
the aforementioned assignment relations. Thus, RRA is
the most complex operation with respect to SOD conflict
checking. When establishing inheritance relations be-
tween two or more roles, SOD conflicts could result from
joining together mutual exclusive permissions or roles
- which may, again, happen in multiple different ways.
Thus, on the source code level, the RRA conflict checking
method ofxoRBAC sequentially calls the conflict check-
ing methods discussed in the preceding sections.

Figure 12 shows typical conflicts arising in RRA.
The following examples do not distinguish between SSD
role constraints and SSD permission constraints since
their respective effects on role-to-role assignment rela-
tions are quite similar. Figure 12a) depicts two indepen-
dent role hierarchies, an,, and R, are mutual exclu-
sive. Now, a new roleR,, should unite (parts of) these
two role hierarchies. The conflict checking method has
to decide if the definition of a common senior-role g
and Rg is acceptable. In Figure 12a) the definition of a
common senior-role cannot be allowed. Otherwige
(resp. an owner oR?,,) would join two mutual exclusive
roles, R, and R.. In Figure 12b) two role hierarchies
exist, each containing one of two mutual exclusive roles
R, andR,. RoleR, is a junior-role ofR,, andRj is a
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Figure 12. Example conflicts in RRA

senior-role ofR,. Now R,, should be defined as senior-
role of R3. However, the definition of the correspond-
ing inheritance relation must be prevented by the conflict
checking method. Otherwise the resulting role hierarchy
would include an inheritance relation betwe&y and
R,, implying that R, is mutual exclusive to one of its
junior-roles. In Figure 12cpubject; owns the rolesk,,
andR., while R, and R, are mutual exclusive. Now,,
should be defined as senior-role Bf. With respect to
inter-role inheritance relations this assignment woultl no
cause a conflict and could be allowed. Nevertheless, ac-
cording to the special case shown in Figure 12g)can-

not be defined as senior-role &f. OtherwiseSubject;
would acquire both mutual exclusive rol&s andR,.

8 Conclusion

In this paper, we discussed the conflict checking of sep-
aration of duty constraints in role-based access con-
trol. We motivated and described the problems aris-
ing from the definition and enforcement of separa-
tion of duty constraints in the presence of role hi-
erarchies and showed how the corresponding conflict
checking methods are affected by these inheritance re-
lations. In particular, we presented the respective con-
flict checking methods as implemented in theRBAC
software componenkoRBAC is publicly available from
http://ww. xotcl . org.
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