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Logics of knowledge and belief: Modalities, Kripke structures and frames,
correspondence. The logic of objective knowledge: individual, shared, dis-
tributed and common knowledge. Knowledge of agents in distributed com-
putations. Knowledge and time. Knowledge–based programming. Knowledge
and rational belief. Dogmatic belief.
Abstract encryption and protocol models: Dolev–Yao model. Protocols
and attacks. Formal models: multiset–rewriting and strand spaces. Formal
criteria for security.
Proposed logics for protocol analysis: Logics of Burrows–Abadi–Needham
(BAN), Abadi–Tuttle (AT), Gong–Needham–Yahalom (GNY), Syverson–Oorschot
(SVO), . . . —notation, rules, examples, semantics, limitations.
An object model of abstract encryption: Abstract notions of secrecy,
indistinguishability, plaintext–awareness. Abstract state machines and Asml.
Asml–based models of protocols. Logics of knowledge and belief over Asml.

Familiarity with the contents of courses Introduction to Modal Logic (2001/2002),
and Cryptographic Protocols (2000/2001), while not a formal prerequisite, is
warmly recommended—topics discussed there will not be rediscussed in detail.
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