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AbstractArchitectural documentation is recognised as amechanism for improving software quality andreducing development costs. However, manyexisting systems do not have any architecturaldocumentation. To obtain the bene�ts of ac-curate architectural documentation, researchsuggests that we use tools to recover the ar-chitecture of a system, then continue to usethese tools to keep the documentation up todate. This paper describes how the organi-zation of system developers can be extractedand analysed to form an ownership architec-ture. According to Conway's law, the owner-ship architecture serves as a predictor of theconcrete (as built) architecture, and also pro-vides facts about the location of live designknowledge. To evaluate the usefulness of own-ership architectures, we examined three largesoftware systems: Linux1 (800 KLOC), Mozilla(1.5 MLOC), and a commercial software devel-opment system (3.8 MLOC). Experience withthese systems indicates that ownership archi-�To appear in Proceedings of CASCON'98, Novem-ber 1998.1Linux is a registered trademark of Linus Tor-valds. Netscape Navigator is a registered trademarkof Netscape Communications Corporation. Java is aregistered trademark of Sun Microsystems, Inc. UNIXis a registered trademark, licensed exclusively throughX/Open Company Ltd. Other names are properties oftheir respective owners.

tectures can be a powerful addition to a reverseengineering endeavour.1 IntroductionResearch [4, 5, 11, 12] suggests that large sys-tems should have a documented system archi-tecture, which describes the overall structureof the system. Accurate documentation can re-duce development costs and improve the qual-ity of the software system. However, manyexisting software systems do not have any ar-chitectural documentation. Even when docu-mentation does exist, there is often uncertaintyas to whether the documentation matches thesystem implementation. This uncertainty re-duces the e�ectiveness of the documentation asa de�nitive source for understanding the sys-tem.Recent research in reverse engineering [6, 8,10, 13] suggests an approach to reconstruct ar-chitectural documentation from a system im-plementation:1. Begin with a high level model of the sys-tem.2. Create a mapping between the high levelmodel and the source code structure.3. Extract relations from the system imple-mentation.4. Compare the extracted relations to thehigh-level model.1



5. Re�ne the high-level model based on a vi-sualization of the extracted relations.Researchers have extracted several relationsfrom system implementations to recover theconcrete architecture. Function calls, vari-able references, inter-process communications,header-�le inclusions, and system build depen-dencies can be automatically extracted andused to �nd dependencies between subsystems[6, 7, 8, 10, 13, 14]. The automatically ex-tracted relations may not be perfectly accu-rate, as Murphy et al. warn [9], but evenslightly inaccurate results can be helpful in re-documenting a software system.Another possible source of relations thatmight help us to deduce system structure isthe organization of the development group thatcreated the system. The relationship betweenthe organization of a design team and the de-sign product has long been recognized. Con-way's hypothesis [2], formulated by Brooks [1]as Conway's law, states that the organizationof a software system will be congruent to theorganization of the group that designed the sys-tem. This is perhaps an oversimpli�cation, butthe concept is recognized as a valid forward-engineering pattern [3]. For systems devel-oped by a large number of developers, it seemsreasonable to consider how the developers ofthe system were organized into communicat-ing teams. This organization might give insightinto the structure of the resulting system, in-sight that is di�cult to derive from low-levelfacts.Examining the organization of developershas some attractive qualities. First, it pro-vides the reverse engineer with a list of de-velopers that have worked on particular sub-systems. These developers have `live' knowl-edge about the system structure that cannotbe extracted from any source artifact. Reverseengineers can use interviews with these devel-opers to help understand particular parts ofthe software system. In addition to live knowl-edge, there may be documentation that lists de-velopers assigned to projects (sub-teams) thatdevelop or maintain parts of the system. Ifprojects can be related to subsystems, then thiswould provide a suggested subsystem decompo-sition. For example, if there is documentationstating that Stephanie worked on the linker,

we can consider that the linker is a subsystem.Also, if one developer worked on two subsys-tems, it might be because there is a commu-nication dependency between the two subsys-tems. If two subsystems are to communicate,there is likely to be communication betweenthe developers of the two subsystems [2]. Insome cases this communication might be ac-complished by having a common developer.The organization of system developers can bevisualised using an ownership architecture2 (forexample, see Figure 2). This architecture re-lates developers to the code that they develop.Any two subsystems in the ownership archi-tecture are related if there are developers thathave worked on both subsystems. Unlike otherrelations that researchers have used, there isno obvious direction to the relations caused byshared developers. In some cases, one devel-oper might work on subsystem A only to adaptit so that it can be used by subsystemB. In thiscase, the concrete architecture would show a di-rected dependency from B to A, but the own-ership architecture would show only that A andB are related in some way. Because the own-ership architecture represents such relations asbi-directional edges, we expect that ownershiparchitectures will tend to over-estimate the de-pendency relations.We examined three large software systemsto evaluate if an ownership architecture can beused as an aid in a reverse engineering endeav-our. For each system we present the followingarchitectures:1. A conceptual architecture based on avail-able system documentation.2. An ownership architecture extracted fromsystem documentation or revision controllogs.3. A concrete architecture extracted from theactual system implementation.The rest of this paper is organized as fol-lows: Section 2 describes our results for Linux,Section 3 describes our results for Mozilla, andSection 4 describes our results for a commer-cial Java development environment. Finally,2We have coined the term ownership architecture be-cause, as can be seen in Figures 1-3, this structure issimilar to a conceptual or concrete architecture. Otherterms that could be used instead for this structure areownership diagram or ownership view .2



Section 5 describes our conclusions about us-ing an ownership architecture to help in re-documenting large software systems.2 LinuxThe �rst system we studied is Linux, a Unix-like operating system. We analyzed the Linuxkernel, which is implemented in about 800KLOC of C. The core services of the Linux ker-nel (memory management and process schedul-ing) are implemented in a single executableimage: any function in this image can callany other function. In addition to this corefunctionality, Linux supports loadable modules(called simply \modules" in Linux documenta-tion). Loadable modules contain code that isoptionally included in a particular con�gura-tion of the kernel. Hardware device drivers areimplemented as loadable modules so that theyare only included in the kernel if the hardwaredevice is available. Loadable modules can ei-ther be statically linked into the kernel image,or loaded dynamically by a running kernel.2.1 Conceptual ArchitectureTo understand the structure of the Linux ker-nel, we began by de�ning the conceptual ar-chitecture of the system. We used availableLinux documentation and our experience withsimilar operating systems to describe what weexpected to �nd in the system implementa-tion. Figure 1 shows the subsystems we ex-pected to �nd within Linux and the relationswe expected to see at the highest level of ab-straction. Each of these top-level subsystemscontains sub-subsystems, but this paper onlypresents results for the top-level subsystems.Using Linux documentation, we derived thedependencies (edges) shown in Figure 1 as fol-lows. We expected all subsystems would de-pend on the Process Scheduler to block andun-block user processes while waiting for hard-ware operations to complete, but we expectedthat the Process Scheduler would depend onlyon the Memory Manager subsystem. We ex-pected the File System to depend on the Mem-ory Manager for access to memory bu�ers, andthe Memory Manager to depend on the FileSystem for swapping memory out to secondary
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expec t ed  dependencyL e g e n d : S u b s y s t e mFigure 1: Linux Conceptual Architecturestorage. We expected the �le system to de-pend on the Network Interface to support thenetwork �le system (NFS), and we expectedthe Inter-Process Communication subsystem todepend on the Memory Manager to supportshared memory between user processes.2.2 Ownership ArchitectureAn important factor in the development of alarge system such as Linux is the organizationof the development team that implemented thesystem. Linux was developed by a large num-ber of volunteers. The organization of these de-velopers into useful contributors is one of theremarkable feats accomplished by the Linux ef-fort. The \credits" �le included with the Linuxdistribution gives an overview of which subsys-tems each of the 198 Linux developers workedon. The credits �le was not directly usable be-cause the developer associations were idiosyn-cratic. For example, one entry is the following:\dosfs, LILO, some fd features, various otherhacks here and there." Using the documenta-tion and source �le comments we were able totranslate these entries into a relation betweendevelopers and the source code they worked on.Figure 2 shows the Linux ownership architec-ture based on this relation. The subsystems areclustered according to the conceptual architec-ture, and lines are drawn between subsystemsthat had developers in common.We were able to make some predictionsabout the Linux system by examining Figure 2.First, we noticed that the File System hashad 80 developers. Therefore, it seems likely3
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(#  deve loper s )Figure 2: Linux Ownership Architecturethat there is signi�cant structure within theFile System. Regardless of other considera-tions such as maintainability and reusability,the number of developers requires that therebe a well-de�ned interface that allows develop-ers to operate independently. In contrast to theFile System, the Inter-Process Communicationsubsystem has only two developers listed in thecredits �le. With this small number of devel-opers, these strict implementation-hiding prin-ciples are not required for organizational rea-sons. After examining the system implemen-tation, we found that the predictions based onthe ownership architecture were correct. TheFile System does have a strictly de�ned inter-face with many independent sub-subsystems,but the Inter-Process Communication is imple-mented without the same amount of implemen-tation hiding.2.3 Concrete ArchitectureTo determine what the actual relations arebetween subsystems, we need to look at thede�nitive artifact|the system implementation.We extracted a concrete architecture descrip-tion from the implementation of the LinuxSlackware 2.0.27 kernel con�gured for the Intel80386 processor. We did this using the PortableBookshelf [4] to extract two relations from thesource code implementation: a function call re-lation and a variable reference relation. We in-cluded uses of data types as references to vari-ables. If one source �le A.c called a functionor referenced a variable in another �le B.c, we

considered that A.c was dependent on B.c. Af-ter extracting these dependencies, we clusteredsource �les into subsystems using the source di-rectory structure, �le naming conventions, andsource code examination. After clustering, weinduced dependency relations between subsys-tems based on the relations between their con-tained source �les. Figure 3 shows the resultsof this extraction process.
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Figure 3: Linux Concrete ArchitectureWe expected there to be some discrepancybetween our conceptualization of the Linux ker-nel architecture and its implementation; how-ever, we found that there were substantial dif-ferences. Although the conceptual architecturehad low connectivity (9 out of a possible 20directed edges), the concrete architecture wasalmost fully connected, missing only one edge,from the process scheduler to the network in-terface. From our studies of the di�erences wefound two primary reasons for the discrepanciesbetween the conceptual and concrete architec-tures:1. Linux developers did not follow strict im-plementation hiding principles{because ofe�ciency, expediency, or possibly becausethey were unaware of existing interfaces.2. Our mapping from source code to the con-ceptual architecture contained some inac-curacies. For example, the extractor weused considered that taking the address ofa function was an actual call to the func-tion.The concrete architecture (Figure 3) is closerto the ownership architecture (Figure 2) than4



our conceptual architecture (Figure 1). Theconceptual architecture did not predict 10 ofthe dependencies that we found in the concretearchitecture. If we assume that common de-velopers introduce a bi-directional dependency,then the ownership architecture missed predict-ing only 8 of the dependencies in the concretearchitecture, although it incorrectly predictedone dependency which was not found.Our results with Linux suggest that therecan be signi�cant discrepancies between a con-ceptual architecture based on system documen-tation and a concrete architecture extractedfrom the system implementation. In the case ofLinux, the ownership architecture was a betterpredictor of the system structure than the con-ceptual architecture, and also provided someinsight for understanding the system structure.3 MozillaThe second system we studied is Mozilla, theweb browser previously available as the pop-ular Netscape Navigator. Mozilla is an inter-esting example for a reverse-engineering casestudy because it is a large commercial softwaresystem that can be examined by any researcherunder the Netscape Public Licence (NPL).Mozilla is implemented in about 1.5 MLOCof C and C++. The source �les are com-piled into object �les, and these are com-bined into either libraries (.lib �les), dynamic-link libraries (.dll's), or executables (.exe's).The dynamic-link libraries can export partic-ular functions, but all other functions withina dynamic-link library are inaccessible outsidethe library.3.1 Conceptual ArchitectureTo understand the structure of Mozilla, we be-gan by forming a conceptual architecture basedon available documentation. A \module own-ership" document proved useful in determininga meaningful subsystem decomposition. Thisdocument lists all of the 44 modules (de�nedas groups of related source �les) within theMozilla system. Each module lists related nam-ing conventions, source directory locations, ad-ditional documentation, and associated devel-opers. This document provided a useful start-

ing point; however, with the large number ofmodules (44), it seems that there should be ahigher level grouping of these modules. Weclustered the listed modules into subsystemsusing available documentation. Next, we usedavailable documentation to add relations thatwe expected to �nd in the architecture. Fig-ure 4 shows the resulting conceptual architec-ture for the Mozilla system.
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system. Finally, there are several support li-braries that are used pervasively throughoutthe Mozilla system. These are grouped into aSupport Libraries subsystem; dependency linesto this subsystem are omitted from Figure 4 forclarity.3.2 Ownership ArchitectureAlthough the module ownership documentdoes not provide dependency relations directly,it does list developers and the subsystems theyhave worked on. In contrast with the Linuxcredits �le, it was relatively easy to extractrelations between developers and modules be-cause the document was structured by mod-ule not by developer; we did not need to inter-pret idiosyncratic entries. We used this infor-mation to develop the ownership architectureof the Mozilla system in Figure 5. In this ar-chitecture, we show how many developers haveworked on each subsystem, and we also showwhich subsystems had developers in common.
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(#  deve loper s )Figure 5: Mozilla Ownership ArchitectureFigure 5 provides insight about the structureof the Mozilla system. First of all, only a fewdevelopers are associated with more than onesubsystem (61 developers are identi�ed witha single subsystem, and only 20 are identi-�ed with more than one subsystem). Secondly,there were common developers between subsys-tems that we did not expect to be related (for

example, one developer is identi�ed with boththe Network Interface subsystem and the ImageUtilities subsystems). This might be a result ofdevelopers moving between subsystems, but italso suggests that our conceptual architecturedid not capture all of the relations between sub-systems.3.3 Concrete ArchitectureFor Mozilla, instead of doing an extractionbased on source code �les, we examined thesymbols de�ned or referenced by object �lesin the compiled system. This approach iden-ti�ed function calls and variable references be-tween object �les. Examining object �les didnot �nd all function calls: C++ virtual functioncalls and calls through function pointers werenot extracted. In addition, we did not extractany relations based on data type usage. Wedid not extract all possible relations, but theextractor ran quite quickly. It took 48 minutesto compile the source code for Mozilla, but only82 seconds to extract the relations between thecompiled object �les.
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results of the visualisation are similar to the re-sults for Linux: there is a substantial di�erencebetween the conceptual architecture and theconcrete architecture. The conceptual architec-ture has only 20 out of a possible 42 directededges. The concrete architecture has 34 ofthese edges. One of the connections that we ex-pected in the conceptual architecture (HTMLEditing depends on Image Utilities) was notfound in the concrete architecture.The conceptual architecture predicted oneedge which was not found, and did not pre-dict 15 edges which were found. In contrast,the ownership architecture predicted 6 edgeswhich were not found, and did not predict 10that were found.The ownership architecture of Mozilla wasbetter than the conceptual architecture at pre-dicting possible relations, but both were sub-stantially di�erent from the concrete architec-ture.4 AlephThe last system that we studied is a commer-cial Java development environment. This envi-ronment, which we will call Aleph, is a fairlylarge system implemented in 3.8 MLOC of Cand C++. It includes a Java compiler, a Javadebugger, and a user interface that integratesthese features. The user interface also supportsfeatures to reduce the e�ort required for com-mon development tasks. Aleph is based on aprevious product for C++ development.4.1 Conceptual ArchitectureAs with the other systems, we began by form-ing a conceptual architecture for Aleph. In thecase of Aleph, we had access not only to sys-tem documentation, but also to the develop-ers responsible for designing and implement-ing the system. Figure 7 shows the concep-tual architecture of the Aleph system based onsystem documentation and informal interviewswith six of the system developers.The user-interface (UI) of Aleph integratesseveral subsystems into one integrated devel-opment environment that users interact with.First, the UI controls a Java Debugger which
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C o m p i l e rFigure 7: Aleph Conceptual Architectureallows users to interactively debug their appli-cations. In addition to the debugger, the UI al-lows users to graphically design user-interfaceelements in their applications. This is accom-plished by the Design-Time Components sub-system. The source code for the user's appli-cation is edited with a Code Editor subsystem,and compiled with a Java Compiler. The BuildEngine subsystem determines which �les needto be compiled and invokes the Java compileras needed. All of the information for a user'sapplication is stored by the Project Persistencesubsystem. There is a C++ Compiler subsystemwhich was developed for the previous C++ prod-uct, but this was not expected to be used bythe rest of the Aleph system since Aleph onlytargets Java.4.2 Ownership ArchitectureThe concept of code ownership is well es-tablished among the developers of the Alephsystem. Aleph is composed of 37 projects.Each project is compiled into either a li-brary, a dynamic-link library, or an executable.Projects are stored separately in a revision-control system, and each project can be builtand tested independently of other projects.Projects are often owned by a single devel-oper. Other developers might make changesto a project, but only after discussing thechanges with the project owner. Some largeprojects have several active developers. Forthese projects, each active developer owns a7



group of �les within the project.Project and source �le ownership is not doc-umented in any formal fashion, but is part ofthe culture of the development group. Sincethere is no formal documentation, it was notpossible to extract the ownership relation au-tomatically. Instead, we examined the sourcecode revision logs. These logs list all modi�ca-tions to source �les. Because the revision con-trol system is structured by projects, we wereable to automatically extract developer owner-ship of projects based on modi�cations to �lescontained within the projects. After extractingthe ownership, we grouped projects accordingto the subsystem decomposition of the concep-tual architecture. Figure 8 shows the results ofthe extraction at the highest level of abstrac-tion.
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Figure 8: Aleph Ownership ArchitectureFigure 8 provides some insight about theAleph system. First, we notice that althoughAleph is larger than the other systems, it hasfar fewer developers than Mozilla or Linux:Aleph has only 30 developers, whereas Linuxhas 198 and Mozilla 81. According to Brooks[1], this indicates that Aleph will have betterconceptual integrity compared to the other sub-systems. Also, the number of developers withinparticular subsystems can be interpreted in thefollowing way. The UI subsystem has 13 devel-opers whereas the Project Persistence subsys-tem has only one developer. This suggests that

the UI subsystem has signi�cant internal struc-ture (it contains several subsystems), and thatthe Project Persistence subsystem has a simpleinternal structure (it contains no subsystems).4.3 Concrete ArchitectureSince the project ownership concept is well in-grained in Aleph developers, it may not besurprising that there is similarity between theconceptual architecture described by Aleph de-velopers and the ownership architecture. Todetermine if these diagrams correspond to theconcrete system structure, we need to examinethe system implementation.We used a source-code extractor for Linuxand an object-�le extractor for Mozilla. ForAleph, we did two extractions. First, we au-tomatically extracted static linkage relationsfrom map �les produced by the linker. Thesemap �les list all of the libraries and dynamic-link libraries that are used to build eachproject. In addition to these static linkages,Aleph also loads dynamic-link libraries at run-time by �le name. We manually inspectedsource code, performing any necessary data-
ow analysis, to extract these dynamic linkingrelationships. In combination, the static anddynamic linking relationships show the linkagesbetween projects in Aleph. These linkages in-clude function calls and variable access. In thiscase, we extracted virtual function calls, butnot data type usage. Figure 9 shows the inter-subsystem relations that we determined basedon inter-project linkages.
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In contrast to Linux and Mozilla, Aleph'sconcrete architecture is very similar to its con-ceptual architecture (see Figures 7 and 9).There are the following di�erences: the Design-Time Components subsystem depends on theJava Compiler, the Java Compiler depends onthe C++ Compiler, and the Build Engine de-pends on the C++ Compiler. After investi-gating, we found explanations for these unex-pected dependencies.The Design-Time Components subsystemhas a capability to add new Java componentsto the development environment. This capa-bility uses utilities from the Java Compiler togenerate a C++ adaptor. The Build Engine theninvokes the C++ Compiler to compile this C++adaptor. The Java Compiler uses one librarywhich was developed in the C++ Compiler, andthus there was an unexpected dependency be-tween the Java Compiler and the C++ Com-piler. The developer organization showed thatsome of the Java Compiler developers had alsoworked on the C++ Compiler. Perhaps it is notsurprising that they decided to re-use some ofthe utilities that they had developed earlier.In the case of Aleph, the conceptual archi-tecture was closer to the concrete architecturethan the ownership architecture was. The own-ership architecture missed predicting 4 edgeswhich we found in the concrete architecture,and predicted 10 that we did not �nd in theconcrete architecture. The conceptual archi-tecture missed only 3 edges, and did not pre-dict any that we did not �nd in the concretearchitecture.If we had not had a good conceptual architec-ture for Aleph, then the ownership architecturewould have been quite useful in predicting theconcrete architecture.5 ConclusionsThis paper has introduced the idea of an own-ership architecture for a software system, andhas shown how such a structure is useful inreverse engineering. Based on case studies ofthree large software systems|Linux, Mozilla,and Aleph|we have shown that the ownershiparchitecture is a good predictor for the concretearchitecture and is closely correlated with the

conceptual architecture.See Table 1 for the sizes of these three sys-tems and the interconnectivity counts for theirtop-level conceptual, ownership, and concretearchitectures. Linux Mozilla AlephMLOC 0.8 1.5 3.8# Developers 198 81 30# Subsystems 5 7 8Possible Edges 20 42 56Concrete Edges 19 34 12Conceptual Edges 9 20 9Ownership Edges 12 30 18Table 1: Summary of SystemsIf Conway's conjecture [2] is correct, then theownership architecture will be a good predic-tor of the extracted concrete architecture. Ta-ble 2 examines the e�ectiveness of the concep-tual and ownership architectures as predictorsof the concrete architecture by showing the fol-lowing:1. predicted edges (E)|the number of edgesthat were predicted2. correct edges (K)|concrete edges thatwere correctly predicted3. false negatives (M)|edges that were notpredicted but were found in the concretearchitecture4. false positives (V )|edges that were pre-dicted but not in the concrete architectureLinux Mozilla AlephConceptualEdges (E) 9 20 9Correct (K) 9 19 9False Negative (M) 10 15 3False Positive (V ) 0 1 0OwnershipEdges (E) 12 30 18Correct (K) 11 24 9False Negative (M) 8 9 2False Positive (V ) 1 6 9Table 2: Conceptual and Ownership Architec-tures as Predictors of Concrete ArchitectureWe found that the ownership architecture isat least as good as the conceptual architecture9



in correctly predicting edges in the concrete ar-chitecture: the ownership predicted more cor-rect edges (K) for both Linux and Mozilla,and the same number for Aleph. However,the ownership architectures consistently over-estimated the relations that we found in the ex-tracted architecture. These overestimates seemto be caused partly by developer movementthat is not related to code-reuse (such as de-velopers changing projects). This `noise' couldbe reduced somewhat by only including rela-tions where a developer worked on two sub-systems within a given time frame. Anothercause of overestimation is our assumption thatshared developers introduce a bi-directional de-pendency. This overestimation seems di�cultto resolve because the ownership architecturedoes not predict the direction of the depen-dency introduced.Although the ownership architecture tendsto overestimate relations, it proves to be a use-ful mechanism for predicting system structure.In the systems we studied, it was easier toextract ownership architectures than concretearchitectures. It took us less then 12 hoursto extract the ownership architectures for thethree systems, but it took several weeks tocompletely extract the concrete architecturesof these large systems (of which only the high-est level of abstraction is shown in this paper).Because it is easier to extract the ownershiparchitecture and it seems to provide reasonablepredictive powers, developers trying to under-stand large systems might choose to begin byforming an ownership architecture. This archi-tecture might be based on revision control logs,source code comments, documentation, or in-terviews with experienced developers. Becauseof the tendency to overestimate, ownership ar-chitectures can not be used as the only toolfor system understanding, but they provide auseful starting point for program understand-ing. Ownership architectures seem to be usefulin conjunction with a conceptual architectureformed from system documentation (which wefound tended to underestimate relations in theconcrete architecture).Our results can be interpreted as an empiri-cal validation of Conway's 1968 conjecture thatthe structure of a software system is a directre
ection of the structure of the development
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