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omAbstra
t. This paper reports on an experimental appli
ation of for-mal spe
i�
ation to inform analysis of 
ompiled 
ode. The analyses withwhi
h we are 
on
erned attempt to re
over abstra
tion and order fromthe potentially 
haoti
 world of ma
hine 
ode. To illustrate the kind ofabstra
tions of interest, we give a formal model of a simple mi
ropro
es-sor. This is based on a traditional state-based Z spe
i�
ation, but buildson that to produ
e a behavioural model of the mi
ropro
essor. We usethe behavioural model to spe
ify a higher-order notion: the 
on
ept of aprogram whose 
ontrol 
ow 
an be de
omposed into basi
 blo
ks. Final-ly, we report on the use of our te
hniques in the development of tools foranalysis of 
ompiled 
ode for a real mi
ropro
essor.1 Introdu
tion1.1 Ba
kgroundMu
h of the emphasis in formal methods resear
h has been into formalisation ofthe pro
ess of spe
ifying and designing systems. However te
hniques and toolsfor analysing software engineering artefa
ts are of 
onsiderable importan
e. Thispaper is intended to give a simple example of how notations su
h as Z may beused to provide rigorous foundations for program analysis.Be
ause of its importan
e in safety-
riti
al appli
ations (su
h as avioni
ssystems), we are parti
ularly 
on
erned with analysis of 
ompiled 
ode. Rigorousdevelopment methods greatly in
rease 
on�den
e in the outputs of the systemsengineering pro
ess. However, those outputs still require validation, typi
ally byinspe
tion and testing. We believe that automated or semi-automated analysisof 
ompiled 
ode will be of in
reasing importan
e for system validation and thatit deserves a rigorous mathemati
al foundation.1.2 Program AnalysisThe formal model that we present as an example of our approa
h is adaptedfrom a spe
i�
ation originally written in late 1997. At that time, Dr. Tom Lake



of Interglossa and the present author were doing some preliminary work onte
hniques for analysing and verifying 
ompiled 
ode.Our thinking was in
uen
ed by Interglossa's suite of reverse engineering tools
alled REAP. These tools 
arry out stati
 analysis on assembly language 
odeto retro�t the kind of abstra
tions that one might expe
t to �nd in 
ompiler-generated 
ode. Programs that pass the 
onditions imposed by the analysis 
on-form to dis
iplines of 
ontrol 
ow and data a

ess of the sort typi
ally obeyedby a 
ompiler.In REAP, the analysis provides a semanti
 justi�
ation for a translation ofthe assembly language 
ode into a higher level language su
h as C. Our belief was(and remains) that this kind of analysis should also justify a tra
table approa
hto formal reasoning about low level 
ode.1.3 Formal ModelTo provide a formal underpinning of the kinds of analysis we have in mind re-quires a formal model of the exe
ution environment for the 
ode being analysed.Towards this goal, the present author wrote a behavioural model of a simplebut general mi
ropro
essor. The idea was that the 
ontrol 
ow and data a
-
ess dis
iplines of interest 
an be formally de�ned as 
onstraints on the possiblebehaviours of parti
ular programs.Not all programs will 
onform to the dis
iplines that we impose; howev-er, those that do should be signi�
antly more amenable to formal reasoning.In safety-
riti
al appli
ations, we would 
laim that non-
onforming programsshould be deemed una

eptable. This would be the analogue at the ma
hine
ode level of the use of \safe" high-level language subsets (su
h as SPARK-Ada). One would expe
t 
ompilers to generate 
onforming target 
ode for mostreasonable high level language programs.To demonstrate a simple form of 
ontrol 
ow and data a

ess dis
ipline, weformalise the notion of a basi
 blo
ks de
omposition of a program running on themi
ropro
essor. If a basi
 blo
ks de
omposition 
an be shown to be 
orre
t, thenwe know that the program is not self-modifying and never exe
utes data. In otherwords, we 
an validly treat the program as running on a Harvard ar
hite
turerather than the von Neumann ar
hite
ture of the physi
al mi
ropro
essor.1.4 Expressing Higher-Order Properties in ZThe basi
 blo
ks abstra
tion is a so-
alled higher-order property; i.e., it 
annot beexpressed as a 
onstraint on one state transition, but rather has to be expressedin terms of 
omplete exe
ution histories. Traditional methods for using Z fo
uson spe
i�
ation of a system as a state-transition ma
hine, i.e., via �rst-orderproperties alone. However, Z provides all the mathemati
al features needed tospe
ify higher-order properties and the s
hema 
al
ulus helps to abbreviate manyof the de�nitions. The approa
h is to 
onstru
t a behavioural model of the systemin terms of a spe
i�
ation in the traditional style. This paper is intended bothto illustrate and to promote this approa
h to formal modelling.2



1.5 Spe
i�
ation of Program AnalysesMany algorithms have the 
hara
teristi
 that it is mu
h easier to spe
ify thesolution to be found than it is to design and spe
ify an algorithm that �nds it.Milner's type inferen
e for ML, [6℄ is an example. Dis
overing properties like thebasi
 blo
ks abstra
tion by automati
 analysis often involves te
hniques su
h asabstra
t interpretation whi
h are algorithmi
ally 
omplex.We believe it is important to have rigorous spe
i�
ations of what the resultsof su
h analyses mean. The spe
i�
ation of the basi
 blo
ks abstra
tion in thispaper is intended to demonstrate that it is possible to give rigorous and 
on-
ise de�nitions of the requirements on a program analysis without giving theimplementation detail.1.6 Stru
ture of the PaperThe rest of this paper is organised as follows:{ Se
tion 2 gives a model of the simple mi
ropro
essor. This is a behaviouralmodel, i.e., it 
hara
terises a program running on the mi
ropro
essor byits input/output relation. As an aside, we show how the behavioural modelallows us to formalise the 
on
ept of re�nement.{ Se
tion 3 spe
i�es the notion of a de
omposition of a program into basi
blo
ks. This demonstrates a simple, but not untypi
al, example of the kindof property that advan
ed program analysis te
hniques are used to �nd.{ Se
tion 4 gives some 
on
luding remarks in
luding a list of the short
omingsof the simple model we present here and a dis
ussion of how some of thesewere addressed in a real-life example. An index to the Z spe
i�
ation is givenat the end of this se
tion.2 Pro
essor ModelIn this se
tion we give a 
omplete behavioural model of a somewhat idealisedmi
ropro
essor. In a real example, we would have rather more work to do tran-s
ribing the manufa
turer's data sheets along the lines of the Z framework weset up here. However, the work has not been found to be ex
essive on an a
tualexample.Our approa
h is �rst to develop a state-transition model of the mi
ropro
es-sor using the traditional Z style for spe
ifying a sequential system [8, 9℄. This isnot dissimilar in spirit to the spe
i�
ation in 
hapter 9 of [3℄, although we 
hooseto abstra
t away some of the details su
h as instru
tion de
oding. We then usethe state-transition model to 
onstru
t a behavioural model | a spe
i�
ation ofthe observable behaviour of the mi
ropro
essor formulated as a relation betweeninput and output streams. In more detail, the plan of the spe
i�
ation is asfollows: 3



{ First of all, in se
tion 2.1, we give our model of the registers and memoryof the mi
ropro
essor. These provide \data types" that are used throughoutthe rest of the spe
i�
ation.{ In se
tion 2.2, we de�ne the state spa
e of the mi
ropro
essor.{ In se
tion 2.3, we des
ribe a kind of abstra
t syntax for the instru
tion setof the mi
ropro
essor.{ In se
tion 2.4, we spe
ify in the traditional Z style how the instru
tions ofse
tion 2.3 are exe
uted.{ In se
tion 2.5 we pull together the operations de�ned in se
tion 2.4 into asingle s
hema, TICK, des
ribing one pro
essor exe
ution 
y
le.{ Finally, in se
tion 2.6 we de�ne sets to represent input and output streamsand use the s
hema TICK to 
onstru
t the behavioural model.The spe
i�
ation is written in the diale
t of Z supported by the ProofPowersystem, [2, 5℄, whi
h was used to prepare and type-
he
k all the Z in this do
u-ment. The global variables in the Z are listed in the index in se
tion 4 and areshown in a bold font at the point of their de�nition.2.1 Register and Memory ModelThe following otherwise unspe
i�ed positive numbers give the maximum valuesof a memory word and of a memory address.MAX WORD; MAX ADDR : N1The following sets give the types for words in memory and memory addresses:WORD b= 0 :: MAX WORDADDR b= 0 :: MAX ADDRThere is a set of registers, possibly empty. Some of these may be memory-mapped. We 
an identify memory-mapped registers by their addresses and otherregisters by numbers outside the address spa
e.REGISTER : F ZA storage lo
ation is then either a register or an address (or possibly both).LOCATION b= REGISTER [ ADDRThe store is a total fun
tion mapping storage lo
ations (either register iden-ti�ers or memory addresses) to words:STORE b= LOCATION ! WORDSome of the memory may be ROM. The set of ROM addresses is some subsetof the address spa
e: 4



ROM : P ADDRSome of the store (memory or registers) may be given over to memory-mapped I/O. The following two sets are the lo
ations whi
h serve as input andoutput ports. They may overlap with ea
h other but not with the ROM:IN PORTS; OUT PORTS : P LOCATIONIN PORTS \ ROM = OUT PORTS \ ROM = ?2.2 Pro
essor StateThe pro
essor has one spe
ial register: the program 
ounter, PC. For simpli
ity,we model the 
ontents of the program 
ounter as a 
omponent of the pro
essorstate in its own right, rather than assigning a lo
ation in the store for it, as wedo for other registers. This simpli�
ation does mean that the program 
ounter
annot be memory-mapped, but that is appropriate for the vast majority ofmodern mi
ropro
essor types.The pro
essor state is thus given by the following s
hema:PROCESSOR STATEp
 : ADDR;store : STORE
2.3 Instru
tion SetWe will give a \syntax" for instru
tions whi
h a
tually embeds most of thesemanti
s of 
omputational and test instru
tions. A 
omputation is any totalfun
tion on pro
essor states delivering a result 
omprising a lo
ation and a word;the lo
ation indi
ates where the word is to be stored.COMPUTATION b=PROCESSOR STATE ! (LOCATION � WORD)A test is any set of words: a word w satis�es test t i�. w 2 t.TEST b= P WORDInformally, the syntax and semanti
s of the instru
tion set is as shown in thefollowing table: 5



Instru
tion Operands Des
riptionCompute 
omp Perform 
omputation 
omp giv-ing a pair (l; w);Store w at lo
ation l.StorePC lo
 Store the 
ontents of PC at lo
.Jump addr Assign addr to PC.CondJump lo
, test, addr1, addr2 If the 
ontexts of lo
ation lo
 sat-isfy test, then assign addr1 to PC,otherwise assign addr2 to PC.LoadPC lo
 Assign the 
ontents of lo
 to PC.For simpli
ity, we spe
ify that if any instru
tion attempts to write to theROM, then the write is ignored. This aspe
t of the model would need to bere
on
iled with the a
tual behaviour of a parti
ular mi
ropro
essor 
on�gurationin a real world example.The 
onditional jump instru
tion, CondJump, is unlike most, if not all, realmi
ropro
essors in having an \if-then-else" e�e
t, rather than \if-then". Thisis te
hni
ally 
onvenient in the sequel and simply requires us to en
ode theusual \if-then" behaviour using an \else-bran
h" whi
h jumps to the instru
tionimmediately after the 
onditional jump.The StorePC and LoadPC instru
tions would be used by a 
ompiler to imple-ment subroutine 
all and return. Most real mi
ropro
essors o�er a 
ombinationof StorePC and some kind of jump instru
tion as a single \jump-to-subroutine"or \
all" instru
tion.The instru
tion set is modelled by the following Z free type1INSTRUCTION ::=Compute (COMPUTATION )j StorePC (LOCATION )j Jump (ADDR)j LoadPC (LOCATION )j CondJump (LOCATION � TEST � ADDR � ADDR)2.4 Instru
tion Exe
utionWe now des
ribe the state 
hange 
aused by exe
ution of a single instru
tionusing an operation s
hema for ea
h type of instru
tion. These operations havean input parameter whi
h is the instru
tion being exe
uted. Ea
h operation only�res if the parameter is the instru
tion dealt with by that operation.A Compute instru
tion is exe
uted by 
arrying out the 
omputation in the
urrent state to give a lo
ation-word pair (l; w) then updating the store by1 The ProofPower diale
t of Z does not 
urrently support the 
hevron bra
ketsaround the sets in the bran
hes of a free type required in other Z diale
ts.6



writing w to lo
ation l, provided l is not in ROM. If l is in ROM, then by theassumptions made in se
tion 2.3, the store is un
hanged2.COMPUTEinstr? : INSTRUCTION ;�PROCESSOR STATE9 
omp : COMPUTATION ; l : LOCATION ; w : WORDj instr? = Compute 
omp� (l ; w) = 
omp (�PROCESSOR STATE )^ p
0 = (p
 + 1 ) mod MAX ADDR^ (l 62 ROM ^ store 0 = store � fl 7! wg _ l 2 ROM ^ store 0 = store)A StorePC instru
tion 
auses the 
urrent value of the program 
ounter to bewritten to the store in the lo
ation given by the operand of the instru
tion. Therule about attempts to write to ROM is the same as for the Compute instru
tions.STORE PCinstr? : INSTRUCTION ;�PROCESSOR STATE9 l : LOCATION j instr? = StorePC l� p
0 = (p
 + 1 ) mod MAX ADDR^ (l 62 ROM ^ store 0 = store � fl 7! p
g _ l 2 ROM ^ store 0 = store)Jump A Jump instru
tion assigns a new value to the program 
ounter, whi
hwill 
ause a transfer of 
ontrol on the next exe
ution 
y
le.JUMPinstr? : INSTRUCTION ;�PROCESSOR STATE9 a : ADDR j instr? = Jump a � p
0 = a ^ store 0 = store2 In many typi
al mi
ropro
essor 
on�gurations, attempting to write to ROM gives\unde�ned" behaviour, this 
an readily be modelled by removing the disjun
tl 2 ROM ^ store 0 = store from the predi
ates of COMPUTE and STORE PC .7



A CondJump instru
tion evaluates the test and assigns a new value to theprogram 
ounter a

ording to the result of the test. This will 
ause the requiredtransfer of 
ontrol on the next exe
ution 
y
le.COND JUMPinstr? : INSTRUCTION ;�PROCESSOR STATE9 l : LOCATION ; t : TEST ; a1 ; a2 : ADDRj instr? = CondJump (l ; t ; a1 ; a2 )� (store l 2 t ^ p
0 = a1 _ store l 62 t ^ p
0 = a2 ) ^ store 0 = storeA LoadPC instru
tion assigns the 
ontents of the indi
ated store lo
ation tothe program 
ounter, whi
h will 
ause a transfer of 
ontrol on the next exe
ution
y
le.LOAD PCinstr? : INSTRUCTION ;�PROCESSOR STATE9 l : LOCATION j instr? = LoadPC l � p
0 = store l ^ store 0 = store
2.5 CPU Exe
ution Cy
leThe instru
tion de
ode fun
tion maps a word-address pair to an instru
tion asde�ned in se
tion 2.3 above. The word is the value to be de
oded; the addressis its lo
ation in the memory and is needed to de
ode instru
tions that use PC-relative addressing. It is a partial fun
tion: some words may have an unde�nede�e
t if the mi
ropro
essor attempts to exe
ute them. The internal details ofthe fun
tion are of no interest to us here, so we omit the predi
ate part of thede�nition.de
ode : WORD � ADDR 7! INSTRUCTIONThe s
hema TICK des
ribes what happens in one exe
ution 
y
le. Thiss
hema is partial: if the instru
tion that PC points to has no de
oding, thepre-
ondition of the s
hema will be false.8



TICK�PROCESSOR STATE9 instr? : INSTRUCTIONj (store p
; p
) 7! instr? 2 de
ode� COMPUTE _ JUMP _ COND JUMP _ LOAD PC _ STORE PC
2.6 Behavioural ModelWe now use the s
hema TICK to de�ne a behavioural model of the mi
ropro-
essor. This is a des
ription of its input/output behaviour with the details of itsinternal stru
ture as a state-transition ma
hine abstra
ted away.To de�ne the behavioural model we need to de�ne sets to represent the inputand output streams. An individual input or output is a fun
tion mapping therelevant port addresses to words:INPUT b= IN PORTS ! WORDOUTPUT b= OUT PORTS ! WORDAn input or output stream is then a series of inputs or outputs indexed bytime (measured in CPU exe
ution 
y
les).TIME b= NIN STREAM b= TIME ! INPUTOUT STREAM b= TIME ! OUTPUTWe also need the notion of an exe
ution history. This is a time-indexed seriesof pro
essor states:HISTORY b= TIME ! PROCESSOR STATEThe i/o history relation is the ternary relation that relates a triple 
omprisingan input stream, an output stream and an exe
ution history pre
isely when thefollowing 
onditions hold: (i) the history values may be obtained by su

essivelypla
ing the input values for ea
h time period on the input ports and letting thepro
essor run for one 
lo
k ti
k; (ii) the outputs thus obtained at ea
h timeperiod are the ones observed in the history.9



IO HISTORYinputs : IN STREAM ;outputs : OUT STREAM ;history : HISTORY8 t : TIME ; TICKj p
 = (history t):p
^ store = (history t):store � inputs t� p
0 = (history (t+1 )):p
^ store 0 = (history (t+1 )):store^ outputs t = OUT PORTS C store 0The behaviour of a pro
essor running a parti
ular program is its input-outputrelation and belongs to the following set:BEHAV IOUR b= IN STREAM $ OUT STREAMNow we 
an des
ribe the behavioural model. This is expli
itly parametrisedby the initial state, i.e. the program to be run.behaviour : PROCESSOR STATE ! BEHAVIOUR8 prog : PROCESSOR STATE ;inputs : IN STREAM ;outputs : OUT STREAM� inputs 7! outputs 2 behaviour prog, (9 history : HISTORY � history 0 = prog ^ IO HISTORY )Using the behavioural model, we may now spe
ify rigorously various generalproperties of programs. As an example, we 
an now 
hara
terise the programsthat never run out of 
ontrol; they are pre
isely those whose behaviour is a totalrelation:total : PPROCESSOR STATEtotal =fprog : PROCESSOR STATE j dom(behaviour prog) = IN STREAM g2.7 Dis
ussionThe te
hniques we have used to de�ne the fun
tion behaviour in this se
tion
an readily be adapted to 
onstru
t a behavioural model from almost any state-based spe
i�
ation. We believe that this approa
h should be more widely used.10



Notions like data and 
ode re�nement admit a very dire
t and 
lear formulationfor a behavioural model. The re�nement relation, v , 
an be de�ned dire
tlyin Z as follows:v : BEHAVIOUR $ BEHAVIOUR8 b1 ; b2 : BEHAVIOUR� b2 v b1 , dom b1 � dom b2 ^ dom b1 C b2 � b1That is to say, behaviour b2 re�nes behaviour b1 if, and only if, (i) b2 isde�ned for all inputs for whi
h b1 is de�ned, and (ii) every output stream of b2on an input admitted by b1 is also a possible output stream for b1 . These arethe usual liveness and safety properties that one requires in re�nement.Re�nement rules for the underlying state-based spe
i�
ations 
an then bederived in Z as theorems from the above de�nition rather than posited andjusti�ed by metalinguisti
 methods as is 
ommonly done in the literature.In the sequel, we will be interested in higher-order properties that have tobe expressed with some referen
e to the internal state. To de�ne these, we willuse the i/o history relation. Methodologi
ally, this re
e
ts the following fa
t:while externally observable behaviour is the ultimate thing of interest, programanalysis is 
arried out using implementation details (the program!); to 
apturethe requirements on a program analysis te
hnique we need some view of thosedetails. We do expe
t an analysis to have useful 
onsequen
es at the behaviourallevel | for example, the basi
 blo
ks abstra
tion that we look at in the nextse
tion is expressed in terms of the i/o history relation, but, when it holds, itguarantees that the behaviour relation is total.3 Basi
 Blo
ks Abstra
tion3.1 Introdu
tionThe notion of a basi
 blo
k is well known in the world of 
ompiler design. Toquote [1℄, a basi
 blo
k is:. . . a sequen
e of 
onse
utive statements whi
h may be entered onlyat the beginning and when entered are exe
uted in sequen
e without haltor possibility of bran
h (ex
ept at the end of the basi
 blo
k.Compiler designers use de
ompositions of programs into a set of basi
 blo
ksfor various kinds of 
ode optimisations. We are 
on
erned with program analysiste
hniques that dedu
e a de
omposition of a ma
hine 
ode program into a setof basi
 blo
ks.Our intention is that the stru
ture re
overed by su
h a de
omposition willenable deeper semanti
 analyses to be 
arried out more easily. For example,the REAP reverse engineering tools are able automati
ally to �nd program de-
ompositions of a similar sort to the basi
 blo
k de
ompositions des
ribed here.11



These de
ompositions then justify a translation of ma
hine 
ode into a high levellanguage.In general, an arbitrary program exe
uting on our mi
ropro
essor may admitno useful de
omposition into basi
 blo
ks; indeed, the program may be self-modifying | making it impossible to distinguish between 
ode and data in thestore. However, programs generated by 
ompilers or written by well-dis
iplinedassembly language programmers will normally admit a 
lear separation of 
odeand data and will have the 
ode stru
tured to admit a de
omposition into a set ofbasi
 blo
ks (
orresponding to a 
ow-
hart for the program). We are interestedin formalising the notion of su
h a de
omposition.3.2 Representing Basi
 Blo
ksWe will need to distinguish between instru
tions that 
an 
ause a transfer of
ontrol and the non-jump instru
tions | those for whi
h 
ontrol just pro
eedsto the next instru
tions.NON JUMP INSTRUCTION b= ran Compute [ ran StorePCA basi
 blo
k 
omprises a (possibly empty) body of non-jump instru
tionsfollowed by an instru
tion (the 
oda of the basi
 blo
k) that may 
ause a transferof 
ontrol3. The basi
 blo
k is labelled with the address in memory at whi
h thebasi
 blo
k starts. The following de�nition 
aptures these aspe
ts of a singlebasi
 blo
k. To make formal the full 
ontent of the de�nition given in se
tion 3.1above, we need to des
ribe a relationship between a whole set of basi
 blo
ksand a pro
essor exe
ution history: this is done in se
tions 3.3 and 3.4 below.BASIC BLOCKbody : seq NON JUMP INSTRUCTION ;
oda : INSTRUCTION ;label : ADDR3.3 Instantaneous Basi
 Blo
k De
ompositionsA basi
 blo
k de
omposition 
omprises a set of basi
 blo
ks whi
h we will requireto a
t as a 
orre
t des
ription of the possible 
ontrol behaviour of a program.To de�ne this requirement, we �rst de�ne the notion of an instaneous basi
 blo
kde
omposition. An instantaneous basi
 blo
k de
omposition is a relation betweena set of basi
 blo
ks and a pro
essor state. We will develop our spe
i�
ation ofthis relation in four stages.3 It is important that we allow the 
oda to be a non-jump instru
tion. E.g., using Cas an assembly language, 
onsider the program fragment: \R1 = 1; L: R1 *= R2;R2 -= 1; if(R2 > 0) goto L;". A basi
 blo
k de
omposition of this must take the
omputation instru
tion \R1 = 1;" as the 
oda of a basi
 blo
k with an empty body.12



1. The basi
 blo
ks must 
orre
tly des
ribe the instru
tions en
oded in someportion of the memory,INST BBD1blo
ks : P BASIC BLOCK ;PROCESSOR STATE8 b : blo
ks� (8i :dom b:body�(store (b:label + i � 1 ); (b:label + i � 1 )) 7! (b:body) i 2 de
ode)^ (store(b:label + #(b:body)); (b:label + #(b:body))) 7! b:
oda 2 de
ode2. No two basi
 blo
ks may apply to the same pie
e of memory:INST BBD2blo
ks : P BASIC BLOCK ;PROCESSOR STATE8 b1 ; b2 : blo
ksj 9i : 0 :: #(b1 :body); j : 0 :: #(b2 :body)� b1 :label + i = b2 :label + j� b1 = b23. The program 
ounter must point to some instru
tion in one of the basi
blo
ks:INST BBD3blo
ks : P BASIC BLOCK ;PROCESSOR STATE9 b : blo
ks � p
 2 b:label :: b:label + #(b:body)4. If the pro
essor has rea
hed the end of a basi
 blo
k, then the next value ofthe program 
ounter must be the label of one of the basi
 blo
ks:INST BBD4blo
ks : P BASIC BLOCK ;PROCESSOR STATE8 PROCESSOR STATE 0; b : blo
ks j TICK ^ p
 = b:label + #(b:body)� p
0 2 f
 : blo
ks� 
:labelg 13



The 
onjun
tion of the above four s
hemas gives us our de�nition of aninstantaneous basi
 blo
ks de
omposition.INST BBD b=INST BBD1 ^ INST BBD2 ^ INST BBD3 ^ INST BBD4Any state of the mi
ropro
essor in whi
h the 
urrent and next values of theprogram 
ounter point to valid instru
tions admits at least one instantaneousbasi
 blo
k de
omposition: namely the degenerate de
omposition with just twobasi
 blo
ks, one for the 
urrent instru
tion and one for the next instru
tion.3.4 Corre
t Basi
 Blo
k De
ompositionsFor a basi
 blo
k de
omposition to be useful it must persist over su

essive exe-
ution states. We therefore de�ne a 
orre
t basi
 blo
k de
omposition for a giveninitial state (i.e., a given program) to be one whi
h will work as an instantaneousde
omposition for ever.
orre
t bbd : PROCESSOR STATE ! PP BASIC BLOCK8 prog : PROCESSOR STATE ; blo
ks : P BASIC BLOCK� blo
ks 2 
orre
t bbd prog, (8 inputs : IN STREAM �9 outputs : OUT STREAM ; history : HISTORY �IO HISTORY^ (history 0 ):p
 = prog :p
^ (history 0 ):store = prog :store � inputs 0^ (8 t : TIME ; PROCESSOR STATEj p
 = (history t):p
^ store = (history t):store � inputs t� INST BBD))3.5 Dis
ussionA program possessing a 
orre
t basi
 blo
k de
omposition is ne
essarily total |a fa
t that is wired into the de�nition above in a fairly dire
t way. Moreover,programs that have su
h de
ompositions are mu
h ni
er than those that don't;in parti
ular, the basi
 blo
ks give a 
lear distin
tion between 
ode and data inmemory; a program with a 
orre
t basi
 blo
k de
omposition will neither modifyits 
ode nor exe
ute its data4.4 This \Harvard" property 
ould be expressed dire
tly in terms of the behaviouralmodel without introdu
ing the basi
 blo
ks. We have introdu
ed the basi
 blo
kspre
isely be
ause the program analysis te
hniques of interest produ
e de
ompositionsof this sort as part of their output and we are 
on
erned with formalising exa
tlywhat that output means. 14



The notion of a 
orre
t basi
 blo
k de
omposition as spe
i�ed above is di-re
tly appli
able to embedded systems that run a �xed program held in ROM. Itwould also apply with a little elaboration to a system that loads a �xed programinto RAM at boot time | the above de�nition would need to be modi�ed toallow the basi
 blo
k de
omposition not to take e�e
t until the exe
ution 
y
lesthat load the program are 
omplete.A multipro
essing operating system 
annot be expe
ted to satisfy the abovede�nition dire
tly; however, the virtual ma
hine provided by an operating sys-tem to ea
h pro
ess 
ould well permit a 
orre
t basi
 blo
k de
omposition. Forexample, of the hundreds of programs that 
an be run on the Linux system thatI am using to prepare this paper, only a handful of spe
ialist programs (likeintera
tive 
ompilers) would be expe
ted to modify their own 
ode.4 Con
luding Remarks4.1 Limitations of the Pro
essor ModelA number of important features of mi
ropro
essors in the real world have notbeen addressed by the spe
i�
ation in this paper. To list a few:Multi-word instru
tions: to handle these simply requires the de
ode fun
tionto take as its argument a sequen
e of memory words and to return the num-ber of memory words a
tually o

upied by the de
oded instru
tion for use inadjusting the program 
ounter while exe
uting the non-jump instru
tions.Multiple word lengths: most real mi
ropro
essors support several di�erentword lengths (e.g., 8-bit, 16-bit and 32-bit words for the Intel x86 and theMotorola 680x0). Multiple word lengths 
an be dealt with quite simply in avariety of ways (see 
hapter 9 of [3℄ for one approa
h).Multiple reads & writes: instru
tions with a built-in loop, su
h as the Z80'sblo
k transfer instru
tions or the x86's repeated string-to-string-
opy in-stru
tions, 
ould be handled by modifying the s
hema TICK to exe
ute theloop.Pipelining: In some RISC pro
essors and mi
ro
ode engines, side-e�e
ts ofthe de
ode/exe
ute pipeline are visible to the programmer. In the SPARC 9ar
hite
ture for example, while a jump instru
tion of a 
ertain type is beingexe
uted, the instru
tion immediately following the jump is being de
odedand will be exe
uted on the next 
y
le5. The pipeline would have to bein
luded expli
itly in the exe
ution model to 
over su
h an ar
hite
ture.Interrupts: in a sense, handling interrupts amounts just to in
luding the pro-gram 
ounter (and any other registers a�e
ted) as a possible input port.However, to have abstra
tions like the basi
 blo
k de
omposition work 
or-re
tly, it would probably be better to model interrupts as an additional kindof instru
tion and to in
lude the mi
ropro
essors interrupt lines in the model.5 So, for example, subroutine exit on this ar
hite
ture is implemented by a return-from-subroutine instru
tion immediately followed by the instru
tion that restoresregister values for the 
alling routine. 15



With the possible ex
eption of interrupts, none of these features should provea major sour
e of additional 
omplexity. Moreover the extra 
omplexity is mostlyin the traditional state-based part of the model, so that one may readily exploitte
hniques that have been proposed in the literature (see [3℄ for a literatureguide). The SPARC 9 model whi
h we outline in se
tion 4.2 below addressesboth multiple word lengths and pipelining.4.2 Re
ent WorkInterglossa have re
ently undertaken a resear
h proje
t sponsored by DERA,Malvern to work on Chris Sennett's Template Analysis [4℄ | a te
hnique foranalysing the use of pointers in C 
ode. The result of the Template Analysis is,in e�e
t, a type assignment for a C program in a type system that is \tighter"than that imposed by the C language rules.Part of Interglossa's resear
h was to push the type assignment resulting fromthe Template Analysis through to the assembly language level, giving a way ofinterpreting low-level entities in higher level terms. Based on the spe
i�
ation inthe present paper, Tom Lake developed a formalisation of the Sun Mi
rosystemsSPARC 9 ar
hite
ture to guide the resear
h.The spe
i�
ation of the SPARC 9 model together with \validity 
onditions"and a des
ription of the template typing for assembly 
ode took about 30 pagesof Z. The validity 
onditions are similar in general spirit to the basi
 blo
ksabstra
tion dis
ussed above but extended to 
over separation of data and 
ode,orderly 
ontrol 
ow, and 
orre
t use of the sta
k and of global data.In the te
hni
al do
ument of 1997 in whi
h the spe
i�
ation in this paperwas �rst written up, I wrote:The spe
i�
ation 
ould be used in two ways to model a real mi
ropro-
essor: (i) its ideas 
ould be re-used to model the spe
i�
s of the mi
ro-pro
essor; (ii) it 
ould be used as a sort of mi
ro
ode engine to des
ribethe semanti
s of the mi
ropro
essor.On reading the Interglossa spe
i�
ation two years later, it was interesting tosee how these ideas had stood the test of time. For the SPARC 9 example, itturned out to be easiest to do a mixture of (i) and (ii). The main framework forthe store model re-used the general ideas of se
tion 2.1 above but re
ast to 
overthe spe
i�
 details of the SPARC 9 memory model. However, to simplify theexe
ution model, individual SPARC 9 instru
tions were handled as sequen
es of\mi
ro
ode instru
tions" very similar to those des
ribed in se
tion 2.3.4.3 Future Resear
hLemma 1 and Interglossa hope to 
ollaborate soon to 
ontinue this line of re-sear
h. There have been 
onsiderable advan
es in program analysis theory andpra
ti
e in re
ent years [7℄. We are parti
ularly interested in investigating howprogram analysis te
hniques and formal spe
i�
ation and veri�
ation te
hnology
an intera
t to make automated or semi-automated validation of 
ompiled 
odea viable method. 16
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