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Abstract 

To better protect information systems, computation time 
data protection needs to be considered such that even when 
the system is partially compromised, the security of the 
system is still assured. Secure multiparty computation 
approaches provides a possible solution for computation time 
data protection, but are too costly (in communication) to be 
practical. In this paper, we design an adaptive multi-level 
secure computation algorithm with the goals of reducing the 
average communication overheads. The adaptive algorithm 
runs a less secure protocol to reduce the communication 
overhead when there is no threat. The system adapts to a 
more secure but less efficient protocol when security threat is 
detected. Thus, the system yields better performance at 
normal execution time while still assures security protection 
at the presence of security threats.  

1. Introduction 

The rapid growth of the Internet is changing our lives in 
many ways. One typical example is electronic commerce. 
More and more companies are moving their services onto the 
Internet. According to the Department of Commerce’s data 
[16], the online sales reached an estimated 45.5 billion in U.S. 
in 2002, and this increased by 40% in 2003 [17]. The Internet 
and the Web have also triggered revolutionary changes in 
government operations and educational activities. All these 
changes are improving the productivity and quality of our 
lives. However, along with these benefits comes our 
increased vulnerability to cyber attacks. The number of 
security incidents is growing exponentially. Security attacks 
on information systems can cause huge financial losses; 
some estimate it to be over 1 billion annually [12]. Beyond 
financial losses, sophisticated attack launched against critical 
information systems can have catastrophic consequences, and 
even threaten the well being of the nation. 

A basic approach to cope with the potential threat due to 
cyber attacks is intrusion detection [1, 3, 14, 13]. However, 
intrusion detection is not sufficient for protecting critical 
systems. Many intrusion detection systems (IDS) have been 
proposed and deployed. Nevertheless, there are still many 
successful attacks that penetrate the most sophisticated 

firewalls and IDSs [8, 15, 18, 9]. To strengthen the security 
protection, research in intrusion tolerance targets to ensure 
that the system can continue critical operations even if it is 
compromised. Some intrusion tolerance schemes model 
compromised systems as Byzantine failures and use 
traditional fault-tolerance approaches to achieve intrusion 
tolerance [5, 11]. These schemes do not provide 
confidentiality protection. Some other intrusion tolerance 
approaches achieve confidentiality protection by partitioning 
and distributing secret data. For example, in Saturne [4], a 
fragmentation and scattering scheme is used to split the data 
and scatter the data shares to a number of hosts. This 
provides good storage time protection for the secret data. 
However, in order to perform computation on these data, the 
data still need to be reconstructed at some site and they are 
vulnerable during this computation time. So it is essential to 
protect critical data during computation time. 

Secure computation provides a solution to computation-
time confidentiality protection. Secure multiparty 
computation (MPC) is the main research area along this 
direction. MPC was first introduced in the 80s [Yao86, 
Gol88]. Since then many MPC algorithms have been 
proposed [2, 6, 7]. Secure MPC algorithms consider n parties, 
each party has some private input. All parties collaboratively 
compute a function f, which is defined on the private inputs 
of all the n parties. During computation, no information 
about one party’s private input should be revealed to other 
parties. By computing directly on shared data, it protects the 
secret data even at computation time. However, existing 
secure computation approaches incur too high a 
communication overhead. It costs O(n2) messages to perform 
a multiplication operation.  

In this paper, we consider an adaptive approach to address 
the high communication overhead problem in traditional 
secure multiparty computation approaches. Generally, a 
system would have a very low security threat level most of 
the time. Thus, it is desirable that the system operates at a 
high performance while incorporating a low cost security 
protection mechanism. When the threat level increases, the 
system can switch to a more secure but higher overhead 
protection mechanism. We design an adaptive secure 
multiparty computation (AMPC) scheme to achieve the goal. 
The AMPC algorithm supports three protocols to achieve 
security and performance tradeoffs. Under normal 
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circumstances, when there is no threat of intrusion, a 
level-1 protocol is extended. The protocol has good 
performance, but reduced level of protection. When there is 
some suspicion of intrusion, the system switch to the level-2 
protocol, which is more secure but less efficient. In the worst 
case, when the threat level is relatively high, the system runs 
a traditional secure multiparty computation algorithm (level-
3 protocol), which is the least efficient but most secure 
protocol. Advanced IDS techniques can be used to determine 
the threat level. Instead of having to avoid false alarms, the 
IDS system simply raises the threat level whenever 
suspicious activities are detected. AMPC adapts based on the 
reported threat level. 

The rest of the paper is organized as follows. In Section 2, 
we discuss the system model we consider. In Sections 3, 4, 
and 5, the secure computation protocol for level 3, 2, and 1 
are presented, respectively. The level adaptation protocol is 
given in Section 6 to provide smooth transition between 
different levels. We then present the comparison of our 
algorithm with conventional secure multiparty computation 
approaches in Section 7. Finally, Section 8 concludes the 
paper. 

2. System Model 

Figure 1. System Architecture for AMPC 

The AMPC system model is shown in Figure 1. We 
consider n hosts, H1, H2, …, Hn. To protect secret data, we 
use Shamir’s (n, k) secret sharing scheme to share the secret 
data among the n hosts. The (n, k) threshold secret sharing 
scheme guarantees that only from k or more shares can the 
secret information be reconstructed, and from less than k
shares no critical information about the secret data can be 
inferred. Besides these n hosts, there are two additional 
servers S2 and S1, where S2 is more trusted and S1 is highly 
trusted. S2 and S1 are not connected to the external network. 
Internal links are used to connect S2 and S1, and connect S2

and S1 with the n hosts, Hi, 1 ≤ i ≤ n. Hosts Hi, for all i, send 

signed messages to S2 and S1. S2 and S1 only accept messages 
from them, or from each other. 

We consider a single adversary attack model. Note that the 
single adversary can be thought as the coalition of multiple 
adversaries and multiple hosts may be compromised by a 
single adversary. Also, we consider semi-honest adversary, 
i.e., the hosts compromised by the adversary still follow the 
protocol, but the adversary might try to collect information to 
learn the secret data without violating the rules. Malicious 
adversaries can be handled by an approach discussed in [10]. 

In the AMPC approach, we provide three protocols to 
support security and performance tradeoffs. From level 1 to 
level 3, the protection level goes up, but the performance 
goes down. The idea is to let the computation be done with 
high efficiency when there is no threat and provide the best 
protection when there is a high possibility of intrusion attacks. 

Level 3 provides the best protection and its performance is 
the same as traditional secure multiparty computation 
approaches. Actually, existing secure multiparty computation 
algorithms can be used in this layer to guarantee the secrecy 
of data unless k or more servers are compromised. In this 
dissertation, we use the secure multiparty computation 
approach proposed by Gennaro in 1998 [7]. When the system 
is running at level 3, only the n hosts, Hi, 1 ≤ i ≤ n, are 
involved in the computation. 

The level-2 protocol involves the n hosts, Hi, 1 ≤ i ≤ n, and 
an additional server S2. It is much more efficient than the 
level-3 protocol. To achieve better performance, we use 
server S2 to maintain some shares of the secret data and 
perform two-party computation with one of the n hosts. 
Given the better performance, we loosen the restriction on 
security requirement. The security of level-2 protocol is at 
least comparable to secure two-party computation 
approaches. Secure two-party computation assures that from 
any single host (of the two parties), no information about the 
secret data can be known. Actually, level-2 protocol assures 
better security than secure two-party computation. As long as 
S2 is not compromised, compromising less than k agent hosts 
does not lead to compromising the secret data. If S2 is 
compromised, compromising any of the agent hosts Hi, for 
some i, will give the adversary enough information to 
reconstruct the secret data. Another desired property of the 
level-2 protocol is that it should allow easy level adaptation 
to level 3 and to level 1.  

We want the level-1 protocol to be very efficient, close to 
normal execution in the system without any secure 
computation. Since this level corresponds to the time period 
when there is no intrusion threat, the security requirement is 
not high. We introduce the trusted server S1 to perform 
computation on unencrypted data. The security of the data 
solely depends on the security of S1. Also the computation 
protocol of this level should allow easy adaptation to level 2 
and level 3. 
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The AMPC approach supports dynamic protocol 
adaptation. In the AMPC approach, the protocol to be used is 
determined by the threat level, which is provided by an 
intrusion detection system (IDS). The IDS is beyond the 
scope of this paper. We use existing IDS to provide threat 
level indication. Correspondingly there are three threat levels. 
When there is no intrusion threat, the hosts perform 
computation at level 1 and the system runs at the best 
performance. When the threat level goes up, the system 
adapts to the level-2 protocol to provide a higher level of 
protection. When the threat of intrusion is really severe, the 
system will adapt to level 3 to provide the best protection at 
the cost of degraded performance. 

Same as in most secure computation protocols, we assume 
that the computations are performed in a finite field, i.e., the 
operations we discuss in this paper are using modular 
arithmetic.  

Assume that at the initialization time, a secret key is 
selected for each pair of hosts for secure pair-wise 
communication. Let K2

i denote the secret key between S2 and 
Hi, for all i, Ks denote the key between S1 and S2, K

1
i the key 

between S1 and Hi, for all i, and Kij denote the key between 
H1 and Hi, for all i≠j. This can be easily set up at startup time 
or using SSL scheme.  

3. Leve-3 Protocol 

We choose an elegant secure multiparty computation 
protocol proposed in [7] as the basis protocol for AMPC. It is 
used as is for level 3 of our AMPC scheme. In Gennaro’s 
protocol, Shamir’s secret sharing scheme is used for data 
sharing. A secret data item d is partitioned into n shares and 
distributed to n shareholders. A polynomial f(x)=ak–1x

k–1 

+…+a2x
2+a1x+d of degree k – 1 is chosen to compute the n

shares, where n>2k–2.  Each share si is f(xi) for some chosen 
xi and the original data d is the constant term of f. Thus, from 
k or more shares, the secret data d can be reconstructed. 
Furthermore, no information about d can be inferred from 
fewer than k shares.  

In [7], Gennaro proposes a secure multiparty computation 
protocol for the n hosts to perform operation on shared 
secrets. It considers addition and multiplication operations. 
Consider d1 and d2. The sharing polynomial for d1 and d2 are 
f1(x)=a1(k–1)x

k–1 +…+a12x
2+a11x+d1 and f2(x)=a2(k–1)x

k–1 

+…+a22x
2+a21x+d2, respectively. The n hosts, Hi, 1 ≤ i ≤ n, 

hold the shares of two secret data d1 and d2. For all i, Hi holds 
secret shares f1(xi) and f2(xi). The goal is to let each host get a 
share of the computation result.  

Consider the addition operation, d = d1 + d2. Since f1(xi) + 
f2(xi) = ( f1 + f2 ) (xi) and ( f1 + f2 )(0) = f1(0) + f2(0) = d1 + d2, 
each host can get a share of the addition result by simply 
adding up its own shares of  d1 and d2. No communication is 
needed in this case.  

Consider the addition of one secret data d1 and a constant 
number c. Note that (f1+c)(xi) = f1(xi) + c and (f1+c)(0) = d1 + 
c. If each Hi adds c to its own share of d1, it will get a secret 
share of d1 + c with the sharing polynomial being f1(x) + c. 

Consider the multiplication d = c * d1. Since (c * f1)(0) = c 
* d1, each Hi can simply compute their share as c * f1(xi). The 
final sharing polynomial for d is c * f1(x).

Now, consider the multiplication operation, d=d1*d2, since 
f1(xi) * f2(xi) = (f1 * f2)(xi) and (f1 * f2)(0) = f1(0) * f2(0) = d1 * 
d2, if each host simply multiplies its own shares of d1 and d2, 

every host will get a share of d. But, the resulting sharing 
polynomial (f1*f2)(x) will be of degree 2k–2. Thus, (f1*f2)(xi) 
cannot be used as the share of the multiplication result; 
otherwise, the threshold is changed from k to 2k-1. The 
degree of the sharing polynomial should be reduced back to k 
– 1. 

In order to compute the shares of d1*d2 for a degree k–1 
polynomial, each shareholder Hi re-shares f1(xi)*f2(xi). Each 
host Hi chooses a degree k–1 polynomial hi(x) and sets the 
constant term of hi(x) to f1(xi)*f2(xi). Hi then computes hi(xj), 
for j=0, 1, …, n–1 and sends hi(xj) to Hj for all j. Now, each 
host needs to put the re-shared shares together. Let  

( ) ∑
−

=
⋅=

1

0

)(
n

i
ii xhrxh  be the final sharing polynomial for d1*d2

(Note that the degree of h(x) is less than k.). The requirement 
of the sharing polynomial for d1*d2 is that it’s constant term 
should be equal to d1*d2. To determine ri, we can use the 
Lagrange’s interpolation to derive d1*d2 from all the f1(xi) * 
f2(xi), for all i. We have 
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be the sharing polynomial for d1*d2 and the degree of h(x) is 
less than k. Each host Hi can then compute its share by 
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computing ( ) ∑
−

=
⋅=

1

0

)(
n

i
iiii xhrxh . The multiplication operation 

requires O(n2) messages and O(n) rounds of messages. 

4. Level-2 Protocol 

For level 2, we need a more efficient protocol to provide 
better performance. Yet, the protocol still needs to provide a 
certain degree of security. Our approach is to add an 
additional server S2 into the system. S2 maintains some 
information about the secret data so that it can help with the 
computation and, hence, reduce the overhead. However, the 
information on S2 should not allow S2 to compromise the 
secret data. Also, during computation, the protocol should 
guarantee that no host could derive any secret data from the 
information it has, and all the messages it receives. At the 
same time, server S2 needs to have the correct information 
about the newly generated secret data after the execution of 
the protocol.  

In the following subsections, we discuss the level-2 
protocol in details. First, we introduce the secret sharing 
protocol using a degree k – 1 polynomial (Subsection 4.1). 
This protocol which defines the information to be placed on 
S2, is used for data sharing. In Subsections 4.2 to 4.4, we 
discuss the computation protocols for typical arithmetic 
operations, including addition/multiplication with constants, 
addition and multiplication.  

4.1. Data Sharing  
As discussed in level 3, Shamir’s secret sharing scheme is 

used for data sharing. For each secret data dj, a random 
polynomial of degree k – 1, f(x)=ak–1x

k–1 +…+a2x
2+a1x+dj, is 

chosen to share the secret data dj among the n hosts H1, 
H2, …, Hn. Each host Hi holds the value f(xi). Now we need 
to decide what secret information S2 should have. S2 should 
hold the information such that the computation can be done 
without requiring O(n2) communication among the n hosts. 
To achieve the goal, we consider using two party 
computation between S2 and a selected host Hl, 1 ≤ l ≤ n. 

To allow S2 and Hl to perform two party computation and 
obtain the desired computation results, S2 should have the 
values f(xu), for all u, n+1 ≤ u ≤ n+k−1. For convenience, let 
D = {l, n+1, …, n+k−1}, which is the set of indices of the 
data shares that are held by S2 and Hl. As we can see, host Hl

can compute locally  

∏
−∈ −

−
=

}{

)(*
lDu

l
ul

u xf
xx

x
α . 

Similarly, from the shares held by S2, S2 can compute 
locally 
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xx
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Also, we can see that 

βα +=
−

−
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vDu uv

u xf
xx

x
d )(*

}{
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Hence, (α, β) is a sharing pair of d and existing two party 
computation protocols can be used to compute the desired 
operations. Details can be found in section 4.4. 

All together, for secret data dj, suppose the sharing 
polynomial is f(x), then for all i, Hi holds the secret share si = 
f(xi), S2 holds the values f(xu) for n+1 ≤ u ≤ n+k−1. Let d 
denote the result of an operation (e.g. d = d1 + d2). After the 
computation, Hi and S2 obtain the corresponding sharing 
values of d.

4.2. Addition/Multiplication with Constants 
Consider the addition (or multiplication) of a secret data d1

with a constant number c (c≠0 for multiplication case). 
Assume that the sharing polynomial for d1 is f1(x) and for all i, 
Hi’s share of d1 is si1= f1(xi). S2 stores f1(xn+1), …, f1(xn+k−1). c
is known by all the n hosts and S2.  

Now let’s look at how the data on Hi and S2 are updated. 
For addition with a constant, the sharing polynomial will be c 
+ f1(x). Hence Hi and S2 update the data by adding c to the 
corresponding shares of d1. When the computation is 
multiplication with a constant, the sharing polynomial will be 
c*f1(x). So Hi and S2 update the data by multiplying c to the 
corresponding shares of d1. 

4.3. Addition 
Assume that the two secrets to be operated on are d1 and 

d2 and the sharing polynomial for d1 and d2 are f1(x) and f2(x), 
respectively. And si1= f1(xi) and si2= f2(xi) are the shares of d1

and d2 held by Hi, for all i. For d1, S2 holds f1(xu), n+1 ≤ u ≤
n+k−1. For d2, S2 holds f2(xu), n+1 ≤ u ≤ n+k−1. 

The goal of the computation is to let each of the n hosts, Hi, 
1 ≤ i ≤ n, have a non-trivial share of d1+d2, and let S2 get the 
shares f3(xu), n+1 ≤ u ≤ n+k−1, where f3(x) is the 
corresponding sharing polynomial.  

To perform the addition operation, each Hi simply 
computes its share si3 = si1 + si2. S2 updates its information by 
computing f3(xu)=f1(xu)+f2(xu) for n+1 ≤ u ≤ n+k−1. No 
communication is needed in the addition operation. 

4.4. Multiplication 
Consider the multiplication operation d3=d1*d2. Assume 

that the same notation is used for the sharing polynomials, 
shares of d1, d2 and d3 as those defined in Subsection 4.3.  

First a host Hl, 1≤l≤n, is chosen for the computation. Hl

multiplies ∏
−∈ −

−

}{lDu ul

u

xx

x
 to its shares of d1 and d2 and gets 

)*,*(),(
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2
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u s
xx

x
s

xx

xαα . S2 linearly 
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combines its shares of d1, d2 by some constants and gets 

)*,*(),(
}{ }{

2
}{ }{

121 ∑ ∏∑ ∏
−∈ −∈−∈ −∈ −

−
−

−=
lDv vDu

v
uv

u

lDv vDu
v

uv

u s
xx

x
s

xx

xββ .  

Then, Hl and S2 execute a two-party protocol. As the result 
of the protocol, Hl gets d1*d2−r and S2 gets r, where r is a 
random element. Next, Hl and S2 share d1*d2−r and r to the n
hosts by the corresponding sharing polynomials g(x) and h(x) 
respectively. Besides, Hl sends g(xu), n+1 ≤ u ≤ n+k−1, to S2. 
Finally, each host add the shares delivered by Hl and S2

together as the share of d3. Also, S2 computes and stores 
g(xu)+ h(xu), n+1 ≤ u ≤ n+k−1. 

We use the two-party computation protocol proposed in 
[19] for the computation between Hl and S2. In the following, 
we first briefly discuss the original protocol and then discuss 
how to use the protocol between Hl and S2 to compute 
d1*d2−r and r. 

Yau’s two party computation protocol has two primitives, 
oblivious transfer and encrypted circuit construction. The 
oblivious transfer protocol is between a sender and a receiver. 
The input of the sender is two elements (a0, a1) in a group G
and the input of the receiver is a bit c. As the result of the 
protocol, the sender knows nothing about c and the receiver 
knows nothing except ac. It implements secure function 
evaluation between Alice and Bob such that Alice receives 
the output z = g (x, y), where |x|=nx, |y|=ny, and |z|=nz. The 
secure function evaluation consists of three procedures: (1) 
an algorithm constrct that Bob uses to construct an 
encrypted circuit, (2) an interactive protocol transfer
between Alice and Bob, and (3) an algorithm evaluate
allowing Alice to retrieve z = g (x, y). More precisely, the 
algorithm constrct(C, y) outputs the values C, ),( 1,10,1 kk , …, 

),( 1,0, xx nn kk , ),( 1,10,1 UU , …, ),( 1,0, zz nn UU . The first part C 

is a representation for C, with input y hardwired in. It may be 
viewed as an encrypted version of the n input circuit C(., y). 
In order to compute C(x, y), one needs a k-bit key for each 
input bit xi; the key Ki,b corresponds to the key used for the 
input xi=b. The pairs ),( 1,0, ii UU  represent the output bits, i.e., 

if decryption of the circuit produces Ui,b, then the output bit zi

is set to b. The transfer protocol consists of nx parallel 
executions of the oblivious transfer protocol. In the i-th 
execution, Bob has input ),( 1,0, ii kk  and Alice has input xi. 

That is, Alice learns 
xnx xnx kk ,,1 ,

1
L , but nothing more, 

whereas Bob learns nothing about 
xnxx ,,1 L . Bob also sends 

C and ),( 1,10,1 UU , …, ),( 1,0, zz nn UU  to Alice. The algorithm 

evaluate(C, 
xnx xnx kk ,,1 ,

1
L ) outputs 

znz znz UU ,,1 ,
1
L . From 

the latter Alice can recover z = g (x, y). 

Recall that Hl has ),( 21 αα and S2 has ),( 21 ββ  where 

111 d=+ βα  and 222 d=+ βα . They execute the two-party 

computation protocol with Hl substituting the place of Alice 

and S2 substituting the place of Bob. The input of Hl is 
),( 21 αα  and the input of S2 is ),,( 21 rββ  where r is a random 

element chosen by S2. We define g((x1, x2),(y1, y2, y3)) = 
(x1+y1)(x2+y2) − y3 and let C be the corresponding circuit. 
After executing Yau’s two-party protocol, Hl gets  

rddr −=−++ 212211 ))(( βαβα
and S2 gets r.  

The complete protocol is given in the following. Here we 
define function Ei,j(x) as the encryption function using Kij

(the secret key between Hi and Hj), and define function E2
j(x) 

as the encryption function using K2
j (any secret key 

encryption algorithm can be used). 

Hl: Computes (α1, α2);  
S2: Computes (β1, β2); 
Hl and S2: Execute a two-party computation protocol 

where Hl has input ),( 21 αα  and S2 has input 

),,( 21 rββ  (details given later); 

Hl: Randomly chooses a polynomial g(x) of degree k−1 
with the constant term r; 

  Computes g(xi), 1 ≤ i ≤ n+k−1, and broadcasts  

  11
2 ))}(({ −+≤≤+ knunul xgE  and niili xgE ≤≤1))}(({ ;  

S2: Randomly chooses a polynomial h(x) of degree k−1 
with the constant term d1*d2 − r; 

  Computes h(xi), 1 ≤ i ≤ n+k−1 and broadcasts 

niii xhE ≤≤1
2 ))}(({ ; 

Hi: Decrypts the part of the broadcast message that’s 
intended for Hi and stores g(xi)+ h(xi) as the share of 
d3;  

S2: Decrypts the part of the broadcast message that’s 
intended for S2 and stores g(xu)+ h(xu), n+1 ≤ u ≤
n+k−1, as the shares of d3;  

In the above protocol, Hl and S2 execute a two party 
protocol to perform the computation. Yau’s protocol is used 
here. The detailed two party protocol is given in the 
following. Assume that the length of (α1, α2) is nx, the length 
of (β1, β2, r) is ny, and the length of r−++ ))(( 2211 βαβα  is 

nz. Let g((x1, x2), (y1,y2,y3)) = (x1+y1)(x2+y2) – y3 and let C be 
the corresponding circuit of g.  

S2: Invokes the algorithm construct with input 
  (C, ),,( 21 rββ ) and gets output C, ),( 1,10,1 kk , …, 

),( 1,0, xx nn kk , ),( 1,10,1 UU , …, ),( 1,0, zz nn UU .

S2 and Hl: Execute nx parallel oblivious transfer protocols. 
For 1 ≤ i ≤ nx, the input of S2 is ),( 1,0, ii kk  and the 

input of Hl is xi, where ),,(),( 121 xnxx L=αα . As a 

result, Hl learns 
xnx xnx kk ,,1 ,

1
L . 

S2: Sends C and ),( 1,10,1 UU , …, ),( 1,0, zz nn UU  to Hl. 
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Hl: Computes evaluate(C, 
xnx xnx kk ,,1 ,

1
L ) and gets 

znz znz UU ,,1 ,
1
L . Hl determines ),,( 1 znzzz L= , 

where 
rddrzz

zn −=−++= 2122111 ))((),,( βαβαL .  

After executing the protocol, Hl gets d1*d2 − r and S2 gets 
r.  

5. Level-1 Protocol 

To achieve high performance in level-1 protocol, we 
introduce a trusted server S1. S1 holds all secret data in their 
original form. The computations are performed directly on 
the original data. The n hosts, Hi, 1 ≤ i ≤ n, and S2 act as 
backups. The protocol for this level is as follows:  

S1: 

Repeat  

{ perform computation on the original data; 

   for a period of time (tp), send secret shares of 

   newly generated data to Hi, for all i; 

   update the information S2;   

} 

To update the information on the n hosts, Hi, 1 ≤ i ≤ n, S1

randomly chooses a degree k–1 polynomial fr(x) = ar,k–1x
k–1

+ … + ar,1x + dr  for each computation result dr. It then 
evaluates the polynomial at the n fixed points x1, x2, …, xn

and for all i, sends fr(xi) to Hi. S1 also evaluates fr(x) at the k-1 
fixed points xn+1, xn+2, …, xn+k-1 and sends these values to S2.  

To update S2, S1 evaluates fr(x) at the k-1 fixed points xn+1, 
xn+2, …, xn+k-1 and sends these values to S2.

For security consideration, messages are encrypted with 
the key between two communicating hosts for all the 
message transmissions in this level.  

6. Level Adaptation Protocols 

Our AMPC supports level adaptation on the fly. The 
adaptation to another level of secure computation can be 
achieved automatically as the threat level changes. The 
servers execute the appropriate level adaptation protocol 
when a level change is required. Let LAPij denote the 
adaptation protocol for adapting the system from level i to 
level j.   

LAP12: LAP12 is very simple, When S1 performs the 
computation, it keeps Hi, for all i, and S2 updated. So, the 
only action that needs to be taken is to remove the trusted 
server S1 from the network. S2 and the n hosts, Hi, 1 ≤ i ≤ n, 
simply start executing the level-2 protocol. 

LAP13: Similar to LAP12, LAP13 is also very 
straightforward. The trusted servers S1 and S2 are removed 

from the system. The n hosts, Hi, 1 ≤ i ≤ n, simply switch to 
execute the level-3 protocol. 

LAP23: From level 2 to level 3, server S2 needs to be 
removed (S1 is not in level 2). The n hosts, Hi, 1 ≤ i ≤ n, 
simply switch to execute the level-3 protocol.  

LAP31: When the system changes from level 3 to level 1, 
S1 and S2 are put back into the system. These two servers 
need to be updated. To update the information on S1, all the n
hosts, Hi, 1 ≤ i ≤ n, send shares of newly generated secret 
data to S1. S1 reconstructs the secret data and computes the 
sharing polynomials fv(x), Vv ∈ . Then, S1 sends fv(xu), n+1 
≤ u ≤ n+k−1, Vv ∈ , to S2. All the servers then execute the 
level-1 protocol.  

LAP21: From level 2 to level 1, S1 is added into the system. 
Reconstructing the secret data in LAP21 can be done more 
efficiently than in LAP31 by using the information on server 

S2. For every newly generated secret data dr, a host 
0i

H  and 

S2 send the corresponding sharing values of dr to S1. From 
these values, S1 can reconstruct all the new secret data. 

LAP32: Assume that d1, …, dN  are newly generated data 
by hosts H1, …, Hn during the level-3-only execution period 
and S2 do not have d1, …, dN. Host Hi stores sij where sij = 
fj(xi), fj(xi) is a polynomial of degree k–1 with the constant 
term dj, 1 ≤ i ≤ n, 1 ≤ j ≤ N. When S2 is put back, these N data 
should be shared to S2 such that S2 gets the values of fj(xu), 
n+1 ≤ u ≤ n+k−1, 1 ≤ j ≤ N. 

Without loss of generality, consider reconstructing the 
shares for S2 by hosts H1, …, Hk. (Note that, this can be done 
by any k out of the n hosts.) Since (1, x1, …, x1

k–1), …, (1, 
xk, …, xk

k–1) form a basis, there exist constants c1u, …, cku

such that (1, xu, …, xu
k–1) = c1u (1, x1, …, x1

k–1)+…+ cku (1, 
xk, …, xk

k–1). Hence fj (xu)= c1u s1j +…+ cku skj. A chosen host 
from H1, …, Hk, say H1, chooses random elements ru

1j, …, 
ru

kj and sends ru
2j to H2, …, ru

kj to Hk. H1 sends c1u s1j+ru
1j, 

∑1≤i≤k ru
ij to S2. Hi, 2 ≤ i ≤ k, sends ciu sij+ ru

ij to S2. S2 

computes (c1u s1j+ru
1j) + ∑2≤i≤k (ciu sij+ ru

ij) − ∑1≤i≤k r
u
ij= c1u s1j

+…+ cku skj= fj (xu). 

The protocol is given as follows:  

H1: Chooses random elements ru
1j, …, ru

kj and 
broadcasts 

Njknunkiij
u

i rE ≤≤−+≤≤+≤≤ 1,11,21 )}({  and 

Njknun
ki

ij
u

j
u

ju rrscE ≤≤−+≤≤+
≤≤
∑+ 1,11

1

1111
2 )},({ ; 

Hi, 2 ≤ i ≤ k: 
Decrypts the corresponding message received from 
H1 and gets ru

ij, n+1 ≤ u ≤ n+k−1, 1 ≤ j ≤ N. Then it 
broadcasts 

Njknunij
u

ijiui rscE ≤≤−+≤≤++ 1,11
2 )}({ ; 

S2: Decrypts the corresponding message received from 
Hi, 1 ≤ i ≤ k. Then it computes ciu sij+ru

ij, 1 ≤ i ≤ k,
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∑1≤i≤k r
u
ij, n+1 ≤ u ≤ n+k−1, 1≤j≤N. Next, it computes 

and stores ∑1≤i≤k (ciu sij+ ru
ij) − ∑1≤i≤k r

u
ij= c1u s1j +…+

cku skj = fj (xu), n+1 ≤ u ≤ n+k−1, 1 ≤ j ≤ N; 

For security consideration, all of the messages for level 
adaptation are encrypted with the pre-set secret key between 
the two communicating hosts. 

7. Summary and Future Work 

In this paper, we introduced a novel adaptive secure 
multiparty computation (AMPC) algorithm and gave detailed 
computation protocols for the AMPC scheme. AMPC 
provides effective performance and security tradeoffs. It 
provides a practical way for critical servers to employ secure 
computation protocols to protect the sensitive information 
against external attacks. Combined with intrusion detection 
technique, it can offer very good performance in low threat 
period and provide excellent security protection when there 
is high threat of intrusion attack. The adaptive concept may 
be applicable to other secure computation schemes and we 
will explore this in the future. 
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