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tThe advent of light-weight terminals (e.g., PDA) withintegrated 
ommuni
ation 
apabilities fa
ilitates servi
ea

ess and hosting anytime, anywhere. However, e�e
-tive servi
e a

ess requires dealing with the servi
e's QoS,in
luding related resour
e 
onsumption. This paper in-trodu
es a 
omprehensive framework for QoS-aware ser-vi
e lo
ation in ad ho
 networks. Our framework dividesinto: (i) QoS spe
i�
ation that is expressive enough to
apturemost signi�
ant QoS-related properties, and 
on-
ise enough to have minimal 
omputation 
ost asso
iatedwith QoS management, and (ii) a bene�t fun
tion forevaluating the overall bene�t of servi
e instan
es avail-able in the network from the standpoint of QoS regardingboth the user's perspe
tive and resour
e 
onsumption onhosts. Appli
ation of the proposed QoS framework is ad-dressed in the 
ontext of the mobile AdHo
WS system,whi
h supports QoS-aware lo
ation of Web servi
es de-ployed in mobile ad ho
 networks.1. Introdu
tionThe vision of ambient intelligen
e (also referred toas pervasive 
omputing) is among the most 
hallengingtopi
s for next generation 
omputing systems. Realiz-ing the vision means that 
onsumers will be providedwith universal and immediate a

ess to available 
on-tent and servi
es anytime, anywhere, together with away of e�e
tively exploiting them [1, 9, 11, 13℄. In par-ti
ular, 
ontent and servi
es should be made availableto mobile users. Su
h a requirement further requires ad-dressing deployment of servi
es on possibly thin, wire-less devi
es for in
reased availability [19, 12, 25℄. A keypart of e�e
tiveness then lies in the spe
i�
ation of mo-bile servi
e properties and the dynami
 
omposition ofservi
es, in a way that both minimizes resour
e 
on-sumption on mobile terminals and satis�es users' re-quest with respe
t to the o�ered Quality of Servi
e

(QoS). The resour
e limitation of thin wireless 
om-puting devi
es makes QoS-aware resour
e managementeven more important.QoS in mobile environments relates to 
hara
teriz-ing 
apabilities of mobile hosts. This is addressed bythe CC/PP1 W3C standard, whi
h des
ribes devi
es'
apabilities and preferen
es, with a fo
us on wirelessdevi
es. Su
h a spe
i�
ation is sent along with any re-quest from the devi
e so that the server 
an �lter andadapt to the devi
e's requirements. CC/PP 
an be uti-lized to des
ribe ri
her 
ontext information, in
ludinglo
ation and QoS [16℄. However, using CC/PP for sup-porting QoS management is an open issue and needsto be 
oupled with network-related QoS spe
i�
ation.Work within the Internet Engineering Task For
e(IETF) addresses the issue of providing seamless han-dover with support for the ex
hange of QoS infor-mation within the SeaMoby working group2, and theone of QoS provisioning over mobile IP [7℄. The ISTBRAIN proje
t investigates servi
e adaptation, s
al-ability, QoS handling and management on mobility-enabled IP based networks3. However, the above workonly addresses QoS at the level of the wireless network,and thus does not deal with QoS related to terminals(e.g., CPU load).In general, supporting QoS in mobile environmentsremains an open issue, 
onsidering in parti
ular thene
essary exploitation of ad ho
 wireless networksin addition to infrastru
ture-based ones for enfor
ingubiquitous networking [22℄. This paper 
ontributes tothe above issue by introdu
ing a 
omprehensive frame-work for QoS-aware servi
e lo
ation in ad ho
 net-works. By ad ho
 networks, we mean networks of light-weight terminals (e.g., PDA), whi
h are formed in an1 Composite Capabilities/Preferen
e Pro�les; seehttp://www.w3
.org/Mobile/CCPP/2 The Context and Mi
ro-Mobility Routing Working Group,http://www.ietf.org/html.
harters/seamoby-
harter.html3 BRAIN: Broadband Radio A

ess for IP based Networks.http://www.ist-brain.org/1



ad ho
 manner (i.e., without any infrastru
ture); ter-minals further have varying and s
ar
e resour
es (e.g.,CPU, network, battery) and may all a
t as servi
ehosts.The work presented in this paper is part of theOzone proje
t4. This paper is organized as follows. Se
-tion 2 introdu
es QoS spe
i�
ation, whi
h is expressiveenough to 
apture most signi�
ant QoS-related prop-erties, and 
on
ise enough to have minimal 
omputa-tion 
ost asso
iated with QoS management. Se
tion 3further details a solution to the measurement and pre-di
tion of QoS values, spe
i�
ally targeted at thin de-vi
es. Se
tion 4 then elaborates the bene�t fun
tion forassessing the overall QoS of servi
e instan
es, whi
htakes into a

ount both users' bene�t and hosts' re-sour
e 
onsumption. It is followed by the appli
ationof the QoS framework to the mobile AdHo
WS systemin Se
tion 5; AdHo
WS supports QoS-aware lo
ationof Web servi
es deployed in mobile ad ho
 networks. Fi-nally, 
on
lusions and future work are dis
ussed in Se
-tion 6.2. QoS spe
i�
ationQoS spe
i�
ation asso
iated with servi
es is 
on-
erned with 
apturing the servi
es' QoS requirementsand poli
ies. QoS spe
i�
ation should: (1) allow de-s
ription of both quantitative (e.g., servi
e laten
y) andqualitative (e.g., CPU s
heduling me
hanism) QoS at-tributes, as well as adaption rules [24℄; (2) be de
lar-ative in nature, that is, spe
ify only what is required,but not how the requirements are implemented [2℄.In the following, QoS 
ategory refers to a spe
i�
non-fun
tional property of a servi
e that we are inter-ested in (e.g., performan
e). Every 
ategory 
onsistsof one or more dimensions, ea
h representing one at-tribute of the 
ategory. For instan
e, laten
y de�nesa dimension of the performan
e 
ategory. Quantita-tive dimensions in QoS spe
i�
ation, also referred toas metri
s, measure spe
i�
 quanti�able attributes ofthe servi
e. Qualitative dimensions, referred to as poli-
ies, di
tate the behavior of the servi
es. Sabata et. al.further 
lassify the metri
s into 
ategories of perfor-man
e, se
urity levels, and relative importan
e. Poli
iesare divided into 
ategories of management and level ofservi
e [24℄.Based on the aforementioned work, we introdu
e asolution to the QoS spe
i�
ation of servi
es that isadapted to mobile ad-ho
 environments. In parti
ular,we noti
e that although more QoS parameters yieldmore detailed des
ription, the gain has to be put up4 http://www. extra.resear
h.philips.
om/europroje
ts/ozone

against the in
reased overhead. Usually a small num-ber of parameters (i.e., � 5) is suÆ
ient to 
apturethe dominant QoS properties of a system [10℄. Alongwith the fa
tor of limited resour
es on mobile devi
es,we only take into a

ount the most dominant and de-s
riptive dimensions in our base QoS spe
i�
ation in-stead of trying to in
orporate every appli
able dimen-sion. More dimensions 
an further be added, if requiredby spe
i�
 servi
es, by supporting the new dimensionsin a way similar to the one dis
ussed in the following.Our spe
i�
ation, similar to [24℄, in
orporates met-ri
s and poli
ies. Moreover, we 
onsider that in mobileand resour
e-
onstrained environments, the servi
e lo-
ation pro
ess not only needs to 
onsider the users'bene�t (i.e., satisfying the user's request on QoS' as-pe
ts), but also needs to take into a

ount the result-ing resour
e 
onsumption on hosts. Hen
e, our met-ri
s 
over both servi
e-level (x 2.1) and resour
e-level(x 2.2) metri
s. In addition, we 
onsider that it is im-portant to des
ribe the servi
e's adaption and level ofservi
e with respe
t to o�ered QoS, for in
reased 
exi-bility in the servi
e sele
tion pro
ess in mobile environ-ments. Hen
e, we in
lude both of them in our poli
ies(x 2.3). Moreover, we use relative importan
e to 
har-a
terize both the users' preferen
es among the vari-ous QoS dimensions and the 
riti
ality of the hosts' re-sour
es (x 2.4).2.1. Servi
e-level Metri
sServi
e-level metri
s 
apture the users' QoS-relatedrequirements for the target servi
e. Based on [24℄, ourspe
i�
ation in
ludes the performan
e and se
urity 
at-egories. We further in
lude an important 
ategory, i.e.,reliability, whi
h basi
ally must be taken into a

ountsystemati
ally for any system [21℄. Also, as mobile sys-tems feature \
ontinuous 
hange is the only 
onstant",it is ne
essary to emphasize the reliability of servi
esin the unpredi
table environments. In addition, we in-
lude the transa
tion 
ategory sin
e many real-life ser-vi
es are transa
tional.Intuitively, people refer to performan
e when talkingabout QoS. That is be
ause performan
e is the most in-
uential system parameter in the observed behavior ofappli
ations. Common performan
e dimensions in
ludelaten
y (response-time), jitter and throughput. In most
ases, users 
are most about getting their answers fortheir requests qui
kly and a

urately. It is 
losely re-lated to user-friendliness due to the human's natureof limited patien
e. Hen
e laten
y stands itself as themost dominant dimension in the performan
e 
ategory.Throughput is more server and network-oriented. Wewill thus talk about network's bandwidth, whi
h is a



form of throughput, in the resour
e-related spe
i�
a-tion. Jitter, the di�eren
e between the maximal andminimal laten
ies, 
an be used to predi
t the servi
etime more a

urately sin
e the laten
y is given as aform of mean response time in most o

asions. How-ever, we only 
onsider laten
y, whi
h is expressed asthe time between initiation of the request and arrivalof the result, as the basi
 performan
e dimension.Reliability of software systems is be
oming in
reas-ingly important as the 
ost of down-time in
reases [8℄.Reliability 
an be 
hara
terized by a number of dimen-sions (e.g., availability, 
ontinuous availability, meantime to failure, number of servi
e failures) [21℄. Theyea
h depi
t one aspe
t of reliability. However, not allof them are required by every servi
e sin
e reliabilityrequirements vary signi�
antly a

ording to the appli-
ation domain. In general, availability, whi
h 
hara
-terizes the probability that a servi
e is available whena

essed at any time, is the most 
ommonly used di-mension for 
hara
terizing reliability. We thus 
onsideronly availability as the basi
 reliability dimension.Se
urity deals against unauthorized attempts to a
-
ess information. It is 
on
erned with 
on�dentiality,integrity and availability. The se
urity taxonomy alsoin
ludes en
ryption, authenti
ation, a

ess 
ontrol andnon-repudiation [17℄. En
ryption, authenti
ation anda

ess 
ontrol are se
urity fun
tionalities to enfor
e se-
urity properties su
h as 
on�dentiality, integrity andnon-repudiation. Sin
e we already have availability inthe reliability 
ategory, we do not 
onsider it in the se-
urity 
ategory. We thus in
lude the dimensions of 
on-�dentiality, integrity and non-repudiation in our QoSspe
i�
ation. They are all boolean.The transa
tional 
ategory relates to provisioningfault toleran
e measures and thus to the reliability
ategory. However, sin
e many real-world servi
es aretransa
tional (e.g., ti
ket booking, sto
k trading, on-line banking, et
), we list it as an individual 
ategoryfor its prevalen
e and signi�
an
e in the real world. Thetransa
tional 
ategory refers to whether a servi
e o�ersACID (Atomi
ity, Consisten
y, Isolation and Durabil-ity) properties or a subset of them [14℄, leading to thede�nition of the 
orresponding dimensions, whi
h areall boolean.2.2. Resour
e-related Metri
sDi�erent QoSs lead to the 
onsumption of di�erentamounts of resour
es. Due to the limited resour
es ofwireless servi
e hosts in mobile environments, it is nat-ural to prefer resour
e-ri
her hosts to resour
e-poorerones. For example, a plugged PC is 
ertainly preferredover a PDA when both host instan
es of the same ser-

vi
e that o�ers the same quality, espe
ially if the servi
e
onsumes a fair amount of battery. More importantly,without 
onsideration of asso
iated resour
e 
onsump-tion, the user will always request the best servi
e andshared resour
es will be misused [29℄. We thus intro-du
e the resour
e 
ategory to depi
t the servi
e's re-sour
e 
onsumption on hosts. The following four di-mensions are 
ommonly used to 
hara
terize terminals'resour
es: CPU load, memory, bandwidth and battery.Thus, we in
lude the 
onsumption of the above four re-sour
es in the resour
e-related spe
i�
ation of servi
es.Assume that for some resour
e r, a servi
e s 
on-sumes a
s;r units of the total available resour
e tarr.We evaluate the resour
e 
onsumption of r for the givenservi
e s by: r
s;r = a
s;rtarr (1)The reason that r
s;r is de�ned as a per
entage insteadof absolute value is that the same amount of resour
eis of di�erent importan
e to di�erent hosts (e.g., run-ning a servi
e that 
onsumes 5 MB memory has a dif-ferent impa
t on a host with 250 MB left than on a hostwith 10MB left). The following 
hara
terizes the val-ues of a
 and tar for the above four dimensions of theresour
e 
ategory.The CPU load des
ribes the work load on theCPU(s) of a host. The CPU load of a host is either de-�ned as the number of running pro
esses duringsome time, e.g., 5 minutes, or the utilization per
ent-age of the CPU. They are 
losely related, but far fromidenti
al. The system may have plenty of pro
essesrunning (heavily-loaded) but a low utilization per-
entage when most of the pro
esses are I/O boundinstead of CPU-bound. Hen
e, we de�ne the avail-able CPU load (i.e., tarCPU ) of a host as the utilizableper
entage of the CPU (i.e., 1 - utilization per
ent-age). The CPU load introdu
ed by a servi
e s (i.e.,a
s;CPU ) is further de�ned as the CPU time of the ser-vi
e divided by the total servi
e time5.Memory refers to the size of the primary memory ofa host. The available memory of a host (i.e., tarmemory)is thus de�ned as the host's available primary mem-ory, and the memory 
onsumption of a servi
e s (i.e.,a
s;memory) is de�ned as the total amount of physi-
al memory used by the servi
e. Available memory ofa host is a key fa
tor a�e
ting servi
e performan
e. Themore available memory is, the less possibility the sys-tem needs to read data from disk into memory, and theless servi
e laten
y is.5 Note that total servi
e time refers to the time the host exe
utesthe servi
e, i.e., it does not in
lude the timewaiting fornetworkor I/O-related events.



The available bandwidth for a host (i.e., tarbandwidth)represents the a
tual 
apa
ity of the 
onne
tion and thebandwidth 
onsumption of a servi
e s (i.e., a
s;bandwidth)refers to the volume of data the servi
e sends and re-
eives per some time units. Stri
tly speaking, band-width is not a property of the host, but of the networka host is atta
hed to. Sin
e it also re
e
ts the physi-
al 
onditions of the environments a host is resident in,we 
onsider bandwidth 
onsumption as a dimension de-pi
ting resour
e 
onsumption of a servi
e instan
e.Battery longevity is an important part of the mo-bile world and battery 
onsumption is an importantresour
e-related dimension of a servi
e. The availablebattery (i.e., tarbattery) for host represents the powerlevel a host has (an AC plugged-in host is 
onsideredto have in�nite battery). The battery 
onsumption of aservi
e s (i.e., a
s;battery) refers to the power a host 
on-sumes for exe
uting the servi
e.2.3. Poli
yCompared to metri
s-based 
ategories, poli
ies arequalitative and behavior spe
i�
. We introdu
e the 
at-egory of servi
e behavior to des
ribe the servi
e-spe
i�
QoS-related poli
ies. More spe
i�
ally, our QoS spe
i�-
ation in
ludes the dimensions of servi
e adaption andlevel of servi
e, whi
h are the dominant ones in unpre-di
table mobile environments.The servi
e adaption dimension 
aptures the degreeof QoS adaption that the servi
e 
an tolerate and s
al-ing a
tions to be taken in the event of violation in the
ontra
ted QoS [2℄. Bowers et. al. introdu
e adaptionspa
e for spe
ifying when various implementation al-ternatives of a software 
omponent are feasible andwhen they should be sele
ted, based on 
urrent 
ondi-tions of the appli
ation environment and the user pref-eren
es [4℄. Ea
h implementation alternative meets thebasi
 goals but di�ers in the level of servi
e that itprovides. Narayanan et. al. use �delity to represent anappli
ation-spe
i�
 notion of the \goodness" of appli-
ation result. In general, lower �delity 
onsumes lessresour
es, but at the 
ost of providing a degraded ser-vi
e to the user [23℄. In our framework, we use the
on
ept of �delity to represent an implementation al-ternative of the servi
e, and to represent an a

ept-able level of servi
e to the users. The user then listsin his/her servi
e request, his/her a

eptable �deli-ties and the asso
iated servi
e-level QoS spe
i�
ation(e.g., �delity ex
ellent: availability > 90% & laten
y <0.01ms; �delity fair: availability > 60% & laten
y <0.1ms). In the same way, the servi
e lists in its adver-tisement, its provided �delities and asso
iated servi
e-level and resour
e-level spe
i�
ations (e.g., �delity ex-


ellent: availability > 90%, laten
y < 0.01ms, mem-ory > 20%; �delity fair: availability > 60%, laten
y <0.1ms, memory > 10%). In the initial negotiation, thesystem tries to satisfy the request from the highest �-delity to the lowest. During runtime, when the avail-ability of resour
es varies signi�
antly, the user 
aneither enable renegotiation to be able to 
ontinue orimprove the servi
e; or simply disable renegotiation.Thus, possible servi
e adaption poli
ies are: renegoti-ation required when resour
es improve; renegotiation al-lowed when resour
es deteriorate; no renegotiation whenresour
es improve; no renegotiation when resour
es de-teriorate, or meaningful 
ombination of any of them.The level of servi
e dimension spe
i�es the requireddegree of end-to-end resour
e 
ommitment [2℄. It al-lows the qualitative distin
tion between hard and softperforman
e guarantees. Optional values of level of ser-vi
e in
lude deterministi
, predi
tive and best e�ort [2℄:� Deterministi
, whi
h is also 
alled guaranteed orhard guarantee, refers to servi
es whose QoS willbe surely met as long as hardware is fun
tioningand the servi
e 
onforms to its resour
e 
onsump-tion 
hara
terization. It is typi
ally based on stati
resour
e reservation and used for hard real-timeperforman
e appli
ations.� Predi
tive, or probabilisti
, is usually based onshared resour
e allo
ation to utilize resour
es ef-�
iently. It allows for a 
ertain per
entage of vio-lations and the servi
e may su�er from degrada-tion from time to time. It is parti
ularly suitablefor 
ontinuous media appli
ations.� Best-E�ort is the lowest priority 
ommitment. Noresour
es are allo
ated or monitored be
ause ser-vi
e providers are not obliged to any level of ser-vi
e. This 
ommitment level is only able to re
eivewhatever resour
es are left after the other levelsare servi
ed.2.4. Relative Importan
eThe respe
tive importan
e of both quantitative andqualitative QoS dimensions depends on the user andenvironment. Some users may want to get results asqui
kly as possible, while others may 
onsider se
u-rity as their �rst priority. We use relative importan
e to
hara
terize both the user's preferen
e regarding ea
hQoS dimension in the user's request, and the 
riti
alityof the various resour
es for hosts. Relative importan
eis introdu
ed as a weight over dimensions, whi
h ap-plies to both quantitative and qualitative dimensions.Hen
e, every time a servi
e 
lient looks up some ser-vi
e instan
e (e.g., look for a restaurant) mat
hing 
er-



Importan
e Type Weight (Priority)Don't 
are 0Trivial 1Slightly Important 2Important 3Very Important 5Ultra Important 7Deadly Important 9Table 1. Importan
e tabletain fun
tional (e.g., Chinese Restaurant in Versailles)and non-fun
tional properties (laten
y < 30 se
onds),the servi
e request not only in
ludes the target prop-erties, but also the user's preferen
es (importan
e) toea
h non-fun
tional property. In the same way, servi
eadvertisements from a servi
e host not only in
lude theestimated resour
e 
onsumption, but also the 
riti
al-ity of the resour
es to the host (e.g., battery is veryvery important to the host sin
e it has some impor-tant tasks to exe
ute in the future; while CPU load isnot so important to it sin
e its CPU is now idle mostof the time).Mapping from the user's preferen
es and the re-sour
es 
riti
alities (mostly some text) to some impor-tan
e value may seem too 
asual at �rst glan
e. But,as long as the users/hosts realize the order of impor-tan
e that the text represents, it is reasonable to mapit into some spe
i�
 value. Also there is some pra
ti
ebefore, e.g., Gray and Reuter de�ne availability 
lassesa

ording to the system availability [14℄. Similarly, wede�ne an importan
e table (Table 1) stating the map-ping between importan
e and weight. The reason whyweights have 2 spa
ed in between instead of 1 from im-portant is be
ause we 
onsider that it is ne
essary tospread the weight spa
e to make the di�eren
e moreexpressive (e.g., deadly important is mu
h more impor-tant than important, and values { 9 and 3 for this 
ase{ need to re
e
t the di�eren
e).Table 2 summarizes base QoS 
ategories and relateddimensions that we have introdu
ed for the QoS spe
-i�
ation of servi
es. Su
h a spe
i�
ation allows for thesele
tion of mobile servi
es a

ording to o�ered fun
-tional and non-fun
tional properties among the servi
einstan
es that 
an be retrieved in the environment us-ing base 
apabilities of existing servi
e lo
ation proto-
ols. However, some servi
es may need to be sele
teda

ording to more dimensions (e.g., a distant surgeryservi
e requires the 
ontinuous availability dimension).Addition of dimensions only requires users to add newdimensions within the servi
e request. Then, if a servi
e

Category Dimension De�nitionReliability Availability Probability=[0..1℄Performan
e Laten
y Servi
e Time (in ms)Con�dentiality BooleanSe
urity Integrity BooleanNon-repudiation BooleanAtomi
ity BooleanConsisten
y BooleanTransa
tion Isolation BooleanDurability booleanCPU Load Per
entage=[0..1℄Memory Per
entage=[0..1℄Resour
e Bandwidth Per
entage=[0..1℄Battery Per
entage=[0..1℄Servi
e Adaption adaption poli
yServi
e Behavior Level of Servi
e servi
e levelTable 2. QoS dimensions in our base spe
i�
a-tioninstan
e fails to provide those new dimensions, whi
hmust be further managed by the host, this servi
e in-stan
e is not 
onsidered quali�ed for the user's request.3. QoS MeasurementThe spe
i�
ation of quantitative dimensions in ser-vi
e requests and advertisements requires providingas a

urate measures as possible. Servi
e-level dimen-sions 
an be measured easily (e.g., o�-line measure-ments using available quality analysis tools). Resour
e-related measures for the servi
es are also easy to obtainafter servi
e exe
ution, using available utilities (e.g.,path
har6 for bandwidth measurement). However, pro-viding a

urate resour
e 
onsumption measures (i.e.,tarr, a
s;r) for the sele
tion of servi
e instan
es priorto their exe
ution requires spe
ial 
are, sin
e this re-lates to predi
ting the servi
e's resour
e 
onsumption.Existing work about resour
e 
onsumption predi
-tion undertakes two approa
hes: analyti
al and statisti-
al. The analyti
al approa
h is appli
ation-spe
i�
, andadministrators or developers are required to analyzethe algorithm 
omplexity and produ
e an expression.Its appli
ability is limited to those appli
ations whose
omplexity expression is not hard to 
ome up with. Thestatisti
al approa
h utilizes 
umulative statisti
s datafrom previous runs and tries to �nd some rules for fu-ture predi
tion-making. It applies to those situations6 http://www.
aida.org/tools/utilities/others/path
har



when resour
e 
onsumptions do not vary mu
h fromrun to run.Narayanan et. al. o�er a hybrid approa
h to pre-di
t resour
e 
onsumption of appli
ations [23℄. It is de-�ned as a fun
tion of �delity, as de�ned in Se
tion 2.3,(e.g., CPU Consumption = 
0+
1�p�r�log(p�r)+
2(p�r)2, where p and r are input parameters or �deli-ties). More spe
i�
ally, the predi
tion fun
tion is ob-tained through 
ombination of logs about resour
e 
on-sumption after running appli
ations at di�erent �deli-ties in o�-line training, with appli
ation-spe
i�
 hintsfrom the analysis of the appli
ation 
omplexity. Afterea
h run, new results are logged and 
oeÆ
ients (e.g.
i in our example) are re
omputed. However, in [23℄,the appli
ation's developer has to o�er the estimationof 
omputation 
omplexity after o�-line training. Al-though provided predi
tion 
an be re�ned after newruns, the 
omputation 
omplexity, whi
h 
an be pre-di
ted wrongly at the early stage, 
annot be 
hanged.Using 
umulative statisti
s, one 
an predi
t resour
e
onsumption asso
iated with a request a

ording tosimilar requests in the history, under the assumptionthat similar requests lead to similar results [20, 28℄.Similarity is de�ned with respe
t to the input (e.g.,same in appli
ation name, user name, exe
utable argu-ments, et
) . Kapadia et. al. go further by proposing apredi
tion approa
h, named two-level knowledge-basedorganization, whi
h exploits the prin
iple of temporaland spatial lo
alities [20℄. However, it is mostly appli-
able to a
ademi
 environments in whi
h students tendto work on the same homework at the same time. Whena host may have requests from any terminal as in a mo-bile environment, this organization is of limited usage.To solve the aforementioned issue, our approa
h ex-ploits the ex
ellent properties of normal distribution.Normal distributions are symmetri
 with s
ores more
on
entrated in the middle than in the tails (Fig 1). Ap-plied statisti
ians have 
on�rmed by observation thatthe normal distribution is often adequate as a des
rip-tion of many data sets that appear in the "real" (i.e.,non-mathemati
al) world [27℄. Many kinds of behav-ioral data are approximated well by normal distribu-tion. Furthermore, most real phenomena generate dis-tributions that are 
lose to normal, and long-tailed dis-tributions and modal distributions 
an be su

essfullyapproximated by normal distributions [26℄.Hen
e, we 
onsider that servi
es' resour
e 
onsump-tion under one �delity is regular and not random, andthat the resour
e 
onsumption distribution is very 
loseto normal distribution. Our experiments have furtherproved it. We further use o�-line training as a start-ing point, as in [23℄. However, the di�eren
e betweenour solution and the one of [23℄ is that we do not re-

-Resour
e Consumption
6Number of Runs

Figure 1. Normal DistributionAmount Probability of less than amountm+ 1:282� Æ 90%m+ 0:53� Æ 70%m 50%m� 0:53� Æ 30%m� 1:282� Æ 10%Table 3. Probability that a standard normal ran-dom variable is less than a valuequire the servi
e's developer to 
ome up with the pre-di
ted linear regression at the beginning. Our approa
his thus mu
h simpler and 
omputationally 
heaper.From the property of normal distribution, we havea table listing the probability that a standard normalrandom variable is less than a value for mean valuem and standard deviation Æ (Table 3). Therefore, ifwe want to have 
onservative predi
tion (i.e., there isheavy penalty for mispredi
tion), we give the predi
-tion of m + 1:282� Æ. For more aggressive predi
tion(i.e., there is fair penalty for mispredi
tion), we give thepredi
tion of m. For even more aggressive (i.e., thereis little penalty for mispredi
tion), m� 0:53� Æ is 
ho-sen.4. Overall QoSGiven the QoS spe
i�
ation of a servi
e, related di-mensions must be 
ombined to evaluate the servi
e'soverall QoS. This is realized using a bene�t fun
tion.Bene�t fun
tion is used to �nd the Operational Pointthat maximizes the users' bene�t under 
urrent 
ondi-tions. It is very useful in enabling the servi
e's adap-tation poli
y by supporting gra
eful adaption when re-sour
e 
onditions suddenly deteriorate or improve. Itfurther serves sele
ting the best servi
e instan
e froma pool of eligible ones (i.e., instan
es o�ering the tar-get fun
tional properties), as identi�ed using base fun
-tionalities of exisiting servi
e lo
ation proto
ols.



4.1. Bene�t Fun
tionA bene�t fun
tion is a model proposed to depi
tthe bene�t the user re
eives for a 
ertain level of QoS[24℄. It is widely used in resour
e management or jobs
heduling. Levin and Irvine develop a metri
 for eval-uating resour
e-usage eÆ
ien
y by in
orporating intoits bene�t fun
tion: user's preferen
e, job's priority, re-sour
e 
onsumption and the eÆ
ien
y of job s
hedul-ing [18℄. Nahrstedt et. al. explore an aggregated ap-proa
h by 
onstru
ting a bene�t fun
tion, whi
h is aresour
e 
ost/user satisfa
tion ratio; user satisfa
tion isde
ided by the performan
e of video presentation (e.g.,delay, skew) and resour
e 
onsumption is proportionalto the 
onsumption per
entage of the bottlene
k re-sour
e (i.e., the resour
e that the servi
e 
onsumes rel-atively most) [29℄.In a way similar to [29℄, we a

ount for user's ben-e�t and resour
e 
onsumption for the de�nition of ourbene�t fun
tion. The di�eren
e between [29℄ and ourapproa
h is that we take into a

ount the 
onsump-tion of all the resour
es instead of only the bottlene
kresour
e. Hen
e, we have the following formula:Overall Bene�t = User's bene�t = Servi
e Cost (2)Let us denote the set of QoS dimensions about whi
hthe user 
ares (i.e., the user may only 
are about partof the available QoS dimensions) D, and the number ofproperties D as n. Ea
h property di of D further hasan asso
iated weight wi (i.e., relative importan
e). Wethen de�ne the user' bene�t as follows:User's Bene�t = nXi=1(di � wi) (3)Note that if di is of a dimension whose value spa
e is ei-ther name literals (e.g., the value spa
e of level of ser-vi
e is deterministi
, predi
tive, best-e�ort) or boolean,di equals to 1. In addition, if dis are of di�erent dimen-sions, data normalization is needed, whi
h is elaboratedin Se
tion 4.2.Assuming further a servi
e s that 
onsumes m kindsof resour
e and that for ea
h resour
e i of weight wi,the servi
e has resour
e 
onsumption r
s;i. We evalu-ate the servi
e 
ost (resour
e 
onsumption) by:Servi
e Costs = mXi=1(r
s;i � wi) (4)4.2. Data NormalizationIn order to 
ombine the various QoS dimensions ofa servi
e using our bene�t fun
tion, data normaliza-

d1 d2 d01 d02a 10 50 0.01 0.5b 30 40 0.03 0.4
 1000 1 1 0.01Table 4. QoS values before and after de
imals
alingtion is ne
essary. There are many ways of normaliz-ing data. Two simple and e�e
tive normalization te
h-niques are: (i) De
imal s
aling, (ii) Standard deviationnormalization.Assuming that d(i) is the value of dimension d fora servi
e instan
e i, de
imal s
aling normalizes everydata by moving the de
imal point:d0(i) = d(i)=(10k) for the smallest k (5)su
h that max(jd0(i)j) < 1De
imal s
aling preserves most of the original 
hara
-ter of the value, and a typi
al s
ale maintains the val-ues in the range of -1 to 1. In our framework, we need tomake the e�e
t between two values during normaliza-tion as small as possible to keep the 
omparison as fairas possible. For example, 
onsider 3 servi
e instan
es,a, b and 
. For simpli
ity, assume that only two dimen-sions need to be 
onsidered, e.g., d1 and d2, and that d1and d2 are both stronger with larger values and havethe same weight (e.g., both are very important). Af-ter de
imal s
aling (d1 be
omes d01 and d2 be
omes d02,as shown in Table 4), 
 is obviously the best instan
e
onsidering the sum of the two dimension values. But,we do not want to sele
t 
, sin
e 
 does not have bal-an
ed properties (i.e., it is strong in d1, but too weak ind2). When data values range over a wide range of mag-nitudes, it may be diÆ
ult to work with them, 
om-prehend them and properly 
ompare them to otherswithout the aid of transformation. This is be
ause thelarge values dominate the situation, whi
h makes it dif-�
ult to see other details in the rest of data [27℄. Hen
e,we use standard deviation normalization in our work.Standard deviation normalization transforms datain a more radi
al way using means and standard devi-ation: d0(i) = [d(i)�m(d)℄=Æ(d) (6)where d(i) is the value of dimension d for the servi
e in-stan
e i, and m(d) and Æ(d) are the mean value andstandard deviation for dimension d, respe
tively. In
ontrast to the resour
e estimation des
ribed in Se
-



d1 d2 d01 d02a 10 50 0.71 1.39b 30 40 0.72 1.19
 1000 1 1.58 0.44Table 5. QoS values before and after standardnormalizationtion 3, we 
annot assume that the values of the ser-vi
e's QoS metri
s (i.e., values of both servi
e-level andresour
e-related dimensions) are normally distributedsin
e they do not bear any relationship between ea
hother. However, we have:Chebyshev's theorem: The portion of datathat lies within k standard deviations to ei-ther side of the mean is at least (1-1/k2) forany data set, where k is a number greater than1.We further 
onsider that a 75% 
on�den
e interval (i.e.,by 
onsidering the other 25% as extremities) is approx-imate enough. We thus let k = 2, leading to divide thespa
e into (�1::m� 2� Æ℄, (m� 2� Æ::m+2� Æ℄ and(m + 2 � Æ:: +1). Hen
e, we normalize the data a
-
ording to the following:d0(i) = 8<: 2 if(d(i)�m(d) > 2 � Æ(d))0 if(d(i)�m(d) < �2 � Æ(d))d(i)�m(d)2�Æ(d) + 1 otherwise (7)Note that for QoS parameters that are stronger withsmaller values (e.g., laten
y), d0i is further transformedby d00i = 2� d0i, so that smaller values 
ontribute moreto the bene�t. Table 5 lists the values after transforma-tion for the same example as above. Obviously, a is thebest instan
e in this 
ase. Standard deviation normal-ization works better in pi
king up the most balan
edinstan
e instead of one that is really strong in one 
at-egory while too weak in another 
ategory.We thus apply the above normalization to the user'sbene�t fun
tion (Equation 3). The resulting normaliza-tion of dis, leads to 0 < di < 2, and user's bene�t > 0.We do not apply normalization to the servi
e 
ost fun
-tion (Equation 4) be
ause r
s;i is de�ned as a per
ent-age and its values for the various resour
es are already
omparable to ea
h other. Thus, the value of the over-all bene�t fun
tion (Equation 2) falls between (0::+1).In the spe
ial situation where the user does not haveany preferen
e for any servi
e-level QoS dimension (i.e.,he/she does not really 
are whi
h QoS property is moreimportant to him/her), the user's bene�t is assigned to

1. Thus, the instan
e with the least servi
e 
ost havethe highest overall bene�t.5. Experiment and EvaluationIn order to assess our QoS framework, we integrateit in the mobile AdHo
WS system that supports shar-ing of Web servi
es running on wireless nodes of an(one hop) ad ho
 WLAN. We sele
t AdHo
WS be
auseof the Web te
hnology's pervasiveness, whi
h supportsavailability of servi
es in most situations [19℄, and thein
reasing interest for making Web servi
es availableon thin devi
es (e.g. [12, 25℄).5.1. AdHo
WS SystemAdHo
WS implements the following two fun
tional-ities relevant to QoS-aware servi
e lo
ation: (a) servi
elo
ation by 
reating and maintaining ad ho
 dynami
groups of mobile nodes, whi
h is based on [3℄, (b) ser-vi
e advertisement, sele
tion and update.Ad ho
 group management in AdHo
WS buildsupon an existing servi
e dis
overy proto
ol, i.e., theIETF Servi
e Lo
ation Proto
ol (SLP) [15℄. We fur-ther use an SLP 
on�guration that does not use anydire
tory agent, i.e., ea
h node a
ts as an SLP Ser-vi
e Agent. In our ad ho
 network, peer nodes aregrouped into se
urity domains in whi
h peers trustea
h other and share domain-spe
i�
 keys [3℄. Thepeers in a se
urity domain form a 
ommunity. Uponinitialization, ea
h node registers itself for ea
h se
u-rity domain of AdHo
WS, using the format: servi
e:AdHo
WS://IP address:port number/domain. Periodi-
ally, ea
h mobile node looks for peers by issuingthe following servi
e request: servi
e: AdHo
WS. Ev-ery mobile node in the 
ommuni
ation range sendsba
k as many se
urity domains as it belongs to. Ea
hreply message 
ontains the URL asso
iated withthe given se
urity domain, whi
h embeds the termi-nal's IP address, port number, domain, unique iden-ti�er (UID). After re
eiving URLs, nodes are ableto join the ad ho
 group they belong to. Initially,all peers are isolated. The ad ho
 group is then 
re-ated by one of the peers, named leader, whi
h is thenode that has the smallest UID.The leader requests information about hosted ser-vi
es from the peers before propagating them alongwith group information (e.g., group members) to thepeers in the 
ommunity. Thus, ea
h peer is able to
a
he the information (i.e., fun
tional and QoS proper-ties) about all the servi
e instan
es available within thegroup, along with group member and leader informa-tion. Periodi
ally, the peer with the next higher UID



than leader be
omes the new leader. It 
he
ks the lo
alpeers with SLP as des
ribed before, and 
ompares thelist with former member list. If the two are not identi-
al, it indi
ates that either new members join in or oldmembers leave or both. The new leader then 
ommu-ni
ates with the peers whi
h newly join in and forms anew 
ommunity.5.2. QoS-aware Servi
e Lo
ationDuring group initialization, when the leader requiresfrom every peer its hosted servi
es, ea
h peer submitsservi
es advertisement that not only 
ontains the ser-vi
es' fun
tionality and endpoint information, but alsothe servi
es' QoS properties a

ording to QoS spe
i-�
ation detailed Se
tion 2. All servi
e advertisementsare then broad
asted by the leader to every peer in the
ommunity after the leader �nishes 
olle
ting the ad-vertisements from peers. Hen
e, upon the initializationof a group, ea
h peer 
a
hes on its own terminal thespe
i�
ation, in
luding the QoS-related one, of all theservi
e instan
es hosted by all the peers in the 
ommu-nity.When one peer is seeking a servi
e, it looks up thepool of servi
e instan
es that is lo
ally 
a
hed. For ev-ery instan
e, it �rst 
arries out 
onforman
e 
he
k-ing with respe
t to both fun
tional and QoS proper-ties (i.e., 
onforman
e of the instan
e's interfa
e withthe target servi
e's interfa
e, and 
onforman
e of re-spe
tive QoS values). If there is no quali�ed instan
e,the user 
an either adapt to lower �delity (if there isan instan
e o�ering the target fun
tional properties),whi
h requires less resour
es, or may try later. If thereis only one quali�ed instan
e, the instan
e is sele
ted.If there are multiple quali�ed instan
es, the sele
tionpro
ess pro
eeds to de
ide whi
h of the quali�ed in-stan
es is the best in terms of both user's bene�t andserver's 
ost. The overall bene�t for ea
h servi
e in-stan
e is 
omputed for ea
h instan
e using the bene-�t fun
tion de�ned in Se
tion 4, and the instan
e withthe highest overall bene�t is sele
ted.On
e a servi
e instan
e is sele
ted, the 
lient sendsa servi
e request to the host of the sele
ted instan
e.If the host a

epts the request (it may possibly de-
line the request if resour
es suddenly deteriorate dueto, e.g., 
on
urent requests), it sends an a
knowledg-ment to the user and updates its pro�le of available re-sour
es. If the servi
e is expe
ted to last longer thansome threshold value (e.g., 1 minute), the host sendsthe update to the group leader, whi
h forwards it to ev-ery other peer. After the servi
e is 
ompleted, the hostreturns the result to the requester and re
ords the QoSproperties of this run for more a

urate future predi
-

Dimension Update MethodCPU Load, memory,bandwidth and battery statisti
al approa
hLaten
y statisti
al approa
hAvailability �xed at development timeSe
urity/Transa
tionaldimensions �xed at development timeTable 6. Updating QoS dimensionstion. Table 6 lists the spe
i�
 methods that are used inAdHo
WS for updating the various dimensions of ourQoS spe
i�
ation. In parti
ular, the predi
tion of re-sour
e 
onsumption relies on a statisti
al approa
h, asdetailed in Se
tion 3. After 
omputing the new predi
-tion, the host 
ompares it to the old predi
tion. If thenew predi
tion deviates from the old predi
tion over athreshold value (e.g., 5%), the host informs the leaderfor the update. Otherwise, the host simply dis
ards thenew predi
tion. Thus, we save 
ommuni
ation volumeby exploiting the fa
t that small 
u
tuation is quite
ommon.5.3. ExperimentThe �rst prototype of AdHo
WS has been imple-mented with JWSDP1.17 and JVMPI8 in Java SDK1.4. Terminals of the platform are 6 laptops with a500MHz Pentium III CPU, 256KB of 
a
he, 192MB ofmemory running under Linux 2.4.18 (Red Hat Linux7.3). The wireless interfa
e is 2.4 GHz DS lu
ent IEEE802.11 WaveLan PC \Silver" 11Mbps.We implemented a servi
e of image distillation,whi
h 
onverts images to JPEG and degrade them a
-
ording to the spe
i�ed quality using the ImageMag-i
k pa
kage9. The servi
e serves the users' requestsfor images, whi
h also spe
ify JPEG quality fa
tor [6℄.Smaller quality fa
tors lead to smaller size and less net-work volume, but at the 
ost of worse per
eived qual-ity, and 
onversely. The quality fa
tor values is from 0(worst) to 100 (best) with a default value of 75. Ta-ble 7 shows the size of images asso
iated with di�erentquality fa
tors.Upon request for some image from a 
lient, the ser-vi
e host �rst 
he
ks whether the requested image withthe spe
i�ed quality fa
tor is resident on the host, pos-sibly leading to produ
e the image of spe
i�ed quality.Regarding QoS measures asso
iated with the servi
e,7 JavaWeb Servi
e Developer Pa
kage 1.1 (TomCat 4 in
luded)8 Java Virtual Ma
hine Pro�ler Interfa
e9 http://www.imagemagi
k.org



Quality 0 30 50 75 90 100Image size (in bytes) 686 2446 3501 4538 6767 16988Table 7. Image sizes and related JPEG qualitiesRun 1 2 3 4 5 6 7 8 9 10Laten
y(in ms) 89 116 94 97 93 93 102 108 87 101Table 8. The laten
y of 10 runs of the Image Ser-vi
e ( quality fa
tor = 80, �le size = 4761 bytes)Table 8 gives the servi
e laten
y of 10 runs for a qual-ity fa
tor of 80, and Table 9 gives the mean value andstandard deviation of the laten
y and CPU load dimen-sions for ea
h quality fa
tor. From the table, we 
an seethat the distribution 
losely resembles normal distribu-tion and standard deviation is very small.Assume a servi
e request that requiresavailability � 0:65 and servi
e laten
y < 120 se
:,with relative importan
e of 3 and 7, respe
tively. Otherdimensions are 
onsidered as not relevant for the ser-vi
e (i.e., their relative importan
e equals 0). As-sume further that 4 quali�ed instan
es are availablewithin the ad ho
 group. The QoS properties of-fered by those instan
es are given in Table 10 where:a denotes availability, l denotes laten
y, a0 de-notes normalized availability, l0 denotes normalizedlaten
y, CPU denotes CPU load, mem denotes mem-ory, band denotes bandwidth and batt denotes bat-tery, b denotes the user's bene�t, 
 denotes theservi
e 
ost and b=
 denotes the overall servi
e bene-�t. The resour
e-related dimensions (i.e., CPU load,memory, bandwidth and battery) are further a
-
ompanied by their relative importan
e. We 
ansee from the table that although instan
e 4 pro-vides the best servi
e-level QoS (b = 14.23) but atthe most expensive 
ost (
 = 4.20). Instan
e 2 hasthe highest overall bene�t (i.e., b=
) and is thus se-Fidelity (quality fa
tor) 0 30 50 80 100Image size (in bytes) 686 2446 3501 4761 16988Laten
y m 88.5 90.4 92.1 98.0 118.8(in ms) Æ 7.1 10.8 12.5 8.9 12.7CPU Load m 1000.7 1000.5 998.8 1000.8 998.9(in 10�4%) Æ 3.1 2.8 4.7 2.7 3.4Table 9. Mean value and standard deviation ofthe ImageServi
e

Instan
e a l a0 l0 b CPUmemband batt 
 b=
1 0.9 110.51.510.49 7.96 20/2 30/3 20/3N/A1.904.192 0.7 60.5 0.341.34 10.4 5/1 20/3 1/3 20/72.085.003 0.8 100.00.930.67 7.48 50/5 20/5 10/2N/A3.702.024 0.85 50.5 1.221.5114.23 10/3 10/5 10/730/94.203.39Table 10. Four servi
e instan
es and their QoSpropertiesNumber of Peers 2 3 4 5 6Time(in ms) 11.3 84.88 129.29 224.11 385.78Table 11. Ad-ho
 Group initialization timele
ted be
ause it not only provides a de
ent bene�tto the user (b = 10:4), but also has a 
ompara-tively low 
ost (
 = 2:08).The 
omputation required for the aforementionedsele
tion pro
ess is 
omputationally 
heap and maythus be easily a

ommodated by resour
e-
onstrainednodes. Assume that the total number of instan
es ism, that the number of servi
e-level dimensions aboutwhi
h a user 
are is n, and that the number of resour
e-related dimensions about whi
h a host 
ares is k. It 
anbe easily analyzed that the overall required 
omputa-tion for the sele
tion pro
ess is 4�m+4�m�n+m�k.The overall overhead of our QoS framework in
ludesthe group initialization time, the logging time, the 
om-putation required for servi
e sele
tion and the ne
es-sary servi
e advertisement updates. Table 11 gives theinitialization time for an ad-ho
 group of di�erent size,on
e peers of the group are dis
overed using SLP. Thelogging time takes about 30 mi
rose
onds. It is very a
-
eptable 
ompared to the servi
e laten
y { for a laten
ythat takes 80 ms, the in
rease in laten
y is less than0.04%. From Table 9, we 
an see that standard devia-tion is small 
ompared to the mean value, whi
h showsthat the QoS values vary in a small range and thussaves us from frequent updates. Therefore, the over-all overhead of our QoS framework is a�ordable.6. Con
lusionThis paper has introdu
ed a QoS framework forservi
e lo
ation in mobile ad-ho
 networks, so as tosupport QoS-aware servi
e sele
tion among servi
einstan
es available on, possibly resour
e-
onstrained,wireless devi
es. Su
h a feature is be
oming 
ru
ialas new 
omputing paradigms like ambient intelligen
eand pervasive 
omputing, are putting forward anytime,



anywhere a

ess to servi
es, whi
h further 
alls formaking servi
es available on mobile nodes.Our QoS framework supports extensible QoS spe
-i�
ation for servi
es on mobile terminals, and allowsfor eÆ
iently lo
ating servi
e instan
es that optimizeboth the user's bene�t and resour
e 
onsumption onthe host, a

ording to a servi
e request spe
ifying re-quired fun
tional and non-fun
tional (QoS) properties.By predi
ting servi
e 
onsumption values with normaldistribution, we are further able to 
a
he servi
e ad-vertisements on mobile terminals, whi
h minimizes the
ommuni
ation 
ost asso
iated with servi
e dis
overy.We have integrated our QoS framework with themobile AdHo
WS system for experiment. The result-ing system supports sharing of QoS-aware Web ser-vi
es running on mobile nodes over an ad ho
 WLAN.The experiment demonstrates the e�e
tiveness of ourapproa
h in terms of both sele
ting the servi
e in-stan
e that optimizes the overall QoS bene�t, and per-forman
e of the sele
tion pro
ess. AdHo
WS is basedon the de�nition of 
ommunities of peer mobile nodeswhere every node 
ooperates and is willing to servi
erequests. However, in sel�sh environments, nodes are
ompeting for resour
es and the servi
e hosts intendto get the highest pro�t for a 
ertain provided QoSand resour
e 
onsumption. We are examining exten-sion of our QoS framework with a pri
e model in orderto support sharing of servi
es in most environments,as already suggested for systems based on ad ho
 rout-ing proto
ols. In parti
ular, Buttyan and Hubaux pro-pose a model of nuglet 
ounter, whi
h de
reases whennodes send their own pa
kets and in
reases when for-warding others' pa
kets to stimulate 
ooperation anddis
ourage misbehavior [5℄.In the provided QoS spe
i�
ation, multiple dimen-sions (e.g., se
urity dimensions) have been simpli�ed tosave 
omputation. However, �ner grained spe
i�
ation
an be presented to make the system more amenable tomeet overall user demands and more 
exible for gra
e-ful adaption to 
hanges in resour
e availability. Wefurther in
lude only two fa
tors in our bene�t fun
-tion, i.e., users' bene�t and resour
e 
onsumption. Ad-ditional preferen
e rules may be in
orporated into thebene�t fun
tion. For instan
e, 
onsidering that the exe-
ution of a servi
e may be dependent upon others in themost general 
ase, self-
ontained servi
es may be pre-ferred over 
omposite one. It is part of out future workto examine further extension of our framework to takeinto a

ount su
h features of servi
es, while still o�er-ing a framework that 
an be a

ommodated by thindevi
es.
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