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Abstract

Future agent mediated eCommerce will involve open systems of agents inter-
operating between different institutions, where different auction protocols may be
in use. We argue that in order to achieve this agents will need a method to automat-
ically verify the properties of a previously unseen auction protocol; for example,
they may wish to verify that it is fair and robust to deception. We are therefore
interested in the problem of automatically verifying the game-theoretic properties
of a given auction mechanism, especially the property of strategyproofness. In
this paper we show how theAlloy model checker can be used to automatically
verify such properties. We illustrate the approach via two examples: a simple
two player Vickrey auction and a quantity restricted multi-unit auction using the
Vickrey-Clarke-Groves mechanism.

1 Introduction

Future agent mediated eCommerce will involve open systems of agents interoperat-
ing between different institutions, where different auction protocols may be in use; the
roaming agents will need to understand the rules of engagement in foreign institutions.
Thissemantic interoperationfor agents in different institutions is recognised as a “ma-
jor challenge facing computer scientists” [7]. We look at the special case of agents
engaged in auctions. Agent auctions have two aspects which we need to consider: (i)
they specify a set of rules which the agents must follow, specifying when they are al-
lowed to bid, how the winner should be determined and the payments to be made; (ii)
they usually have certain desirable game theoretic properties such as incentive compati-
bility, encouraging agents to bid truthfully. Other properties can becollusion-proofness
meaning agents cannot collude to achieve a certain outcome or false-name bidding free
meaning agents cannot manipulate the outcome by using fictitious names. However,
in here, we focus on the properties of a solution concept of the game, in particular
dominant strategy equilibrium.

To enable agents to understand the rules of an unseen auctionwe need to consider
both of these aspects. The first can be handled by agreeing on astandard language

1funded by UK EPSRC under grant EP/D02949X/1, Computing Sciences Department, University of
Aberdeen

2Computing Sciences Department, University of Aberdeen

1



in which the rules of the auction can be written and published. There are a number
of candidate languages in the literature [17, 9]. The secondaspect is considerably
more problematic. Understanding the rules of an auction is not enough; an agent needs
to know some of the properties of the auction (e.g. individual rationality, incentive
compatibility) in order to make a decision about whether or not to participate, and
what strategy to use. There is also a recursive nature to thisunderstanding of the game-
theoretic properties; most game theoretic solutions rely on the equilibrium property of
a game, and this equilibrium rests on common knowledge assumptions; if the common
knowledge of the equilibrium is not achieved, then agents cannot expect it to be played
[13].

Assuming that the auction mechanism is published along witha claim that it is
strategyproof (i.e. truthful bidding is optimal), we aim toverify that truthful bidding
is indeed strategyproof. Such verification is important forselfish and rational agents
engaged in financial transactions. An agent cannot just trust the auctioneer and then
choose the recommended strategy. To illustrate the verification procedure, we con-
sider the Vickrey auction and a quantity-restricted multi-unit auction (QRMUA) and
verify these equilibrium properties via theAlloy model checker based on first-order
relational logic, seehttp://alloy.mit.edu/.

Related Work. In [28], it is argued that the triple KRA (Knowledge, Rationality, Ac-
tion) is a powerful tool for reasoning on multi-agent systems. Among other examples,
the idea of checking equilibria for normal form games with complete information by
using the KRA triple and the backward induction technique [10, p. 58] is presented.
In [22], a WHILE-language is extended to represent game theory mechanisms with
complete information for multiple agents and a Hoare-like calculus with pre- and post-
conditions is used to verify simple mechanisms such as the Solomon’s dilemma or the
Dutch auction. In [11, 12], the SPL(Simple Programming Language) [18] is extended
into SMPL (Simple Mechanism Programming Language) in orderto represent games
in open multi-agent systems where agents have implicit preferences. The equilibrium is
checked using an exhaustive algorithm that builds the entire game tree and uses a back-
ward induction procedure to check equilibrium properties at each tree node. In [26], the
game is constrained so as it can be represented as a set of Presburger formulae and the
equilibrium property also expressed a Presburger formula is checked using fixed-point
approach. The hereby cited work did not address the issues ofcarrying out a dominant
strategy equilibrium verification for a given game.

The contributions of this paper are the followings. i) We have provided a poly-
nomial time algorithm solving the QRMUA, integrated it intothe VCG mechanism,
and proved some properties on the revenue of the resulting pricing rule. ii) We have
also shown by example that there are certain restricted cases of combinatorial auctions
where it is feasible for agents to automatically check the relevant game theoretic prop-
erties, and hence that it is feasible for agents to interoperate between different auction
houses and work with previously unseen specifications, for simple auctions.

In Section 2, we introduce our notations, and describe the combinatorial auction
problem and the Vickrey-Clarke-Groves (VCG) mechanism. InSection 3, we describe
how model checking can be used to verify the game theoretic properties of an auction.
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In Section 4, we illustrate this approach using a simple Vickrey auction. In Section 5,
we look at the case of a simple type of combinatorial auction;we formulate a win-
ner determination algorithm for it, and check the game theoretic properties of a VCG
implementation of it. Section 6 concludes.

2 Background and Model

In a combinatorial auction, there is a setI of m items to be sold ton potential buy-
ers. A bid is formulated as a pair(B(x), b(x)) in which B(x) ⊆ I is a bundle of
items andb(x) ∈ R

+ is the price offer for the items inB. Given a set ofk bids,
X = {(B(x1), b(x1)), (B(x2), b(x2)), . . . , (B(xk), b(xk))} the combinatorial auc-
tion problem(CAP) is to find a setX0 ⊆ X such that

∑

x∈X0
b(x) is maximal, subject

to the constraints that for allxi, xj ∈ X0 : B(xi) ∩ B(xj) = ∅ meaning an item can
be found in only one accepted bid. We assumefree disposalmeaning that items may
remain unallocated at the end of the auction.

Unfortunately the CAP is NP-hard [23]. Consequently, approximation algorithms [24,
25, 3] are used to find a near-optimal solution or restrictions are used to find tractable
instances of the CAP [27] hence providing polynomial time algorithms for a restricted
class of combinatorial auctions. A combinatorial auction can besub-additive(for all
bundlesBi, Bj ⊆ I such thatBi ∩ Bj = ∅, the price offer forBi ∪ Bj is less than or
equals to the sum of the price offers forBi andBj) orsuper-additive(for all Bi, Bj ⊆ I

such thatBi ∩ Bj = ∅, the price offer forBi ∪ Bj is greater than or equals to the sum
of the price offers forBi andBj).

To set up the auction, we use a game theorymechanism[21, 5]: a decision pro-
cedure that determines the set of winners for the auction according to some desired
objective. An objective may be that the mechanism should maximise the social wel-
fare. Such a mechanism is termedefficient. For open multi-agent systems, another
desirable property for the mechanism designer can bestrategyproofness(truth telling
is a dominant strategy). A mechanism that is strategyproof has a dominant strategy
equilibrium. A well known class of mechanisms that is efficient and strategyproof is
the Vickrey-Clarke-Groves (VCG), see for example [19] and [2]. The VCG mecha-
nism is performed by finding (i) the allocation that maximises the social welfare and
(ii) a pricing rule allowing each winner to benefit from a discount according to his con-
tribution to the overall value for the auction. To formalisethe VCG mechanism, let us
introduce the following notations:

• X is the set possible allocations

• vi(x) is the true valuation ofx ∈ X for bidderi

• bi(x) is the bidding value ofx ∈ X for bidderi

• x∗ ∈ argmaxx∈X

∑n

i=1
bi(x) is the optimal allocation for the submitted bids.

• x∗
−i ∈ argmaxx∈X

∑n

j 6=i bj(x) is the optimal allocation if agenti were not to
bid.
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• ui is the utility function for bidderi.

The VCG paymentpi for bidderi is defined as

pi = bi(x
∗) −

(

∑n

j=1
bj(x

∗) −
∑n

j=1, j 6=i bj(x
∗
−i)

)

=
∑n

j=1, j 6=i bj(x
∗
−i) −

∑n

j=1, j 6=i bj(x
∗),

(1)

and then, the utilityui for agenti is a quasi-linear function of its valuationvi for the
received bundle and paymentpi.

ui(vi, pi) = vi − pi.

Let p∗i andpi be the payments for agenti when it bids its true valuationvi and any
numberbi respectively. Notepi, p

∗
i are functions ofb−i. The strategyproofness of the

mechanism amounts to the following verification:

∀i, ∀vi, ∀bi ui(vi, p
∗
i (b−i)) ≥ ui(vi, pi(b−i)). (2)

In the equation (1), the quantity
∑n

j=1, j 6=i bj(x
∗
−i) is called theClark tax. Another

interesting property of this VCG mechanism is that it isweakly budget balanced[4]
meaning the sum of all payments is greater than or equal to zero. For the VCG prop-
erties (e.g. strategyproof) to hold, the auctioneer must solve n+1 hard combinatorial
optimisation problems (the optimal allocation in the presence of all bidders followed
by n optimal allocations with each bidder removed) exactly. In this work, we con-
sider tractable instances of the CAP to which we apply the VCGmechanism. We
formally specify the auction using a programming language,and then we verify some
game-theoretic properties of the auction. These properties are simply first-order logic
formulae within the auction model, e.g. the winner is alwaysthe highest bidder or the
auction mechanism is incentive compatible or strategyproof.

3 Property Verification via Model Checking

To verify game-theoretic properties of a given auction, we use theAlloy model
checker based on first order relational logic [15, 16, 8]. We then model the basic entities
of the auction as well as the relations between them. Next we express the operations
and the auction properties that we wish to check. To verify a property, theAlloy anal-
yser starts by negating it and then looking for an instance where the negated property
is true within a range of small number of models according to auser-defined scope.
If the model is a correct representation of the auction, suchan instance represents a
counter-example to the auction property. If no counter-example is found, the negated
formula may still be true in a larger scope since first-order logic is undecidable and the
Alloy tool achieves tractability by restriction to a finite universe. It is worth noting the
Alloy analysis is intractable asymptotically but according to Daniel Jackson’ssmall
scope hypothesisthat states ”Many bugs have small counter-examples”. In other words,
”negative answers tend to occur in small models already, boosting the confidence we
may have in a positive answer” [14, p. 143].
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4 A Motivating Example: The Vickrey Auction

In this section we motivate the problem by encoding the Vickrey auction [29] using the
Alloymodelling language. We show how an agentcan employ simple IF-constructs to
negate the well known game theoretic properties of the Vickrey auction, e.g. incentive
compatibility; hence an agent would be able to check certainauction properties before
entering it.

4.1 Representation

In a Vickrey auction,n agents bid for a single item. Each agent has a private valuation
v of the item. The winner is the highest bidder, gets the item but pays the second high-
est bidp, getting the utilityu = v − p. A losing bidder pays nothing and has a zero
utility. It is well known that this mechanism is incentive compatible. We wish to enable
the potential bidders to check such a claim for instance. Assuming a bid is a non neg-
ative integer, the Vickrey auction for two bidders can be modelled inAlloy as follows:

sig Bidder {
val: Int,
bid: some Int,
u: some Int,
w: Int
}

fact constr {
all p: Bidder |
int [p.w] >= 0 and int [p.w] =< 1
and int[p.bid]>=0 and int[p.bid]=<50
and int[p.val]>=0 and int[p.val]=<50

}

pred show (b:Bidder ) {
#b.bid=1

}

run show

This model uses a built-inAlloy signatureInt and defines the signatureBidder.
The fields within the signature represent binary relations between signature types. For
example, the fieldval is a binary relation mappingBidder types to exactly oneInt.
The fieldbidmapsBidder types to one or moreInts. In short, a bidder has a single
valuationval, can place a bidbidwithin a range of values to win (w=1) or lose (w=0)
the auction with some utility valueu. The factconstr encodes simple constraints on
the model stating the range of theBidder’s fieldsbid, val, w are(0, 50), (0, 50)
and(0, 1) respectively. The predicateshow can be used to simulate the model.
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4.2 Coding the Vickrey Mechanism

Once the basic entities of our system modelled, the winner determination algorithm
wda as well as the utility function related to the Vickrey auction are coded using
Alloy predicates.

1. pred wda(p1,p2,p1’,p2’:Bidder) {
2. memcp[p1,p1’]
3. memcp[p2,p2’]
4. let x1=p1.bid, x2=p2.bid |
5. (int[x1] >= int[x2] ) =>
6. int p1’.u=int[p1.val]-int[x2]
7. and int[p2’.u] = 0
8. and int[p1’.w]=1 and int[p2’.w]=0
9. else (
10. int[p2’.u]=int[p2.val]-int[x1]
11. and int[p1’.u] = 0
12. and int[p1’.w]=0 && int[p2’.w]=1 )

}

pred memcp (p1, p1’: Bidder) {
p1’.bid=p1.bid and p1’.val=p1.val

}

The predicatewda takes as arguments two biddersp1, p2 before the run of the
auction and two bidders afterp1’, p2’. The body of this predicate calls another
predicatememcp that copies the fieldsbid, val across twoBidder types. It says
that the bids and values of the two bidders remained unchanged. However, the highest
bidder wins the auction; his utility being the difference between his valuation and the
loser’s bid whilst the lowest bidder loses with a utility zero.

4.3 Checking Auction Properties

Having modelled the auction and its operations describing its dynamic behaviour, we
can ask for example the following questions. Is the winner always the highest bidder?
Is the mechanism strategyproof? Such properties can be checked usingAlloy asser-
tions, which are formulae theAlloy analyser can check whether they are valid by
seeking their counter-examples.

Before encoding these equiulibrium properties inAlloy, let us express them in
first order logic without theAlloy syntax. A bidder is an entityp of typeBidder
having a single valuation val(p), a bid bid(p), a boolean variablew(p) indicating if it
wins or loses, and a utilityu(p) associated with the outcomes of the auction. Moreover,
the winner determination algorithm as well as the utility function an be coded using
predicates as seen in Section 4.2. The predicate wda(p1, p2, p

′
1, p

′
2) takes as arguments

two biddersp1, p2 before the run of the auction and two biddersp′1, p
′
2 after. The
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bids and values of the two bidders remained unchanged. However, their utilities are
computed according to the Vickery mechanism using a conditional expression with a
test on who has the highest bid.

The assertionwinIsHighBidder can then be expressed as follows:

∀p1, p
′
1, p2, p

′
2:Bidder, wda(p1, p2, p

′
1, p

′
2) ∧ w(p′1) = 1 → bid(p′1) ≥ bid(p′2)

meaning after the run of the auction, the winner has the highest bid. The assertion
isDSE for checking the strategyproofness can be expressed as follows:

∀p1, p2, p
t
2, p

∗
1:Bidder,∀p′1, p

′
2, p

t′

2 , p∗
′

1 :Bidder,

bid(p∗1) = val(p∗1) ∧ val(p∗1) = val(p1) ∧ val(pt
2) = val(p2) ∧ bid(pt

2) = bid(p2)

∧wda(p1, p2, p
′
1, p

′
2) ∧ wda(p∗1, p

t
2, p

∗′

1 , pt′

2 ) → u(p∗
′

1 ) ≥ u(p′1).

This considers4 biddersp1, p2, p
∗
1, p

t
2 wherept

2 is a clone ofp2 andp1, p
∗
1 have the

same valuation butp∗1 bids truthfully and then checks the utilities of biddersp1, p
∗
1

after the run of the auction, sayp′1, p
∗′

1 .
In theAlloy modelling language, the above two assertions can be encodedas fol-

lows.

assert winIshighBidder {
all p1,p1’,p2,p2’:Bidder {
wda[p1,p2,p1’,p2’] && int[p1’.w] = 1
=> int[p1’.bid] >= int[p2’.bid]
}

}

assert isDSE {
all p1,p2,p2t,p1s:Bidder,
p1’,p2’,p2t’,p1s’:Bidder {
p1s.bid=p1s.val && p1s.val=p1.val
&& p2t.val=p2.val && p2t.bid=p2.bid
&& wda[p1,p2,p1’,p2’]
&& wda[p1s, p2t,p1s’,p2t’]
=> int[p1s’.u] >= int[p1’.u]
}

}

check isDSE for 50 but 4 Bidder
check winIsHighBidder for 4 but 2 Bidder

The Alloy assertionwinIsHighBidder encodes a formula to check for the
validity of the assertion: the winner is always the highest bidder. The assertionisDSE
checks if the encoded model of the Vickrey mechanism is strategyproof. This is ex-
pressed by considering4 biddersp1, p2, p1s, p2t wherep2t is a clone ofp2
andp1, p1s have the same valuation butp1s bids truthfully and checks the utilities
of p1, p1s. Eventually, we addcheckcommands to verify each assertion within a
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finite scope. For example, theisDSE assertion is checked for50 Int values and4
Bidder types.

This analysis was carried out on a PC Pentium Dual Processor2.99 GHz with
2GB RAM, running Windows XP. The two assertions were found to be valid within
the specified scope, which makes us believe their correctness. To give an idea of the
runtime, theisDSE analysis took312 CPU seconds to complete. But how much data
have been processed? With50 Int, there are504 possible values for each bidder. An
exhaustive search for all4 bidders give5016 cases to consider. Fortunately,Alloy
uses tree optimisation techniques that can discard large search subspaces without fully
inspecting them [15, 16].

Interestingly, if we change the line4 of thewda predicate by the following:

(int[x1]>=int[x2] || int[x2]=2) =>

then, neither of the two assertions is valid. For example,Alloy took 0.2 CPU
second to find the counter-example shown by the diagram in Figure 1, for the model
checking ofwinIsHighBidder. Figure 1 shows two biddersBidder0 valuing the
item for4 and bidding2 andBidder1 valuing the item for2 and bidding0. Bidder1
is the highest bidder but loses the auction as indicated by its field(w=0).

Figure 1: counter-example forwinIsHighBidder assertion

5 Quantity-Restriction in Multi-Unit Auctions

Quantity-Restriction in Multi-Unit Auctions (QRMUA) is a combinatorial auction in
which each potential buyer submits bids for a number of identical items but restricts
the number of items he wishes to buy. It has the property that the price offer for a
bundle by a buyer is the sum of his bids on the individual itemsin the bundle. It is
also sub-additive since a buyer will get for free any extra item allocated to him beyond
the number of items he wished to obtain. Obviously, there is amaximum number of
items to be allocated by the auctioneer. This is a special case of the quantity-restriction
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in multi-object auctions of [27], which is shown to be tractable by reducing it to a b-
matching problem [6, p. 186] in a bipartite graph. The QRMUA can be illustrated by
the auction example for reservation of seats in a particularflight given by [27].

Let m be the size ofI e.g., the set of seats in the airplane andn the number of
potential buyers with their required numbers of seatsm1,m2, . . . ,mn respectively.
The price offer for each bundle ofmi seats ismi ∗ bi, wherebi is the price offer
for a single seat. Letai be the number of seats allocated to agenti. The allocation
consists in choosing disjoint subsets{Bi ⊆ I|i ∈ Winners} of winning bids such that
∑

i∈Winners
aibi is maximal, whereai = min(|Bi|,mi). This allocation problem can

be formulated in terms of integer linear programming (ILP) as follows:

max
∑n

i=1
aibi

subject to

{

ai ≤ mi, i = 1, n
∑n

i=1
ai ≤ m

(3)

Because ILP is generally intractable, we may use a similar argument to that of [20] to
relax the ILP to linear programming, which is tractable, andthen show that the resulting
solution is integral. We recover the tractability result byproviding a simple polynomial
algorithm (see Algorithm 1) that solves the optimisation problem of equation (3).

Our algorithm takes as inputsn bidsb1, b2, . . . , bn, n valuesm1,m2, . . . ,mn rep-
resenting the numbers of required seats for each bidder and the total number of seats
m. It returns an allocationa1, a2, . . . , at that maximises the quantity

∑n

i=1
aibi. This

will enable us to easily encode QRMUA into theAlloy modelling language.

Algorithm 1 (Allocation for QRMUA)
Sort bi, i = 1, n in decreasing order

Assume b1 ≥ b2 ≥ . . . ≥ bn

Set i := 1; r := m; s := 0
While (r > 0 and i ≤ n) Do

If r ≥ mi Then
Set ai := mi; r = r − ai

Else
Set ai := r; r := 0

End If
Set s := s + aibi; i = i + 1

End Do
Set t := i − 1
If r > 0 Then

Choose randomly j, 1 ≤ j ≤ t

Set aj := aj + r

End If
At the end, return the values (ai)i=1,t and the sum s

Lemma 1 Algorithm 1 correctly solves the ILP of equation (3) inO(n log n) time.

Proof: Algorithm 1 can sort then bids inO(n log n) using the quicksort procedure
and then takes at mostn steps to terminate, thus giving time complexityO(n log n).
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We need to prove this algorithm finds the optimal allocation hence solving the optimi-
sation problem of equation (3). The proof is by induction on the numberm of items.
The casem=1 is trivial. Assume the algorithm is correct form items, we shall prove
it remains so form+1 items. Our assumption means we have found an allocation
a1, a2, . . . , at such thats =

∑

i=1,t aibi is maximum withb1 ≥ b2 ≥ . . . ≥ bn. Let us
consider the caset < n. We haveai = mi for i = 1, . . . , t−1. If at < mt then our
algorithm will find the value ofat as beingat + 1 and the sums becomess + bt with
bt the maximum value of the remaining bidsbt, . . . , bn. Therefore,s+bt is the maxi-
mum possible we can get w.r.t. the constraints of the problem(any seat allocated to a
bidder beyond his required number of seats is free for that bidder). If at = mt then,
them+1th seat will be allocated to the next highest biddert+1 and the sum becomes
s+bt+1, which is the maximum possible. Similarly, we can show that the caset = n

leads to the optimal allocation with the sums+bn if an < mn or simply the sums

otherwise.�

5.1 The VCG Mechanism Applied to QRMUA

Assuming each bidder has a private valuationvi and bidsbi for a single seat, we can use
Algorithm 1 to find then+1 optimax∗ andx∗

−i, i = 1, . . . , n in the VCG payments
of equation (1). To illustrate, let us consider the case where n = 2,m = 8,m1 =
5,m2 = 4. Assume bidders bid their true valuationsb1=v1=4 andb2=v2=3. We have
the following payments:

p1 = b2(x
∗
−1) − b2(x

∗) = 4 ∗ 3 − 3 ∗ 3 = 3
p2 = b1(x

∗
−2) − b1(x

∗) = 5 ∗ 4 − 5 ∗ 4 = 0

Bidder2 gets its bundle for free and the auctioneer makes the modest revenue of3.

Lemma 2 By applying the VCG mechanism to QRMUA, we have the following:

1. If m1 + m2 + . . . + mn ≤ m then the VCG payments are zero. The bidders get
the bundles for free.

2. If m1 + m2 + . . . + mn > m then there exists a VCG payment that is greater
than zero.

Proof: For the first part of the lemma, the total sum from the optimal allocation in
the presence of all bidders is

∑n

j=1
mjbj . The total sum from the optimal allocation

if i is not bidding is
∑n

j 6=i mjbj and the reported bid fori is mibi. Consequently the
VCG paymentspi = 0. For the second part of the lemma, let us assume without loss of
generalityb1 ≥ b2 ≥ . . . ≥ bn, we shall prove thatp1 > 0. Sincem1+m2+. . .+mn >

m, Algorithm 1 will find an optimal allocationx∗ = a1, . . . , at with t ≤ n such
that

∑t

i=1
ai = m and an optimal allocationx∗

−1 = a′
2, . . . , a

′
t′ with t ≤ t′ ≤ n

such that
∑t′

i=2
a′

i = m. We then have the paymentp1 =
∑t′

j=2
a′

jbj −
∑t

j=2
ajbj .

Let us consider the caset′ = t. It follows aj = a′
j = mj for j = 2 . . . t−1 and

a′
t = a1 + at. Consequentlya′

t > at hencep1 = (a′
t − at)bt > 0. If t′ > t, then we

haveaj = a′
j = mj for j = 2 . . . t. Consequentlyp1 =

∑t′

j=t+1
a′

jbj > 0. �
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This low or even zero revenue for the auctioneer is one of the shortcomings of
the VCG mechanism, see [1] for more VCG criticisms. Ideally,an auctioneer aims
to get maximum revenue. Nonetheless, this VCG mechanism with the Clark tax has
the attractive property of having a weak budget balance, which is vital in an auction
setting. For an optimal allocationa1, a2, . . . , at with t ≤ n, the winning bidders get
the utilitiesui = aivi − pi. The losing bidders have zero utility. Having set up a
tractable CAP, typically the QRMUA with an allocation and pricing rules, we wish
to prove certain properties related to the underlying mechanism by using theAlloy
modelling language.

5.2 Analysis of the Resulting Auction

As seen for the Vickrey auction, we model the basic entities,their relationships and
the dynamic behaviour (the winner determination algorithm) of the resulting QRMUA
within Alloy as follows. For clarity, we omit the details of theAlloy coding but
provide the key stages of the modelling. The items are identical and are represented by
anAlloy signatureItem. AnAlloymodel of the bidder contains a fieldbid, which
is a set of pairs of bundle and price, along with a private valueval for each individual
item, a number of allocated itemsalloc and a utilityu, which is an integer. Note that,
for this particular auction, the bids are additive since theprice of a bundle is simply the
sum of the prices of its individual items. Furthermore, the complexity of expressing
additive bids in the OR bidding language is linear, see for example [20]. Therefore, we
can use the OR language to express each agent’s preferences.

Figure 2: AnAlloy metamodel for the QRMUA

Figure 2 shows a simulation of our QRMUA model for one item andone bidder. It
shows for instance the bidbid[Item] as a mapping from items toNatural, which
is the set of non negative integers as provided by theAlloy modulenatural. To
encode the winner determination using our Algorithm 1, we require the capability of
multiplying two integers. This is not provided byAlloy but there is anAlloy utility
module callednatural allowing to multiply two non negative integers. It views a
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non negative integer as a set of its predecessors and then multiplying two non negative
integers coincide with the cardinality of the Cartesian product of the two sets repre-
senting the two numbers. We therefore restrict our checkingto the set of non negative
integers and for two bidders. The winner determination algorithm is implemented by
a predicatepred wda (p1,p2,p1’,p2’:Bidder, it:set Item) that de-
termines the allocation for each bidder, its VCG payment andits associated utility.
We then wish to verify the implemented auction mechanism is strategyproof or has a
dominant strategy equilibrium.

5.3 Verifying Dominant Strategy Equilibrium

As shown for the Vickrey auction, the dominant strategy equilibrium property for QR-
MUA is expressed by a first order logic formula. Unlike the Vickrey auction, here
we add the conditionalsp1.bid+p2.bid=it anddisj[p1.bid,p2.bid] ex-
pressing the fact that the two sets of items for the two bidders form a partition of the
setit of all items.

The strategyproofness property was verified for different scopes. To give an idea
of the runtime, its verification for an auction composed of20 items took7 min and10
s of CPU time to complete. Though, this is not a complete proofof correctness, this
suggests that the property is likely to hold for an unboundedmodel. More importantly,
whenever we introduced flaws in the auction mechanism,Alloy found a counter-
example to the strategyproofness property.

It is worth noting that by expressing the auction mechanism and its game-theoretic
properties using first order logic, the checking remains undecidable in general. An al-
ternative would be to restrict to a subset of first order logicthat is decidable, e.g., the
Presburger formulae [26]. However, even for normal form games, checking a domi-
nant strategy equilibrium requires a time complexity that is exponential in the num-
ber of players. TheAlloy approach combines model checking that is tractable with
first order logic formula enabling us to find counter-examplefor wrong formulae and
prove likely correct properties for some finite scope. However, for normal form games,
Alloy will be able to provide a definite proof of a property by scanning through all
the possible actions of each player for a fixed number of players.

6 Conclusions

In this paper we have explained how an agent in an eCommerce scenario could auto-
matically check some interesting properties of a publishedauction specification. The
main property of interest is strategyproofness (i.e. the protocol is immune to counter-
speculation and strategic bidding). Our approach to verification uses the Alloy model
checker. In particular we have shown, by example, that thereare certain restricted cases
of combinatorial auctions where it is feasible for agents tocheck for strategyproofness.
The main lesson learnt is that while verifying this propertyis feasible, it is quite com-
putationally difficult even for relatively simple auction types. In the future we intend
to undertake a theoretical investigation of the limits of this type of automated property
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checking. We expect that some classes of auctions will provedifficult to verify auto-
matically, and that some auctions will only be verifiable if their complexity is limited
(e.g. limited number of items, bidders and bundle types). When these limits are deter-
mined, they can be used to inform the design of mechanisms foragent scenarios where
semantic interoperation is desired.
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