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Abstract

The Internet provides a large-scale environment for (iigieht) software agents. Agents are
autonomous (mobile) processes, capable of communicatittnother agents, interaction

with the world, and adaptation to changes in their enviromm€&urrent approaches to

support agents are not geared for large-scale settingsn@éefuture holds thousands of
agents, hosts, messages, and migratory movements of agéetse large-scale aspects
require a new approach to facilitate the development of iagpplications and support.

AgentScape is a scalable agent-based distributed systeeritzd in this paper that aims
at tackling these aspects.

Key words: Large-scale agent systems, middleware, scalability, litplhieterogeneity,
interoperability.

1 Introduction

Multi-agent systems are subject to much research with asfocainly on small-

scale homogeneous systems that are developed for speaifiaini® of applica-

tions. In the near future, however, large-scale agent systeill emerge with vast

numbers of agents that communicate, manipulate objectsjraove across ma-
chines. Examples of large-scale agent systems includsiedss applications (vir-
tual shopping malls and auctions), Internet-wide data @urees, and navigation
systems. Unfortunately, current systems cannot simplyxpareded to cover large
heterogeneous networks such as the Internet, be managetistributed fashion

by several administrative organizations at the same time sapport vast numbers
of agents.

When considering scalability, there are a number of key @spa agent systems
that need further attention. First of all, what exactly issgent is important. Agents
form the active entities and, from a scalability perspextshould be designed to
operate in very large systems. Related to this issue is tlyanteraction between
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agents takes place, that is, the communication and codiaiinamong agents. Yet
another key aspect is the ability of an agent to adapt to @wimgits environment.
In large-scale systems, an obvious assumption is that thevament changes con-
tinuously, imposing specific requirements on agents.

When dealing with an agent system that is geographicallyedged across a wide-
area network, it is also important to take a look at whethertamw agents migrate
between locations. An important assumption is that thestesys are not closed.
Instead, they need to operate in an open (and thus extehdiblewhere agents

from other agent platforms can arrive and leave, leadin@toisty considerations.

Finally, to support the development of agent systems fatibin, tools and plat-

forms to host agents and services for agents, is importanels

In this paper, agent systems are described from the pergpettwo research com-
munities: Artificial Intelligence and Computer SystemsbSeguently, an overview
is given of requirements for large-scale agent systemsireord details on scalabil-
ity issues. Furthermore an outline of AgentScape is preskrat system explicitly
designed to support large-scale agent systems.

The paper is organized as follows. In Section 2 a brief osws given of current
research on agents. Aspects of large-scale agent systemessaribed in Section 3.
Current research on a scalable agent operating system{®cgge, is described in
Section 4. In Section 5 development of large-scale agem¢ssis discussed and
suggestions for future research are presented.

2 Current Agent Systems

Agents and agent systems have been studied for over a deeadking in many
papers from the Atrtificial Intelligence (Al) community as Mas from Computer
Systems (CS) researchers. Research from the perspectivéarfuses on different
aspects than CS-based research. This section describesta@search on agent
systems from both disciplines.

2.1 Agents from an Al Perspective

From the Al perspective agents are (1) autonomous and gineea¢2) may be
mobile, (3) are capable of communication with other aggdisare capable of in-
teraction with the outside “world,” and (5) are most ofteteifigent (meaning that
they may be capable of learning, have knowledge, can perfomplex tasks, and
can reason about and with this knowledge). In this respegglbknown example
of an agent is a human being. An agent (either human or aueahhgs its own



environment, consisting of other agents and a (materialldv®he agent metaphor
offers a means to model situations with distributive atgivin a conceptual level
(e.g., [26]), and is related to research on Distributedfisitl Intelligence.

Different notions of agency have been proposed (e.g., [83480]). The character-
istics of weak agencylefined by Wooldridge and Jennings [60] provide a means
to reflect on the tasks an agent needs to be able to perforrad®x@ness and au-
tonomy are related to an agent’s ability to reason aboutvits processes, goals
and plans. Reactivity and social ability are related to thiétgi to interact with the
material world and to communicate with other agents. Thétalbtd communicate
and cooperate with other agents and to interact with thenmbteorld often relies
on an agent’s ability to acquire and maintain its own knogkedf the world and
other agents. In contrast, the notionstfong agencys based on the characteristics
of mentalistic and intentional notions (related to the oowf intentional stance by
Dennett [14]).

The model of weak agency is widely accepted within the agentrounity and
forms a useful basis for a discussion on agent models. Modetatave a degree
of genericity: the agent model is not fully specified, and rhagxtended for agents
in a specific application (e.g., the generic agent model [@)nhumber of these
specification languages are specifically developed forigpeg BDI-agents, which
adhere to the notion of strong agency.

The BDI architecture[46] is organised around the notions of Beliefs, Desires and
Intentions. The beliefs are concerned with information be &nvironment (the
world and other agents). Desires and intentions are coadewith the goals and
plans of an agent. Specific (formal) agent model have beealaleed forsDI-
agents [47,34], among which a refinement of the generic agemtel for BDI-
agents [5].

Agents typically interact with other agents. Agent comnaation languages
(AcLs) and cooperation models are actively being researched.

An AcL describes “speech acts” in the form of message exchamgesL was

a first attempt to come to a standardizedL [16]. More recently,FIPA [11] is
providing standards foscLs and protocols [17]. Interesting is that the semantics
of a message in aacL is generally left open to the extent that it is associated
with an ontology. For example, in the Semantic Weéffort [3] a rich ontology
language is developed by which machines may understanamatmn.

The many differenacLs and ontologies leads to an interoperability problem [61].
Solutions to this problem include the use of intermediargrag that find agents
capable of translating between ontologies. Another agbraato devise informa-
tion brokering agents that essentially act as intermesgbasr gateways [32,31,53].

I See also the article by Kleigt al.in this special issue on the Semantic Web.



Mediating agents have also been the object of study in tteeareecurity and pri-
vacy [58], where they are called “Alter-ego’s”, to emphadieir role as intelligent
carriers of private information of human beings.

A completely different approach to interoperability is &ptace message exchange
by specific coordination models. Coordination models maysed to set up and
maintain aggregates of cooperating agents. The purposeodmination model
is to enable the integration of a number of agents in such atheatythe resulting
ensemble executes as a whole. However, the temporal andmgéd coupling be-
tween agents in message-based systems is replaced by aatgsonemory that
decouples communicating parties in time and space [42].

As agent systems grow in complexity the density and divwemsitthe intercon-
nections between agents increase rapidly. The global pmlraef these complex
systems can be considered to be an emergent property oftdradhions between
the different agents. An alternative way to manage this fofragent-based sys-
tem is to utilize emergent properties to make self-orgagznd self-regulating
multi-agent systems [24].

Agents operate in a dynamic environment, making it impdedib statically de-
termine an agent’s optimal behaviour in advance. Agent® bavearn from and
adapt to their environment. Multi-agent learning and adipi, that is, the ability
of agents to learn how to cooperate and compete, becomesld2@]. Adaptive
and learning agents are often employed to maintain proffl@sumnan) agents. For
example, a consumer agent maintains a profile of the persssatant agent, and
adapts this profile on the basis of interaction with the pestassistant agent (e.qg.,
as also encountered in negotiation settings [10,12]). fategm may entail mobility
of an agent: an agent may migrate to a specific ‘place’ to acoeslly available
resources.

Agents, as studied within Al, are (to some extent) intehligand interact to solve
complex problems. The overall behaviour of multi-agentays is an important
topic of current research. However in Al, the implementatod agents is not of
great importance, usually only for demonstration purpoBEéfgciency and perfor-
mance is not usually considered to be important.

2.2 Agents from a CS Perspective

An agent from a Computer Systems perspective is often ceretidto be just a
process [54], a piece of running code with data and statefureionality of these
agents can most often be described in terms of human behmaaiwito which the
predicate intelligent is associated. Agents are procebsgsare autonomous and
pro-active (capable of making “their own” decisions wheaytlike), interacting,
and may be mobile.



Agents are often related to objects, where the latter arergéiy considered to be
passive [27]. In other words, an object needs to be invokearder to perform

a function, and performs only during an invocation. Agemis,the other hand,
receive messages and autonomously decide if, when, andch@e)act. The only
way to influence an agent is by sending requests; the aggstisteomplete control
and may perform functions even if not requested to do so.

Agents usually interact by exchanging messages, whereageskelivery is sub-
ject to different “qualities of service.” For example, theessage paradigm de-
scribed byriPA prescribes reliable and ordered point-to-point commuroosbe-
tween agents [18].

Agents in computer systems are often mobile. The decisiomigyate is taken
autonomously by the mobile agent itself. The ability of natgwn provides mobile
agents a means to overcome the high latency or limited battdwroblem of tradi-
tional client-server interactions by moving their compgiaas to required resources
or services. The current evolution of intelligent and aetinetworks in system and
network management, for example, is based on this techpotogimilar tendency
is observed in the search and filtering of globally availabfermation such as in
the electronic marketplaces, e-commerce, and informagtieval on the World
Wide Web [23].

A distinction can be drawn based on whether the executida &anigrated along
with the unit of computation or not [20]. Systems providitg former option are
said to supporstrong mobility as opposed to systems that discard the execution
state across migration, and are hence said to prowielgk mobility In systems
supporting strong mobility, migration is completely traasent to the migrated pro-
gram, whereas with weak mobility, extra programming is regfliin order to save
part of the execution state.

Strong mobility as found iNnOMADS [51], Ara [44], and D’Agents [22], requires
that the entire state of the agent, including its executiacksand program counter [25],
is saved before the agent is migrated to its new locationpiDethe advantages of
strong mobility, many agent systems support weak mobilike (Ajanta [56] and
Aglets [30]). Most of the agent systems are implemented profathe Java Vir-
tual Machine (JVM), which provides with object serializatibasic mechanisms to
implement weak mobility. The JVM does not provide mechasisodeal with the
execution state.

Security is of great importance in agent systems, not ongl@ctronic monetary
transactions, but also that mobile agents should not betleneext generation of
viruses. Current research on secure agent systems caatesntnainly on protect-
ing hosts against hostile mobile agents. The problem ofrggatiems from the fact
that untrusted code needs to be executed. Modern solutiertaed on the notion
of protection domains by which a security policy for accegdbcal resources can



be enforced [21]. Only very few systems also provide faesitfor protecting mo-
bile agents against hostile hosts [28].

2.3 Agent Systems

Agents are used in a wide variety of applications [27]: pesceontrol, manufac-
turing, air traffic control, information management, etecic commerce, business
process management, patient monitoring, health care, gjaand interactive the-
ater and cinema. Deploying an agent system (or prototypedafeincludes not
only modelling autonomous, interactive, intelligent aigebut also actually imple-
menting these agents as well as an underlying infrastrectur

Agents can exist only by virtue some kindajgent platformSuch a platform runs
on a relatively small collection of machines and providesib#acilities such as
creating and running an agent, searching for an agent, tmgragents to other
platforms, and enabling the basic communication with ogh@forms that host an
agent. Platforms and the facilities for modelling agentegnate the Al and CS
perspective of agents, leading to what we refer to as agstdis\s.

Facilitation of (intelligent) agents commonly includesi®to model and develop
agents, and an agent platform. Most agent frameworks peosame tools for
modelling and developing agents, ranging from code lilesato interactive agent-
design tools, with which Al specifications of agents aresfarmed into executable
descriptions of agents.

It can be argued that only relatively few agent systems éxadtintegrate the Al and
CS perspective as discussed ab@mus [39], NOMADS [51], Sensible Agents [2]
and Ajanta [56] are approaches to agent systems in whicls fooldeveloping
agents are combined with agent platforms. Basic facilgiesh as communication,
creation and deletion of agents, as well as mobility are ipiex¥ by most agent
platforms. Aspects such as interoperability, efficiencyg @erformance, but also
security, are part of the current research.

3 Large-Scale Agent Systems

Large-scale agent systems currently do not exist. A numbagent-based simu-
lation systems involves larger numbers of agents, e.g. [B#ten in agent-based
simulation systems, the agents involved are kept smalloausithple (to facilitate
simulation). However, with the advent of the Internet, &agrale agent systems
will become more prevalent.

Ideally, multi-agent systems are highly dynamic open systevith an ever-chang-



ing population of agents: new agents emerge (or are crearidling agents die,
move, learn/forget etc. The dynamics of such systems acetbquredict when con-
sidering the number of messages sent, migrationary movisroéagents, birth and
death of agents, etc. The number of agents in large-scaigbdied applications
such as e-business applications (virtual shopping matisantions), Internet-wide
data warehouses, and navigation systems, can vary coaligeyver time. The
systems need to be able to scale (in terms of the number otsaged available
resources) almost immediately without noticeable lossesfqggmance, or consid-
erable increase in administrative complexity [38].

This problem of scalability is not an Al problem in itself. ig a problem with

which the distributed computing community is still wresti A solution requires
collaboration between these two disciplines. In the negtise the topic of scal-
ability in large-scale agent systems is addressed from tienfis perspective and
the Systems’ perspective [8].

3.1 Agent-Level Scalability

Scalability is an important, yet under-researched, asgfeagent platforms. A num-
ber of multi-agent frameworks and environments have beealdped to construct
multi-agent systems, but not for systems with (very) largmbers of agents. Not
only does the number of agents increase, but also the nurhbgeat interactions,
movements of agents, agents inserted into the system,sageleted from the sys-
tem, etc. All of these issues require a scalable solutidntisms that may conflict.

One aspect of current research on multi-agent systems tsattarge system is
deemed to consist of hundreds of agents, maybe a thousanahthmillions. The
claim that Auctionbot is scalable, for example, is suppblig an experiment with
only 90 agents [62]. Larger numbers of agents require statiyelopment frame-
works and support environments.

The term “scalability” is not always used to refer to arcbitee, services and per-
formance. In some cases it is used to refer to scalable fumadity. For example,

the SAIRE approach [41], claims to be scalable because it supporsdggtneous

agents. Shopbot [15] claims to be scalable because itssagantadapt to under-
stand new websites. In both cases, the textensible functionalitwould seem to

be more appropriate.

Researchers and developers of multi-agent frameworksegyi@ihing to realize that
scalability is an issue. Some multi-agent frameworks relanother framework to
solve the problem of scalability. For example, scalabiiitjthe CoABS OARPA
Control of Agent Based Systems) approach [55] is based onuade support from
computational grids in providing a plug-in infrastructdoe agents [19].



In other multi-agent frameworks, aspects of scalability specifically addressed.
In zEus[13] scalability is defined to be the growth rate of the maximzommuni-
cation load, that is, the number of messages sent acrosgla kink, grows at worst
linearly with the number of agents. This addresses a loseddpnance problem,
and is a step towards developing scalable multi-agent frames. InoAA (Open
Agent Architecture) [33] matchmaking agents are descrihatican handle larger
number of agents. ThRETSINA MAS infrastructure [52] is designed to support
multi-agent systems that run on a number of LANs and to avmdle-point of
failures (e.g., in agent name services).

Turner and Jennings [57] propose to (automatically) chahgeorganisation of
agents in the multi-agent system as a response to an indredlse population
of a multi-agent system. For example, more middle agents atcinmakers are
introduced to reduce overhead. Their approach is a posigpdowards addressing
administrative problems related to scalability.

None of the aforementioned approaches addresses mingrtizénloss of perfor-
mance as well as minimizing administrative overhead. Rekaan fully automated
creation and adaptation of agents, open (extensible) ayst¢ms, or large-scale
agent life-cycle management, has yet to begin.

Research on specific services in multi-agent systems sutinegsory services also
address scalability. The approach taken by Shehory [49] example of a theoret-
ical analysis in which agents locate agents based on eaalisagen caching lists
of agents they know. No experiments have yet been conducted.

3.2 Systems-Level Scalability

A varying number of (heterogeneous) platforms may requim@es form of auto-
mated linking (and unlinking) of the platform to a largedgcagent system. Plat-
forms, or course, differ extensively in the facilitationtbe development of agents,
and the support and functionality offered for agents an@atsj Machines may be
added or removed and machines may differ in the availakilitesources (con-
sider, e.g., Unix and Windows NT systems versus hand-helies).

A platform provides services for agents. Location serviaesused to obtain the
address of an agent (or object) on the basis of the name ofjthre éor identifier of
the object). Directory services are used for attributeedasearching and matching
by which names of agents (or identifiers of objects) are aequiAn increase in
the number of agents and objects plus the number of updafesres scalable
solutions [1].

Agents need to be managed with respect to their creatioatide] and migration.
When needed, agents may be created by other agents, anddpadrof the agent



system. The creation service may clone an agent or creatgeant an the basis of
an available description. Similarly, an object-creatienvi&ce is needed. The num-
ber of agents migrating from machine to machine (and pogsitiioss platforms)

is greatly increased.

Within a large-scale agent system, agents are heterogenaod so are platforms
supporting agents. Migration of an agent involves migiiits code (and data)
from one platform to another. Four migration scenarios cfrag may be distin-
guished [7]. (1) Homogeneous migration is when an agentategrto another host
without any changes to the format of its executable codesomierfaces to the
agent platform. (2) Cross-platform migration is when anrageigrates to another
host with a different agent platform, but that offers the sgmirtual) machine inter-
face. (3) Agent-regeneration migration is when an agentaég to a host running
a different (virtual) machine requiring that the agent gaeerated, resulting in dif-
ferent executable code. (4) Heterogeneous migration isnahneagent migrates to
another host with a different agent platform and offeringifeecent (virtual) ma-
chine. In this case, regeneration of the agent is necesHagymigration scenarios
in which the agent is regenerated may be realized by usinggantdactory [9].
Instead of migrating the “code” (including data and statearoagent, a blueprint
of an agent’s functionality and its state is transferred.ayent factory generates
new code on the basis of this blueprint.

From the systems point of view, scalability problems geiheraanifest themselves
as performance problems. Three scaling techniques arassisd which may be
used to minimize loss of performance: (1) hiding commumacelatencies, (2) dis-
tribution, and (3) replication.

Hiding communication latencieis applicable in the case of geographical scala-
bility, that is, when an agent system needs to span a wideravork. To avoid
waiting for responses to requests that have been issuethtwi@éegents or services
the requesting agent is programmed to do other useful wdils approach does
require that an agent can be interrupted when the expecspamse (if any) is to
be delivered.

Distribution generally involves partitioning a (large) set of data intartp that
can be handled by separate servers. A well-known exampléstfldition is the
natural partitioning of the set of Web pages across the aqpedely 25 million
Web servers that are currently connected through the lete@®ther examples of
distribution include the vertical or horizontal partitiog of tables in distributed
databases [43].

When considering large-scale networks like the Interneeédomes crucial to com-
bine distribution with latency hiding. Unfortunately, $hs not always possible, for
example when an agent simply needs an immediate response.

A third, and widely applied technique is to place multiplgp®Es of data sets across



a network, also referred to asplication The underlying idea is that by placing
data close to where they are used, communication latenay lisnger an issue, so
that agent-perceived performance is high. Having multiolgies means that such
performance is good for all agents, no matter where theycamatéd.

Unfortunately, replication introduces a serious probl&inenever a replica is up-
dated, that replica becomes inconsistent with the othdiceepp Matters become
worse when multiple concurrent updates need to be carriegimultaneously, be-
cause all replicas have to be the same after all updates leavedrocessed. Keep-
ing replicas consistent introduces a consistency probhaidan be solved only by
means of global synchronization. However, global syncization in a large-scale
network is inherently nonscalable, as it requires commatioa betweemll parties
that are to be synchronized.

The only solution to the consistency problem is to allow a8 to be somewhat
out of synch with respect to updates. In other words, a wealsistency model
is adopted. The form of, and to what extent weak consistennybe tolerated is
highly application dependent. As a consequence, scalallle agent systems will

need to support configurable and perhaps even adaptiveagph strategies. No
single strategy will show to be optimal under all conditioBsen for relatively

simple systems such as the Web, differentiating strategiesnake a lot of differ-

ence [45].

Scalability in large-scale agent systems is a difficult @mallenging problem. Mod-
els for security in large-scale agent systems are not comyatrin fact, security
by itself introduces inherent scalability problems as wielmheed to set up secure
point-to-point channels, introducing referential and pemal coupling of agents.
When dealing with security within groups, providing scaéabolutions turns out
to be even harder (see, e.g., [48]).

4 AgentScape

The aspects of large-scale agent-based systems as ddsgorithee previous sec-
tion, form the basis for the design goals of the AgentScammtaglatform. The

rationale behind the design decisions are (1) to provideadgym for large-scale

agent systems, (2) support multiple code bases and opgmatgtems, and (3) in-
teroperability with other agent platforms. The conseqesraf the design rationale
with respect to agents and objects, interaction, mobsgigurity and authorization,
and services are presented in the next sections.
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4.1 Approach

AgentScape is a middleware layer that supports large-sagéamt systems. The
overall design philosophy is “less is more,” that is, the Atgcape middleware
should provide a minimal but sufficient support for agentlmagions, and “one

size does not fit all,” that is, the middleware should be adeapmir reconfigurable

such that it can be tailored to a specific application (classperating system/hard-
ware platform.

Agents and objects are basic entities in AgentScape. Thusnaitti-agent appli-
cation in AgentScape is composed of agents and objects.tégemactive entities
in AgentScape that interact with each other by messagenRgassmmunication.
Furthermore, agent migration in the form of weak mobilitysigoported (see Sec-
tion 2.2). Objects are passive entities that are only ergdjade computations reac-
tively on an agent’s initiative.

Basic services in AgentScape are naming and location & agents, objects,
and locations. These services enable agents to find andctotit@r agents or ob-
jects in the distributed multi-agent system, and to migratather locations.

Scalability, heterogeneity, and interoperability are artpnt principles underly-
ing the design of AgentScape. The design of AgentScapedaslthe design of
agents and objects, interactions, migrations, securitiaarnhorization, as well as
the agent platform itself. For example, scalability of aigeamd objects is realized
by distributing objects according to a per-object disttibn strategy, but not agents.
Instead, agents have a public representation that may trdodisd if necessary.

4.2 AgentScape Model

The design goal of AgentScape is to define a minimal set oftioimality and ser-
vices that should be supported by the middleware of a sakaipbnt-based dis-
tributed system. However, AgentScape must be extensildeisg@able as a kernel
for other agent platforms. For development of agent appting, an application
programming interface (API) and a runtime system (RTS) aoeided. However,
the default APl and RTS can be extended to provide a higlvet-i@pplication
programming interface with, for example, a model that afferore structure and
semantics to the agent application developer.

4.2.1 AgentScape Model from an Al Perspective

Central entities in AgentScape are agents and objects. Antagay communicate
with other agents and interact with objects. All inter-ap@nagent-object interac-
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tion is realized via interfaces that are bound to the calfgrgnteraction initiating)
agent. Agents and objects reside at a location, which is simadtion from a phys-
ical location. A location contains a set of resources: [®stiisks, network, main
memory, etc. For a consistent model, a location comprigiaggentScape middle-
ware and resources presents itself as an agent and a seeoffjhe AgentScape
middleware is represented byacation manageagent, and the resources by their
respective objects. Hence, the AgentScape middlewardantepresents itself as
a normal agent interface on which operations or methods easalbed upon. The
difference between the location manager and an arbitréwgratgent is the author-
ity of the location manager when it comes to matters suchestiag, destroying,
and moving agents and objects.

Figure 1 presents a model of AgentScape from the agent peigpethat is, the
location comprising the middleware and the resources gmeesented by a loca-
tion manager agent and resource objects. Calls from an agehe middleware
are modeled by requests to the location manager agent texomple, create an
agent or move an agent. Information about resources regatithe location can
be retrieved by binding to the resource objects, which@eal distributed objects.
These objects can be accessed only within the location &stye, not from outside
the location.

Agent + Interface(s) 1 Agent + Interface(s)

- -

g0 [Oow

Location: Location Manager + Resources 3 Location: Location Manager + Resources

Fig. 1. The AgentScape model from the perspective of agents.

The terms location manager and middleware are used integeladly, depending
on the context. We use the term location manager for the agpréasentation of the
middleware towards the agents, and the term middlewareeicdintext of system
architecture.
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4.2.2 AgentScape Model from a CS Perspective

The basic idea in the AgentScape model is that most of theituradity is provided
by the agent interface implementations such that the midatie (or the agent rep-
resentation of the middleware) can be designed to perfosic danctions. This
approach has a number of advantages. First as the middlewestprovide basic
functionality, the complexity of the design of the middleaan be kept manage-
able and qualities like robustness and security of the reiddie can be more easily
asserted. Additional functionality can be implementedhi@ agent-specific inter-
face implementation. Figure 2 depicts a model of the ageetific interface and
the location-manager interface, and how agent interfalie can be broken down
in more basic location-manager (middleware) calls.

Agent + Interface

Agent specific interface implementation
(can be simple proxy or wrapper routine):
- createAgent

- killMe

- moveMe

- putMessage

Location Manager/Middleware interface:
- create_agent

- start_agent

- kill

Location Manager/ Middleware - suspend

- move

Fig. 2. The AgentScape model from the perspective of agents.

For example, the interface call to migrate an agent can hdfereht specific im-
plementations of agent migration. With basic agent migratihe agent can be sus-
pended and be in transit to another location for an arbianod of time. However,
if there is a high availability requirement for the agentotiner agent-migration in-
terface implementation can be provided that realizes astdimaneous” move of
the agent to the new location (e.g., by first creating andistathe remote agent,
then informing name and location servers of the new contiatess, then start for-
warding messages to the new agent, and finally ask the locai@mager to cleanup
or kill the old agent).

Agent-agent interaction is exclusively via message-p@ssommunication. Asyn-
chronous message passing has good scalability chargéicteristh a minimum of
synchronization between the agents. Tuple spaces als@dpravmechanism for
communication that does not enforce synchronization betvilee communicating
partners, but also cannot enforce the actual receipt oftieemation.

Agent migration between locations is based on weak mobilibe state of the
agent is captured (e.g., the variables referenced by thetabet not thecontext
of the agent (e.g., stack pointer and program counter). &ggquor migration are
directed by message passing to the agent. Hence, the aggagtakceives requests
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for migration and has to agree to participate in the migrasictivities by serializing
its state. The middleware also sends requests for migrédi@agyents, as message
passing is the only supported communication/interactientmanism.

Global and local distributed objects in AgentScape are &lalyects [59]. Global
distributed objects have their own replication strategyistribute and replicate
their internal state across multiple locations.

4.3 AgentScape Experimental Framework

AgentScape provides a framework for research on a numbet ahd CS topics.
The design and realization of an Internet-scale multi-agéatform should con-
sider scalability as a leading design requirement. Witheesto agent and objects,
this implies the support of scalable methods for agent memagt, including cre-
ation and deletion of agent, migration, and agent name acatitm services [1].
With the dynamic creation of many agents, effective supisarecessary for keep-
ing track of the agents during their lifespan. For exampiejray a certain phase
of the computation, such as when new results come availdigigibuted mobile
agents may need to be recalled and may have to either migrekedthe originat-
ing location or may need to be destroyed.

In large-scale systems, latency hiding and loose synchation are important qual-
ities of agent interaction. Unnecessary blocking and ssordhation between dis-
tant agents that communicate over wide-area Internet atioms, nullifies the
performance of any multi-agent system. Hence, support $gnehronous (non-
blocking) communication mechanism is essential, althdngome situations syn-
chronous interaction is desirable and should be includetthénmodel (e.g., for
service requests to the middleware like name lookup).

Scalable security services can be based on public key tnidsres and autho-
rization delegation (by proxy). Authentication of agemntsl@bjects can be verified
by the signatures that are attached to them. With publictkéastructures this
authentication can be realized locally (once the public é&ethe entity is locally

available). Delegation of authorization enables othetiest(agents) to act on your
behalf such that there is no central entity where all requieave to be directed to.

Within AgentScape, management of large-scale agent sgstean important is-
sue, including not only life-cycle management of agents atso management of
security and authentication, middleware configuratiord eesources. As central-
ized management mechanisms are not applicable (scafabdiher approaches
need to be considered such as law-governed coordinatiohanesns [36].

The code base and operating system independence requirempéies that agents
can be, e.g., Java, Python, or C programs, and run on, e.ix,ddivindows NT
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operating systems. The consequence is that the runtimesdppthe agents must
hide the details of the underlying language and operatistesy details. The mid-
dleware already abstracts from many aspects of the opgrsystem, for example,
it supports the creation and deletion of agents and objearsguage specific as-
pects are hidden by the runtime support, for example, thigmesupport solves the
peculiarities of creating a communication channel with tmeldleware. Another

consequence of code base and operating system indeperidehaéthe system
cannot rely on, for example, the Java security infrastnectlihe security architec-
ture should be platform independent. Furthermore, therggarchitecture must
be an integral part of the design of the AgentScape agerfopiatand should not
be regarded as an add-on and of a later concern. With respexdhility of agents,

the migration of agents (suspend, migration, and restamgtrbe language inde-
pendent from the middleware perspective. Thus from the heiwdare concern, an
image of an agent is transported to another location, anlkdeahéw location it is

handed over to an appropriate interpreter to recreate atdrtehe agent.

Interoperability between agent platforms can be realizedwio ways. First by
conforming to standards like FIPA [11] or OMG MASIF [35]. T$eagent plat-
form standards define interfaces and protocols for intaadpkty between different
agent platform implementations. For example, the OMG MASt#ndard defines
agent management, agent tracking (naming services), amd aignsport amongst
others. The FIPA standard is more comprehensive in thafinelealso agent com-
munication and agent message transport, and even definéstaaca architecture
of the agent platform. A second approach to interoperghsitealized by recon-
figuration or adaptation of the mobile agent. This can be mgdished by an agent
factory as described in Section 3.2 (see also [7]), whiclkemegates an agent given
a blueprint of the agent’s functionality and its state, gdime appropriate compo-
nents for interoperability with the other agent platform.

5 Discussion

Multi-agent systems are becoming more prevalent. Althotgiinent research on
agent systems is focused on small-scale agent systemsyastorumbers of agents
will be deployed in large-scale agent systems. The basiastriicture is already
available: the Internet is a large heterogeneous networkaged in a distributed
fashion. Support for large-scale agent systems is not prgse. Large-scale agent
systems pose additional requirements on agents and sdppagents.

The main aspects of large-scale agent systems are thendeiléy, heterogeneity,
interoperability, and scalability. A large-scale agenstsyn is a highly dynamic
system, in which the numbers and availability of agentgjlages, ontologies, etc.
may vary over time. The entities present in a large-scalataggstem are very
different from one another, leading to interoperabilitgies among agents and
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migrationary problems. As not only the number of entities dlgo the number of
(inter)actions by agents is on a larger scale in large-sagdmt systems, scalability
is of paramount importance.

AgentScape addresses some important research issuedimggae realization of
large-scale agent systems, such as scalability, langolatfefm independence, and
interoperability. From the Al point of view, AgentScape isextensible framework
for the development of large-scale agent systems, such s stractured models
for the environment of agents. From the CS point of view, A§eape provides
an experimental framework for studying (validation andifieaition) of new ap-
proaches in large-scale agent systems, such as scaladxeodyrservices, security,
and interaction and coordination models.

The AgentScape model presented effectively supports bothnd CS research
interests. On the Al side: extensible interfaces can bdyeadbpted to provide

new development models for agent systems. On the CS sideitdggated modu-

lar approach, where platform dependent and independet# g@ separated, and
new functionality can be easily integrated or replaced wifferent designs makes
AgentScape a flexible framework.

Supporting large-scale agent systems involves solvinganans problems on both
the agent-level and the system-level. In this research araah progress may be
achieved by cooperation between researchers from both lta@d\CS communi-

ties.

Acknowledgments

This work was supported in part by NLnet Foundation, htipav.ninet.nl/. Dis-
cussions on the use of AgentScape with Andrew Tanenbaum aib&an 't
Noordende were fruitful and led to a number of insights.

References

[1] G. Ballintijn, M. van Steen, and A. S. Tanenbaum. Scalalder-friendly resource
names.|EEE Internet Computings(5):20-27, September/October 2001.

[2] K. S. Barber, R. McKay, A. Goel, D. Han, J. Kim, T. H. Liu, &C. E. Martin.
Sensible agents: The distributed architecture and testdBdCE Transactions on
Communications5:951-960, 2000. IECIA/IEEE Joint Special Issue on Autooas
Decentralized Systems, E83-B.

[3] T.Berners-Lee, J. Hendler, and O. Lassila. The sem&¥gb. Scientific Americanb,
2001.

16



[4] J. M. Bradshaw, editorSoftware AgentsAAAI Press / MIT Press, Menlo Park, CA,
1997.

[5] F. M. T. Brazier, B. M. Dunin-Keplicz, J. Treur, and L. Cekbrugge. Modelling
internal dynamic behaviour of BDI agents. In J.-J. C. Meyed &. Y. Schobbes,
editors,Formal Models of Agents (Selected papers from final Modelgekshop)
volume 1760 oL ecture Notes in Alpages 36—-56. Springer Verlag, 1999.

[6] F. M. T. Brazier, C. M. Jonker, and J. Treur. Compositibdasign and reuse of a
generic agent modeRpplied Artificial Intelligence 14:491-538, 2000.

[7] F. M. T. Brazier, B. J. Overeinder, M. van Steen, and N. JW&ngaards. Agent
factory: Generative migration of mobile agents in hetermgeis environments. In
Proceedings of the AIMS Workshop at SAC 2@I®2. to appear.

[8] F. M. T. Brazier, M. van Steen, and N. J. E. Wijhgaards. OA3/scalability. In
T. Wagner and O. Rana, editoRroceedings of Second International Workshop on
Infrastructure for Agents, MAS, and Scalable Mp&ges 121-126, Montreal, Canada,
May 2001.

[9] F.M.T.Brazier and N. J. E. Wijngaards. Automated seéngaof agentsAISB journal
2001. (to appear).

[10] H. H. Bui, D. Kieronska, and S. Venkatesh. Learning othgents’ preferences
in multiagent negotiation. IfProceedings of the National Conference on Atrtificial
Intelligence (AAAI-96)pages 114-119, 1996.

[11] J. Dale and E. Mamdani. Open standards for interopeyatigent-based systems.
Software Focus2(1):1-8, Spring 2001.

[12] M. Dastani, N. Jacobs, C. M. Jonker, and J. Treur. Maodgeliser preferences and
mediating agents in electronic commerce. In F. Dignum an8i€ra, editorsAgent-
Mediated Electronic Commerceolume 1991 of ecture Notes in Alpages 164—196.
Springer Verlag, 2001.

[13] P. De Wilde, H. S. Nwana, and L. C. Lee. Stability, fasaend scalability of multi-
agent systems.International Journal of Knowledge-Based Intelligent Eregring
Systems3(2):84—-91, 1999.

[14] D. C. Dennett.The Intentional StanceMIT Press, Cambridge, MA, 1987.

[15] R. B. Doorenbaos, O. Etzioni, and D. S. Weld. A scalablmparison-shopping agent
for the World-Wide Web. InProceedings of the First International Conference on
Autonomous Agents (Agents’9pages 39-48, Marina del Rey, CA, 1997.

[16] T. Finin, Y. Labrou, and J. Mayfield. KQML as an agent coomitation language. In
J. Bradshaw, editoSoftware Agentgages 291-316. MIT Press, Cambridge, 1997.

[17] FIPA. FIPA ACL message structure specification. httpsyw.fipa.org, 2000.
[18] FIPA. FIPA agent platform, 2001. http://www.fipa.org.

[19] I. Foster and C. Kesselman, editorsComputational Grids: The Future of High
Performance Distributed Computingylorgan Kaufman, San Mateo, CA, 1998.

17



[20] A. Fuggetta, G. P. Picco, and G. Vigna. Understandingecaobility. IEEE
Transactions on Software Engineerjritfi(5):342—-361, May 1998.

[21] L. Gong and R. Schemers. Implementing Protection Dosai the Java Development
Kit 1.2. In Symp. Network and Distributed System Secupgges 125-134, San
Diego, CA, Mar. 1998. Internet Society.

[22] R. S. Gray, G. Cybenko, D. Kotz, R. A. Peterson, and D..RJAgents: Applications
and performance of a mobile-agent syste&oftware: Practice and Experienc2001.
(in press).

[23] V. N. Gudivada, V. V. Raghavan, W. I. Grosky, and R. Kasgottu. Information
retrieval on the World Wide Web. IEEE Internet Computing 1(5):58-68,
September/October 1997.

[24] J. H. Holland. Hidden Order: How Adaptation Builds Complexityerseus Books,
Cambridge, Massachusetts, 1995.

[25] K. A. Iskra, F. van der Linden, Z. W. Hendrikse, B. J. Gsiader, G. D. van Albada,
and P. M. A. Sloot. The implementation of Dynamite: An enmimeent for migrating
PVM tasks.Operating Systems Revig84(3):40-55, July 2000.

[26] N. R. Jennings. On agent-based software engineerirfytificial Intelligence
117(2):277-296, Mar. 2000.

[27] N. R. Jennings and W. J. Wooldridge, editorsAgent Technology: Foundations,
Application, and MarketsSpringer-Verlag, Berlin, Germany, 1998.

[28] N. Karnik and A. Tripathi. Security in the ajanta mobdgent system.Software —
Practice & Experience31(4):301-329, Apr. 2001.

[29] D. Kudenko and E. Alonso. Learning in agents and mugg+at systemskKnowledge
Engineering Review2002. (to appear).

[30] D. B. Lange, M. Oshima, G. Karjoth, and K. Kosaka. Aglédsogramming mobile
agents in Java. IWorldwide Computing and Its Applicationgolume 1274 of.ecture
Notes in Computer Scienggages 253—-266. Springer-Verlag, Berlin, Germany, 1997.

[B1] A. Y. Levy, Y. Sagiv, and D. Srivastava. Towards effidignformation gathering
agents. IrSoftware Agents, Proceedings of the AAAI 1994 Spring Syamposages
64-70, 1994.

[32] P. Maes. Agents that reduce work and information owtldCommunications of the
ACM, 37(7):31-40, July 1994,

[33] D. Martin, A. Cheyer, and D. Moran. The open agent aggttiire: A framework for
building distributed software system&pplied Artificial Intelligence13(1/2):91-128,
1999.

[34] J.-J. C. Meyer and P.-Y. Schobbend-ormal Models of Agents, ESPRIT Project
ModelAge Final Workshop, Selected Papexdume 1760 ofSpringer Lecture Notes
in Al. Springer Verlag, 1999.

18



[35] D. Milojicic et al. MASIF: The OMG mobile agent systemt@moperability facility.
In Proceedings of the 2nd International Workshop on Mobilemgesolume 1477
of Lecture Notes in Computer Sciengages 50-67, Berlin, Germany, Sept. 1998.
Springer-Verlag.

[36] N. Minsky and V. Ungureanu. Law-governed interactidncoordination & control
mechanism for heterogeneous distributed syste®&€M Transactions on Software
Engineering and Methodology (TOSEMJ3):273-305, July 2000.

[37] S. Moss. Critical incident management: An empiricatfgrived computational
model. Artificial Societies and Social Simulatiorii(4), Oct. 1998.  http:/
www.soc.surrey.ac.uk/ JASSS/1/4/ 1.html.

[38] B. Neuman. Scale in distributed systems. In T. Casasadt M. Singhal, editors,
Readings in Distributed Computing Systepeges 463—-489. IEEE Computer Society
Press, Los Alamitos, CA, 1994.

[39] H. Nwana, D. Ndumu, L. Lyndon, and J. Collis. ZEUS: A tibland approach for
building distributed multi-agent systems. Rroceedings of the Third International
Conference on Autonomous Agents (Autonomous Agentp@§9s 360-361, 1999.

[40] H. S. Nwana. Software agents: An overviewhe Knowledge Engineering Review
11(3):205-244, 1996.

[41] J. B. Odubiyi, D. J. Kocur, S. M. Weinstein, N. Wakim, Sivastava, C. Gokey,
and J. Graham. SAIRE-A scalable agent-based informatibieval engine. In
Proceedings of the First International Conference on Aotanus Agentiages 292—
299, Marina del Rey, CA, Feb. 1997.

[42] A. Omicini and G. A. Papadopoulos. Coordination modatsl languages in Al.
Applied Artificial Intelligence 15(1):1-103, Jan. 2001.

[43] T. Ozsu and P. ValduriezPrinciples of Distributed Database Systenfsentice Hall,
Upper Saddle River, NJ, 2nd edition, 1999.

[44] H. Peine and T. Stolpmann. The architecture of the Aagfgim for mobile agents. In
Proceedings of the First International Workshop on MobiteAts (MA'97) volume
1219 ofLecture Notes in Computer Scienpages 50-61, Berlin, Germany, Apr. 1997.
Springer-Verlag.

[45] G. Pierre, I. Kuz, M. van Steen, and A. Tanenbaum. Déff¢iated strategies for
replicating Web document€omputer Communication24(2):232—-240, Feb. 2001.

[46] A. S. Rao and M. P. Georgeff. Modeling rational agentthimi a BDI architecture.
In R. Fikes and E. Sandewall, editorBjoceedings of the Second International
Conference on Knowledge Representation and Reasopages 473—-484. Morgan
Kaufman, 1991.

[47] A. S. Rao and M. P. Georgeff. BDI agents: From theory &cfice. InProceedings of
the First Intl. Conference on Multiagent Systemages 312—-319, San Francisco, CA,
1995.

19



[48] M. K. Reiter. How to securely replicate servicdsCM Transactions on Programming
Languages and Systen$(3):986—-1009, May 1994.

[49] O. Shehory. A scalable agent location mechanismintelligent Agents \/lvolume
1757 of Lecture Notes in Artificial Intelligencepages 162—-172. Springer-Verlag,
Berlin, Germany, 1999.

[50] Y. Shoham. Agent-oriented programmingurtificial Intelligence 60(1):51-92, Mar.
1993.

[51] N. Suri, J. M. Bradshaw, M. R. Breedy, P. T. Groth, G. AlIHR. Jeffers, T. S.
Mitrovich, B. R. Pouliot, and D. S. Smith. Nomads: Toward@sy and safe mobile
agent system. IRroceedings of the Fourth International Conference on Aatoous
Agents pages 163-164, 2000.

[52] K. Sycara, M. Paolucci, M. van Velsen, and J. Giampapé&ie RETSINA MAS
infrastructure.Submitted to Autonomous Agents and Multi-Agent Sys@po4.

[53] K. Sycara and D. Zeng. Multi-agent integration of infa@tion gathering and decision
support. InProceedings of the 12th European Conference on Artificitdlligence
(ECAI'96), pages 549-553, 1996.

[54] A. S. Tanenbaum and M. van Stedbistributed Systems: Principles and Paradigms
Prentice Hall, Upper Saddle River, New Jersey 07458, 2002.

[55] C. Thompson, T. Bannon, P. Pazandak, and V. Vasudevgent4or the masses. In
Proceedings of the Workshop on Agent based High Perform@ooguting: Problem
Solving Applications and Practical Deployment, Third mmiztional Conference on
Autonomous AgentSeatle, WA, May 1999.

[56] A. Tripathi, N. Karnik, M. Vora, T. Ahmed, and R. Singh.dlile agent programming
in Ajanta. In Proceedings of the 19th International Conference on [hsiied
Computing Systems (ICDCS’'99rges 190-197, Austin, TX, May 1999.

[57] P. J. Turner and N. R. Jennings. Improving the scalghif multi-agent systems. In
Proceedings of the First International Workshop on Infrasture for Scalable Multi-
Agent System®8arcelone, Spain, June 2000.

[58] R. van de Riet, A. Junk, and E. Gudes. Security in cylsaspa knowledge-base
approach.Data and Knowledge Engineering4(1):69-98, 1997.

[59] M. van Steen, P. Homburg, and A. S. Tanenbaum. Globe: devarea distributed
system.IEEE Concurrency7(1):70-78, January—March 1999.

[60] M. J. Wooldridge and N. R. Jennings. Intelligent agefitseory and practiceThe
Knowledge Engineering Revieh0(2):115-152, 1995.

[61] M. J. Wooldridge and N. R. Jennings. Software engimggewith agents: Pitfalls and
pratfalls. IEEE Internet Computing3(3):20-27, 1999.

[62] P. R. Wurman, M. P. Wellman, and W. E. Walsh. The Michigaternet AuctionBot: A
configurable auction server for human and software agent8rdceedings of the 2nd
International Conference on Autonomous Agents (Agenisi@8jes 301-308, New
York, 1998.

20



