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ompiler as the semanti
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of re
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 method resolution), use of thestart method on thread obje
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uss these issues. Theproblem posed here is also put forth as a ben
hmark against whi
h to measure other approa
hesto formally proving properties of multi-threaded Java programs.Categories and Subje
t Des
riptors: D.2.4 [Software Engineering℄: Software/Program Veri�-
ation; D.3.0 [Programming Languages℄: General; F.4.0 [Mathemati
al Logi
 and FormalLanguages℄: GeneralGeneral Terms: languages,veri�
ationAdditional Key Words and Phrases: Java, Java Virtual Ma
hine, parallel and distributed 
ompu-tation, mutual ex
lusion, operational semanti
s, theorem proving
Author's address: J S. Moore, Department of Computer S
ien
es, University of Texas at Austin,Austin, TX 78712.Author's address: G. Porter, Department of Ele
tri
al Engineering and Computer S
ien
es, Uni-versity of California at Berkeley, Berkeley, CA 94720. When this work was done, the author wasat the Department of Computer S
ien
es, University of Texas at Austin, Austin, TX 78712.Permission to make digital/hard 
opy of all or part of this material without fee for personalor 
lassroom use provided that the 
opies are not made or distributed for pro�t or 
ommer
ialadvantage, the ACM 
opyright/server noti
e, the title of the publi
ation, and its date appear, andnoti
e is given that 
opying is by permission of the ACM, In
. To 
opy otherwise, to republish,to post on servers, or to redistribute to lists requires prior spe
i�
 permission and/or a fee.

 ???? ACM ???/???/??? $??.?? ACM Transa
tions on Program Languages (submitted)



2 � J Strother Moore and George Porter1. THE APPRENTICE SYSTEM IN JAVAIn this paper we will study the Java 
lasses shown in Figure 1. Here, the mainmethod in the Apprenti
e 
lass builds an instan
e of a Container obje
t andthen begins 
reating and starting new threads of 
lass Job, ea
h of whi
h �nds theContainer obje
t in its objref �eld. The runmethod for the 
lass Job is an in�niteloop invoking the in
r method on the job. The in
r method obtains a lo
k on theobjref of the job and then reads, in
rements, and writes the 
ontents of its 
ounter�eld. This is a simple example of unbounded parallelism implemented with Javathreads. The name \Apprenti
e" is both allusion to the \Sor
erer's Apprenti
e"(be
ause, under a fair s
hedule, more threads are 
ontinually being 
reated) and areminder that this is a beginner's exer
ise.We will prove that under all possible s
heduling regimes, the value of the 
ounterin our model \in
reases weakly monotoni
ally" in a sense that allows for Java's intarithmeti
. More pre
isely, let 
 be the value of the 
ounter in any state rea
hablefrom the initial state of the Apprenti
e 
lass. Let 
0 be the value in any immediatesu

essor state. Then one of the following is true: 
 is unde�ned, 
0 is 
, or 
0is the result of in
rementing 
 by 1 in 32-bit twos-
omplement arithmeti
. The�rst disjun
t is only true if the main thread of the system has not been steppedsuÆ
iently to 
reate the Container. A simple 
orollary of the 
laim above is thaton
e the 
ounter is de�ned, it \stays de�ned."We make three basi
 assumptions. First, the semanti
s of Java is given by theJava Virtual Ma
hine (JVM) byte
ode [Lindholm and Yellin 1999℄ generated bySun Mi
rosystem's java
 
ompiler. Se
ond, our formal operational model of JVMbyte
ode is a

urate, at least for the op
odes in this example. Third, the JVM pro-vides a sequentially 
onsistent memory model, at least for \
orre
tly syn
hronized"programs. That is, any exe
ution of su
h a JVM program must be equivalent tosome interleaved byte
ode exe
ution. The JVM memory model, whi
h is des
ribedin Chapter 17 of [Lindholm and Yellin 1999℄, does not require this and probablywill not require it for arbitrary programs. The memory model is under revision[Manson and Pugh 2001℄. For details see www.j
p.org/jsr/detail/133.jsp.Many readers may think the monotoni
ity 
laim is so trivial as not to deserveproof. We therefore start by demonstrating the 
ontrary.Readers unfamiliar with multi-threaded programming may not see why syn
hro-nization is ne
essary. After all, the only line of 
ode writing to the 
ounter is theassignment statementobjref.
ounter = objref.
ounter + 1;Su
h 
ode 
annot make the 
ounter de
rease even without syn
hronization. Right?Wrong. Imagine that two Jobs have been started (with no syn
hronization blo
k inthe in
r method). Suppose the �rst reads the value of objref.
ounter, obtainsa 0, in
rements it to 1 in the lo
al memory of the thread and is then suspendedbefore writing to the global 
ounter. Suppose then that the se
ond Job is run formany 
y
les and in
rements the 
ounter to some large integer. Finally, suppose thes
heduler suspends the se
ond Job and runs the �rst again. That Job will write a 1from its lo
al memory to the global 
ounter, de
reasing the value that was alreadythere. Hen
e, the syn
hronization is ne
essary.Given the syn
hronization blo
k, one might be tempted to argue that our theo-ACM Transa
tions on Program Languages (submitted)



The Apprenti
e Challenge � 3
lass Container fpubli
 int 
ounter;g
lass Job extends Thread fContainer objref;publi
 Job in
r () fsyn
hronized(objref) fobjref.
ounter = objref.
ounter + 1;greturn this;gpubli
 void setref(Container o) fobjref = o;gpubli
 void run() ffor (;;) fin
r();ggg
lass Apprenti
e fpubli
 stati
 void main(String[℄ args) fContainer 
ontainer = new Container();for (;;) fJob job = new Job();job.setref(
ontainer);job.start();ggg Fig. 1. The Apprenti
e Example in Javarem is trivial from a synta
ti
 analysis of the in
r method. After all, it lo
ks outall a

esses to objref during its 
riti
al se
tion. This argument, if taken literally,is spe
ious be
ause Java imposes no requirement on other threads to respe
t lo
ks.At the very least we must amend the synta
ti
 argument to in
lude a s
an of ev-ery line of 
ode in the system to 
on�rm that every write to the 
ounter �eld ofa Container is syn
hronized. This however, is inadequate. Below we des
ribe a\slight" modi�
ation of the main method of the Apprenti
e 
lass. This modi�
a-tion preserves the system-wide fa
t that the only write to the 
ounter �eld of anyContainer is the one in the syn
hronized blo
k of the in
r method. But undersome thread interleavings it is still possible for the 
ounter to de
rease.To see how to do this, 
onsider the fa
t that objref is a �eld of the self obje
t,not a lo
al variable. The syn
hronization blo
k in the in
r method is equivalentto the following under Java semanti
s:syn
hronized(this.objref) f(this.objref).
ounter = (this.objref).
ounter + 1;gThus, it is possible to syn
hronize on one Container (the value of this.objrefat the time the blo
k is entered) and then write to the 
ounter �eld of anotherACM Transa
tions on Program Languages (submitted)



4 � J Strother Moore and George PorterContainer, if some line of 
ode in the system 
hanges the objref �eld of the selfobje
t of some thread, at just the right moment. (Su
h 
ode would violate Praxis56 in [Haggar 2000℄, where Haggar writes \Do not reassign the obje
t referen
e ofa lo
ked obje
t.")Imagine therefore a di�erent main. This one 
reates the \normal" Container anda \bogus" one; then it 
reates and starts two Jobs, say job1 and job2, as above.It momentarily sets the objref �eld of job1 to the bogus 
ontainer and then setsit ba
k to the normal Container. Thereafter, main 
an terminate, spin, or 
reatemore Jobs. Everything else in this revised system is the same; in parti
ular, theonly write to the 
ounter of any Container is from within the syn
hronized 
riti
alse
tion of in
r, the entire Job 
lass is un
hanged, and, ex
ept for main, every threadis running a Job. This modi�ed system is only a few instru
tions di�erent from theone shown. But the 
ounter 
an de
rease in it.Here is a s
hedule that 
auses the 
ounter in the normal Container to de
rease.S
hedule main to 
reate the two Containers and Jobs and to set the objref ofjob1 to the bogus Container. Next, s
hedule job1 so that it obtains a lo
k onthe bogus Container and enters its 
riti
al se
tion. Then s
hedule main again sothat it resets the objref of job1 to the normal 
ontainer. S
hedule job1 again sothat it fet
hes the 0 in the 
ounter �eld of the normal 
ontainer and in
rementsit, but suspend job1 before it writes the 1 ba
k. At this point, job1 is holding alo
k on the bogus Container but is inside its 
riti
al se
tion prepared to write a1 to the 
ounter of normal Container. Now s
hedule job2 to run many 
y
les,to in
rement the 
ounter of the normal Container. This is possible be
ause job1is holding the lo
k on the bogus Container. Finally, s
hedule job1 to perform itswrite. The 
ounter of the normal Container de
reases even though the Job 
lassis exa
tly the same as shown in Figure 1.How 
an we ensure that no thread 
hanges the objref �eld of the Job holding thelo
k on the Container? If we 
ould ensure synta
ti
ally that the system 
ontainsno write to any objref of a Job, we would be safe. But the Apprenti
e systemne
essarily 
ontains su
h a write in the setrefmethod be
ause we must point ea
hJob to the Container before the Job is ready to start.We hope this dis
ussion makes it 
lear that it is nontrivial to establish that the
ode in Figure 1 in
rements the 
ounter monotoni
ally.2. SEMANTIC MODELMe
hani
ally 
he
ked proofs of programproperties require the 
onstru
tion or adop-tion of a me
hani
al theorem prover of some sort. This also entails the 
hoi
e ofa mathemati
al logi
 in whi
h the programming language semanti
s is formalized.We use the ACL2 logi
 and its theorem prover [Kaufmann et al. 2000b; 2000a℄. TheACL2 logi
 is a general-purpose essentially quanti�er-free �rst-order logi
 of re
ur-sive fun
tions based on a fun
tional subset of Common Lisp [Steele 1990℄. ACL2 isthe su

essor to the Boyer-Moore theorem prover Nqthm [Boyer and Moore 1997℄.Formulas in this logi
 look like Lisp expressions.Rather than formalize the semanti
s of Java we formalize that of the Java VirtualMa
hine [Lindholm and Yellin 1999℄.We model the JVM operationally. That is, we adopt an expli
it representationof JVM states and we write, in ACL2's Lisp subset, an interpreter for the JVMACM Transa
tions on Program Languages (submitted)



The Apprenti
e Challenge � 5byte
ode. One may view the model as a Lisp simulator for a subset of the JVM.Our model in
ludes 138 byte 
odes. Our model ignores 
ertain key aspe
ts of theJVM, in
luding 
lass loading and initialization and ex
eption handling. We 
all ourmodel M5, be
ause it is the �fth ma
hine in a sequen
e designed to tea
h formalmodeling of the JVM to undergraduates at the University of Texas at Austin.An M5 state 
onsists of three 
omponents: the thread table, the heap, and the
lass table. We des
ribe ea
h in turn. When we use the word \table" here wegenerally mean a Lisp \asso
iation list," a list of pairs in whi
h \keys" (whi
hmight be thought of as 
onstituting the left-hand 
olumn of the table) are pairedwith \values" (the right-hand 
olumn of the table). Su
h a table is a map from thekeys to the 
orresponding values.The thread table maps thread numbers to threads. Ea
h thread 
onsists of three
omponents: a 
all sta
k, a 
ag indi
ating whether the thread is s
heduled, and theheap address of the obje
t in the heap uniquely asso
iated with this thread. Wedis
uss the heap below.The 
all sta
k is a list of frames treated as a sta
k (the �rst element of the list isthe topmost frame). Ea
h frame 
ontains six 
omponents: a program 
ounter (p
)and the byte
oded method body, a list positionally asso
iating lo
al variables withvalues, an operand sta
k, a syn
hronization 
ag indi
ating whether the method
urrently exe
uting is syn
hronized, and the name of the 
lass in the 
lass table
ontaining this method. Double word data types are supported.The heap is a table asso
iating heap addresses with instan
e obje
ts. An instan
eobje
t is a table whose keys are the su

essive 
lasses in the super
lass 
hain of theobje
t and whose values are themselves tables mapping �eld names to values. Aheap address is a list of the form (REF i), where i is a natural number.Finally, the 
lass table is a table mapping 
lass names to 
lass des
riptions. A
lass des
ription 
ontains a list of its super
lass names, a list of its immediateinstan
e �elds, a list of its stati
 �elds, its 
onstant pool, a list of its methods,and the heap address of an obje
t in the heap that represents the 
lass. We donot model synta
ti
 typing on M5. Thus, our list of �elds is just a simple list of�eld names (strings) rather than, say, a table mapping �eld names to signatures. Amethod is a list 
ontaining a method name, the names of the formal parameters ofthe method, a syn
hronization 
ag, and a list of byte
oded instru
tions. M5 omitssignatures and the a

ess modes of methods.Byte
oded instru
tions are represented abstra
tly as lists 
onsisting of a sym-boli
 op
ode name followed by zero or more operands. Here are three examples,(IADD), (NEW "Job"), and (PUTFIELD "Container" "
ounter"). The �rst hasno operands, the se
ond has one, and the third has two. Corresponding to ea
hop
ode is a fun
tion in ACL2 that gives semanti
s to the op
ode.Here is our de�nition of the ACL2 fun
tion exe
ute-IADD whi
h we use to givesemanti
s to the M5 IADD instru
tion. We 
all exe
ute-IADD the semanti
 fun
tionfor IADD. We paraphrase the de�nition below.(defun exe
ute-IADD (inst th s)(modify th s:p
 (+ (inst-length inst) (p
 (top-frame th s))):sta
k (push (int-fix ACM Transa
tions on Program Languages (submitted)



6 � J Strother Moore and George Porter(+ (top (pop (sta
k (top-frame th s))))(top (sta
k (top-frame th s)))))(pop (pop (sta
k (top-frame th s)))))))Our fun
tion takes three arguments, named inst, th, and s. The �rst is the IADDinstru
tion to be exe
uted.1 The se
ond is a thread number. The third is a state.Exe
ute-IADD returns the \next" state, produ
ed by exe
uting inst in thread thof state s. The modify expression above is the body of the semanti
 fun
tion. It
onstru
ts a new state by \modifying" 
ertain 
omponents of s. Logi
ally speaking,the fun
tion does not alter s but instead 
opies s with 
ertain 
omponents 
hanged.In exe
ute-IADD the 
omponents 
hanged are the program 
ounter and the sta
kof the topmost frame of the 
all sta
k in thread th of state s. The program 
ounteris in
remented by the length (measured in bytes) of the IADD instru
tion. Twoitems are popped o� the sta
k and their \sum" is pushed in their pla
e. The twoitems are assumed to be Java 32-bit ints. Their \sum" is 
omputed by addingthe integers together and then 
onverting the result to the 
orresponding integer in32-bit twos-
omplement representation.Of spe
ial relevan
e to Apprenti
e is the support for syn
hronization. Everyobje
t in the heap inherits from java.lang.Obje
t the �elds monitor and m
ount.Roughly speaking, the former indi
ates whi
h thread \owns" a lo
k on the obje
tand the latter is the number of times the obje
t has been lo
ked. Our modelsupports reentrant lo
ks but they are not used here. The MONITORENTER byte
ode,when exe
uted on behalf of some thread th on some obje
t, tests whether them
ount of the obje
t is 0. If so, it sets the monitor of the obje
t to th, sets them
ount to 1, and pro
eeds to the next instru
tion. We say that th then owns thelo
k on the obje
t. If MONITORENTER �nds that the m
ount is non-0 and the monitoris not th, it \blo
ks," whi
h in our model means it is a no-op. Exe
ution of thatthread will not pro
eed until the thread 
an own the lo
k. MONITOREXIT unlo
ksthe obje
t appropriately.We have formalized 138 byte
ode instru
tions, following [Lindholm and Yellin1999℄ as faithfully as we 
ould with the ex
eptions noted below. For ea
h su
hop
ode op we de�ne an ACL2 semanti
 fun
tion exe
ute-op.We de�ne step to be the fun
tion that takes a thread number and a state andexe
utes the next instru
tion in the given thread, provided that thread exists andis SCHEDULED.Finally we de�ne run to take a s
hedule and a state and return the result ofstepping the state a

ording to the given s
hedule. A s
hedule is just a list ofnumbers, indi
ating whi
h thread is to be stepped next. Our model puts no a priori
onstraints on the JVM thread s
heduler. Stepping a non-existent, UNSCHEDULED,or blo
ked thread is a no-op. By restri
ting the values of s
hed in the expression(run s
hed s) we 
an address ourselves to parti
ular s
heduling regimes.(defun run (s
hed s)(if (endp s
hed)1By 
onvention, whenever exe
ute-IADD is applied, the op
ode of its inst will be IADD and theremaining elements of inst will be the operands of the instru
tion. In the 
ase of IADD thereare no other operands, so inst will be the 
onstant (IADD), but for many other op
odes, instprovides ne
essary operands.ACM Transa
tions on Program Languages (submitted)



The Apprenti
e Challenge � 7s(run (
dr s
hed) (step (
ar s
hed) s))))Lisp programmerswill re
ognize our run as a simulator for the ma
hine we have inmind. However, unlike 
onventional simulators, ours is written in a fun
tional (side-e�e
t free) style. The 
omplete ACL2 sour
e text for our ma
hine is available atwww.
s.utexas.edu/users/moore/publi
ations/m5/. For some additional dis-
ussion this style of formalizing the JVM, see [Moore and Porter 2001℄M5 omits support for synta
ti
 typing, �eld and method a

ess modes, 
lassloading and initialization, ex
eption handling, and errors. In addition, our seman-ti
s for threading is interleaved byte
ode operations (and thus assumes sequential
onsisten
y).3. THE APPRENTICE SYSTEM IN BYTECODERe
all the Apprenti
e system given in Figure 1. Using the Sun Java 
ompiler,java
, we 
onverted Figure 1 to 
lass �les and then, using a tool written by theauthors and 
alled jvm2a
l2, we 
onverted those 
lass �les to an initial state forour JVM model. We de�ne *a0* to be this state.2 We exhibit and dis
uss *a0*below. As with all M5 states, the value of *a0* is a triple 
onsisting of a threadtable, a heap, and a 
lass table.The initial thread table, shown in Figure 2, 
ontains just one thread, numbered0. The 
all sta
k of the thread 
ontains just one frame, poised to exe
ute thebyte
ode for the main method of the Apprenti
e 
lass. As the Apprenti
e systemruns, more threads will be 
reated, by the exe
ution of the (NEW "Job") instru
tionat o�set 11 below. That instru
tion allo
ates a new heap obje
t of 
lass Job andalso 
onstru
ts a new uns
heduled thread be
ause the 
lass Job extends the 
lassThread. The newly 
reated thread will be
ome SCHEDULED when the startmethod(at main 25) is invoked on the Job.The initial heap, shown in Figure 3, 
ontains eight instan
e obje
ts. Ea
h rep-resents one of the 
lasses involved in this example (or a primitive 
lass supportedby our ma
hine). Ea
h obje
t is of 
lass java.lang.Class, from whi
h it gets a<name> �eld, and ea
h extends java.lang.Obje
t, from whi
h it gets the monitor,m
ount, and wait-set �elds. We omit most of the �elds after the �rst obje
t, sin
ethey all have the same stru
ture. These �elds of Class obje
ts are used by syn-
hronized stati
 methods. We dis
uss syn
hronization below. The obje
t at heaplo
ation 0 represents the java.lang.Obje
t 
lass itself. The heap address referringto this obje
t is (REF 0). As the main method exe
utes, new obje
ts in the heapwill be 
reated. A new Container is built by the exe
ution of the NEW instru
tionmain 0, and new Jobs are built thereafter as the main program 
y
les through thein�nite loop, main 11{28.The initial 
lass table 
ontains eight 
lass de
larations. The �rst �ve are forthe built-in 
lasses java.lang.Obje
t, ARRAY, java.lang.Thread, java.lang.-String, and java.lang.Class.Figure 4 presents the 
lass de
laration for the Apprenti
e 
lass. We have omittedthe byte
ode for the main method, sin
e it is shown in Figure 2.2It is a Common Lisp 
onvention that the names of 
onstants begin and end with \*".ACM Transa
tions on Program Languages (submitted)



8 � J Strother Moore and George Porter((0 ; thread number( ; 
all sta
k (
ontaining one frame)(0 ; program 
ounter of framenil ; lo
al variables of frame (none)nil ; sta
k of frame (empty)( ; byte
oded program of frame (main); byte offset from top(NEW "Container") ; 0(DUP) ; 3(INVOKESPECIAL "Container" "<init>" 0) ; 4(ASTORE 1) ; 7(GOTO 3) ; 8 (skip)(NEW "Job") ; 11(DUP) ; 14(INVOKESPECIAL "Job" "<init>" 0) ; 15(ASTORE 2) ; 18(ALOAD 2) ; 19(ALOAD 1) ; 20(INVOKEVIRTUAL "Job" "setref" 1) ; 21(ALOAD 2) ; 24(INVOKEVIRTUAL "java.lang.Thread" "start" 0) ; 25(GOTO -17)) ; 28UNLOCKED ; syn
hronization status of frame"Apprenti
e") ; 
lass from whi
h this method 
omes) ; end of 
all sta
kSCHEDULED ; s
heduled/uns
heduled status of threadnil)) ; heap address of obje
t representing this; thread (none)Fig. 2. The Initial Thread Table((0 ("java.lang.Class" ("<name>" . "java.lang.Obje
t"))("java.lang.Obje
t" ("monitor" . 0)("m
ount" . 0)("wait-set" . 0)))(1 ("java.lang.Class" ("<name>" . "ARRAY"))("java.lang.Obje
t" : : :))(2 ("java.lang.Class" ("<name>" . "java.lang.Thread"))("java.lang.Obje
t" : : :))(3 ("java.lang.Class" ("<name>" . "java.lang.String"))("java.lang.Obje
t" : : :))(4 ("java.lang.Class" ("<name>" . "java.lang.Class"))("java.lang.Obje
t" : : :))(5 ("java.lang.Class" ("<name>" . "Apprenti
e"))("java.lang.Obje
t" : : :))(6 ("java.lang.Class" ("<name>" . "Container"))("java.lang.Obje
t" : : :))(7 ("java.lang.Class" ("<name>" . "Job"))("java.lang.Obje
t" : : :))) Fig. 3. The Initial HeapACM Transa
tions on Program Languages (submitted)



The Apprenti
e Challenge � 9("Apprenti
e" ; 
lass name("java.lang.Obje
t") ; super
lassesnil ; instan
e fields (none)nil ; stati
 fields (none)nil ; 
onstant pool (empty)( ; methods("<init>" ; initialization method namenil ; parameters (none)nil ; syn
hronization flag(ALOAD 0) ; method body(INVOKESPECIAL "java.lang.Obje
t" "<init>" 0)(RETURN))("main" ; main method name(|JAVA.LANG.STRING[℄|) ; parameters (one)nil ; syn
hronization flag(NEW "Container") ; method body: : :(GOTO -17)))(REF 5)) ; heap address of 
lass representativeFig. 4. The Apprenti
e Class Des
ription("Container" ; 
lass name("java.lang.Obje
t") ; super
lasses("
ounter") ; instan
e fieldsnil ; stati
 fields (none)nil ; 
onstant pool (empty)(("<init>" ; methodsnilnil(ALOAD 0)(INVOKESPECIAL "java.lang.Obje
t" "<init>" 0)(RETURN)))(REF 6)) ; heap address of 
lass representativeFig. 5. The Container Class Des
riptionFigure 5 presents the 
lass de
laration for the Container 
lass. Note that ithas one instan
e �eld, namely 
ounter. It has only one method, the initializationmethod.Finally, Figure 6 presents the 
lass de
laration for the Job 
lass. It has one�eld, objref, into whi
h the Container obje
t will be stored. The 
lass has aninitialization method and the three user de�ned methods, in
r, setref, and run.The instru
tions marked with * in the in
r method are within the 
riti
al se
tionof that method.4. THE THEOREM AND ITS PROOFThe theorem we will prove is named Monotoni
ity and is stated formally in ACL2below. It may be paraphrased as follows. Let s1 be the state obtained by runningan arbitrary s
hedule, s
hed, starting in the initial state of the Apprenti
e system,*a0*. Thus, by 
onstru
tion, s1 is some arbitrary state rea
hable from *a0*. LetACM Transa
tions on Program Languages (submitted)



10 � J Strother Moore and George Porter("Job" ; 
lass name("java.lang.Thread" "java.lang.Obje
t") ; super
lasses("objref") ; instan
e fieldsnil ; stati
 fields (none)nil ; 
onstant pool (empty)(("<init>" ; methodsnilnil(ALOAD 0)(INVOKESPECIAL "java.lang.Thread" "<init>" 0)(RETURN))("in
r" ; in
r methodnil ; parameters (none)nil ; syn
hronization flag(ALOAD 0) ; 0(GETFIELD "Job" "objref") ; 1(ASTORE 1) ; 4(ALOAD 1) ; 5(MONITORENTER) ; 6(ALOAD 0) ; 7 *(GETFIELD "Job" "objref") ; 8 *(ALOAD 0) ; 11 *(GETFIELD "Job" "objref") ; 12 *(GETFIELD "Container" "
ounter") ; 15 *(ICONST 1) ; 18 *(IADD) ; 19 *(PUTFIELD "Container" "
ounter") ; 20 *(ALOAD 1) ; 23 *(MONITOREXIT) ; 24 *(GOTO 8) ; 25(ASTORE 2) ; 28(ALOAD 1) ; 29(MONITOREXIT) ; 30(ALOAD 2) ; 31(ATHROW) ; 32(ALOAD 0) ; 33(ARETURN)) ; 34("setref" ; setref method(CONTAINER) ; parametersnil ; syn
hronization flag(ALOAD 0) ; 0(ALOAD 1) ; 1(PUTFIELD "Job" "objref") ; 2(RETURN)) ; 5("run" ; run methodnil ; parametersnil ; syn
hronization flag(GOTO 3) ; 0(ALOAD 0) ; 3(INVOKEVIRTUAL "Job" "in
r" 0) ; 4(POP) ; 7(GOTO -5))) ; 8(REF 7)) ; heap address of 
lass representativeFig. 6. The Job Class Des
riptionACM Transa
tions on Program Languages (submitted)



The Apprenti
e Challenge � 11s2 be the state obtained by stepping an arbitrary thread from s1. Thus, s2 is anypossible su

essor of s1. Suppose the value of the 
ounter in s1 is not nil. Then the
ounter in s2 is either that in s1 or is one greater (in the 32-bit twos-
omplementsense of Java arithmeti
).Theorem: Monotoni
ity.(let* ((s1 (run s
hed *a0*))(s2 (step th s1)))(implies (not (equal (
ounter s1) nil))(or (equal (
ounter s2)(
ounter s1))(equal (
ounter s2)(int-fix (+ 1 (
ounter s1)))))))Our proof of the theorem is based on our de�nition of an invariant on states,named good-state. We prove three main lemmas.|Lemma 1: *a0* satis�es good-state.|Lemma 2: if s is a good-state, then so is (step th s), the result of stepping(any) thread th in s.|Lemma 3: if s is a good-state, then either its 
ounter is nil or else the desiredrelation holds between its 
ounter and that of (step th s).From Lemmas 1 and 2 and indu
tion it is easy to prove|Lemma 4: (run s
hed *a0*) is a good-state, i.e., every rea
hable state isgood.Proof of Monotoni
ity. From Lemma 4 we 
on
lude that state s1 of Monotoni
ityis a good state. From Lemma 2, therefore, s2 is also a good state. Hen
e, fromLemma 3, we 
an 
on
lude that the relation holds when the 
ounter is de�ned. 2Lemma 1 is trivial to prove by 
omputation, sin
e *a0* is a 
onstant and good-state is just a Lisp fun
tion we 
an evaluate.Lemmas 2 and 3 are basi
ally proved the same way, so we dis
uss only Lemma2. We break the proof into three 
ases depending on the number, th, of the thread,being stepped. The �rst 
ase (Lemma 2a) is when th is 0; in this 
ase, the mainmethod is being stepped. The se
ond (Lemma 2b) is when th is the number ofsome SCHEDULED thread other than 0; su
h a thread will ne
essarily be running aJob. The third 
ase (Lemma 2
) is when th is anything else; in this 
ase, eitherth is not a thread number or indi
ates a still-UNSCHEDULED Job (one 
reated by theNEW at main 11 but not yet started by the INVOKEVIRTUAL at main 25). Steppingsu
h a th is a no-op.See www.
s.utexas.edu/users/moore/publi
ations/m5/ for the ACL2 sour
etext for our proof.5. THE GOOD STATE INVARIANTDe�ning good-state is the 
rux of the proof. Roughly speaking, good-state
hara
terizes the rea
hable states. The de�nition may be found at the URL above.We merely present the highlights here.ACM Transa
tions on Program Languages (submitted)



12 � J Strother Moore and George PorterThe formal de�nition of good-state is shown below. The variable 
ounter,below, is bound to the value of the 
ounter �eld of the Container at lo
ation 8of the heap of s. We know that (in the good states) the Container 
reated by theApprenti
e system will be referen
ed by (REF 8).In addition, the variables monitor and m
ount are bound, below, to the 
orre-sponding java.lang.Obje
t �elds of the Container obje
t.As the de�nition below makes 
lear, s is 
onsidered a good state provided it hasa good 
lass table, a good thread table, a good heap, and a 
ertain 
ondition holdson the 
ounter, m
ount, and monitor.(defun good-state (s)(let ((
ounter (gf "Container" "
ounter" 8 (heap s)))(monitor (gf "java.lang.Obje
t" "monitor" 8 (heap s)))(m
ount (gf "java.lang.Obje
t" "m
ount" 8 (heap s))))(and (good-
lass-table (
lass-table s))(good-thread-table (thread-table s)(- (len (heap s)) 1)
ounter monitor m
ount)(good-heap (thread-table s) (heap s))(or (equal (len (heap s)) 8)(and (integerp 
ounter)(if (equal m
ount 0)(equal monitor 0)(and (equal m
ount 1)(< 0 monitor)(< monitor (- (len (heap s)) 8)))))))))The 
ondition is that either the Container has not yet been allo
ated or else
ounter is an integer and either the m
ount and monitor are 0 (meaning theContainer is unlo
ked) or else the m
ount is 1 and the monitor is the number ofa Job thread in the Apprenti
e system.The notions of \good" thread table and \good" heap are interdependent. Indeed,the two main aspe
ts of the invariant 
on
ern both the thread table and the heap.A thread 
an be in its 
riti
al se
tion only if it owns the monitor { a 
onditionwhi
h requires inspe
ting the heap. Similarly, the obje
t in the heap representinga parti
ular Job must have its objref �eld set to the Container, unless main hasnot yet rea
hed the setref for that Job { a 
ondition whi
h requires inspe
ting thethread table. Disentangling these two notions was one key to our su

ess. Sin
e wehave to prove that good-state is invariant under step, it was important to makeea
h 
onjun
t above \as invariant" as possible.Our disentangling is most apparent in the appli
ation of good-thread-tableabove. That predi
ate needs just four items from the heap: the heap address ofthe last obje
t in the heap and the values of the 
ounter, monitor, and m
ount.Proving good-thread-table invariant is relatively easy for steps that do not 
hangethese quantities. The disentangling is not apparent in the appli
ation of good-heapabove; but inside the de�nition of that predi
ate we apply an auxiliary predi
ate tothe heap and pass it a 
ag that indi
ates whether the setref for the most re
ently
reated Job has been exe
uted.ACM Transa
tions on Program Languages (submitted)



The Apprenti
e Challenge � 13We now dis
uss the three main 
onjun
ts above. The good-
lass-table predi-
ate just re
ognizes the 
lass table of the Apprenti
e system.The good-thread-table predi
ate requires that thread 0 be running Apprenti
emain (and the methods it invokes) and that all other threads be Jobs appropriatelyspawned by main. By looking at the byte
oded programs and the 
lass names ofea
h frame of a 
all sta
k we 
an tell whi
h methods are running; the program
ounter of the frame tells us where exe
ution is. The 
all sta
k may be deep; forexample the top frame may be running java.lang.Thread.<init>, in whi
h 
asethe frame below it must be suspended at instru
tion 1 of Job.<init> and the framebelow that must be suspended at instru
tion 15 of main.All the threads must be \good" in a sense that depends on whi
h methods arerunning in them. To 
he
k these 
onditions it is ne
essary to know the heap addressof the last obje
t in the heap as well as the 
urrent 
ounter, m
ount and monitorvalues. The last obje
t in the heap may or may not be a Job and, if a Job, mayor may not be SCHEDULED, depending on where 
ontrol is in main. If one of theJob threads is running the in
r method and is in its 
riti
al se
tion, then we mustensure that the 
orresponding thread owns the lo
k on the Container and that
ertain items (thought of by us as the value of the 
ounter or derived from thatvalue) in the thread's lo
al state are a

urate relative to the a
tual value of the
ounter.We now turn to the good-heap predi
ate. One requirement on a \good" heap isthat it start with the \standard pre�x" whi
h 
ontains the eight previously men-tioned obje
ts representing the primitive and loaded 
lasses of the Apprenti
e sys-tem. In addition, \good" heaps may subsequently 
ontain the Container followedby a sequen
e of Jobs, but whether these obje
ts are present or not and their exa
t
on�gurations depend on the program 
ounter in the main program of thread 0.The Container does not exist until the �rst instru
tion has been exe
uted. Ea
hnew Job 
omes into being at instru
tion 11 but is not fully set up until the exe-
ution of the setref at instru
tion 21 is nearly 
ompleted. It is 
ru
ial that theobjref �eld of a Job point to the Container when in
r is invoked, but Jobs donot 
ome into existen
e satisfying that invariant.In all, our good-state invariant involved the de�nition of 32 fun
tions and pred-i
ates, 
onsuming a total of 565 lines of pretty-printed ACL2. Many de�nitions
ould be eliminated at some 
ost to the perspi
uity of the invariant and our fun
-tion names are quite long, e.g., Good-java.lang.Obje
t.<init>-Frame. Synta
ti
measures of 
omplexity are misleading here. The best way to think of good-stateis that it almost perfe
tly 
hara
terizes the rea
hable states. How does it fail?Consider the 
all sta
k of thread 0 and, in parti
ular, the frame in that sta
krunning main. Is there a frame under that one? In fa
t, there is never a frameunder the main frame in any rea
hable state. But it is not ne
essary to say so,be
ause there is no return in the main frame. Our notion of good-state allowsarbitrary frames under the main one. Similarly, we 
hara
terize the values of lo
als1 and 2 of the main frame, but do not say there are no others.The invariant was 
reated manually, starting with the main idea: no two threadsare in their 
riti
al se
tion simultaneously. How is this said? If a Job is in the in
rmethod and the program 
ounter is between 7 and 24, then the monitor of theContainer is the thread number of the thread in question and the m
ount of theACM Transa
tions on Program Languages (submitted)



14 � J Strother Moore and George PorterContainer is 1. Working ba
kward from there, we had to ensure that the obje
tupon whi
h MONITORENTER is 
alled is indeed the Container, whi
h is lo
ated atheap address 8. That in turn for
ed us to require that the objref of the Job is theContainer, et
.We envision me
hanized tools to �ll in these simple but tedious aspe
ts of theinvariant; su
h tools are ne
essary if this method were to be used repeatedly onstill larger Java programs. We have developed no su
h tools yet. Our interest inthis exer
ise was in proving the invariant.6. THE MECHANIZED PROOFSHere is Lemma 2b. It says good-state is preserved when the thread being stepped,th, is running a SCHEDULED job. The �rst hypothesis establishes that s is agood-state. The next three establish that th is the number of a Job thread insu
h a state. The last hypothesis is largely redundant with the others. Essentiallyall it adds is that thread th is SCHEDULED. By expli
itly saying the thread is \good"we make this lemma a little easier to prove.Lemma 2b.(implies (and (good-state s)(integerp th)(<= 1 th)(<= th (- (len (heap s)) 9))(good-thread th'SCHEDULED(asso
-equal th (thread-table s))(gf "Container" "
ounter" 8 (heap s))(gf "java.lang.Obje
t" "monitor" 8 (heap s))(gf "java.lang.Obje
t" "m
ount" 8 (heap s))))(good-state (step th s)))The 
on
lusion is that the result of stepping th is a good-state.How should we go about proving this formula? Consider a 
ase analysis on sbased on the expansion of the good-state and good-thread hypotheses. Thosehypotheses essentially des
ribe all the possible states of thread th. For ea
h ofthose states of thread th, we 
an determine the instru
tion that will be exe
utedby the step expression in the 
on
lusion. It is fairly obvious that one should notexpand the step expression until su
h a determination is possible; the prematureexpansion of step, i.e., the expansion of step before the next instru
tion 
an beuniquely determined, results in an explosion of 
ases. In the worst 
ase, it willresult in the symboli
 
onsideration of all possible next instru
tions, even those noto

urring in 
lass �les in question. For this reason, we 
on�gure ACL2 so as not toexpand step until the next instru
tion 
an be determined [Boyer and Moore 1996℄.This 
on�guration is done by \user-level" intera
tions with ACL2, namely, statinglemmas and disabling 
ertain de�nitions, before Lemma 2b is proved.Even when so 
on�gured, if the theorem prover atta
ks Lemma 2b on its own, itexpands both good-state expressions and the good-thread expression and 
on-siders all the 
ases. There are initially 28,944 of them, though many of them are
ontradi
tory and 
an be dismissed with further simpli�
ation. However, that wasACM Transa
tions on Program Languages (submitted)



The Apprenti
e Challenge � 15not the atta
k we wanted (indeed, we did not even 
onsider letting the theoremprover try su
h a dire
t approa
h until we were assembling data for this paper).The atta
k we used is: (i) expand the good-state and good-thread expressionsin the hypothesis, break the formula into 
ases, and simplify maximally to eliminateimpossible 
ombinations, (ii) when no further simpli�
ation is possible, expand thestep in the 
on
lusion and simplify maximally, (iii) when no further simpli�
ation ispossible, expand the good-state in the 
on
lusion and simplify maximally. Phase(i) of this atta
k generates about 400 subgoals. Phase (ii) then expands the stepexpression in ea
h of these. In most 
ases, phase (ii) expansion generates only onesubgoal; but in about a quarter of the 
ases it generates up to 10 
ases, most ofwhi
h are dismissed by further simpli�
ation. In ea
h of the remaining 
ases, phase(iii) expands the 
on
luding good-state. Ea
h of the resulting 
ases is proved.3In all, during the proof of Lemma 2b, approximately 2800 subgoals are 
onsideredand there are about 1000 tips of the proof tree. Ea
h 
ase requires about 150{200lines (about 6000 bytes or 2{3 pages) of text to print, so the formulas are moderatelylarge. The theorem prover generates a total of 19 MB of text to des
ribe the proof,though of 
ourse we do not read it.4 The theorem prover spends 2854 se
onds(about 48 minutes) proving Lemma 2b on a 728 MHz Pentium III with 256 MB ofRAM, running Allegro Common Lisp.This same three-phase simpli�
ation strategy is provided as a hint in the proofsof Lemmas 2a (559 se
onds), 3a (369 se
onds), and 3b (1686 se
onds). Lemmas 1,2
, and 3
 are trivial, requiring less than a tenth of a se
ond ea
h to prove.In addition to the lemmas dis
ussed in this paper, we had to prove approximately75 helper lemmas. The need for these lemmas were dis
overed using \The Method"des
ribed in [Kaufmann et al. 2000b℄. We name and paraphrase a few of the lemmashere, omitting many details.|len-bind: The length of a table (e.g., heap or thread-table) grows by one whena new entry is added.|good-objrefs-new-thread (good-threads-new-thread): If the heap (thread-table) is good and a new thread is allo
ated, the heap (thread-table) is still good.|good-threads-new-s
hedule: If the thread-table is good and a thread's statusis swit
hed from UNSCHEDULED to SCHEDULED, it is still good.|rreftothread-good-threads: The obje
t representing thread i has heap refer-en
e (REF i+ 8). (The arithmeti
 
orresponden
e is unimportant; this theoremwas a su

in
t way to establish that distin
t threads have distin
t representativesin the heap. While the JVM does not permit arithmeti
 on referen
es, in ourmodel, JVM obje
ts are numbered sequentially in order of their 
reation and one
an use arithmeti
 to des
ribe that ordering.)|good-threads-step-over-monitorenter: If the thread-table is good when theContainer is not lo
ked and a thread lo
ks the Container, then the thread-tableis good with the Container lo
ked by that thread.3The �rst time we ta
kled the Apprenti
e 
hallenge we 
on�gured ACL2 to do \phased simpli�-
ation" by �rst proving some rather 
leverly designed lemmas. We subsequently saw the utility ofphased simpli�
ation and ACL2 was 
hanged to provide basi
 support for it through the 
omputedhint fa
ility.4The theorem prover's output is most often read only when a 
ase fails.ACM Transa
tions on Program Languages (submitted)



16 � J Strother Moore and George Porter|good-threads-step-over-putfield: If the thread-table is good for a 
ertainvalue of the 
ounter and the Container is lo
ked by a given thread, then thethread-table is good for the next \highest" value of the 
ounter.Generally speaking, these are indu
tively proved lemmas that require only a fewse
onds ea
h to prove.A total of 85 theorems were stated by the user and proved by the system. ACL2Version 2.6, running on a 728 MHz 256 MB Pentium III in Allegro Common Lisprequires 6869 se
onds (about 115 minutes) to 
onstru
t/
he
k this proof. Theproof would take approximately two-thirds as mu
h time if Lemmas 2b and 3bwere 
ombined; most of the time for ea
h of those is spent in phase (i) and (ii),whi
h are identi
al for both lemmas. We proved them separately for pedagogi
alreasons.7. HUMAN EFFORTHow mu
h time was spent developing this proof? That is a 
ommon question in
onne
tion with me
hanized theorem proving proje
ts. The question is hard toanswer in this 
ase be
ause the proje
t was done three times.The �rst time, we used our simplest JVM thread model, named M4, whi
h sup-ports about 20 JVM byte
odes. We 
oded a version of Apprenti
e dire
tly in M4byte
ode; the version had a main method that spawned exa
tly two Jobs. Ouroriginal motivation was simply to give us a multi-threaded example upon whi
h we
ould test our then-new M4 model.We de
ided to use the example as our �rst M4 proof exer
ise. Be
ause theM4 model supports unbounded arithmeti
, the 
ounter in that system in
reasesmonotoni
ally (no wrap-around). We proved this using the same approa
h de-s
ribed here: we de�ned a good-state predi
ate and proved its invarian
e andother properties using phased simpli�
ation. We invented phased simpli�
ation forthat appli
ation and spent a day developing a 
lever suite of rewrite rules and \de-stru
tor elimination" rules to \tri
k" ACL2 into performing phased simpli�
ation.The total amount of time spent on the 2-Job M4 version of Apprenti
e was oneweek, from testing of the M4 byte
ode to the �nal \Q.E.D."The proof was presented to the Austin ACL2 user's group meeting a few dayslater, on O
tober 4, 2000. We had mentioned the problem as part of the round-table dis
ussion the week before. At that time, Pete Manolios, a member of ourgroup (now on the CS fa
ulty at Georgia Institute of Te
hnology), had made somevaluable 
omments about how to de�ne the good-state invariant and had pursuedhis ideas on his own. At the O
tober 4 meeting, Manolios also presented his proofof the 2-Job version. His proof was based on the observation that, ex
ept for thevalue of the 
ounter, the 2-Job system is �nite-state. Manolios devised a mostlyautomati
 way of generating an invariant by 
ombining symboli
 simulation andrea
hability analysis to fully explore a �nite-state abstra
tion of the 2-Job system.The pro
ess was 
arried out in ACL2. He spent about two days on his proof. Afull des
ription of Manolios' te
hnique will appear elsewhere.Sin
e our proof 
ould be \easily" lifted to n Jobs, we 
hanged the mainmethod to
reate an unbounded number of Jobs. The good-state invariant was generalizedappropriately and the theorem proved again (on O
tober 8, 2000). In our 2-JobACM Transa
tions on Program Languages (submitted)



The Apprenti
e Challenge � 17proof we had broken the invarian
e theorem into three lemmas, one for steppingthread 0, one for stepping thread 1, and one for stepping thread 2. To do the n-Job
ase we invented the de
omposition shown here. The total amount of time we spentlifting the 2-Job problem to the n-Job problem was 8 hours.The next time we looked at the problem was in July, 2001. By then three thingshad 
hanged: (a) we had M5 with its (bounded) int arithmeti
 and 138 realisti
allymodeled JVM byte
odes, (b) we had jvm2a
l2 to 
onvert 
lass �les to the M5formalism me
hani
ally, and (
) we had built-in support for phased simpli�
ation.We de
ided to use the Apprenti
e example as our �rst M5 proof exer
ise. Wedis
arded the hand-
oded M4 methods and used jvm2a
l2 to produ
e the java
byte
ode shown here. The me
hani
ally generated 
ode was somewhat di�erentthan our original 
ode, most signi�
antly due to the use of INVOKESPECIAL to ini-tialize ea
h new obje
t. In addition, the initial heap in the M5 model was di�erentbe
ause of the existen
e of obje
ts representing 
lasses. This also 
hanged the asso-
iation of thread numbers to heap addresses, but in a linear way. The introdu
tionof 32-bit arithmeti
 also required 
hanges to the statement of Monotoni
ity. Allthese 
hanges required a 
areful inspe
tion and re-de�nition of the good-state in-variant and the re-statement of some of the lemmas. We spent a total of about 20hours porting the hand-
oded M4 n-Job proof to the proof des
ribed here. About6 of those hours were spent struggling with an impossible subgoal introdu
ed by a
areless mistake in our translation of a lemma. The mistake weakened the lemmaso that it was provable but not useful.8. RELATED WORKFormally modeling 
omputing ma
hines operationally has a long tradition. M
-Carthy [M
Carthy 1962℄ said \The meaning of a program is de�ned by its e�e
t onthe state ve
tor." Me
hani
ally analyzing programs with respe
t to a formally de-�ned operational semanti
s also has a long tradition, espe
ially in the Boyer-Moore
ommunity, where many te
hniques have been developed for it [Boyer and Moore1996℄. A good example of this is Yu's work [Boyer and Yu 1996℄ in whi
h 21 of the22 Berkeley C String Library subroutines were veri�ed by me
hani
ally analyzingthe binary 
ode produ
ed by g

 -o for a Motorola 68020 model in Nqthm.Turning to the modeling of Java and the JVM, the �rst me
hanized formal modelwe know of was Cohen's \defensive JVM" [Cohen 1997℄ in ACL2. Cohen's ma
hinein
ludes type tags on all data obje
ts so that type errors 
an be dete
ted andsignaled at runtime. It was designed for use in verifying the byte
ode veri�er.Cohen's ma
hine does not in
lude as many byte
odes as M5 nor does it in
ludethreads.Our M5 is the �fth ma
hine in a series of ACL2 models approa
hing the JVM.Our series was based on Cohen's ma
hine and initially developed by Moore (withhelp from Cohen) to tea
h an undergraduate 
ourse at the University of Texasat Austin on modeling the JVM in ACL2. The sequential prede
essor of M5 isdis
ussed in [Moore 1999b℄, in
luding how we use ACL2 to prove theorems aboutsequential byte
ode programs.ACL2 was used to model the Ro
kwell JEM1 mi
ropro
essor, the world's �rstsili
on JVM, now marketed by aJile Systems, In
. The ACL2 model was used as thestandard test ben
h on whi
h Ro
kwell engineers tested the 
hip design against theACM Transa
tions on Program Languages (submitted)



18 � J Strother Moore and George Porterrequirements by exe
uting 
ompiled Java programs. The ACL2 model exe
uted atapproximately 90% of the speed of the previously used C model [Greve and Wilding1998; Greve 1998℄. Greve, Wilding, and Hardin des
ribe howmi
ropro
essormodelsin ACL2 are made to exe
ute fast [Greve et al. 2000℄. The model there exe
utes atapproximately 3 million simulated instru
tions per se
ond on a 728 MHZ PentiumIII host running Allegro Common Lisp.The JEM1 model illustrates an advantage of exe
utable formal models: they 
anbe tested and 
ompared to other models of the artifa
t. At Advan
ed Mi
ro Devi
es,an exe
utable ACL2 model of the RTL for the AMD AthlonTM 
oating-point squareroot was tested on 80 million 
oating-point ve
tors. The model 
omputed the sameanswers as AMD's RTL simulator and this fa
t helped establish 
on�den
e in theformal model. ACL2 was then used to prove that the RTL for ea
h elementary
oating-point operation on the Athlon is 
ompliant with the IEEE 754 
oating-point standard [Russino� 1998℄.We now turn to related me
hanized formal work other than that by the ACL2
ommunity.The Extended Stati
 Che
ker (ESC) [Detlefs et al. 1998℄ is an example of aformal, pra
ti
al and me
hanized tool for establishing 
ertain simple assertionsabout Modula-3 programs. It is the basis of the ESC/Java veri�er [Leino et al. 2000℄for Java. ESC and ESC/Java 
an 
he
k that no shared variable is a

essed withoutholding a mutual ex
lusion lo
k on the variable (\simple lo
king dis
ipline") whi
his also enfor
ed by the dynami
 
he
king tool Eraser [Savage et al. 1997℄. While theESC tools and Eraser 
an deal with dynami
ally allo
ated shared variables, theyare in
apable of dealing with the ra
e 
onditions involved in the Apprenti
e system[private 
ommuni
ation℄.The Java PathFinder [Brat et al. 2000; Visser et al. 2000℄ (JPF) is an expli
it-state model-
he
ker for programs written in Java. It 
an 
he
k 
ertain kinds ofinvariants and deadlo
k. A tool with similar fun
tionality is Bandera [Dwyer et al.2001℄. Both of these model-
he
king tools have been used to 
he
k properties of aJava version of the DEOS real-time operating system kernel, a program involvingapproximately 20 
lasses, 6 threads, 91 methods, 41 instan
e �elds, and 51 stati
�elds. The property was a 
omplex time-partitioning requirement.An anonymous referee of this paper used JPF to 
he
k a simpli�ed version ofthe Apprenti
e problem and that experiment is quite illuminating as a 
omparisonbetween model-
he
king and theorem proving.To 
he
k the invariant, the referee added a new �eld, prev, to the Container andmodi�ed in
r to store the old value of the 
ounter into prev before in
rementingthe 
ounter �eld. To 
ope with a limitation of the version of JPF being used(but �xed in more re
ent releases), the referee split the assignment statement inin
r into two parts: (i) add 1 to the value of the 
ounter and save the result intotemp, and (ii) assign the value of temp to the 
ounter. The referee then added anassertion at the end of the in
r method to 
he
k prev � 
ounter. In addition, tokeep the state-spa
e \tra
table" the referee modi�ed run to 
all in
r only threetimes and modi�ed main to spawn only three Jobs. Let us 
all this the \�niteApprenti
e" example.The referee then produ
ed a \buggy version" of that problem by modifying mainto generate a \bogus" Container and to reset temporarily the objref of a runningACM Transa
tions on Program Languages (submitted)



The Apprenti
e Challenge � 19Job so that the lo
k 
ould be obtained on the bogus Container, as we des
ribedin Se
tion 1. Both the buggy version and 
orre
t version of the �nite Apprenti
ewere submitted to JPF.The referee writes \When 
arrying out the experiments above, it took me lessthan 5 minutes to set up the tool and start the model-
he
k running. On the buggyversion, the defe
t was found in less than a minute of run-time. For the 
orre
tversion, the model-
he
ker ran for 1 minute and 37 se
onds (on a 450 MHz PentiumXeon quad-pro
essor running Linux)."What is learned from this experiment? The fa
t that the buggy version wasreje
ted with so little human e�ort is a powerful argument for the utility of su
htools as JPF. As noted, we spent days working on our proof. Furthermore, lesstraining is required to use a tool like JPF than to use ACL2 and hen
e moreproperties might be 
he
ked.However, the property 
he
ked with JPF in this instan
e is mu
h weaker thanour property. JPF supports several levels of atomi
ity in modeling 
on
urren
y.The level 
hosen for the experiment in question was \line of sour
e 
ode." To usethat granularity and still dete
t the bug in the buggy version it was ne
essary tosplit the assignment statement into two lines. JPF also supports byte
ode-levelinterleaving but that tends to blow up the sear
h spa
e. Te
hnologi
al and 
odingimprovements will make this less of a problem in future versions of JPF tool.Another sense in whi
h the property 
he
ked in this experiment is weaker thanours is that it was 
he
ked only when some thread is in the in
r method, not \allthe time." Both Bandera and later versions of JPF support LTL 
he
king and thuswould be able to atta
k true invarian
e now.Somewhat more problemati
 is the use of a program variable, prev, to \
ap-ture" the property being 
he
ked. The experiment establishes that every time in
rwrites to the 
ounter, prev � 
ounter. This does not mean the 
ounter in
reasesmonotoni
ally. The same invariant 
an be true for systems where the 
ounterde
reases, as long as prev is suitably set. The property 
he
ked \
aptures" theintuitive notion of \monotoni
ity" only if one understands how prev is being setelsewhere in the system. In our approa
h, the property being 
he
ked is statedoutside of the target software.Finally, be
ause of Java's int arithmeti
, the 
ounter does not in
rease mono-toni
ally in the Apprenti
e problem even though it does so in the �nite Apprenti
eproblem. Given the limitations adopted to 
reate �nite Apprenti
e, in
r is 
alledat most nine times. Sin
e the 
ounter starts at 0, it 
an only rea
h 9 and hen
ea
tually does in
rease every time it 
hanges. But had the �nite limitations allowedin
r to be 
alled more than 231 times, the \invariant" prev � 
ounter would befound to be false. On a modern ma
hine, the 
ounter in Apprenti
e 
an be ex-pe
ted to de
rease (wrap around) several times an hour. The invariant proved on�nite Apprenti
e is invalid on the Apprenti
e problem.None of this is meant to suggest that model-
he
king tools su
h as JPF are notextremely useful. The fa
t that the buggy �nite Apprenti
e was dete
ted withrelatively little work is a demonstration of the value of su
h tools. Furthermore,this example of JPF does not fully represent the gap between model-
he
king andtheorem proving. But, whether we use model-
he
king or theorem proving, we mustre
e
t 
arefully on the 
on
lusions we draw from su

essful 
he
ks of simpli�edACM Transa
tions on Program Languages (submitted)



20 � J Strother Moore and George Portersystems.There are other theorem-proving based approa
hes to Java veri�
ation. Onesu
h tool is the LOOP tool [Berg et al. 2000; van den Berg and Ja
obs 2001℄ whi
htranslates Java and JML (a spe
i�
ation language tailored to Java) 
lasses intotheir semanti
s in higher order logi
. As su
h, LOOP 
an be used as a front end forsu
h theorem provers as PVS [Owre et al. 1992℄ and Isabelle [Nipkow and Paulson1992℄. However, LOOP 
urrently deals only with sequential Java.Other related work in
lude [Pus
h 1998; Barthe et al. 2001℄, where models of theJVM are formalized in Isabelle and Coq [Dowek et al. 1991℄. In both e�orts, the
orre
tness of the byte
ode veri�er is addressed and the JVM models are largely
on
erned with type 
orre
tness rather than full fun
tionality.9. CONCLUSIONReaders familiar with monitor-based proofs of mutual ex
lusion, as well as usersof ACL2 familiar with proving properties of operational models of mi
ropro
essors,will re
ognize our proof as fairly 
lassi
al. The novelty here 
omes from (i) the 
om-plexity of the individual operations on the abstra
t ma
hine, (ii) the dependen
iesbetween Java threads, heap obje
ts, and syn
hronization, (iii) the byte
ode-levelinterleaving, (iv) the unbounded number of threads, (v) the presen
e in the heap ofin
ompletely initialized threads and other obje
ts, and (vi) the proof engineeringpermitting automati
 me
hani
al veri�
ation of 
ode-level theorems.We spe
ulate that the JVM is an appropriate level of abstra
tion at whi
h tomodel Java programs. If that is true, why is the Apprenti
e example so 
halleng-ing? The answer is in items (i){(v) above. Perhaps dire
t use of Java semanti
swould redu
e the 
omplexity? We believe not. The most 
omplex features of Javaexploited by Apprenti
e { 
onstru
tion and initialization of new obje
ts, syn
hro-nization, thread management, and virtual method invo
ation { are all supporteddire
tly and with full abstra
tion as single atomi
 instru
tions in the JVM, e.g., NEW,INVOKESPECIAL, MONITORENTER, INVOKEVIRTUAL. The 
omplexity of this example,we argue, stems from Java's semanti
s. The JVM is straightforward to formalize {espe
ially so 
ompared to the semanti
s of Java { and is the basi
 abstra
tion Javaimplementors are expe
ted to respe
t. Given our goal of verifying properties of Javaprograms, the JVM seems to be both an appropriate and a 
riti
al abstra
tion.We are working on tools to help make proofs like this easier, in
luding assistan
ewith the formalization of invariants, visualization tools for symboli
 simulation ofstate ma
hine models, standard simpli�
ation strategies, and the development oflemma libraries that ease the manipulation of our operationally de�ned abstra
-tions.We believe the Apprenti
e 
lass is a good ben
hmark for formally based proofsystems for Java. The Java expression of the 
lass (Figure 1) is only about 30 lineslong. The theorem 
an be stated in a few lines, given the de�nition of the byte
odesemanti
s. The proof ne
essarily involves reasoning about the 
reation of instan
eobje
ts and threads in the heap, the inheritan
e of �elds from super
lasses, pointer
hasing and smashing, bounded arithmeti
, in�nite loops, the invo
ation of instan
emethods, dynami
 method resolution, the starting of new threads, the readingand writing of �elds in the heap, the use of monitors to attain syn
hronizationbetween threads, and 
onsideration of all possible interleavings or s
heduling overACM Transa
tions on Program Languages (submitted)



The Apprenti
e Challenge � 21an unbounded number of threads. Furthermore, Apprenti
e is not far from the\natural" domain of both model-
he
king and theorem proving te
hnologies.Despite the large size of our good-state predi
ate, the ACL2 theorem proverwas up to the task of proving it invariant|with some key help from the user likethe formulation of the ne
essary indu
tively proved lemmas and the suggestion touse phased simpli�
ation.We are dismayed by the size of the good-state invariant even though we 
animagine me
hani
ally generating mu
h of it.It would be ni
e to be able to fa
tor the proof so as to separate the a
tivityof the main thread from that of the Jobs. We a
hieved a little su
h fa
toring inour de
omposition of Lemma 2 into parts a, b, and 
. However, there is still toomu
h entanglement, as illustrated by the fa
t that the notion of whether the heap is\good" depends upon where the program 
ounter is in thread 0. One possibility isthe transformation into a unipro
essor view as des
ribed in [Moore 1999a℄, thoughwe do not see how to do this yet.One reason we put this forward as a ben
hmark is so that we and others are
hallenged to �nd better solutions while preserving the 
hallenging aspe
ts of thisformulation of the problem. Key aspe
ts of the problem we solved in
lude thatthreads and 
lasses are obje
ts in the heap, obje
ts 
ontain mutable pointers toother obje
ts, obje
ts inherit �elds from super
lasses, threads 
an be 
reated, ma-nipulated as obje
ts, and started as pro
esses, that syn
hronization is a
hievedthrough monitors that need not be respe
ted by all 
ode, and that an unboundednumber of Jobs (obje
ts and threads) are involved.The problem is somewhat simpler if one assumes all the Job threads have been
reated, initialized, and started before monotoni
ity is 
onsidered. But realism 
om-pelled us to allow the main thread to 
ontinue to \boot up" new threads throughoutthe 
omputation, preventing the system from ever a
hieving a \steady state" andfor
ing the invariant to deal with \ill-formed" (in
ompletely initialized) obje
ts inthe heap. Of parti
ular note is the fa
t the invariant must allow the exe
ution of
ode that writes to the objref �eld of a Job.The problem is simpler still if one assumes only a small, �xed number of pre-existing Jobs, as might a
tually be the 
ase in some appli
ation areas su
h as em-bedded 
ontrol. But, given trends in multi-threaded programming, it is worthwhileto develop te
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