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Abstract — It is well-known that there exists a trade-off between crypto-period and affected risk, so the key
derivation is not only constrained by the partial-order class relation but also by the time period while handling

hierarchical key assignment in dynamic enterprises. In this paper, a new date-constraint hierarchical key
assignment scheme, which does not make use of public key cryptosystem, is proposed to give a cost-effective

solution.
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1 Introduction

In current society, many organizations adopt a hierarchical structure, such as in the
military, government, or business companies, and each usually composed of many distinct
entities with distinct privileges to access different levels of resources. In such an
environment, controlling the access of data is of utmost importance. Hence, the work of key
management in such a hierarchical structure to protect the secret data from leakage is

obviously an important issue. Consider a hierarchical organization in which the users are
divided into a set of disjointed classes, S ={C, |1<i<n}, and are partially ordered by a

binary relationship “<”. The relationship Cj< Ci means that C; has higher privilege than C;;
that is the users in class C; can access the data in classes C;, while the opposite is not allowed.
In 1983, Akl and Taylor [1] provided a key assignment solution for such structure, which was
based on RSA [10] cryptosystem, to solve the above access control problem. Then, Sandhu
[11] also proposed some cryptographic solutions for access control in a tree hierarchy.
However, the above researches do not closely consider and discuss the issue of dynamic
environment.

Afterward, based upon cryptographic techniques, many schemes [2, 3, 6, 8, 9] are
proposed to solve the dynamic issue. These researches strive to enhance performance in key
assignment and derivation to handle the essential necessities of dynamic environment where
the members may join or leave the group dynamically. Beside from the fundamental issue
of performance regarding key’s process, there is yet another important concern, the
cryptoperiod of key, which is less frequently addressed. It was not until Tzeng [13], that the



first time-bound key assignment scheme for a user hierarchy is proposed to handle the
problem of time span of a specific key. With the help of time constraint, key update can
automatically proceed to avoid the human-handle error or other frailty. Unfortunately, their
approach was found to be computationally inefficient and some security problems were
discovered in [14]. After that, Chien [4] proposed a new time-bound hierarchical key
assignment scheme based on one-way hash function, nevertheless, it is not efficient enough
to derive the successor’s secret key. In this paper, a hash based MAC (Message
Authentication Code) function is applied rather than the hash function, and the performance
of computation and implementation is significantly improved.

The rest of this paper is organized as follows: Section 2 illustrates the proposed new
date-constraint hierarchical key assignment scheme. Section 3 discusses the regular key
change in the dynamic user hierarchy. After that, Section 4 and 5 examines the security and
evaluates the performance, respectively. Finally, Section 6 concludes the summary of this

paper.
2 Proposed Scheme

Considering the n disjoint classes S ={C, |1<1i < n}, the distinct cryptographic keys are
assigned to these classes in the hierarchical tree. Without loss of generality, assume that C;
has privilege to derive the secret key K; of C; between time span t; to t, if and only if the
relationship of C;<Cjand t, <t<t, hold.

The proposed scheme is composed of two phases: the key assignment phase and the key
derivation phase.

2.1 Key Assignment

Assume that the class C; has a unique identity I1D; and the corresponding child node C;
has the identity ID;.

Because that C; has higher privilege, Ci undoubtedly does as follows to generate the
secret key K; for Cj:

Step 1. Generate a random number rjj and compute T;, =1; ||t [[t,.
Step 2. Calculate the secret key K; = HMAC, (ID, || ID; || T;), where K; is the secret key

of Cj,and HMAC, (-) is a hash based MAC function with K; [12].

Step 3. Distribute the secret key K; for C; through a secure channel.
2.2 Key Derivation
If the class C; wants to decrypt the encrypted data in class C; at a time span t, the
following will be done with the help of the smart card owned by C;:
Step 1. Insert the smart card into the card reader and enable the card.



Step 2. Input the public value T; =r; [[t, [|t,, and then verify whether t, <t <t, or not.

Step 3. Derive the secret key K; = HMAC, (ID; || ID; [[T;).
With the derived secret key K;, the class C; can decrypt the data encrypted by C;.

3 Dynamic Access Control

In dynamic user hierarchy, a class may join or leave the group dynamically. In general,
the parent is responsible for the key assignment procedure for the children. Therefore, the
complexity of the key assignment for a parent is directly proportion to the degree of its
children.

For easier understanding, the cases of the dynamic issue are further described.

3.1 Adding a New Class

In Figure 1, is the case of inserting a new class Cg as the right child of C;. The secret key
of Cr will be assigned from the parent class C;. Accordingly, the secret key of Cz will be
regenerated by the new parent Cg. In the same way, the secret keys of Cg and C; will be
updated easily by the common parent Cz with the new assigned key.

Therefore, the effort of key distribution is shared out among the parent node according to
the partial-order classes instead of being centralized as done in a Central Authority. The
total cost for key update is the directly proportion to the number of the descendants of the
new inserted nodes.
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Figure 1 Adding a new inter-class.

3.2 Evicting an Existing Class

To avoid the evicted class C; still keeping the access privilege of its original successors,
the parent of Cj must regenerate the secret keys for the descendants of the class C;. For
example, in Figure 2, assume that the class Cj is evicted, then the classes Cg and C; will be
the children of C;.  Accordingly, the secret keys of Cg and C; will be updated by C;.



Figure 2 Evicting an existing inter-class.

Therefore, the total cost for key update is the directly proportion to the number of the
evicted node’s descendants.

4 Security Analysis

The proposed scheme applies a tamper-resistant device [5], which has the properties of
low-cost, efficient computation, secure storage, and conditionally specific access to protect
the secret data that even the owner cannot modify. Besides, a biometric verification [7],
such as fingerprint, may be applied to enable the card. These procedures provide the first
level security to protect the secrets stored in the card.

Except for the well physical protection of the card itself, the other major concern is
whether the secret key can be derived from the usual possible methods of attack listed as
follows:

Derive the secret key of parent: Assume that the class C; tries to derive the secret key K;

of the parent class C; from the public value T; =r; ||t ||t,. Fortunately, even though C;

knows his secret key K;, it is still infeasible to derive the secret key K; of the parent class due

to the HMAC, (-) based on hash function with irreversible one-way property. Therefore,

there is no way to derive K; from K;.
Derive the secret key of sibling: Without knowing the secret key of the sibling’s parent, it

is very difficult to derive the certain secret key K; =HMAC, (ID; || ID; || T;) of sibling

class Cj, for example, from the public parameter T, =r; ||t [|t,.

Derive the new children’s keys by an evicted class: With the help of the key update, the
new key is assigned for all descendants of the evicted node, so it is infeasible for the evicted
class to derive the new children’s keys according to the original old key.



Forge the legal expiration date: Because the collision-free property of the HMAC
function, different T;; will lead to different key. Trying to extend the key’s cryptoperiod by

altering the public value T; =r; ||t ||t, isimpossible.

5 Performance Evaluation

In our scheme, only one public value Tj for each edge is necessary, therefore, the total
number of public values is n-1.

Besides, the secret key is derived following the path from the parent class to the specific
child node one by one, so the complexity is proportion to the path length in the hierarchical
tree; that is, the edge distance. For each edge, only one HMAC operation is necessary.

Because the computation cost of one HMAC function could be regarded as one hash
operation [12], assume that the cost for computing hash and HMAC function is Tp. The
comparison between our and the other two latest schemes are illustrated in Table 1, which
refers to Chien’s literature [4]. Chien’s scheme needs one hash operation to derive the
decrypting key and another (t; - t;) hash operations to verify the validity of the cryptperiod of
key, therefore, for each edge, a total of (t,- t; + 1)T, operations are necessary to handle the
key derivation. Tzeng’s scheme performs (t; - t;) modular exponentiation and Lucas
function operations to derive key, and another hash operation to associate with time span,
therefore, for each edge, a total of (t,- t1)Te + (t2- t))T. + Ty operations are needed. The
other cases can be deduced likewise.

Table 1 Performance comparisons among three key assignment schemes.

Ours Chien [4] Tzeng [13]
Implementation bases | HMAC function | Hash function Public key cryptosystem
Public values n-1 n-1 n+6
Key derivation of one
own class Th (to-t2+ D)Th (to-t)Te + (t2- t)TL + Thy
Key derivation of
one-edge-distance Th (to-t1+ 2)Th (t-t1 + T+ (- t) T+ Thy
child class
Key derivation of
I-edge-distance child I Ty (-t +1+DTh | (-tr+NTe+ (ta-t)TL + Thy
class

*n: the number of classes; r: the number of the child classes Cys, where Cy<C; and Cy
not< Cj;. Tn: the time complexity for one HMAC/hash operation; T.: one modular
exponentiation; T.: one Lucas function operation.

Based on Table 1, our performance of the key derivation is significantly improved.



6 Conclusions

A new key assignment scheme with date-constraint for dynamic user hierarchy is
proposed. With the attached time bound to the secret keys, it is simple to restrict the access
privileges as a time-expire automatically indicates the invalidity of a private key. In
addition, without public key cryptosystem, the proposed scheme enormously reduces the
computational load compared with prior researches.
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