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tMany network se
urity problems 
an be solved in a
entralized TCP (CTCP) ar
hite
ture, in whi
h anorganization's edge router transparently proxies ev-ery TCP 
onne
tion between an internal host andan external host on the Internet. This paper de-s
ribes the design, implementation, and evaluation ofa CTCP router prototype that is built on the Linuxkernel. By responding to probe pa
kets dire
tly, theCTCP router thwarts all OS �ngerprinting attempts.By keeping tra
k of three-way hand-shake pa
kets,the CTCP router 
an dete
t port s
anning a
tivi-ties. By intera
ting with remote hosts that attemptto 
onne
t to non-existent hosts or ports, the CTCProuter is able to identify atta
king hosts. By fur-ther 
he
king payloads of pa
kets that go to the sameports as those probed on , the CTCP router 
an a
tu-ally identify bu�er over
ow atta
k pa
kets. Finally,the CTCP router solves the TCP 
onne
tion hija
k-ing problem by introdu
ing an additional 
he
k onthe sequen
e number �led of in
oming pa
kets. De-spite providing a ri
h variety of prote
tion, the CTCPar
hite
ture does not in
ur mu
h overhead. On a1.1GHz Pentium-3 ma
hine with gigabit Ethernet in-terfa
es, the throughput of the CTCP router is 420.3Mbits/se
, whereas the throughput of a generi
 Linuxrouter on the same hardware is only 409.1 Mbits/se
.1 Introdu
tionTraditionally the TCP/IP sta
k1 is implemented atea
h end host. This paper advo
ates a 
entralizedTCP/IP (CTCP) ar
hite
ture in whi
h an organiza-tion's edge router transparently splits ea
h TCP 
on-ne
tion between an internal host and an external hostinto two TCP 
onne
tions, one between the internalhost and itself, and the other between itself and theremote host. As a result, the only TCP/IP sta
kthat remote hosts get to intera
t with is the one onthe edge router (
alled CTCP router hereafter) and1We use the term TCP/IP sta
k to refer to the entire In-ternet proto
ol suite, in
luding UDP and ICMP.

many network se
urity problems 
an be easily solvedin this ar
hite
ture.Many denial of servi
e atta
ks exploit implemen-tation bugs in the TCP/IP sta
k or weaknesses inthe TCP/IP spe
i�
ation. For example, the Pingof Death atta
k [16℄ 
reates an IP pa
ket that ex-
eeds the maximum IP pa
ket size allowed a

ordingto the IP proto
ol spe
i�
ation (65,536 bytes), andsends it to the vi
tims, whi
h may 
rash, hang, or re-boot when they re
eive su
h a pa
ket. The Teardropatta
k [22℄ sends a series of IP fragments with over-lapped o�set �elds to the vi
tims, whi
h may 
rash,hang, or reboot when trying to reassemble them.Weaknesses in the TCP/IP spe
i�
ation leave it opento SYN 
ood atta
ks [21℄. The Smurf atta
k [23℄ isa brute-for
e atta
k targeted at a feature in the IPspe
i�
ation known as dire
t broad
ast addressing.Under the CTCP ar
hite
ture, as long as the TCP/IPsta
k of an organization's CTCP router is 
orre
tlyimplemented, none of the above DOS atta
ks are pos-sible with its internal hosts. In other words, CTCPgreatly simpli�es the pro
ess of \pat
hing" TCP/IPsta
k implementation.Many network atta
ks start with OS �ngerprint-ing and port s
anning to �rst identify the type ofoperating system and the set of servi
es in a remotehost, and then determine the proper atta
k strat-egy. Both OS �ngerprinting and port s
anning aretypi
ally based on rea
tions of a sequen
e of probepa
kets. Therefore, if these probe pa
kets 
an bedete
ted, it is possible to identify not only the at-ta
king hosts but also the pa
kets used in the at-ta
k. Under the CTCP ar
hite
ture, it is impossibleto �ngerprint the OS type of internal hosts be
auseit is the CTCP router that responds to probe pa
k-ets. Moreover, the CTCP router is in a better po-sition to dete
t port s
anning a
tivities be
ause itexamines the sour
e/destination address/port num-ber �elds in TCP pa
kets. Finally, the CTCP routerprovides an e�e
tive platform for applying honey-potte
hnique [38, 39℄ to 
apture atta
k pa
kets.A network intrusion dete
tion system (NIDS) 
om-pares pa
kets against a signature database to identifypotential atta
k pa
kets. There are well known te
h-1



niques [50, 51℄ to invade the dete
tion of su
h sys-tems. Fundamentally these invasion methods exploitdi�eren
es in interpreting 
ertain parts of an in
om-ing pa
ket between the TCP/IP sta
k on an NIDSand that on an end host, for example, the TTL �eldand overlapped IP fragments. Under the CTCP ar-
hite
ture, none of these invasion te
hniques work be-
ause fundamentally there is only one TCP/IP sta
kto the outside world, and the NIDS is based on itsinterpretation of the in
oming pa
kets.In addition to se
urity bene�ts, the CTCP ar
hi-te
ture also o�ers several performan
e advantages.First, be
ause all TCP 
onne
tions with externalhosts terminate at the CTCP router, it 
an man-age their 
ongestion 
ontrol windows by taking intoa

ount the bandwidth sharing e�e
t among 
onne
-tions that go to the same remote subnet [30℄. One im-mediate bene�t is that a new TCP 
onne
tion's 
on-gestion window does not have to grow from s
rat
h,but from some larger value that past history suggestsis appropriate. Se
ond, be
ause the CTCP routerperforms 
onne
tion spli
ing for every TCP 
ow, itprovides an additional level of indire
tion that is use-ful in su
h appli
ations as server load balan
ing andfault toleran
e.This paper presents the design, implementation,and evaluation of a fully operational CTCP routerthat is built on the Linux kernel. To demonstrate theusefulness of this CTCP router, we show how it 
anbe used to prevent OS �ngerprinting, to dete
t ports
anning, to identify bu�er over
ow atta
k pa
kets,and to stop TCP 
onne
tion hija
king atta
ks. In ad-dition, the throughput of the CTCP router prototypeis a
tually slightly higher than that of a generi
 Linuxrouter on the same hardware. This shows that it isfeasible to implement the CTCP ar
hite
ture on a gi-gabit/se
 router, whi
h should be more than enoughfor most enterprises' 
onne
tion to the Internet.The rest of this paper is organized as follows. Se
-tion 2 des
ribes the spe
i�
 se
urity threats that theCTCP router prototype addresses in this paper. Se
-tion 3 details the system ar
hite
ture of the CTCProuter, and the fun
tions of its 
omponents. Se
-tion 4 presents the results of testing the e�e
tive-ness and performan
e of the CTCP router prototype.Se
tion 5 reviews previous e�orts to deal with the se-
urity issues that the CTCP ar
hite
ture addresses.Se
tion 6 
on
ludes this paper with a summary of themajor 
ontributions, and a brief outline of on-goingwork.2 MotivationsIn this se
tion, we dis
uss the main motivations be-hind the CTCP ar
hite
ture, in parti
ular, preven-tion of OS �ngerprinting and port s
anning, 
en-tralized implementation of TCP/IP sta
k, and bu�erover
ow atta
k dete
tion.

2.1 Re
onnaissan
e Deterren
eA typi
al network atta
k pro
eeds in the followingstages. First, the atta
ker s
ans the Internet to de-termine the operating system and the servi
es on ea
hhost that responds to the s
an pa
kets. Then, the at-ta
ker attempts to 
ompromise a remote host basedon vulnerabilities known to exist on the host's asso
i-ated OS/servi
es 
ombination. If any of the atta
kssu

eeds, the atta
ker then installs the atta
k pro-gram on the vi
tim host to in
lude it in the future at-ta
k. Be
ause the pro
ess of \re
ruiting" new atta
khosts is 
ompletely automated, this worm-like net-work atta
k 
an in
rease the number of atta
k hostsexponentially and eventually 
overs most of the vul-nerable hosts on Internet within a few minutes to anhour [58℄.TCP and UDP ports are a host's 
ommuni
ation
hannels with other hosts. A port is 
alled open whenthere is a program listening on it. Through an openport a TCP/UDP-based appli
ation program 
ouldex
hange data with other software. To identify theset of open ports on a remote host, a port s
anningprogram simply tries to 
onne
t to all possible ports,and determine the set of ports on whi
h the host a
-tually listens. A

ording to the TCP/IP proto
ol, anopen port behaves di�erently than a 
lose port. Forexample an open port must reply a SYN pa
ket with aSYN/ACK pa
ket and a 
lose TCP port must reply aSYN pa
ket with a RST pa
ket. Hen
e, by observinga remote host's responses to 
arefully 
rafted pa
kets,a port s
anner 
an dedu
e whether a port is open onthe host. Based on this prin
iple, a wide variety ofport s
anning tools [1, 3, 4℄ have been developed.The TCP/IP proto
ol spe
i�
ation leaves someroom for implementation 
exibility, su
h as the ini-tial sequen
e number, the initial window size, the DFbit, the ToS setting, how two fragments with over-lapped o�sets should be handled, et
. The TCP/IPsta
k implementations of di�erent operating systems
an freely 
hoose how to exploit this 
exibility. As aresult, it is possible for an OS �ngerprinting tool toidentify an operating system based on its responses toa sequen
e of probe pa
kets. The 
olle
tive responseof an operating system to this pa
ket sequen
e 
on-stitutes its �ngerprint. For example, when a TCP/IPsta
k re
eives a pa
ket that is neither SYN nor ACKand is destined to a non-open port, the 
orre
t re-sponse a

ording to RFC 793 is not to respond; how-ever, many implementations su
h as MS Windows,BSDI, CISCO, HP/UX send ba
k a RESET pa
ket.Some OS �ngerprinting tools are a
tive in that theysend probe pa
kets to target ma
hines to 
olle
t infor-mation. Nmap [7, 9℄ and Xprob [10℄ are most populara
tive �ngerprinting tools. Others are passive in thatthey just observe the traÆ
 asso
iated with the mon-itored host to 
olle
t information. The value of theTime to Live (TTL) �eld, the initial window size inthe TCP header, and the values of DF bit and TOS�eld in the IP header are the 
ommon monitor tar-gets. p0f [11℄ and siphon [12℄ fall into this 
ategory.



One way to defeat the automated atta
k s
hemeused by worms is to stop them at the re
onnaissan
ephase, i.e., preventing them from knowing the OStype and network servi
es on the inno
ent hosts. The
entralized CTCP ar
hite
ture e�e
tively hides theOS type information of internal hosts be
ause OS �n-gerprinting tools 
an only see the TCP/IP sta
k of anorganization's CTCP router.2.2 Dete
tion of Bu�er Over
ow At-ta
kBu�er over
ow atta
k [32, 33, 34℄ is one of the mostsigni�
ant se
urity threats to the Internet today. Itoverwrites some 
ontrol-sensitive data stru
ture (a re-turn address or fun
tion pointer) of a vi
tim appli
a-tion so that the appli
ation's 
ontrol is re-dire
ted toan inje
ted 
ode or a system 
all [35, 36℄ (so 
alledreturn-to-lib
 atta
k). Various approa
hes [33, 34℄have been proposed to solve this problem. However,most if not all of them involve modi�
ations to theappli
ations or operating systems on the end hosts.As a result, their adoption in pra
ti
e has been ratherlimited.The key to a su

essful bu�er over
ow atta
k isto su

essfully overwrite the target 
ontrol-sensitivedata stru
ture in the vi
tim appli
ation. However,the exa
t address of the target 
ontrol-sensitive datastru
ture may vary from instan
e to instan
e even forthe same sour
e 
ode for the following reasons:� Due to the alignment requirement, a 
ompilerdoesn't ne
essarily allo
ate memory for variablesa

ording to the order they appear in the sour
e
ode.� For the same 
ode, di�erent 
ompilers used bydi�erent OSes 
ould 
reate di�erent memory lay-out for the same set of variables. In other words,for a C program, the memory layout of a set ofvariables 
reated by a Linux host 
ould be dif-ferent from the one 
reated by a Solaris host.� Address obfus
ation [37℄ 
ompilers insert bytestrings into memory areas for variables to fur-ther 
hange the memory layout. The length ofthe inserted byte string is randomly generated at
ompile time or at run time.As a result, to maximize the su

ess rate of a bu�erover
ow atta
k, atta
kers typi
ally repeat the stringused to overwrite the target 
ontrol-sensitive datastru
ture multiple times in the atta
k pa
kets. In the
ase of return-into-lib
 atta
ks, the string that is re-peated 
onsists of the entry point of the lib
 fun
tion,the previous frame pointer, and the input arguments.In other 
ases, the string that is repeated is the en-try point of the inje
ted 
ode only. For the 6 exploitstrings we examined, the number of times the atta
kstring is repeated ranges from 20 to 100 times.An interesting resear
h question is whether it ispossible to dete
t bu�er over
ow atta
ks from the

network traÆ
 without resorting to atta
k-spe
i�
signatures. By exploiting the fa
t that the overwrit-ing string in a bu�er over
ow atta
k is typi
ally re-peated, it is possible to dete
t bu�er over
ow atta
ksfrom the pa
kets. The CTCP ar
hite
ture fa
ilitatesthis dete
tion method be
ause it 
an help fo
us theappli
ation of this dete
tion algorithm only to suspi-
ious pa
kets.2.3 Stopping TCP Conne
tion Hija
k-ingSequen
e number impli
itly plays an authenti
ationrole in TCP 
onne
tions. When a TCP pa
ket whosesequen
e number is outside the asso
iated so
ket's re-
eiving window is re
eived, it is dropped and an ACKpa
ket that in
ludes the expe
ted re
eiving windowinformation is sent ba
k. On the other hand, if anin
oming TCP pa
ket is a

epted by a so
ket, thenthe so
ket's re
eiving window 
hanges a

ordingly.Therefore, if an atta
ker 
an 
orre
tly guess the se-quen
e number of an on-going TCP 
onne
tion, she
an both send forged data to and 
hange the re
eiverwindow of an end point of this 
onne
tion. Changingone end point's re
eiver window 
ould have the ef-fe
t of for
ing it to ignore the data sent by the otheroriginal end point. Essentially the atta
ker hija
ksthe TCP 
onne
tion [81, 82℄. If the hija
ker 
hangesboth hosts' re
eiving windows at the same time andsuppresses the responses to the forged pa
kets, asJon
heray's [82℄ DO-NOT ECHO 
ase does, then she
an take over the TCP 
onne
tion 
ompletely andea
h of the original two hosts is fooled into thinkingit is 
ommuni
ating with the other host as usual whenin fa
t it is 
ommuni
ating with the atta
ker. In this
ase, pa
kets sent by one host are always dropped bythe other host, and additional ACK pa
kets are gen-erated, whi
h in turn are dropped and trigger moreACK pa
kets. This positive feedba
k loop 
reates aTCP ACK storm.Fortunately, before a TCP 
onne
tion is 
ompletelyhija
ked, ea
h of the original two 
ommuni
ationhosts 
ould still re
eive pa
kets from the other host,as long as there is an overlap between a host's newre
eiving window and the other host's sending win-dow. Under this 
ondition, ea
h host 
an a
tuallyre
eive pa
kets from both the other host and the at-ta
ker, until its re
eiver window and the other host'ssender window no longer overlaps. In parti
ular, ifduring this period one of the two original hosts 
losesits so
ket, the hija
ked 
onne
tion will be terminated.To defeat the TCP 
onne
tion hija
king atta
k, spe-
ial attention should be paid to pa
kets whose se-quen
e number is out of the re
eiver's window. Withthe CTCP ar
hite
ture, on
e the TCP/IP sta
k onthe CTCP router in
orporates su
h spe
ial pro
ess-ing, all the internal hosts are prote
ted from the TCP
onne
tion hija
king atta
k.
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 Lo
ation of A CTCP RouterWhi
h Performs The Same Role as A Standard EdgeRouter.3 CTCP System Ar
hite
tureA CTCP router performs the same role as a stan-dard edge router for an organization, and overseesall the pa
kets 
oming in and getting out of that or-ganization, as shown in Figure 1. As a result, theTCP/IP sta
k on the CTCP router is the sta
k withwhi
h all remote hosts intera
t. In the following, wewill 
all TCP/IP pa
ket header �elds (e.g. proto
oltype �eld, TTL, FLAGS, and IP identi�
ation �eld),their length and the retransmission time-out values(RTOs) [13, 15℄, as Transmission Meta Data (TMD).3.1 StrategiesIn the CTCP ar
hitet
ure, the CTCP router splitsea
h TCP 
onne
tion between an inner host and aremote host into two TCP 
onne
tions using a spe
iallistening so
ket 
alled gate so
ket and the nonlo
albinding me
hanism [70, 71℄. This split-
onne
tionstru
ture allows the CTCP router to relay only thepayload portion of in
oming/outgoing pa
kets, butnone of their TMD. Consequently, mali
ious TMDfrom atta
kers 
an never rea
h inner hosts and TMDfrom inner hosts that 
an potentially reveal their OStype never get to remote atta
kers.In addition, the CTCP router redire
ts all pa
k-ets targetting at non-existing hosts or non-open-to-publi
 ports to a CTCP so
ket 
alled poli
e so
ket,whi
h is 
reated by an user-level pro
ess 
alled the op-erative. The operative performs two fun
tions. First,it 
reates an illusion that there is a host behind everypubli
 IP address and every port on ea
h of su
h hostsis open, essentially rendering port s
anning a uselessexer
ise. Se
ond, it tries to intera
t with remote at-ta
kers that attempt to a

ess non-existent hosts ornon-open ports so that it 
an 
olle
t their IP addressand the atta
k pa
kets. On
e atta
k hosts are inde-ti�ed, TCP traÆ
 from these hosts is also redire
tedto the poli
e so
ket.TraÆ
 
olle
ted by the operative is in turn given toanother user-level pro
ess 
alled MCI (mali
ious 
odein
ubator), whi
h uses a heuristi
 method to iden-tify bu�er over
ow atta
k and return-into-lib
 atta
k.This heuristi
 is based on the following observation:most if not all exploit strings used in bu�er over
owatta
ks and return-into-lib
 atta
ks in
lude repeated

patterns in order to in
rease the likelihood of over-writing a 
ertain 
ontrol-sensitive data stru
ture inthe vi
tim program. For a bu�er over
ow atta
k, therepeated pattern is the entry point of a pie
e of in-je
ted 
ode, whi
h is most likely on the sta
k. For areturn-into-lib
 atta
k, the repeated pattern in
ludesthe entry point of the target lib
 fun
tion, the addressof its �rst argument, and its arguments. To furtherrestri
t the values in the repeated pattern, we ex-ploit the fa
t that these entry point addresses mustbe aligned on a 4-byte boundary, and that they mustbe within a 
ertain range of the address spa
e. Forexample, in Linux, the user-level sta
k starts fromaddress 0xb���f and grows downwards [42℄. The de-fault maximum size of a pro
ess's user-level sta
k is2Mbytes [87℄, but be
ause the average fun
tion framesize is 28 bytes [77, 78℄ and a Linux kernel sta
k is lessthan 8 Kbytes, the address spa
e range from 0xb���fto (0xb���f-8k) should 
over all sta
k variables. ALinux shared library should be within the range thatstarts at address 0x40000000 and ends at the begin-ning of the sta
k, i.e., 0xb���f-2M.Based on the above reasoning, MCI uses the follow-ing heuristi
 rule to re
ognize bu�er over
ow atta
ks:If an input string 
ontains a sta
k address that re-peats 3 times, then it is regarded as a bu�er over
owatta
k; if an input string 
ontains at least 3 
opiesof a spe
ial pattern, whi
h 
onsists of a sta
k addressfollowed by a shared library fun
tion's entry point ad-dress, then it is regarded as a return-into-lib
 exploitstring. An input string here refers to all the bytessent from an outside host to an inner host in a TCP
onne
tion.When a node re
eives a TCP pa
ket whose se-quen
e number is outside its re
eiver window, thereare two possibilities. First, this is a pa
ket sent bythe other end of a hija
ked TCP 
onne
tion. Se
ond,this is a pa
ket that somehow gets trapped in the In-ternet and later re-emerges. To distinguish betweenthese two 
ases, CTCP exploits the following obser-vation: A trapped pa
ket's sequen
e number shouldbe smaller than or equal to the sending window of thenode that sends it, and its a
knowledgement numbershould be less than or equal to the re
eiver node'ssending window. Therefore, whenever CTCP re
eivesa pa
ket whose sequen
e number is outside the re
eiv-ing so
ket's re
eiving window, CTCP further 
he
ksthe pa
ket's a
knowledgement number. If the a
-knowledgement number falls into the lo
al so
ket'ssending window, then the pa
ket is pro
essed as be-fore. Otherwise CTCP sends ba
k a RST pa
ket withthe reje
ted pa
ket's a
knowledgement number as itssequen
e number. This way, CTCP avoids dis
on-ne
ting a 
onne
tion due to the arrival of trappedpa
kets but dis
onne
t those 
onne
tions that are hi-ja
ked.
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Figure 2: System Stru
ture of A CTCP Router. Ea
hBlo
k Represents A System Component. An ArrowRepresents Data Flows between Components.3.2 System ComponentsA CTCP router 
onsists of 4 major 
omponents andtwo listening so
kets as shown in Figure 2. The Traf-�
 Arbitrator (TA) and the Conne
tion ManagementUnit (CMU) are in the kernel. The other two 
om-ponents, the operative and Mali
ious Code In
ubator(MCI), are user-level pro
esses. The poli
e so
ket is
reated by the operative. The operative and MCIonly pro
ess suspi
ious traÆ
. So, for normal traÆ
pro
essing there is no 
ontext swit
h between user-level 
ode and kernel-level 
ode. In addition, for nor-mal traÆ
 there is no data 
opying between the userand kernel address spa
e.TA's major responsibility is to assign in
omingpa
kets to appropriate handlers whi
h 
ould be theConne
tion Management Unit (CMU), the operative,or itself. Be
ause CTCP re
eives and transmits dataon behalf of the inner hosts, it breaks ea
h TCP 
on-ne
tion into two separate sub-
onne
tions: One sub-
onne
tion links a CTCP port to an inner host portand the other joins an outside host port and anotherCTCP port. One of the above two TCP ports is al-ways a 
lone of the listening gate so
ket. Ea
h oneof the above two sub-
onne
tions is 
alled the buddy
onne
tion of the other. CTCP uses CMU to man-age these sub-
onne
tions and pipeline data betweena sub-
onne
tion and its buddy 
onne
tion(see Fig-ure 3).Conne
tion Management Unit (CMU) 
onsists oftwo major 
omponents, event generator and eventhandler, and two major data stru
tures, event listand data bridge. The event generator is responsiblefor transforming pa
kets 
oming from TA into 
orre-sponding events and then appending them into theevent list along with the addresses of the pa
kets' re-
eiving so
kets. An event 
an be the �nish of a threeway handshaking, data arrival, or a dis
onne
tion re-quest. The event handler takes events from the event
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Figure 3: Conne
tion Division. Ea
h TCP Conne
-tion Is Split into Two Sub-
onne
tions at CTCP.list and pro
esses the events a

ording to their 
on-tents. The data bridge is shared by a sub-
onne
tionand its buddy 
onne
tion, and is used to ex
hangedata (not pa
kets) between them. When dete
tingstealthy TCP hija
king indi
ator pa
kets, CMU isresponsible for dis
onne
ting the hija
ked 
onne
tionthrough RST pa
kets.TA redire
ts suspi
ious TCP traÆ
, whi
h in
ludesall pa
kets destined to non-existent hosts and non-open-to-publi
 ports, to the operative. After gather-ing enough pa
kets from potential atta
kers, the op-erative gives them to the Mali
ious Code In
ubator(MCI). These two 
omponents are designed to 
on-�rm the identi�
ations of atta
ker hosts and 
he
kwhether the 
olle
ted pa
kets 
ontain bu�er over-
ow atta
k exploit strings or return-into-lib
 exploitstrings using the heuristi
s des
ribed above.3.3 Data Flows Inside a CTCP RouterWhen a pa
ket arrives at CTCP, it is given to thetraÆ
 arbitrator �rst. A

ording to its addresses, TAassigns it to an appropriate handler, whi
h 
ould beCMU, the operative, or the TA itself if it de
ides todrop the pa
ket. The 3 main data 
ow paths withinthe CTCP router are:1. NICo , TA , CMU , NICi2. NICo , TA , Operative , MCI , NICh3. NICo , TAPa
kets on legitimate 
onne
tions, e.g., in
oming
onne
tions to open-to-publi
 ports or outgoing 
on-ne
tions, travel through the �rst path. Suspi
iouspa
kets take the se
ond path. And all unsafe andunne
essary pa
kets are dropped through the thirdpath. Finally, under the following situations TAdrops pa
kets dire
tly without handing them to anyhandler, be
ause either these pa
kets 
ould reveal
riti
al se
urity-related information of inner hosts orthese pa
kets 
ontain atta
k 
ode:� ICMP and UDP pa
kets heading to inner hosts.� In
oming pa
kets mat
h an atta
k signature.
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tiveness Analyses andPerforman
e EvaluationsThis se
tion presents experiment results about thee�e
tiveness and throughput of CTCP. Figure 4 de-s
ribes the test setup. Outside untrusted 
lients areexe
uted at a Pentium 4 ma
hine. CTCP resides at aPentium 3 (1133MHz) host. Inner servers are run ata Pentium 4 
omputer. All 3 ma
hines are equippedwith Intel Pro/1000 Giga bit NICs and run Linux2.4.7.4.1 E�e
tiveness AnalysesIn this subse
tion we analyze the e�e
tiveness ofCTCP in defending against the se
urity threats weare addressing in this paper.4.1.1 OS FingerprintingIn OS �ngerprinting test, we use both the a
tive �n-gerprinting tool, Nmap, and the passive tool, p0f,to probe the inner host's OS type with or withoutCTCP.Nmap dete
ts an inner host's OS type by a
tivelysending probe pa
kets to its targets. However, openports and 
loses ones need di�erent probe pa
kets.For example, the result of sending a FIN probe pa
ketto an open port 
ould tell a s
anner whether the in-ner host's OS type is among MS Windows, BSDI,CISCO, HP/UX, MVS, and IRIX or not. But theresult of sending a FIN pa
ket to an 
lose port 
annot tell the s
anner so mu
h information. Hen
e, inorder to infer the s
anned target's OS type, Nmapmust �nd at least one open port and one 
lose portat the target so that it 
an de
ide whi
h probe pa
k-ets should be sent to whi
h ports. Therefore the �rstphase of OS �ngerprinting is port-s
anning. Duringthis phase plenty of port-s
anning pa
kets, e.g. SYNpa
kets, are sent to di�erent ports of the target.In the �rst test of Nmap, the inner host is dis
on-ne
ted. Figure 5 shows the test results. When themiddle host is a Linux router, be
ause Nmap 
an not�nd any open port at the target, it 
an not makeany dedu
tion about the target's OS type. When themiddle host is a CTCP router, be
ause of the workof the operative, all target host's ports look like openports even though the host is dis
onne
ted. But allthe port-s
anning pa
kets are redire
ted to the poli
eso
ket whose ba
klog queue size is only �ve, thereforesome port-s
anning pa
kets, e.g. SYN pa
kets, will

be dropped and the s
anner 
an not re
eive any re-sponses asso
iated with those ports that the droppedpa
kets were heading for. There is no ACK for RSTpa
kets, in other words there is no RST pa
ket re-transmission, thus Nmap will think those ports are
losed and will send them probe pa
kets suitable for
lose ports. However those ports are open. This 
on-fuses Nmap. So even though Nmap is supposed tobe able to get the OS type of the host that it inter-a
ts with (here the host is CTCP) and misunderstandCTCP's OS type as its target's OS type, Nmap stillneeds to guess to get the OS type. Fortunately, thistime Nmap's guess is right. But even so, this will not
ause any problem, be
ause it is the inner hosts thatprovide network servi
es the s
anners are interestedin and CTCP doesn't provide those kinds of servi
es.Moreover, CTCP is supposed to have the most se
uresystem installed.In the se
ond test of Nmap the inner host exe
utesWindow XP. Figure 6 des
ribes the results. If themiddle host is a Linux router, the Nmap 
an 
orre
tlyindu
e inner host's OS type. If the middle ma
hineis CTCP, then for the same reason as above, Nmapstill needs to guess. This time Nmap is wrong.In the third test of Nmap, we install the same OSas CTCP's at the inner host to 
he
k whether this 
anhelp Nmap avoid guessing. Figure 7 shows the testresults. In this test both CTCP and the inner hostuse Linux 2.4.7-10 OS (RedHat 7.1). Again whenCTCP works as a normal router, Nmap 
an 
orre
tlyinfer the inner host's OS type and version. But whenCTCP's prote
tion fun
tions are a
tivated, the re-sults are the same as the se
ond test.The above test results show no matter what OSan inner host uses, Nmap 
an not get the 
orre
t OStype of the inner host. The best Nmap 
an get is theguessed OS type of CTCP.The test results of p0h are similar to Nmap's. p0hstill misunderstands CTCP's OS type as its target'sOS type. But p0h 
an a

urately dedu
e, not guess,the OS type of the host that it intera
ts with (hereit is CTCP).4.1.2 Exploit String FilterOur test samples for testing the e�e
tiveness of MCI'sexploit string �lter 
onsist of the following �les.These �les are randomly 
hosen from system �les orfrom Internet.� Obje
t �les (library �les, exe
utable �les, . . . ):2299 �les and 209370592 bytes� Do
ument �les (pdf, ps, do
, txt, html, . . . ) :1095 �les and 183265711 bytes.� Pi
ture �les (gif, jpg, mpeg, . . . ) : 323 �les and11941308 bytes. :For false negative test, MCI 
ould dete
t the 6 ex-ploit strings [88℄ of remote bu�er over
ow atta
ks andreturn-into-lib
 atta
ks without a problem.



Case 1: LINUX RouterWarning: OS dete
tion will be MUCH less reliable . . .. . .Too many �ngerprints mat
h this host go give spe
i�
 OS detailsCase 2: CTCPDevi
e type: general purposeRunning (JUST GUESSING): Linux 2.4.x|2.5.x (86%)Aggressive OS guess: Linux Kernel 2.4.0-2.5.20 (86%) , Linux 2.4.18 -2.4.20 (86%)No exa
t OS mat
hes for host (test 
onditions non-ideal). . .Figure 5: Results of E�e
tiveness Test with The Inner Host O�-line. Without CTCP, Nmap Can't InferThe Inner Host's OS Type. With CTCP, Nmap Erroneously Guesses CTCP's OS Type as The OS Type ofA Non-existent Ma
hine.Case 3: LINUX RouterDevi
e type: general purposeRunning: Mi
rosoft Windows 95/98/ME|NT/2K/XPOS details: Mi
rosoft Windows Millennium Edition (Me), Windows 2000 Professionalor Advan
ed Server, or Windows XPCase 4: CTCPDevi
e type: general purposeRunning (JUST GUESSING): Linux 2.4.x|2.5.x (86%)Aggressive OS guess: Linux Kernel 2.4.0-2.5.20 (86%) , Linux 2.4.18 -2.4.20 (86%)No exa
t OS mat
hes for host (test 
onditions non-ideal). . .Figure 6: Results of E�e
tiveness Test with The Inner Server Running Windows XP. Without CTCP, NmapCorre
tly Infers The Inner Host's OS Type. With CTCP, Nmap Erroneously Guesses CTCP's OS Type asThe Inner Host's OS Type.Case 5: LINUX RouterDevi
e type: general purposeRunning : Linux 2.4.x|2.5.xOS details: Linux Kernel 2.4.0 - 2.5.20Case 6: CTCPDevi
e type: general purposeRunning (JUST GUESSING): Linux 2.4.x|2.5.x (86%)Aggressive OS guess: Linux Kernel 2.4.0-2.5.20 (86%) , Linux 2.4.18 -2.4.20 (86%)No exa
t OS mat
hes for host (test 
onditions non-ideal). . .Figure 7: Results of E�e
tiveness Test with The Inner Host Running Linux 2.4.7-10. Without CTCP, NmapCorre
tly Infers The Inner Host's OS Type. With CTCP, Nmap Lu
kly Guesses CTCP's OS Type as TheInner Host's OS Type.



For false positive test, MCI uses signatures intro-du
ed in subse
tion 3.1 to examine the test sampleswith di�erent sta
k sizes and distin
t numbers of re-peating pattern 
opies. Table 1 and Table 2 show theresults.The false positive test results show when sta
k sizeis 8k and the number of repeating pattern 
opies is3, MCI has 0 false positive in examining these 404-Mbyte test samples. Qualitative analyses 
ould ex-plain this results. First, a Linux sta
k address startswith 0xbf whi
h is not a visible ASCII 
hara
ter,therefore we 
an anti
ipate this 
hara
ter will notappear at telnet data, e-mails whi
h don't have at-ta
hments, html �les and so on. Se
ond even thoughthis 
hara
ter 
ould appear in an exe
utable �le orin an image �le, in order to 
ause a false positivealarm, the same pattern must repeat 3 times. For abinary �le, it means if there is an instru
tion withthat string pattern, then the exa
t same instru
tionmust repeat several times in the program. From ourexperien
e, it seems it is not a 
ommon situation.Based on the above analyses, we think even thoughit is still possible that the signatures we used will
ause false positives, we 
an expe
ted it will not behigh.The above tests use stati
 test samples (i.e. �lesin disks). Now we are working on getting the testsamples dynami
ally from the network.4.1.3 Stealthy TCP Conne
tion Hija
kingHunt [85℄ and JUGGERNAUT [84℄ are two popularTCP hija
king tools. But either the hija
king is vis-ible to the vi
tims (hunt) or the hija
king tool auto-mati
ally quits when exe
uted in our system (JUG-GERNAUT).In a TELNET 
ase, when hunt is used, one endhost of the hija
ked 
onne
tion 
an see the letterstyped by the hija
ker from its own monitor and allthis end host's output are dropped by its 
ommuni
a-tion 
ounterpart, moreover when the host terminatesthe pro
ess, the hija
ked 
onne
tion is also 
losed.This test shows visible TCP hija
king 
ould be de-te
ted and terminated by the hija
ked 
onne
tion'sowner. Thus it is not an ideal hija
king tool.We use a pa
ket 
onstru
tion tool, gspoof [86℄, andTCPDUMP to test CTCP's e�e
tiveness in defendingagainst stealthy TCP 
onne
tion hija
king.First a TCP 
onne
tion is 
reated between twohost, HOST-a and HOST-b. Then TCPDUMP isexe
uted at HOST-a. After gspoof is used to 
on-stru
t a pa
ket that has HOST-a as it destinationand HOST-b as its sour
e and has a sequen
e num-ber outside HOST-a's re
eiving window, the pa
ket issend to HOST-a from a third host HOST-
. The re-sults of TCPDUMP show after re
eiving the 
raftedpa
ket, the 
orre
t RST pa
ket is 
reated and sentba
k.
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CTCP
Linux RouterFigure 8: Throughputs of CTCP and a Linux Router,when the number of TCP 
onne
tions in
reases from1 to 10000.4.2 Performan
e EvaluationsIn performan
e evaluation test, we analyze thethroughput impa
t introdu
ed by CTCP. In the tests,di�erent numbers of TCP 
onne
tions are opened be-tween the 
lient and the inner host (server). Then the
lient 
ontinues pumping data into the inner host.And we measure how many bits per se
ond are re-
eived by the server. Results in Figure 8 showsthat CTCP has a better throughput than a Linuxrouter does. In addition, as a Linux router, CTCP'sthroughputs are not in
uen
ed by the number of 
on-ne
tions traversing through it.Analyses and further experiments show thethroughput gains 
ome mainly from two sour
es.First, under CTCP ar
hite
ture, a 
lient host hasshorter ACK pa
ket returning time, and thus 
ouldsend pa
kets more qui
kly than it does under a Linuxrouter. Se
ond, CTCP ar
hite
ture allows the pro-
essing of a pa
ket and the transmission of nextpa
ket to pro
eed simultaneously. In other words,when the 
lient 
he
ks the validity of an ACK pa
ketof a previous outgoing pa
ket, say P1, and preparesthe next outgoing pa
ket, say P2, CTCP 
ould pro-
ess P1 simultaneously.5 Related WorkIn this se
tion, several related works like CTCP aredis
ussed. Most of these works are implemented in-side �rewalls or operate with a Network Intrusion De-te
tion System (NIDS) to prote
t inner networks.5.1 Proxy ServersUnder proxy server stru
ture, two 
ommuni
ationparties, the 
lient and the server, ex
hange datathrough a proxy server. In other words, there is nodire
t 
onne
tion between these two entities. The



pattern repeats 3 times pattern repeat 10 times2M-byte Sta
k 49 false positives 15 false positives8K-byte Sta
k 0 false positive 0 false positiveTable 1: Number of False Positives for Bu�er Over
ow Atta
k Exploit Strings.pattern repeats 3 times pattern repeat 10 times8K-byte Sta
k 0 false positive 0 false positiveTable 2: Number of False Positives for Return-into Lib
 Atta
k Exploit Strings.proxy server a

esses data on behalf of them and re-lay data to their 
ounterparts.A

ording to the 
lass of data a proxy server relays,proxy servers 
ould be further divided into two 
at-egories, the appli
ation-level proxies and 
ir
uit-levelproxies. TIS [52, 53℄ and transparent proxies [54, 55,56℄ belong to the former. SOCKS [43, 44, 45, 46℄ ,Dante [49℄ and TCPProxy [73℄ are 
ir
uit-level prox-ies.5.1.1 Appli
ation-Level ProxiesAs mentioned in the above, under appli
ation-levelproxy stru
ture, when an appli
ation 
lient plans to
onne
t to an appli
ation server, it 
onne
ts to anappli
ation-level proxy �rst. After passing some au-thenti
ation 
he
ks, the proxy establishes a se
ond
onne
tion to the server. Then the proxy relays databetween the two parties.Be
ause only appli
ation-spe
i�
 data is trans-ferred a
ross the proxy, This method blo
ks �nger-printing s
ans well. Moreover, instead of only IPaddress or proto
ol type �ltering, this method alsoprovides user-level authenti
ation prote
tion. Butalso due to its appli
ation-level property, a proxymust understand the detailed appli
ation-level pro-to
ols used by the 
lient and server. In other words,for every di�erent network appli
ation, there mustbe a 
orresponding appli
ation-level proxy to relayrequests and responses; thus, if a new network appli-
ation 
omes to market, then either its 
orrespond-ing appli
ation-level program must be implementedor the servi
e is not available.The appli
ation-level 
hara
teristi
 introdu
esnon-trivial pro
essing overhead on the system due todata 
opy between user spa
e and kernel spa
e, 
on-text swit
h between di�erent pro
esses and 
ontextswit
h between user 
ode and kernel 
ode.TIS [52, 53℄ and transparent proxies [54, 55, 56℄ areappli
ation-level proxies. They use the same strategyto implement the proxy, but in transparent proxies,the 
onne
tion between a 
lient and the proxy is es-tablished through redire
tion. So the proxy is trans-parent to the 
lient. But it is not transparent to theserver. In TIS's 
ase, the proxy server is not trans-parent to both the 
lient and the server; hen
e, theID of the proxy 
ould be revealed to untrusted partyand exposes the proxy dire
tly to the range of net-

work atta
ks. This puts the whole network prote
tedby the proxy in great danger, be
ause all inner hoststrust the proxy.5.1.2 Cir
uit-Level ProxiesOperating in a similar way as appli
ation-level prox-ies, a 
ir
uit-level proxy a

esses and relays data onbehalf of the two 
ommuni
ation parties that use itsservi
es; however, be
ause a 
ir
uit-level proxy re-lays TCP-level data between its users, it is a generi
proxy. As a new network appli
ation (or network ser-vi
e) appears, without modi�
ations, a proxy server
an pro
ess traÆ
 asso
iated with the new appli
a-tion immediately.SOCKS [43, 44, 45, 46℄ is a 
ir
uit-level proxy. Inorder to use SOCKs, 
lient site appli
ations need tobe \so
ki�ed." In other words, appli
ations must bemodi�ed and re
ompiled in order to intera
t with theSOCKS server. This property also restri
ts a

ess toinner hosts from outside hosts (see Grennan [47℄).Using the same prin
iple as SOCKS's, Dante [49℄is developed to allow server appli
ations to be so
ksi-�ed, not only 
lients, and thus eliminate the ina

essi-ble problem mentioned in above paragraph. Besides,Dante 
an so
ksify most programs at runtime withoutrequiring re-
ompilation, but every Dante SOCKSserver and Dante SOCKS 
lient still need to build
orresponding 
on�guration and install 
orrespond-ing libraries and software. The requirement that ea
hDante ma
hine must have its own 
on�guration andinstallation makes the system management relativelymore 
ompli
ated.TCPProxy further eliminates the \so
ki�ng" step,and thus makes it more 
onvenient to install andmanage a proxy. It also provide some a

ess 
on-trol fun
tions to allow network manager to limit thetraÆ
 volume of a inner servi
e.Be
ause only data, not IP pa
kets, are ex
hangedbetween a 
ir
uit-level proxy's users, outside users
an no more remotely OS �ngerprint inner hosts.TCPProxy, SOCKS, and Dante are all user-levelprograms; therefore, the non-trivial data 
opy and
ontext swit
h overhead happening in appli
ation-level proxies also o

ur at 
ir
uit-level proxies. Be-sides erasing original sour
e IP address and using theproxy's one also introdu
es some problems. First itexposes the proxy's identi�
ation, and thus put it un-



der the dire
t �re of mali
ious users. Se
ond, appli
a-tions based on IP addresses, su
h as bandwidth man-agement tools and trusted hosts, 
an no long fun
tionas expe
ted, be
ause instead of the real sour
es' ad-dresses, they only see the proxy's address. Third, avi
ious user inside a 
ir
uit-level proxy network 
ouldeasily disable the whole network's a

ess to outsideservers whose �rwalls �lter out pa
kets based on theirsour
e IP addresses. All the person need to do is touse the proxy to 
onne
t the target and make thetarget's �rewall re
ord the proxy as a bad guy.5.2 TraÆ
 Normalizer and Finger-print S
rubberAs dis
ussed in subse
tion 2.1, ea
h OS's TCP/IPsta
k has its own style (e.g. initial sequen
e num-ber, window size ... and so on) to generate traf-�
. And distin
t TCP/IP sta
ks response di�erentlyto ambiguous traÆ
 (i.e. traÆ
 that the standardTCP/IP proto
ol suite doesn't regulate how to han-dle with. e.g. for overlapped IP fragments whi
hfragment should be dropped.); therefore, by analyz-ing traÆ
 
oming from a host, OS �ngerprinting tool
an remotely dedu
e the target host's OS type andversion.Smart et. al. [50℄ solves the above problems by nor-malizing the traÆ
. In other words, their method,�ngerprint s
rubber, eliminates the personal stylesand ambiguities from traÆ
 to blo
k OS �ngerprint-ing.Utilizing similar method, traÆ
 normalizer [51℄syn
hronizes TCP 
onne
tion's state at both a NIDSand a prote
ted host, and thus thwarts mali
ioususers' attempts to bypass NIDS's dete
tion. Theabove promising methods introdu
e only a little over-head over the system and 
ould eÆ
iently blo
k thepowerful OS �ngerprinting tools | NMAP.But in order to provide more se
urity, there are stillsome issues needed to be solved. First, modi�
ationof TTL �eld 
ould disable its fun
tionality and resultin invalid pa
kets' 
ir
uiting around in the network.Se
ond, normalization 
ould not normalize all explo-ration traÆ
. For example, in order to prote
t itselffrom SYN 
ood, some OS stops establishing 
onne
-tions after being unable to �nish several, say 8, 3-wayhandshaking pro
esses. As a result, a s
anner 
anjust send 8 forged SYN pa
kets and then makes a real
onne
tion to the target system. All these exploringpa
kets will not be blo
ked by the normalizer; hen
e,later on if the 
onne
tion 
an not be established, thenthe s
anner 
an dedu
e the target system's OS type,otherwise, the s
anner 
an know what OS she/he 
anrule out.Moreover, both the above methods are not 
ompat-ible with SYN 
ookies whi
h is an useful tool to defeatSYN 
ood. Instead of storing state information of anopen 
onne
tion request (su
h as initialize sequen
enumber and sour
e IP , destination IP, ... and soon) at a prote
ted host, SYN 
ookies en
ode these

information in the initial sequen
e numbers of the re-plying SYN/ACK pa
kets. The SYN/ACK pa
kets
ould qui
kly 
onsume up the normalizer's memory,be
ause all these SYN/ACK pa
kets 
ome from thetrusted side of the normalizer , and the normalizer isasked to establish state information for pa
kets 
om-ing from the trusted side. Due to the above reasons,under SYN 
ood atta
k, maybe the prote
ted host isstill alive be
ause of the prote
tion provided by SYN
ookies, but the normalizer is already disable due torunning out of memory.5.3 A
tives
outInstead of trying to prevent the divulgen
e of in-ner hosts' 
riti
al information to untrusted users,ForeS
out Te
hnologies' A
tiveS
out [74, 75, 76℄solves port-s
anning and OS �ngerprinting by provid-ing 
ounterfeit information to the s
anners. UsuallyA
tiveS
out quietly listens to in
oming network traf-�
, looking for any signs of network re
onnaissan
e.When dete
ting re
onnaissan
e a
tivities (e.g. ports
anning), it replies a re
onnaissan
e query with a
rafted forged pa
ket, 
alled a mark. A mark 
on-tains 
ounterfeit information similar to the one thatis being sought by the s
anner and it 
ould be usedto distinguish normal requests and malevolent ones.Later on when an atta
ker laun
hes a real atta
k us-ing information providing by the mark, then from themark A
tives
out 
ould identify atta
ks, and thus �l-ter them out.A
tiveS
out's algorithm works be
ause a typi
alatta
k 
an be viewed as having three stages:� The re
onnaissan
e a
tivity performed by at-ta
ker.� The return of re
onnaissan
e info to the atta
ker.� The atta
ker(not need to be the one performingthe re
onnaissan
e a
tivity) laun
h atta
ks baseson the re
onnaissan
e information.However, it 
an not prevent the reveal of innerhosts' OS types, and hen
e put those inner hosts thatprovide publi
 servi
es (e.g. Web servi
e) in danger,be
ause without any s
out a
tivity, the availabilityof those servi
es is already well-known, then after de-te
ting the inner servers' OS types, mali
ious users
ould �nd inner servers' vulnerabilities and exploit
ode by just looking up some 
ookbook style atta
kmanuals.5.4 SYNDefenderUnder SYNDefender ar
hite
ture whenever a 
onne
-tion request arrives from outside hosts, instead offorwarding the SYN pa
ket to an inner host, SYN-Defender will try to �nish the 3-way handshake itself�rst. Only after SYNDefender 
ould �nish the 3-wayhandshake, it will send the 
onne
tion request to theoriginal re
eiver.



Basi
ally SYNDefender [57℄ is developed to defendagainst SYN 
ood DoS/DDoS atta
ks. It only han-dles the 3-way handshaking, and leaves the rest workto the original re
eiver; therefore, by avoiding usingSYN pa
kets, s
anners or mali
ious users still 
ouldobtain what they want.6 Con
lusion and Future WorkIn this paper we advo
ate a 
entralized TCP/IP ar-
hite
ture, in whi
h the only TCP/IP sta
k visibleto the outside world is the one on an organization'sCTCP router. To demonstrate its usefulness, weshow that it 
an e�e
tively stop OS �ngerprintingand port s
anning, the s
outing a
tivity for mostautomated atta
ks, in
luding worms. In addition,the CTCP ar
hite
ture greatly fa
ilitate enterprise-s
ale deployment of solutions to vulnerabilities dueto TCP/IP implementation bugs, for example, DoSatta
ks and TCP 
onne
tion hija
king atta
ks. Fi-nally, the CTCP ar
hite
ture provides a 
exible plat-form for developing honeypots that 
an apply 
on-tent �ltering te
hniques to identify and extra
t atta
kpa
kets, for example bu�er over
ow atta
ks. A ma-jor 
on
ern about the CTCP ar
hite
ture is that theadditional pro
essing may exert serious performan
e
ost on a CTCP router 
ompared with a generi
IP router. Performan
e measurements on a workingCTCP router shows that the performan
e 
ost of theCTCP ar
hite
ture is relatively modest. In fa
t, thethroughput of a linux-based CTCP router 
an a
tu-ally be higher than that of a linux-based IP router,be
ause the former for
es the CPU to pay more at-tention to Linux's network subsystem.Our 
urrent algorithm for dete
ting bu�er over
owatta
ks is based on the assumption that some spe-
ial patterns (e.g. return address) will repeat in theatta
k payload. However, a patient atta
ker 
ouldbypass this dete
tion method by using atta
k pay-load that 
ontains no more than 2 
opies of a spe
ialpattern. In the future we plan to remove this assump-tion by applying run-time binary disassembly to sus-pi
ious pa
kets. The honeypot in the 
urrent CTCPprototype 
annot 
arry out a 
onversation with re-mote atta
kers beyond the initial three-way hand-shake. We plan to improve the honeypot so that it
an intera
t with atta
kers in the same way that theservi
e it simulates does, all without a
tually runningthe servi
e daemon.Referen
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