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Abstract: Today asmanynew applicationareasfor roboticsystem&meqge, safetyis be-
comingcritical. Indeed servicerobots,includingmedicalrobots,shate their workingareaor
havea closeinteractionwith humansThispaperpresentsa deductivenethodor safetyanal-
ysisandintegration. This methoduseswell-knownanalysistechniquesfor computercontrol
system&ndincludesthe useof a formal language (Unified ModelingLanguage) to combine
safetyanalysiswith the developmenprocess Eac stepof theanalysiswill be presentedvith
a casestudyof a robotfor tele-edqiography
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Today asmary new applicationareador roboticsystemsmege,safetyis becomingcritical.
Indeed servicerobots,including medicalrobots,sharetheir working areaor have a closein-
teractionwith humans.Safety which alreadywasan importantconcernfor industrialrobots
[1] is now themajorpreoccupationTheterm"robot safety"maybeinterpretedasthe preven-

tion of damageo therobotitself andits ernvironment,particularlythehumancomponentThis
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articlepresents deductve methodfor the safetyanalysisandintegrationof aroboticsystem.
This methoduseswell-known analysistechniquegor computercontrol systemsout includes
theuseof aformallanguagdUnified ModelingLanguage)o combinesafetyanalysiswith the
developmenfprocessHumanfactorsarepresentedhn thefirst sectionwherethe contribution
of thisfield to safetyis developed.A secondsectiondiscusseabouttheassessmemtf hazards
andrisksof thewhole system.Thethird sectionpresentshe useof assessmemhethodssuch
asFailureModesandEffectsAnalysis(FMEA) andFault TreeAnalysis(FTA) whichidentify
potentialunit errorsresultingin hazardsThefourth sectionis aboutthe choicesof correctve
measureguidedby the previous steps.Finally the paperconcludeswith a discussiorabout
how the stepsof this safetyanalysisfollow from eachother Eachstepof the analysiswill
be presentedvith a casestudy of a systemfor robotic tele-echographyTER [2]. TERis a
tele-roboticsystendesignedainddevelopedby aFrenchconsortiumcomposeaf universities,
hospitalsandindustrialcompaniesTheslarerobotis tele-operatethy anexpertclinicianwho
remotelyperformstheultrasoundscanexamination.A virtual probeis mountedonthemaster

interfacedevice. Therealprobeis placedon the slave robotend-efector.

1. Human Factorsfor Service Robotics

The term "humanfactors"may be definedasthe discipline that studiesthe relationshipbe-
tweentechnologyandthehuman.Most of the studiesof thisfield arecombinedwith cognitive
sciencegqsuchas psychology philosophy neurosciencegtc.) andare usually madeduring
systemanalysis.The goalsof suchstudiesareto improve safety quality andproduction.In
orderto elaboratea saferdesignof systemsye just considera smallpartof thiswide field. A
first stepis to analyzenumanperformancendinteractionswith the systento find egonomic

solutions.This identificationof interactiondeadsusto definesafetyrequirements.



The descriptionof the global scenario(with-
out the robot) allows the analysisof humanac-
tions during the examination. Then all the in-
teractionsbetweenactorsduring the robot activ-

ity andall the ervironmentalconditions(temper

ature, illumination, pressureweight and height

Figure 1: TERslaverobotarchitectue of therobot, contactsetc.) have to be analyzed.
This analysisleadsto the choiceof a parallelstructure(Cf. fig.1). The main safetycriteria
wereto limit the work ervelopeandlimit the collisions (which are well-known with robot
arms). The difficulty to modelthe work space(the patients body), leadsto the choiceof a
compliantslave robot, with anactuationby intrinsically compliantartificial muscleq3]. Po-
sition andforce informationare transmittedbi-directionally Live visualandaudiodataare
alsotransmittedn bothdirections.lt is alsoplanned(partly to avoid psychologicatroubles

of the patient)to implement'chat", betweerthe operatorandthe expert.
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Figure 2: Exampleof UseCaseDiagram ) ) ) o )
aredeterminedwith questionnairesimulations,
databaser laboratorywork). If errorscanbe classifiedandtheir causesdentified, thenit
is possibleto proposesolutions(this areaof researchs very well detailedin Reasors book
[5]). For example,in our systemthe"operator‘canfail in installingthe patient(positioning)

andthenprovoke abnormalrobot movementswhich canhurt the patient. It canbe dueto a
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HAZARDS

Physical | Mechanical| Robotpressurenthe patienttoo high,friction on pa-

tientbody; collision, therobotfalls onthe patient

Electrical | Electrocutionstaticelectricity

Chemical| Toxic air (from artificial muscles)toxic gel (from echographyel)

Tablel1: Exampleof Hazad assessment

lack of training, a badexaminationtable,etc. The goal of this analysisis to find egonomic
solutions speciallyfor interfaceshatdecreaséumanerrors.But notall theidentifiedhuman
errorscanbe analyzedsothesedatahave to be integratedin the FTA step(mentionedater),
to determineexactly their consequenceandtheirimplicationsin the systemsafety The next

phases to determinghewhole systemhazards.

2. Hazard and risk assessment

A hazardcanbe definedasa scenariathatresultsfrom an unwantedtransferor blockageof
enegy or material,which resultsin damageo personspbjectsor processesThe aim of this
stepis to make aninventoryof all the hazardof the system estimatetheir severity andtheir
probability of occurrenceandthen calculatethe associatedisk (definedasthe productof
thosetwo factors).For eachapplicationdomain,normsusuallyguidethe assessmentsn our
studywe choosefour levels of severity: catastrophiddeathor total destruction) hazardous
(injury), moderatgincorvenience)minor (defectjust noticed). A matrix is usually usedto
calculatethe hazardrisk level dependingon thosefour levels andon the hazardprobability.
Resultscan be presentedn tables,with an extra box for commentsor ideasfor solutions.
All the hazardscanbe classified(Cf. table1) accordingto their enegy source(mechanical,
electrical,climatic, etc.).

This assessmerttelp designerdo analyzethe main risks and considerthe generalrisk

level of the system.First, the highestrisks canbe treated reducedandthenreassessed.his



analysiscannotbe exhaustve,andthe hazardableis completedduringthe following steps.

3. Analytical methods

Analytical methodsimply to usedependabilityconceptsappliedto robotics. We proposed
to usethe terminologyof [6] At this stepof analysisfirst modelsof the systemshouldhave
beenmade. Fault prevention,increasingsafety is provided by formal specificationconcep-
tion methodandpatterns. The UML semantigrovidessomerulesandguidelinesin orderto
decreaseherisk of errors. We have chosento useboth FMEA (Failure Modesand Effects
Analysis)andFTA (Failure TreeAnalysis),becausehey arevery expressve andcomplemen-

tary. They arealsowidely usedin robotics[7, 8, 9].

3.1. Failure Modesand Effects Analysis(FMEA)

FMEA is a methodusedfor the identificationof potentialerrors(failure modes)of the ex-

aminedobject(system segment,software/hardwareunit) in orderto defineandclassifytheir
effects(failures)with regardto criticality (alsocalled Failure Modes,Effectsand Criticality

Analysis). Thisis to preventfaults(cause®f failure)andthusweakpointsin thedesignwhich
mightresultin dangerto or lossof the systemor personsSecondlythe FMEA is alsoto fur-

nish resultsfor correctve measuresandfor the determinatiorof operatingand application
conditionsof the system.Eachfailure mode(the way the componenfails) is analyzedand
effectson the systemareassessedl his analysisshouldleadto hazardgreviously identified.
If this is notthe case new hazardshave to be addedto the dataof the previous stepandthe
risks have to be assessedThosetwo stepsarecomplementarythefirst considerghe global
systemwhereaghe secondanalyzesystemunit failuresthatcouldleadto hazardsDifferent
modelsare necessaryo performthis study andeachdesignerasto provide modelsfrom

his domain:electronic.electrical,computerandmechanical Figure 3 illustratesa part of the
electroniccomponentof the TER controllerwith a "DeploymentDiagram”. Electric parts

canalsobe integratedin this diagram. For software units, a "ComponentDiagram"is suit-
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Figure 3: Deploymentliagram of the TERslavecontoller

able. Themechanicapartcanbe modelledwith an"ObjectDiagram”. The databaseesulting

from the FMEA canbe modifiedatarny time in the processandis directly usedin the FTA.

3.2. Fault Tree Analysis(FTA)

FTA synthesizeslatafrom FMEA andtakesinto accounthe combinationof eventsleading
to hazardqidentified during the hazardandrisk assessment)lt is a top-davn approacho
failure analysisstartingwith an undesirablesvent called a top event andthendetermining
how this top event canbe causedby individual or combinedlower level failuresor events.
Whereasn the FMEA it wasimportantto distinguishdifferentdomainsjn FTA, failuresand
eventsfrom differentfieldsarecombined.Logical relationsbetweerthemarerepresentetly
logic symbols(AND andOR gates).In a safetyanalysisthetop eventis a hazardthat must
have beenforeseerandthusidentifiedby the previoustechniques FTA canbe quantitatve,
indeedif all thefailure probabilitiescanbe assessethenthe frequeng of the top-eventcan
be calculated(usually for electronics),but in mostcasest is impossible,and a qualitatve
analysiss done.First, atreecanbejustrepresentedith thefailureinteractionsandsecond,
events(including humanerrors)and protectionmechanismgan be integrated. The goal of

the qualitatve analysisis to find the minimal cut sets(relationshipbetweerthe top eventand
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Figure 4 : Exampleof FTA for the TERslaveapplication

the primary events)which representhe basiceventsthatwill causethe top eventandwhich

cannotbereducedn number Figure4 shavs a partof the fault treefor the top event"robot

pressuren the patienttoo high".

4. Choicesof safety measures

All the correctve measureproposediuringthe previous stepshave to be consideredn this

step.We proposea list of differentpointsthatshouldbe considered:

1. Definition of theideal behaior of the systemandits fail-safestatequsingUML State

Diagram). Choicesof puttingthe systemin a fail statemustbe laterintroducedin the

"solutions"columnof theFMEA tables.It is alsodirectlylinkedwith theerrormessages

transmittedo the Human-Machindnterface.

2. Choicesof the startandstopproceduregmodelledwith an"Activity Diagram™).
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Figure5: Safetyprocess

3. Choicesfor directdesignmeangmodifications fault tolerantmechanismsegtc.), indi-

rect(asprotectionsyanddescriptve measureguserestriction,useredefinition,etc.).

4. ConsiderationsntheHuman-Machinénterfacedesign(speciallyfor theerrormessage

queug10]).

5. Choiceof measureglifferentfrom designones(maintenancegocumentationtraining

plan,etc.).

Then eachmeasurehasto be evaluatedwith the previous steps,going backto the first
analysis,to evaluatewhetherthe safety measuresare coherentwith humanfactors. Then
it is importantto assessf the new introducedmeasurexan be a sourceof hazards. The

specificatiormodelsof nev mechanismsreusedin the FMEA andthe FTA, to identify the



unit failures. How the stepsinteractis representedn figure 5. During the processphases,

databasaremade andthey furnishatthe enda completesafetydocumentation.

Conclusion

A lot of techniquedor safetyanalysisarealreadyknown andexperimentedn variousengi-
neeringdomains(aerospaceglectronics,and nuclearindustries). Serviceroboticsis alsoa
field wheresafetyhasbecamecritical. And nowadaysyobotcontrolcompleity requiresthe
utilization of softwareengineeringechniquesThis is thereasonwhy we think thata safety
processhasto be mixedwith a classicaldevelopmentprocesspusingthe samelanguage We
have chosenthe object orientedlanguageUML for its fault prevention characteristicgex-

posedn acomparisorwith atop-dovn functionaldecompositionn [11]), andfor its expres-
sion power in the roboticsfield [12]. This processcanbe usedat the very beginning of the
developmento helpto choosesafetymeasuredhut canbereusedat any moment.Analytical
methodswhich we basedon the UML systemmodels,first permit fault removal and fault
forecasting.Secondlyfault tolerancemechanismganbeintroduced. The final point of this
procesdies in the direct useof the designdocumentatiorio evaluatethe safetyof the sys-
tem. A first applicationon the designof a Tele-EchographyRobot(TER) hasshaowvn thatthis
processhelpin the choiceof goodsafetymeasuresandfurnishan evaluationof safetylevel.

In anext application,ananthropomorphi@arm actuatedoy artificial muscleswe will exper

imentthe completeassociatiorbetweenthe controllerdevelopment(in UML) andthe safety

process.
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