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Abstract: Today, asmanynew applicationareasfor roboticsystemsemerge, safetyis be-

comingcritical. Indeed,servicerobots,includingmedicalrobots,share their workingareaor

havea closeinteractionwith humans.Thispaperpresentsa deductivemethodfor safetyanal-

ysisand integration. Thismethoduseswell-knownanalysistechniquesfor computercontrol

systemsandincludestheuseof a formal language (UnifiedModelingLanguage) to combine

safetyanalysiswith thedevelopmentprocess.Each stepof theanalysiswill bepresentedwith

a casestudyof a robotfor tele-echography.
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Introduction

Today, asmany new applicationareasfor roboticsystemsemerge,safetyis becomingcritical.

Indeed,servicerobots,includingmedicalrobots,sharetheir working areaor have a closein-

teractionwith humans.Safety, which alreadywasanimportantconcernfor industrialrobots

[1] is now themajorpreoccupation.Theterm"robotsafety"maybeinterpretedasthepreven-

tion of damageto therobotitself andits environment,particularlythehumancomponent.This
�
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articlepresentsadeductivemethodfor thesafetyanalysisandintegrationof a roboticsystem.

This methoduseswell-known analysistechniquesfor computercontrolsystemsbut includes

theuseof aformallanguage(UnifiedModelingLanguage)to combinesafetyanalysiswith the

developmentprocess.Humanfactorsarepresentedin thefirst section,wherethecontribution

of thisfield to safetyis developed.A secondsectiondiscussesabouttheassessmentof hazards

andrisksof thewholesystem.Thethird sectionpresentstheuseof assessmentmethodssuch

asFailureModesandEffectsAnalysis(FMEA) andFaultTreeAnalysis(FTA) which identify

potentialunit errorsresultingin hazards.Thefourthsectionis aboutthechoicesof corrective

measuresguidedby theprevioussteps.Finally thepaperconcludeswith a discussionabout

how the stepsof this safetyanalysisfollow from eachother. Eachstepof the analysiswill

be presentedwith a casestudyof a systemfor robotic tele-echography, TER [2]. TER is a

tele-roboticsystemdesignedanddevelopedby aFrenchconsortiumcomposedof universities,

hospitalsandindustrialcompanies.Theslaverobotis tele-operatedby anexpertclinicianwho

remotelyperformstheultrasoundscanexamination.A virtual probeis mountedonthemaster

interfacedevice. Therealprobeis placedon theslaverobotend-effector.

1. Human Factors for Service Robotics

The term "humanfactors"may be definedasthe disciplinethat studiesthe relationshipbe-

tweentechnologyandthehuman.Mostof thestudiesof thisfield arecombinedwith cognitive

sciences(suchaspsychology, philosophy, neuroscience,etc.) andareusuallymadeduring

systemanalysis.Thegoalsof suchstudiesareto improve safety, quality andproduction.In

orderto elaborateasaferdesignof systems,we justconsiderasmallpartof thiswidefield. A

first stepis to analyzehumanperformanceandinteractionswith thesystemto find ergonomic

solutions.This identificationof interactionsleadsusto definesafetyrequirements.
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Figure 1 : TERslaverobotarchitecture

The descriptionof theglobal scenario(with-

out the robot) allows the analysisof humanac-

tions during the examination. Then all the in-

teractionsbetweenactorsduring the robot activ-

ity andall theenvironmentalconditions(temper-

ature, illumination, pressure,weight and height

of the robot,contacts,etc.) have to beanalyzed.

This analysisleadsto the choiceof a parallelstructure(Cf. fig.1). The main safetycriteria

wereto limit the work envelopeand limit the collisions(which arewell-known with robot

arms). The difficulty to modelthe work space(the patient’s body), leadsto the choiceof a

compliantslave robot,with anactuationby intrinsically compliantartificial muscles[3]. Po-

sition andforce informationaretransmittedbi-directionally. Live visual andaudiodataare

alsotransmittedin bothdirections.It is alsoplanned(partly to avoid psychologicaltroubles

of thepatient)to implement"chat",betweentheoperatorandtheexpert.
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Figure 2 : Exampleof UseCaseDiagram

A secondstepis theinterpretationof "human

errors"(a failureof ahumanto do a specifiedac-

tion, which resultsin undesirableoutcomes).We

proposedto useoneof UML (Unified Modeling

Language[4]) specificationmodels,theUseCase

Diagram(Cf fig.2), to guide this analysis. For

eachhumanactor, all the interactionsare mod-

elledwith a singlelink. Basedon all thoselinks

andtheir specifications,errorsanactorcanmake

aredetermined(with questionnaire,simulations,

databaseor laboratorywork). If errorscanbe classifiedandtheir causesidentified, thenit

is possibleto proposesolutions(this areaof researchis very well detailedin Reason’s book

[5]). For example,in our system,the"operator"canfail in installingthepatient(positioning)

andthenprovoke abnormalrobot movementswhich canhurt thepatient. It canbe dueto a
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HAZARDS

Physical Mechanical Robotpressureonthepatienttoohigh,friction onpa-

tientbody, collision, therobotfalls on thepatient

Electrical Electrocution,staticelectricity

Chemical Toxic air (from artificial muscles),toxic gel (from echographygel)

Table 1 : Exampleof Hazard assessment

lack of training,a badexaminationtable,etc. Thegoalof this analysisis to find ergonomic

solutions,speciallyfor interfacesthatdecreasehumanerrors.But notall theidentifiedhuman

errorscanbeanalyzed,sothesedatahave to beintegratedin theFTA step(mentionedlater),

to determineexactly their consequencesandtheir implicationsin thesystemsafety. Thenext

phaseis to determinethewholesystemhazards.

2. Hazard and risk assessment

A hazardcanbedefinedasa scenariothat resultsfrom anunwantedtransferor blockageof

energy or material,which resultsin damageto persons,objectsor processes.Theaim of this

stepis to make aninventoryof all thehazardsof thesystem,estimatetheir severity andtheir

probability of occurrence,and thencalculatethe associatedrisk (definedas the productof

thosetwo factors).For eachapplicationdomain,normsusuallyguidetheassessments.In our

studywe choosefour levelsof severity: catastrophic(deathor total destruction),hazardous

(injury), moderate(inconvenience),minor (defectjust noticed). A matrix is usuallyusedto

calculatethehazardrisk level dependingon thosefour levelsandon thehazardprobability.

Resultscanbe presentedin tables,with an extra box for commentsor ideasfor solutions.

All thehazardscanbeclassified(Cf. table1) accordingto their energy source(mechanical,

electrical,climatic,etc.).

This assessmenthelp designersto analyzethe main risks andconsiderthe generalrisk

level of thesystem.First, thehighestriskscanbetreated,reducedandthenreassessed.This
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analysiscannotbeexhaustive,andthehazardtableis completedduringthefollowing steps.

3. Analytical methods

Analytical methodsimply to usedependabilityconceptsappliedto robotics. We proposed

to usethe terminologyof [6] At this stepof analysisfirst modelsof thesystemshouldhave

beenmade.Fault prevention,increasingsafety, is providedby formal specification,concep-

tion methodandpatterns.TheUML semanticprovidessomerulesandguidelinesin orderto

decreasethe risk of errors. We have chosento useboth FMEA (Failure ModesandEffects

Analysis)andFTA (FailureTreeAnalysis),becausethey areveryexpressiveandcomplemen-

tary . They arealsowidely usedin robotics[7, 8, 9].

3.1. Failure Modes and Effects Analysis (FMEA)

FMEA is a methodusedfor the identificationof potentialerrors(failure modes)of the ex-

aminedobject(system,segment,software/hardwareunit) in orderto defineandclassifytheir

effects(failures)with regardto criticality (alsocalledFailureModes,EffectsandCriticality

Analysis).Thisis to preventfaults(causesof failure)andthusweakpointsin thedesignwhich

might resultin dangerto or lossof thesystemor persons.Secondly, theFMEA is alsoto fur-

nish resultsfor corrective measures,andfor the determinationof operatingandapplication

conditionsof thesystem.Eachfailuremode(theway thecomponentfails) is analyzed,and

effectson thesystemareassessed.Thisanalysisshouldleadto hazardspreviously identified.

If this is not thecase,new hazardshave to beaddedto thedataof thepreviousstepandthe

riskshave to beassessed.Thosetwo stepsarecomplementary, thefirst considerstheglobal

systemwhereasthesecondanalyzessystemunit failuresthatcouldleadto hazards.Dif ferent

modelsarenecessaryto performthis study, andeachdesignerhasto provide modelsfrom

his domain:electronic,electrical,computerandmechanical.Figure3 illustratesa partof the

electroniccomponentsof the TER controllerwith a "DeploymentDiagram". Electric parts

canalsobe integratedin this diagram. For softwareunits, a "ComponentDiagram"is suit-
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Figure 3 : Deploymentdiagramof theTERslavecontroller

able.Themechanicalpartcanbemodelledwith an"ObjectDiagram".Thedatabaseresulting

from theFMEA canbemodifiedat any time in theprocessandis directlyusedin theFTA.

3.2. Fault Tree Analysis (FTA)

FTA synthesizesdatafrom FMEA andtakesinto accountthecombinationsof eventsleading

to hazards(identifiedduring the hazardandrisk assessment).It is a top-down approachto

failure analysisstartingwith an undesirableevent calleda top event, andthendetermining

how this top event canbe causedby individual or combinedlower level failuresor events.

Whereasin theFMEA it wasimportantto distinguishdifferentdomains,in FTA, failuresand

eventsfrom differentfieldsarecombined.Logical relationsbetweenthemarerepresentedby

logic symbols(AND andOR gates).In a safetyanalysis,thetop event is a hazardthatmust

have beenforeseenandthusidentifiedby theprevious techniques.FTA canbequantitative,

indeedif all the failureprobabilitiescanbeassessedthenthefrequency of the top-eventcan

be calculated(usually for electronics),but in mostcasesit is impossible,anda qualitative

analysisis done.First,a treecanbejust representedwith thefailureinteractions,andsecond,

events(including humanerrors)andprotectionmechanismscanbe integrated. The goal of

thequalitativeanalysisis to find theminimalcut sets(relationshipbetweenthetop eventand
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Figure 4 : Exampleof FTA for theTERslaveapplication

theprimaryevents)which representthebasiceventsthatwill causethetop eventandwhich

cannotbereducedin number. Figure4 shows a partof thefault treefor thetop event"robot

pressureon thepatienttoohigh".

4. Choices of safety measures

All thecorrective measuresproposedduringthepreviousstepshave to beconsideredin this

step.Weproposea list of differentpointsthatshouldbeconsidered:

1. Definition of theidealbehavior of thesystemandits fail-safestates(usingUML State

Diagram).Choicesof putting thesystemin a fail statemustbe later introducedin the

"solutions"columnof theFMEA tables.It is alsodirectlylinkedwith theerrormessages

transmittedto theHuman-MachineInterface.

2. Choicesof thestartandstopprocedures(modelledwith an"Activity Diagram").
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Figure 5 : Safetyprocess

3. Choicesfor directdesignmeans(modifications,fault tolerantmechanisms,etc.), indi-

rect(asprotections)anddescriptivemeasures(userestriction,useredefinition,etc.).

4. ConsiderationsontheHuman-MachineInterfacedesign(speciallyfor theerrormessage

queue[10]).

5. Choiceof measuresdifferentfrom designones(maintenance,documentation,training

plan,etc.).

Theneachmeasurehasto be evaluatedwith the previous steps,going back to the first

analysis,to evaluatewhetherthe safetymeasuresare coherentwith humanfactors. Then

it is importantto assessif the new introducedmeasurescan be a sourceof hazards. The

specificationmodelsof new mechanismsareusedin theFMEA andtheFTA, to identify the
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unit failures. How the stepsinteractis representedin figure 5. During the processphases,

databasearemade,andthey furnishat theendacompletesafetydocumentation.

Conclusion

A lot of techniquesfor safetyanalysisarealreadyknown andexperimentedin variousengi-

neeringdomains(aerospace,electronics,andnuclearindustries). Serviceroboticsis alsoa

field wheresafetyhasbecamecritical. And nowadays,robotcontrolcomplexity requiresthe

utilization of softwareengineeringtechniques.This is thereasonwhy we think thata safety

processhasto bemixedwith a classicaldevelopmentprocess,usingthesamelanguage.We

have chosenthe object orientedlanguageUML for its fault preventioncharacteristics(ex-

posedin acomparisonwith a top-down functionaldecompositionin [11]), andfor its expres-

sion power in the roboticsfield [12]. This processcanbe usedat the very beginningof the

developmentto helpto choosesafetymeasures,but canbereusedat any moment.Analytical

methods,which we basedon the UML systemmodels,first permit fault removal andfault

forecasting.Secondly, fault tolerancemechanismscanbeintroduced.Thefinal point of this

processlies in the direct useof the designdocumentationto evaluatethe safetyof the sys-

tem.A first applicationon thedesignof a Tele-EchographyRobot(TER) hasshown thatthis

processhelpin thechoiceof goodsafetymeasures,andfurnishanevaluationof safetylevel.

In a next application,ananthropomorphicarmactuatedby artificial muscles,we will exper-

imentthecompleteassociationbetweenthecontrollerdevelopment(in UML) andthesafety

process.
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