
A Fault Toleran
e Me
hanism for MAgNET:A Mobile Agent based E-
ommer
e SystemPrithviraj(Raj) DasguptaDepartment of Computer S
ien
eUniversity of Nebraska, Omaha, NE 68182.E-mail: pdasgupta�mail.unomaha.eduAbstra
tMobile agents are an attra
tive paradigm for imple-menting 
ommuni
ation intensive appli
ations su
h asdistributed databases, network management and morere
ently e-
ommer
e. Like all other software systems,reliability is a major 
on
ern in mobile agent systems.The problem is 
ompli
ated for mobile agent systemsas the remote sites on whi
h the mobile agent exe
utes
annot be 
ontrolled by the appli
ation programmer. Inthis paper, we use MAgNET, a mobile agent enabled e-
ommer
e system to study and propose solutions for thereliability of mobile agent systems. In MAgNET, hu-man buyers 
reate and deploy mobile shopping agentsthat visit di�erent seller sites on the Internet to 
om-parison shop for a parti
ular item. MAgNET employspassive repli
ation of the mobile shopping agents to pro-te
t against faults on the remote seller sites. Pro
essfaults are addressed by 
loning the shopping agent onea
h seller site prior to exe
ution. To address networkand node faults, we have used the bounded failure ratehypothesis along with passive repli
ation of the shoppingagent at ea
h seller site.1 Introdu
tionWith the rapid growth of the Internet over the lastfew years, the amount of information available on-line has in
reased manifold. More and more peopleare using the Web for a
tivities in
luding businesstransa
tions, personal 
ommuni
ation, informationretrieval and even for entertainment. These a
-tivities involve large amounts of data transa
tionand impose a huge 
ommuni
ation requirement onthe Internet. Most of the 
urrent online appli
a-tions employ the 
lient-server model for network
ommuni
ation. Mobile agents provide a suitableparadigm for improving the performan
e of Inter-net appli
ations. Instead of transfering data be-tweeen a 
lient and a server, mobile agents 
arry

the appli
ation 
ode with them from the 
lient tothe server. Sin
e the size of the 
ode is lesser thanthe amount of data inter
hanged between the 
lientand the server in online appli
ations, mobile agentbased systems provide 
onsiderable improvement inperforman
e over 
lient-server based 
omputing.Reliability is an important issue for Internet ap-pli
ations be
ause appli
atiions that 
rash whilerunning might expose 
on�dential data, lead to userdissatisfa
tion and even leave the entire system inan unusable state. In this paper we investigate thereliability issues in mobile agent based systems.Mobile agents have been used in a variety ofappli
ations su
h as distributed database a

essand management, network management and e-
ommer
e. We have sele
ted the last appli
ation forour study be
ause large amounts of information areex
hanged between online buyers and sellers andthe open nature of the Internet provides an oppor-tunity to study reliability 
on
erns for e-
ommer
e.Fault toleran
e guarantees the uninterrupted oper-ation of a distributed software system despite net-work or node failures. In this work, we use faulttoleran
e te
hniques to prote
t an e-
ommer
e ap-pli
ation against network and node faults.2 Related WorkFault toleran
e in mobile agents has been relativelyless investigated than other aspe
ts of mobile agentsystems. S
hneider [4, 7℄ proposes a
tive repli
a-tion with majority voting to obtain a 
onsensus onthe 
omputation performed by a set of repli
atednodes. A stage in the system a

epts an agentsent from the previous stage only if the majorityof the repli
ated agents from the previous stagebear a message 
alled a forward signed by the pre-vious stage. A
tive repli
ation is unsuitable for e-
ommer
e as the remote seller sites that need to be1



repli
ated are not under the 
ontrol of the owner ofthe mobile shopping agent.Strasser and Rothermel [9℄ have used passiverepli
ation with the primary repli
a in ea
h stagedetermined by a bully algorithm. Multiple agentsresulting from network partitioning are resolvedby majority voting after rejoining. De-Assis Silva[6, 8℄ has employed a nested transa
tion modelwith 
he
kpoints stored within a distributed 
on-text database (DCD) to implement fault toleran
e.The model uses passive repli
ation and the pri-mary repli
a at ea
h stage is determined by us-ing a pre-assigned ordering between the repli
atednodes. Both of these models rely upon repli
ationof remote nodes to provide fault toleran
e. As men-tioned earlier, in e-
ommer
e, the owner of the mo-bile shopping agent does not have any 
ontrol overthe remote seller sites. Thus, it is not possible tohave repli
ated 
opies of the same seller site. There-fore, in our model we have used passive repli
ationof the mobile agents within a single seller site toprovide fault toleran
e.We have used the MAgNET system that we havedeveloped to study the reliability 
on
erns for mo-bile agent based systems operating over the Inter-net. MAgNET is a Java Aglets [5℄ based mobileagent system that enables buyers to 
ompare theattributes of an item available at di�erent onlinesellers and sele
t the o�er that best mat
hes thebuyers' needs. The se
urity ar
hite
ture of MAg-NET [3℄ provides the basi
 reliability of MAgNET.However, se
urity proto
ols are not suÆ
ient toprevent system faults arising from network parti-tioning or when the host on whi
h the mobile agentis exe
uting goes down. Thus, fault toleran
e is animportant aspe
t in MAgNET.3 MAgNET: Mobile Agentsfor Networked TradingMAgNET [2℄ is a mobile agent system for 
om-parison shopping over the Internet. MAgNET hasbeen implemented using Java, and the Aglets Soft-ware Development Kit (ASDK) [5℄ as the underly-ing mobile agent platform. The ASDK provides anobje
t-oriented programming interfa
e for writingJava-based mobile agents, 
alled aglets.The parti
ipants in MAgNET are human buy-ers, mobile shopping aglets 
reated and deployedby the buyers, and Internet sellers represented bytheir online sites. Buyers are made aware of theidentity of sellers through advertisements and pos-sibly through mobile sales agents sent by sellers [1℄.

Ea
h buyer site maintains a list of potential sellersfor produ
ts. As shown in Figure 1, the buyer andseller sites in MAgNET run aglet servers that en-able them to host aglets. The buyer site 
ontainsa stationary 
ontroller aglet that a

epts pur
haserequests from human buyers and 
reates the shop-ping aglets. Every seller site 
ontains a stationaryservi
e aglet that interfa
es between visiting shop-ping aglets and the inventory on the ba
k-end ofthe seller's site. The shopping list for a buyer andthe inventory on a seller site are stored as XMLannotated �les. The shopping aglets in MAgNETemploy a stop-and-shop s
heme. A shopping 
y
lein MAgNET 
onsists of the following steps:1. The human buyer submits a shopping list tothe buyer site through a GUI.2. The 
ontroller aglet on the buyer site 
reatesone mobile shopping aglet for ea
h item on theshopping list.3. The 
ontroller aglet provides the list of sellersites that ea
h shopping aglet has to visit anddispat
hes the shopping aglet on its itinerary.4. On arriving at a seller site, a shopping agletsear
hes through the seller's inventory and de-termines the best o�er. If the present o�eris better than any o�er previously seen on itsitinerary, the shopping aglet reserves the itemby spawning a stationary surrogate aglet. Sur-rogate aglets spawned on previous sites areaborted by sending a 
an
ellation message.The data 
olle
ted from the seller are storedwithin the shopping aglet.5. After visiting all the seller sites on its itinerary,the shopping aglet returns to its origin and re-ports the best deal that it has found. Thebuyer either 
on�rms the deal and pro
eedswith the monetary transa
tion, or aborts thequery and terminates the shopping aglet.The 
orre
t operation of MAgNET relies on thefault-free operation of the aglet-servers on ea
h ofthe seller sites, the reliability of the 
omputers usedby the sellers, and the 
onsisten
y of the links 
on-ne
ting the di�erent sellers that are on the shoppingaglet's itinerary. If any of these develop faults, theshopping aglet en
ounters problems and is eitherdestroyed or rendered unusable. Therefore, a faulttoleran
e proto
ol that guarantees a

urate opera-tion of the shopping aglet is an important featurethat ensures the reliability of MAgNET. The AgletsSDK provides rudimentary fault toleran
e through
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Figure 1: The ar
hite
ture of the MAgNET system.the persisten
e feature of aglets, that allows themto be stored temporarily in the se
ondary storageof the 
omputer on whi
h they are exe
uting. How-ever, temporary storage within the hard disk of a
omputer is not suÆ
ient to address all the softwarefaults in MAgNET. Therefore, we have developedadditional strategies that enable a shopping agletin MAgNET to re
uperate from network and nodefaults.4 Reliability Issues inMAgNETIn distributed systems that use repli
ation, the sys-tem designer determines the number of repli
as atea
h node, maintains the repli
as and also de
idesthe ba
kup and re
overy strategies. To make MAg-NET fault tolerant, we employ repli
ation of mo-bile shopping agents at the seller sites that the mo-bile agent visits. However, in MAgNET, repli
a-tion is 
ompli
ated be
ause the remote seller sitesat whi
h the mobile shopping agent exe
ute are be-yond the 
ontrol of the buyer originating the shop-ping aglet. Moreover, ea
h seller site is likely tohave its own limitation on system resour
es avail-able to shopping aglets, and therefore, it is diÆ
ult

for the buyer to determine and enfor
e the num-ber of 
opies of the mobile shopping aglet that 
anbe run simultaneously at every seller site. Runningmultiple 
opies of shopping aglets at every sellersite also aggravates se
urity and performan
e is-sues in MAgNET. Therefore, a
tive repli
ation ofthe shopping aglets 
annot be used to provide faulttoleran
e in MAgNET.We have identi�ed two types of software faults inMAgNET:� Pro
ess Fault. The aglet-server pro
ess on aseller site on whi
h the mobile shopping agentis exe
uting 
rashes, but the 
omputer on theseller site 
ontinues running.� Network and Node Fault. The seller sitethat was exe
uting the shopping aglet goesdown or the shopping aglet is lost in transitdue to a link fault.Pro
ess faults 
an be re
ti�ed by maintaininga repli
a of the shopping aglet within the seller's
omputer at a lo
ation where the repli
a is not af-fe
ted by the aglet-server pro
ess 
rash. Therefore,a lightweight proto
ol that repli
ates the shoppingaglet after it arrives on a seller site 
an solve pro-
ess faults. On the other hand, if network and node



faults destroy the entire shopping aglet, then theshopping aglet has either to be 
reated afresh, orits latest saved version has to be retrieved and ex-e
uted. This requires the proto
ol for solving net-work and node faults to be more robust than theproto
ol for solving pro
ess faults. Therefore, wehave developed two proto
ols, a lightweight pro-to
ol for re
overy from pro
ess 
rashes and a more
ompli
ated proto
ol for re
overy from network andnode failures.5 Surviving Aglet-serverPro
ess FaultsThe proto
ol for prote
ting against aglet-serverpro
ess failures uses the persisten
e feature ofaglets along with passive repli
ation on the sellersite on whi
h the shopping aglet is 
urrently exe-
uting.5.1 Fault Toleran
e Features inAglets SDKThe Aglets SDK provides the persisten
e featureof aglets, that allows an aglet exe
uting withinan aglet-server to be dea
tivated and temporarilystored in se
ondary storage. The Persisten
yLis-tener 
lass, that 
an be added to an aglet, listensfor Persisten
yEvents for dea
tivating the aglet andsaving it in temporary storage or, for rea
tivatingthe aglet from its dormant state in se
ondary stor-age. An aglet that is stored in temporary stor-age using the dea
tivate(duration) method is rea
-tivated after the time given by the parameter du-ration expires. This makes the aglet resilient toaglet-server faults that might o

ur during the pe-riod it was dea
tivated. If the aglet-server is re-booting or unavailable when the dea
tivated aglet isre-a
tivated, the aglet persists in se
ondary storageand is re-a
tivated when the aglet-server pro
ess isrestored.A shopping aglet in MAgNET 
an be prote
tedagainst aglet-server faults using the persisten
e fea-ture provided by the ASDK. However, sin
e theshopping aglet 
ontains the main thread of exe
u-tion, it is not feasible to dea
tivate the shoppingaglet itself and a�e
t the performan
e of the sys-tem. Therefore, a 
lone of the shopping aglet servesas a ba
kup that 
an used in 
ase of aglet-serverfault on the seller site.

5.2 Proto
ol for Re
overy fromPro
ess CrashesThe aglet-server running on a seller site in MAg-NET represents a single point of failure. If theaglet-server 
rashes, then all of the aglets exe
utingwithin it are lost. To prevent the loss of a shop-ping aglet that is exe
uting on a seller's site, theshopping aglet is 
loned upon arrival on the sellersite. The original shopping aglet is designated asthe \primary" and performs all the 
omputationrequired by the shopping aglet. The 
lone serves asthe ba
kup. It is stored in the se
ondary storageand is syn
hronized with the primary at 
ertain in-tervals. The proto
ol for preventing against pro
essfaults works as follows:1. As shown in Figure 2, the 
ontroller aglet onthe buyer site 
reates a shopping aglet andsends it on its itinerary.2. On arriving at a seller site, the shopping agletmakes a 
lone of itself. The original shoppingaglet is marked as the primary while the 
loneis marked as the ba
kup.3. The ba
kup shopping aglet is stored in se
-ondary storage while the primary shoppingaglet exe
utes its 
ode. The seller site allowsonly the primary shopping aglet to spawn tem-porary surrogate aglets on its site.4. The primary shopping aglet is provided with
he
kpoints at 
ertain intervals during its exe-
ution. At ea
h 
he
kpoint, the ba
kup is re-trieved from se
ondary storage, syn
hronizedwith the primary and stored ba
k.5. If the aglet-server on the seller site 
rasheswhile the primary shopping aglet was exe
ut-ing, the ba
kup shopping aglet is retrievedwhen the aglet-server 
omes up again. Then,the ba
kup is designated as the primary on theseller site. It 
reates a 
opy of itself that a
ts asthe ba
kup. The new primary then 
ontinuesexe
uting from the last stored 
he
kpoint.The above proto
ol prote
ts MAgNET againstpro
ess faults. However, it does not guarantee thatthe mobile shopping aglet will be resilient to net-work and node faults. If the 
omputer at the sellersite goes down, both the primary and ba
kup shop-ping aglets are lost. Also, if the network 
onne
-tion over whi
h the shopping aglet is transportedgoes down while the aglet is in transit, the shop-ping aglet is lost. To prevent either kinds of faults,
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Figure 2: Proto
ol for re
overy from pro
ess faults.a fault tolerant proto
ol should be designed thatsaves the endeavor of 
reating the shopping agleton the buyer site.6 Surviving Network andNode FaultsA naive approa
h to prote
t against network andnode faults 
ould be to use a timeout for re
eivingheartbeat messages from the shopping aglet at thebuyer site. However, this in
reases the number ofmessages transferred and a�e
ts the performan
e ofMAgNET. Here we have used the bounded failurerate hypothesis along with passive repli
ation atdi�erent seller sites to make our system reliable.A Bounded Failure Rate [4℄ guarantees that amobile agent will en
ounter at most f faults whiletraversing h hosts, where 0 < f � h. As shown inFigure 3, after agent a1 has 
ompleted exe
ution onsite S0, three 
opies A2; A3 and A4 are suÆ
ient toguarantee that at least one of the repli
as survivesall network and node faults before 
ompleting theentire itinerary, a

ording to the bounded failurerate hypothesis. As the state of the agent 
hangesafter the 
omputation on every node, therefore theagent needs to be repli
ated before ea
h hop. How-ever, sin
e the number of remaining hops redu
e asthe agent progresses through its itinerary, the num-ber of repli
as determined by the bounded failurerate also redu
es. In MAgNET, if a mobile shop-ping aglet has n sellers remaining to visit duringits itinerary, n+ 1 
opies of the shopping aglet aremade and sent to n + 1 seller sites. The bounded

failure rate hypothesis then guarantees that at leastone of the repli
as of the shopping aglet survives allnetwork and node faults.6.1 Proto
ol for Re
overy fromNetwork and Node FaultsThe proto
ol for re
overy from network and nodefaults works as follows:1. When a shopping aglet 
ompletes exe
utionat seller S after whi
h there are n seller sitesto visit, seller S makes n 
opies of the shop-ping aglet and sends them to ea
h of the re-maining n seller sites. One of the n sellersites is the seller that is next on the shop-ping aglet's itinerary. This seller is designatedas seller S + 1. The original shopping agletremains at seller S. Seller S starts a timeraglet�a
k�timerS for re
eiving the responsesfrom the n sellers.2. When a seller re
eives a 
opy of the shoppingaglet it returns an aglet-re
d-a
k to seller S.There 
an be three s
enarios emerging from thissituation:3(a) Seller S re
eives the aglet-re
d-a
k from all ofthe n sellers. This means that there have beenno faults. Seller S sends a exe
-end message toseller S � 1 that terminates exe
 � timerS�1.Seller S then starts exe
�timerS and sends anexe
-begin message to seller S+1. Seller S+1be
omes the leader [9℄ of stage S + 1 on
e it
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enario illustrating a mobile agent that has to perform three hops. By the bounded failure ratehypothesis, n + 1 
opies of the mobile agent should be maintained at a stage after whi
h there are n hopsoutstanding.re
eives the exe
-begin message. It then sendsa leader-ele
ted message to the remaining n�1sellers of that stage.3(b) Seller S re
eives between one and n� 1 aglet-re
d-a
ks. Seller S then reattempts to sendthe aglet to the n�m seller sites that did notrespond, assuming that their failure is tran-sient. If the reattempts also fail before thetimer aglet� a
k � timerS expires, one of thesellers that did not respond is removed fromthe itinerary of the shopping aglet. Seller Sthen reattempts the proto
ol for n�1 sellers in-stead of n. It also sends a message to the buyersite informing the removal of the unresponsiveseller from the shopping aglet's itinerary.3(
) Seller S re
eives no aglet-re
d-a
ks. This im-plies that seller S has developed a fault, ei-ther the 
omputer of seller S has gone downor a link 
onne
ting seller S to the Internethas failed. Seller S then does not send aexe
-end message to seller S � 1. As a result,exe
� timerS�1 expires. The 
omputation ofthe aglet is then rolled ba
k till the 
omple-tion of exe
ution on seller S� 1. The proto
olis then retried by sending n + 1 
opies of theshopping aglet for the sellers in stage S.The above proto
ol 
an result in 
as
ading faults,if the sellers in su

essive stages fail in su

ession.In su
h a 
ase, the shopping aglet is transferred to arelay point for exe
ution. A relay point is a trustedhost that is guaranteed to be resilient to faults.The proto
ol for re
overy from network and nodefaults allows uniterrupted exe
ution of the shop-ping aglet at the di�erent seller sites on its itinerary.

While travelling along its itinerary the shoppingaglet has to ex
hange messages with the buyer siteto 
onvey about temporary reservations it makesat di�erent sellers. To ensure the 
onsisten
y ofthe stationary 
ontroller aglet on the buyer site, aba
kup 
opy of the 
ontroller aglet is maintainedinside se
ondary storage. If the aglet-server on thebuyer site 
rashes, the ba
kup takes the pla
e of the
ontroller aglet when the aglet-server is restored.If the buyer site goes down or a link to the buyersite develops a permanent failure, repli
ation of theentire buyer site on another pro
essor 
an guaran-tee 
onsisten
y. A seller site in MAgNET servi
esshopping aglets from several buyers. In 
ontrast abuyer site manages only the shopping aglets that it
reates itself. The reliability of a seller site in MAg-NET is thus more important than that of a buyersite. Therefore, our proto
ol ensures that the sellersites operate 
onsistently while keeping the soft-ware on the buyer site simple and lightweight.7 Con
lusionThe fault toleran
e proto
ols for MAgNET pre-sented in this paper prote
ts a shopping aglet fromfaults on the seller sites that it visits and from faultsin the links 
onne
ting those seller sites. One of theobje
tives of the se
urity proto
ol in MAgNET [3℄is to redu
e multiple 
opies and 
lones made bythe shopping aglet. This is 
ounter-intuitive to thefault toleran
e proto
ol, whi
h relies on 
loning andrepli
ating the shopping aglet. Thus, the issues ofse
urity and fault toleran
e are somewhat orthog-onal for mobile agent based systems. However, thefault toleran
e proto
ol 
an be integrated with the
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overy from network and node failures.se
urity proto
ol to perform the authenti
ation ona seller site before granting permission for a shop-ping aglet to exe
ute.The proto
ol presented here assumes that the op-erations of storing and retrieving aglet from se
-ondary storage, leader ele
tion and stage termina-tion are atomi
. However, in the real world, anappli
ation 
an fail after it has partially exe
utedthese instru
tions. We are 
urrently investigatingenhan
ements to the proto
ols presented in this pa-per that will make mobile agents resilient againstmore 
ompli
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