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Abstract. Using the derivative of the Boolean function and the e-derivative defined by ourselves as
main research tools, we study the relationship among e-derivative, algebraic immunity and resilience
of balanced H Boolean functions.We get some theorems which connect algebraic immunity,
annihilators, resilience, derivative and e-derivative of balanced H Boolean functions together.
Besides, we also get the judgment of algebraic immunity and resilience for three classes of balanced
Boolean functions by the e-derivative.

Introduction

In recent years,several successful algebraic attacks on stream ciphers have been proposed.To resist
this kind of attacks,a new cryptographic property of Boolean functions called algebraic immunity was
introduced by Meier et al. [1].The Boolean function used in a cryptosystem should have good
cryptographic properties such as balance, high correlation immunity, high algebraic degree, high
algebraic immunity, resilience and high nonlinearity. These properties are required to resist many
kinds of known attacks [2,3]. In the study of the algebraic immunity and other cryptography
properties of Boolean functions,the main research methods we take are as follows. For instance, the
methods of recursively definition and cascade calculation, proceeding from a Boolean function with
optimum algebraic immunity;, it is easy to construct another Boolean function with optimum algebraic
immunity, and the trace representation based Boolean functions,track division.There are some
methods such as the zero set, the support set and k-dimensional subspace of the zero set, the weight
support technique,and algorithms of annihilators set. The above methods need do multi-step
calculations step-by-step to obtain the results, which are more complicated.In this paper,using the
derivative of the Boolean function and the e-derivative defined by ourselves as main research tools,
we go deep into the internal structure of the Boolean function values, studying the judgment of
algebraic immunity and resilience of balanced H Boolean Functions.

From reference [4], it is known that, the e-derivative plays the important role to differentiate
correlation immunities according to the different weights of Boolean functions. Therefore, it is
natural to expect that the e-derivative could further help to unify the algebraic immunity and the
resilient. This would be a hint for the trial of our later discussions.

Preliminaries

The derivative of Boolean functions is known by people [5~8]. The e-derivative of the Boolean
function is given below. The relationships of the e-derivative and derivative and properties of
e-derivative, can be known from references [4, 9~11].

Definition 1: The e-derivative (e-partial derivative) of Boolean function f(x,x,, --,x,) with

respect to 7 variables x,,x,, -, (i,7O[Ln]) is defined as

ef(x)/e(xil’xiz"”’xir) :f(xl’x2"'"xil’xiZ"”’xir"”’xn)f(xl’x2"”’l+xi1’1+xi2"”’1+xir’”"xn) (1)
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If =1, (1) turns into the e-derivative with respect to a single variable, which is denoted by
ef (x)/ex, (i=1,2,---,n) .As a result, the simplified form below can be easily derived.

ef (x)/ex; = f(x,x,, X Lo, %) f(0, X006, 0,000, x,) ((=1,2,000,m) 2)

Lemmas 1~4 that follow describe the properties of derivative and e-derivative of Boolean

functions and balanced H Boolean functions.
Lemma 1: A Boolean function is a diffusive function of degree r iff

w,(0f (x)/0(x,, X0, ,x, ) =2"" (1<i<nI<r<nl<i <i,<---<i <n) 3)

Lemma 2: A Boolean function is an H Boolean function iff the following equations hold for all
X,

w (df (x)/dx,)=2"" (i =1,2,-+-,n) 4)

Lemma 3: For any arbitrary Boolean function, the following equations are true:
S(X)= f(X)Of (x)/ 0(x,), %50, %, ) Hef (X)) e(x,, %, +,x,) 1Si<nl<r<nl<i<i,<---<i <n) (5)
S(x) = f(x)df (x)/ dx; +ef (x)/ ex; (i=1,2,--+,n) (6)
w,(f(x)) =w,(f(x)df (x)/dx,)+w,(ef (x)/ex,) =27 w (df (x)/dx,) + w,(ef (x)/ex)) (=1,2,--,n) (7)
Lemma 4: A Boolean function f(x) is a balanced H Boolean function iff
w,(df (x)/dx,)=2"" and w,(ef (x)/ex)=2"" (i=1,2,"--,n) (8)
Definition 2: 1f w,(f(x))=r#0, suppose that g(1+/)=0 and w,(g) =s<r, then function g is
called a sub-function of function f with gf =¢. Evidently, g is an annihilator of 1+ /', and any
sub-function of 1+ £ is also annihilator of f.

The judgment of algebraic immunity and resilience of balanced H Boolean functions

In this section,we discuss the judgment of algebraic immunity and resilience of balanced Boolean
functions by the e-derivative. Firstly,a theorem is introduced here about the relationship among
resilient H Boolean functions, e-derivative and derivative of balanced H Boolean functions.
Theorem 1: f(x) are balanced H Boolean functions, for any x, (i =1,2,---,n), there are
w, (xef (x)/ex,)=2"w(ef (x)/ex,)=2"" (i#k,k=1,2,--,n) 9)
and
w, (x, f()df (x)/dx,) = 27w (F)df (x)/ dx,) = 2" (i £k, k =1,2,+,m) (10)
then f(x) are (n,1,1)-resilient H Boolean functions.
Proof: For any x, (i =1,2,---,n), there are
w (d(f(x)+x)/dx,)=w(df (x)/dx,)=2"" (i#k,k=12,-,n) (11)
w,(e(f(x)+x;)/ex,)
=w,(ef (x)/ex, + x,df (x)/dx, +x;,) (#k,k=12,--,n) (12)
=, (ef (x)/ ex) + w, (xdf (x) ) +w,(x,) = 2w, (xef (x) ex,) = 2w, (x,df (x)  lx,)
Known by (11),(12) and Lemmas 3, f(x) have correlation immunity iff
27w, (df (x)/ dx,) +w,(ef (x)/ ex,) = 2w, (x.ef (x)/ ex,) = w, (x,df (x)/dx,) +w,(x,)=2"" (13)
By Lemmas 3,we can know that f(x) have correlation immunity iff
w,(f ()df (x)/ d, +ef (x)/ ex, +x,)
=w, (f(x)df (x)/dx,) = 2w, (x, £ (x)df (x)/ dx,) + w,(ef (x)/ex,) = 2w, (x,ef (x)/ex,) + w,(x,)=2"" (14)
(#kk=1,2,,n)
There is also
d(f(x)df (x)/dx,)/dx,
=df (x)/dx, + f(x)d(df (x)/dx,)/dx, +df (x)/dx,d(df (x)/dx,)/dx, =df(x)/dx,
So we can get

(15)

w, (f()df (x)/dx,) = 27w, (df (x)/ dx,) (k =1,2,+,m) (16)
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Solving simultaneous equations which are established by multiplying formula (13),(14) and (16),
we can obtain

w, (x,df (x)/dx,) =2w,(x, f(x)df (x)/dx,) (i £ k,k=1,2,---,n) (17)
If taking
w,(ef (x)/ex,) =2w,(x.ef (x)/ex,) (i # k,k =1,2,---,n) (18)
By (18) and (14),we have
w,(f(x)df (x)/dx,) =2w,(x, f(x)df (x)/dx,) (i # k,k=1,2,---,n) (19)
By (18) and (13),we have
W (df (x)/ dx,) = 2w, (e df () /dx, ) (i £ K,k =1,2,-+,n) (20)

Therefore,we can get that if (18) and (19) establish, (14) must establish, f(x) must be correlation
immune functions. And if (18) and (20) establish, (13) must establish, f(x) must be correlation
immune functions.Hence,if (9) and (10) establish, balanced H Boolean Functions f(x) must be
correlation immune functions. f(x) are (n,1,1)-resilient H Boolean functions as well.

We will discuss the algebraic immunity of (n,1,1) -resilient H Boolean functions as follows.

Theorem 2: 1f balanced H Boolean functions f(x) satisfy

of (x)/9(x,_3x,_,%,,x,) =0 (21)
df ()l dx,_, =1+df (x)/dx, (22)
97 (x)/0(x,_x,)=1 (23)

We can get
1. g(x)=e(1+ f(x))/ex, and g,(x)=(1+ f(x))df (x)/dx, are two annihilators of the lowest algebraic

degree of f(x), g,(x)=e¢f(x)/ex, and g,(x)= f(x)df(x)/dx, are two annihilators of the lowest
algebraic degree of 1+ f(x),as well as

{deg g,(x) =deg g,(x) =deg g,(x) =deg g, (x) =2 (24)
Al(f(x))=2
2. f(x) are (n,1,1)-resilient H Boolean functions.
Proof: 1. Because f(x) are balanced H Boolean functions, there are
w,(L+ f(x)=2" =w,(f(x)) =2"" (25)
w,(d(1+ f(x))/ dx,) = w,(df (x)/dx,) =2"" (i =1,2,---,n) (26)
So,we can get that 1+ f(x) are balanced H Boolean functions too.
Since f(x)satisfy (21) and (23),there are
o1+ f(x))/0(x,_3x,,X,,x,) = 01/0(x,_3x,_,X,,x,) +0f (x)/ 0(x,_sX, ,x,.,x,) =0 (27)
01+ f(0))/0(x, ,x,) =01/0(x, ,x,) + 0 (x)/O(x, ,x,) =1 (28)
By calcluating,we can get
{d(l + f(x)/dx,_, =df(x)/dx,_, (29)
d(1+ f(x))/dx,_, =df (x)/dx,_,

Known by (29) and (22),we have
d(U+ f @)/ dx, , =1+d(1+ f(x)/dx, , (30)
Known by (25) and (26),we have
w,(e(1+ f(x))/ ex,) =2"" (31)
Known by (28),(25),(26) and (31),we have
e(e(l1+ f(x))/ex,)/ex,_, =0
{deg(d(e(l + f(x))/ex,)/ dx,_)=1
According to (22),( 23) and (32), one knows that
deg(d(e(1+ f(x))/ex,)/dx)=1 (i=1,2,--,n=2) (33)
So by (32) and (33),we can get

(32)

deg(e(1+ f(x))/ex,)=2 (34)
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Known from (28),(32) and (34),there are
0(e(1+ f(x))/ex,)/0(x,,x,)0((L + f(x)d (L + f(x))/dx,)/d(x,_x,) =0 (35)
0(e(1+ f(x))/ex,)/0(x, x,)t0((1+ f(x))d(1+ f(x))/dx,)/ O(x,_x,) =1 (36)
So by (35) and (36),we can get
dO(L+ f(x)d(1+ f(x))/dx,)/0(x,x,))/ dx,_,
=0(0((1+ f(x))d(1+ f(x))/dx,)/O(x,.,x,))/0(x,,x,,x,) =1
deg((1+ f(x)d(1+ f(x))/dx,) =2 (38)

And known by (33) and (37), g (x)=e(l+f(x))/ex, and g,(x)=(+ f(x))df(x)/dx, are two
annihilators of the lowest algebraic degree of f(x).

Since the condition (21)~(23) which are satisfied by f(x) are similar with the condition (27),(30)
and (28) which are satisfied byl+ f(x), by the same deduction of the above proof ,we can get:
g,(x)=¢f(x)/ex, and g,(x) = f(x)df (x)/dx, are two annihilators of the lowest algebraic degree of
1+ f(x),and

(37)

degef'(x)/ex, =deg f(x)df (x)/dx, =2 (39)
So AI(f(x)=2.
2. According to (21)~(23),and the deduction of (35) and (36),we can get
d(ef (x)/ex,)/0(x,_,x,)0(f(x)df (x)/dx,)/d(x,_x,) =0 (40)
0(ef (x)/ ex,)/8(x,.,x,) +3(/ ()df (x)/ d, ) /3(x,,x,) =1 (41)
Known by (23),(40) and (41),there must be
w, (x.ef (x)/ex,)=2"w,(ef (x)/ex,)=2""
{Wz (x.f()df (x)/ dx,) = 27w, (f (X)df (x)/ dx,) = 2" (
Therefore, according to Theorem 1 and (42),we can get that balanced H Boolean function f(x) are
correlation immune functions. So f(x) are (n,1,1)-resilient H Boolean functions.
Theorem 3: 1f balanced H Boolean functions f(x) satisfy

i=1,2,,n) (42)

of (x)/9(x,.,%,.,%,) =0 (43)

w,(f(x)ef (x)/e(x,_,x,_,x,_,x, _x,))=2""+2"" (44)
W, (f () () 0(X, 4%, 3%, ,X, 1%, ) = 2" (45)

0(ef (x)/ex,)/0(x,_,x,_3x,_,x,,X,) =0 (46)

We can get
1. ef(x)/ex, is an annihilator of the lowest algebraic degree of 1+ f(x),e(l+ f(x))/ex, is an

annihilator of the lowest algebraic degree of f(x),and
degef(x)/ex, =dege(l+ f(x))/ex, =2
2. f(x) are (n,1,1)-resilient H Boolean functions.
Proof: 1. Since f(x) are balanced H Boolean functions, there are
w, (f(x)=2"" w (df (x)/dx,) =2"",w,(f(x)df (x)/dx,) =2""7,w,(ef (x)/ex,) =2"" (47)
According to (43),(46) and (47),there must be

O(ef (x)/ex,)/0(x,_x,) =d(ef (x)/ex,)/dx,_, (48)
w,(d(ef (x)/ex,)/dx,)=2"" (49)

Known by (48),(49) and (44)~(46),we have
d(d(ef(x)/ex,)/dx,_)/dx,_, =1 (50)

So there is

deg(0(ef (x)/ex,)/0(x,_x,)) =degd(ef (x)/ex,)/dx,_, =1 (51)

According to (48) and (44)~(46),we can get
d(ef (x)/ex,)/dx, , =d(ef (x)/ex,)/dx,_, (52)
d(ef(x)/ex,)/dx,_, =d(ef (x)/ex,)/dx,_, (53)

And
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e(d(ef(x)/ex,)/dx, ;) e(x,_,x,_sx,_,x, _x,)=e(d(ef (x)/ex,)/dx, )/ e(x,_x,_,x,_X,)

(54)
=e(d(ef (x)/ex,)/dx, ;)] e(x,_,x,_x,)=0
Then by (52) and (54),we can get
degd(ef (x)/ex,)/dx,_, =degd(ef (x)/ex,)/dx,_, =1 (55)
And by (53) and (51),we can get
degd(ef (x)/ex,)/dx,_, =1 (56)
Since f(x) are balanced H Boolean functions, there is
w (df (x)/dx,)=2"" (i =1,2,-+-,n) (57)
Since f(x) satisty the condition (43)~(46) and the formula (57),there is
d(ef () ex,)/ dx, (=n-5n-6,-321) (58)
=d(ef(x)/ex,)/dx,_, =d(ef (x)/ex,)/dx,_,
So according to (58) and (55), one can know that
degd(ef (x)/ex,)/dx, =1 (i=n=5n-6,---,3,2,1) (59)
according to (51),(55),(56) and (59),there is
degef(x)/ex, =2 (60)

And by (43)~(46),we can get that ef (x)/ex, is an annihilator of the lowest algebraic degree of
1+ f(x).
Known by (43)~(46),there must be
deg(e(1+ f(x))/ex, +ef (x)/ex,) =deg(d(ef (x)/ex,)/dx, ;) (61)
and e(1+ f(x))/ex, is an annihilator of the lowest algebraic degree of f(x).
So according to (55) and (61), one knows that

deg(e(1+ f(x))/ex, +ef (x)/ex,) =1 (62)
Then according to (60) and (62),there must be
dege(l+ f(x))/ex, =2 (63)

Hence, AI(f(x))=2.
2. Known by (43), one knows that

w,(f ()| x, =0)=w,(f(X)|x =) =2"w,(f(x) (=n=2,n=1,n) (64)
So
w, (x, f(X)df (x)/dx,)=2"'w, (f(x)df (x)/dx,)=2"" (i=n=2,n—1,n) (65)
w,(x.ef (x)/ex,)=2"w(ef (x)/ex,)=2"" (i=n=2,n—1,n) (66)
According to (43)~(46),there must be
w, (x, f(X)df (x)/dx,) =2""'w,(f(x)df (x)/dx,)=2"" (i=1,2,---,n = 3) (67)
w, (x.ef (x)/ex,)=2"w(ef (x)/ex,)=2"" (i =1,2,---,n=3) (68)

Then According to (65)~(68) and Theorem 1,we can get that balanced H Boolean functions f(x)
are correlation immune functions. So f(x) are (n,1,1)-resilient H Boolean functions.

Using the similar proof of Theorem 3, we can get Theorem 4 which reveals the relationship
between algebraic immunity of another class of (n,1,1) -resilient H Boolean functions and the
e-derivative. Limited by the length,Theorem 4 is given as follows without proof.

Theorem 4: 1f balanced H Boolean functions f(x) satisfy

0f (x)/3(, 4%, 1%,) = 0 (69)
d(d(ef(x)/ex,)/dx,_,)/dx,_, =1 (70)
0f (x)/0(x, 4%, 5%, ,%,,%,) =0 (71)

We can get
1. ef(x)/ex, is an annihilator of the lowest algebraic degree of 1+ f(x),e(l+ f(x))/ex, is an

annihilator of the lowest algebraic degree of f(x),and



200 Applied Mechanics and Mechanical Engineering IV

{deg ef (x)/ex, =dege(l+ f(x))/ex, =2
AlI(f(x))=2

2. f(x) are (n,1,1)-resilient H Boolean functions.

Conclusions

The relationship of algebraic immunity,correlation immunity, annihilators and resilience is addressed
for balanced H Boolean functions. It is shown that the most crucial factor that impacts and combines
the above characteristics is the e-derivative. The research in this paper is fundamental and could be
extended toward the problems on compatibility among the different cryptography properties of other
types of H Boolean functions such as Bent functions and rotational symmetric functions. It can be
seen that the e-derivative should also play an important role while dealing with the variant types of H
Boolean functions. It should be the key to solve the concomitant problems.
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