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Mobile IP is a protocol that allows a host in the Internet to change its point
of attachment to the fixed network without losing connection to its peers.
Handoff is a mechanism by which the point of attachment is changed from one
access network to another. Handoffs cause interrupts in the data flow until the
mobile node has established its presence in the new network.

The number of mobile nodes is increasing, and there is a trend towards more
time-sensitive applications. This calls for efficient handoff management to
minimize the undesirable effects of handoffs. At the same time, new wireless
transfer media have become available.

This thesis presents a heterogeneous handoff algorithm that achieves mainte-
nance of undisturbed connectivity and makes the best use of available network
resources. The solution uses link layer information and statistical methods to
improve handoff target decisions, to make the handoffs faster, and to prioritize
available connections to reach the improved overall quality of service.

As part of this thesis, I identified several problems involved in simultaneous
Mobile IP registrations with timestamp- and nonce-based replay protection.
Based on the findings, I developed a registration scheme that allows efficient
registering through multiple interfaces having dynamic priority order.

Keywords: Mobile IP, heterogeneous handoff, fast handoft, seamless hand-
off, QoS, velocity adaptation, ping-pong detection, IEEE-802.11, TEEE-
802.3, GPRS, registration management, implementational feasibility




TEKNILLINEN KORKEAKOULU DIPLOMITYON TIIVISTELMA

Tekija ja tyon nimi:
Joni Bask
Heterogeeninen yhteydensiirtoalgoritmi Mobile IPv4:44n ilman vierasagentteja

Paivamaara: 5. toukokuuta, 2003 Sivumaara: 9 + 96
Osasto: Professuuri:
Tietotekniikan osasto Tik-110

Tyon valvoja:
Professori Antti Yla-Jaaski

Tyon ohjaaja:
Diplomi-insin6ori Panu Pietikainen

Mobile IP on protokolla, joka mahdollistaa paatelaitteiden liikkumisen Inter-
netissa istuntojen katkeamatta. Yhteydensiirto on mekanismi, joka mahdollis-
taa siirtymisen kahden eri aliverkon valilla. Samalla kuitenkin aiheutuu katkos
tiedonsiirtoon.

Liikkuvien IP-paatelaitteiden méaara on lisaantymassa. Samalla on huomat-
tavissa trendi kohti reaaliaikaisia ja aikakriittisia sovelluksia. Tama vaatii
tehokasta liikkuvuuden hallintaa, yhteydensiirron aiheuttamien haittojen mi-
nimoimiseksi.

Tama tyo esittelee heterogeenisen yhteydensiirtoalgoritmin, joka pyrkii tur-
vaamaan hairiottomat yhteydet, painottaen eri tiedonsiirtoteknologioiden op-
timaalista kayttoa. Ratkaisussa kaytetaan linkkikerroksen informaatiota ja
tilastollisia menetelmia parantamaan kohdeyhteyden valintaa, nopeuttamaan
yhteydensiirtoprosessia ja priorisoimaan tarjolla olevia yhteyksia.

Osana tutkimustani yksiloin useita Mobile IP rekisterointiin liittyvia ongelmia,
kun rekisterointi on mahdollista tehda usean eri aliverkon kautta. Ongelmat
aiheutuvat paljolti aikaleima- ja nonce-pohjaisen uudelleenlahetyssuojauksen
rajoitteista. Kehitin havaintojeni pohjalta menetelméan, joka nopeuttaa re-
kisterdintia sen tapahtuessa usean eri priorisoidun yhteyden kautta.

Avainsanat: Mobile IP, heterogeeninen yhteydensiirto, nopea yhteyden-
siirto, saumaton yhteydensiirto, palvelun laatu, nopeuteen mukautuminen,
ping-pong:n havaitseminen, IEEE-802.11, IEEE-802.3, GPRS, rekister6innin
hallinta, toteutettavuus
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Glossary

access point (AP) Any entity that has station functionality and provides wireless access to the
fixed network.

access router (AR) An IP router residing in an access network that is connected to one or more
APs. An AR offers IP connectivity for mobile nodes.

agent discovery A process through which a mobile node learns the mobility agents residing in
the visited network.

association An IEEE 802.11 service that enables the mapping of a wireless station to the fixed
network via an access point.

base station Telecommunications radio equipment located at one fixed location, and that is used
for serving one or several cells.

basic service area The conceptual area within which members of a basic service set (BSS) may
communicate.

basic service set A set of IEEE-802.11-compliant stations that operate as a fully connected
wireless network.

care-of address (CoA) The termination point of a IP-IP tunnel toward a mobile node.

co-located care-of address (CCoA) A care-of address that is bound to one of the network
interfaces of the mobile node. Compare to foreign agent care of address.

correspondent node (CN) A peer with which a mobile node is communicating. A correspon-
dent node may be either mobile or stationary host.

dynamic host configuration protocol (DHCP) A protocol that is used for dynamic provi-
sion of IP addresses for Internet hosts.

fast handoff A handoff that is completed faster than a simple Mobile IP handoff. Fast handoff
is not loss-free. Packets may be dropped during the process.

foreign agent (FA) A router on a mobile node’s visited network which provides routing services
to the mobile node while registered. The foreign agent detunnels and delivers datagrams to
the mobile node that were tunneled by the mobile node’s home agent. For datagrams sent
by a mobile node, the foreign agent may serve as a default router for the registered mobile
nodes.

foreign agent care-of address An IP address of a foreign agent that serves tunnel end-point
for mobile nodes.

foreign network Any network other than the mobile node’s home network.

gratuitous ARP An ARP packet sent by a host in order to spontaneously cause other hosts to
update the entry in their ARP cache.

handoff A process by which an Internet host changes its point of attachment from one subnet to
another.

handoff latency The duration of interruption to data flow from and to the mobile node caused
by a handoff.

handoff management A process that initiates, executes, and controls handoffs of a mobile node
to ensure the best possible connectivity.

handoff policy A set of rules that identify the next point of attachment to be used if a handoff
is needed.
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handoff target The destination point of attachment, to which connection is transferred during
the handoff.

heterogeneous handoff See inter-media handoff.

home address An IP address that is assigned for an extended period of time to a mobile node.
The home address remains unchanged regardless of where the mobile node is attached to
the Internet.

home agent (HA) A router on a mobile node’s home network which tunnels datagrams for
delivery to the mobile node when it is away from home, and maintains current location
information of the mobile node.

home network A network, possibly virtual, having a network prefix matching that of a mobile
node’s home address.

ingress filtering Routers exercise ingress filtering to prevent source address spoofing of IP pack-
ets. This is done by matching the source address to network prefixes of known networks
behind the link. If the match is not found, the packet is dropped.

inter-media handoff A handoff, during which connection is transferred over one type of link
layer to another.

link A facility or medium over which nodes can communicate at the link layer. A link underlies
the network layer.

link layer (L2) Handoff Change of MN’s link layer connection from one location to another.
No change in off-subnet routing reachability information is required if the L2 handoff occurs
within a subnet.

link layer address The address used to identify an endpoint of some communication over a
physical link. Typically, the Link- Layer address is an interface’s Media Access Control
(MAC) address.

mobile node (MN) A host or router that changes its point of attachment from one network or
subnetwork to another. A mobile node may change its location without changing its IP
address; it may continue to communicate with other Internet nodes at any location using
its home address.

mobility agent Either a home agent or a foreign agent.

mobile controlled handoff A handoff, whereby the mobile node is responsible for determin-
ing its new point of attachment and carries out the necessary protocols for making the
determination as well as establishing the presence at the point of attachment.

mobility binding The association of a home address with a care-of address, along with the
remaining lifetime of that association.

mobility security association A collection of security contexts, between a pair of nodes, which
may be applied to Mobile IP protocol messages exchanged between them. Each context
indicates an authentication algorithm and mode, a secret (a shared key, or appropriate
public/private key pair), and a style of replay protection in use.

move detection A method that mobile node uses to notice the change of interfaced subnet.

network controlled handoff A handoff, whereby some entity in the serving network directs the
establishment of a new link between the mobile node at some point of attachment determined
by the network elements.
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network layer (L3) Handoff Change of a mobile node’s routable address from one subnet to
another. An L3 handoff results in a change in the mobile node’s routing reachability, that
will require renewal of the mobility binding.

ping-pong A situation in which the connection of the mobile node rapidly oscillates between two
point of attachments, causing excessive number of unnecessary handoffs.

point of attachment Location of network side termination point of the mobile node’s physical
layer connection to the network.

registration management A procedure that is followed when forming and sending Mobile IP
Registration Requests via multiple interfaces to fast establish mobility binding.

reverse tunneling Mobile IP routing method that tunnels packets from a mobile node to the
corresponding node via the home agent. As source IP addresses of packets are topologically
correct, ingress filtering is not a problem as with triangular routing.

seamless handoff A handoff that causes no packet loss nor handoff latency. A seamless handoff
can not be noticed simply by examining the data stream.

Security Parameter Index (SPI) An index that identifies security context between pair of
nodes. The SPI is chosen among the contexts available in the Mobility Security Association.

smooth handoff A handoff that causes interruption to the flow of packets, but zero packets are
lost during the handoff. Usually smooth handoff includes buffering of packets during the
interruption.

station Any device that contains an IEEE 802.11 medium access control (MAC) and physical
layer (PHY) interface to the wireless medium (WM).

target network The network that is targeted in handoff. Network layer handoff means always
change of visited subnet, but link layer handoff may occur within a subnet.

tunnel The path followed by a packet while it is encapsulated. Encapsulated packet is routed to
a knowledgeable decapsulating agent, which decapsulates the datagram and then correctly
delivers it to its ultimate destination.

velocity adaptation A method by which a mobile node adjusts handoff target decisions and
schedules handoffs in accordance to its current velocity.

visited network A network other than a mobile node’s home network, to which the mobile node
is currently connected.



1 Introduction

The concept of mobility has been the subject of a lot of interest within the Internet
community during the past decade. The telecommunications industry has revealed
the benefits of being able to communicate anywhere and anytime. With true IP
level mobility, nomadic Internet users would be able to access network resources
and exchange data with each other in a similar manner. This need becomes every
day more evident. The number of mobile hosts is increasing with the emergence
of lightweight digital personal assistants and laptop computers capable of wireless

communication.

Mobile IP is the most prominent way to introduce mobility to the Internet Protocol
based communications. The idea is to make communicating hosts unaware of the
underlying movement between the subnets. This allows applications to operate as
if the hosts were stationary. A mobile node is a host that can change its point
of attachment to the Internet from one subnet to another. To maintain ongoing
communications with other hosts, the IP address of the mobile node must remain
immutable. Otherwise, the higher layer protocols lose the end-to-end connection
they need for exchanging packets. A permanent IP address called a home address
is allocated from the home network of the mobile node. Packets destined for the
mobile node are routed with the home address to the home network. The packets are
intercepted by a home agent, a network entity residing at the home network. The
home agent tunnels packets to the current location of the mobile node. Whenever
the mobile node moves to a new subnet, it registers its new location to the home

agent.

Moving from one subnet to another causes a handoff. During the handoff, a mobile
node’s point of attachment to the fixed network is transferred to another. This
causes a disruption in the ongoing data flow. The overall delay can be separated

into four components. First, the mobile node has to set up a link layer connection to



a new point of attachment. Then, the movement has to be detected in the network
layer. This can be done by employing network layer mechanisms or by sharing
information between the link and the network layer. After that, a temporary IP
address called a care-of address must be acquired from the new subnet. Finally,
the care-of address must be registered to the home agent in order for packets to
be redirected to the mobile node. The connection is broken until a new tunnel is

formed from the home agent to the care-of address.

If handoff is not handled properly, it causes user perceivable degradation of quality
of service. Especially real-time and delay-sensitive applications suffer from the in-
terrupted data flow. The handoff algorithm seeks to execute handoff as efficiently
as possible to minimize packet drop and latency. When a mobile node possesses
multiple network interfaces, the handoff algorithm must also choose the best inter-
face to be used at a time. The right timing of the handoff is essential in wireless
networks. Delayed handoff causes increased packet drop as signal quality decreases
when the distance between the transmitters grows. In the transport layer, TCP
protocol interprets the break caused by the handoff as network congestion. The
congestion control mechanism delays packet transmission even more. Increased use

of multi-media services calls for efficient handoff management.

Recent years have seen the introduction of several new technologies for wireless data
transfer. Currently the assortment includes for instance GSM data, GPRS, UMTS,
wireless LAN, and Bluetooth. Telecommunications networks have wide coverage
areas, but modest bandwidth compared to the technologies of smaller cell sizes like
[EEE-802.11. Inter-media, or heterogeneous handoffs are the way to make the best
use of the currently available network resources. Wired connection can be used
at the office, whereas wireless LAN is the best option for a mobile user. Cellular
technologies fill the gaps in the wireless LAN coverage. A fast-moving mobile node
benefits from the large radio cell sizes of the cellular technologies. Using wireless

LAN, a high velocity mobile node may not occupy one cell long enough for the



handoff to complete at all. This results in frequent care-of address registration
attempts that only increase network traffic. At the same time, zero user data is
transferred. A large cell size diminishes the handoff frequency of a moving mobile
node. Heterogeneous handoff algorithm collects data from each available transfer

medium to make optimal inter- and intra-media handoffs.

Mobile TP specification assumes that in general, each access network comprises a
network element called a foreign agent. Foreign agents detunnels and delivers pack-
ets from the home agent to the mobile node. They provide care-of addresses for
the mobile nodes. Additionally, foreign agents can assist mobile nodes in handoff
execution. In the absence of a foreign agent, a mobile node can perform detunneling
by itself and acquire a care-of address with other means. At the time of writing this
thesis, only an insignificant portion of networks comprise foreign agents. To operate
widely, a mobile node has to cope without them. The lack of foreign agents has
its implications for handoff management. Most of the current research to improve
handoff management involves foreign agents. It can be questioned if foreign agents
will ever be deployed on a larger scale. Benefits of the foreign agents may not justify
the investments needed. It is more likely that foreign agents will be deployed only
for isolated regions like hotspots. Finally, the commonly available hotspots must
also serve clients that do not execute Mobile IP. Those clients will acquire care-of

addresses without communicating with the foreign agents.

This thesis studies Mobile IP protocol to identify its implications for multiple net-
work interface handoff management in networks that lack foreign agents. Based on
the findings, a new heterogeneous handoff algorithm is presented. The algorithm
does not assume any changes to intermediate network components or Mobile TP
protocol. Handoffs are strictly mobile controlled and do not rely on foreign agent

support of any kind.



2 Problem setting

2.1 Handoffs in Mobile IP

Mobile TP was designed to provide macro mobility for mobile nodes. A macro hand-
off occurs whenever there is a need to register a new care-of address (CoA) to the
home agent (HA). Similarly, the term micro mobility is referred when the mobile
node (MN) moves within a subnet or an administrate domain. Registration Re-
quests are either unnecessary or terminated inside the administrative domain to
update the location of the MN locally. Mobile IP is ill suited for frequent handoffs.
The main source of the problem is the latency and packet loss that is induced by
lengthy registration processes: Registration messages must traverse all the way to
the home agent and back. Besides, the Mobile IP network layer movement detec-
tion mechanism is slow. This delays the initiation of the registration process even
more. Nowadays, real-time requirements are rapidly infiltrating the IP world and

the Mobile IP network layer handoff procedure is seen insufficient.

Network layer (L3) handoff is a procedure, during which the MN moves to a new
subnet and establishes the corresponding mobility binding with the home agent.
Efficient execution of the handoff requires two things: The time that the MN is
unable to exchange packets with the correspondent nodes should be minimal. The
number of packets dropped because of the handoff should as well be minimal. The

handoff process requires several tasks from the MN:

1. At the link layer an association to the new subnet is formed. This is simple
with wired media, but with wireless medium like IEEE-802.11 a link layer
handoff algorithm is needed. The link layer association may be possible with
multiple access points at a given time, and the most suitable access point
should be chosen. The link layer handoff algorithm is responsible for selecting

the target access point.



2. The network layer may or may not be aware of the link layer handoff. If not, the
network layer handoff algorithm has to detect the movement by other means.
Mobile IP suggest that this is done by examining Agent Advertisements sent
by foreign agents (FA) in the visited network. Alternatively, the link layer

may provide triggers to inform the network layer about the movement.

3. Once the MN has found out that the movement has occurred, it has to start

acquiring a new CoA.

4. The MN sends a Registration Request to the HA to update the mobility bind-
ing with the newly acquired CoA. The Registration Request is sent via a FA

or directly to the HA in case of co-located CoA. (See Section 4.1)

5. When the HA receives the Registration Request, it answers with a Registration
Reply and starts to tunnel arriving packets to the new care-of address of the

MN.

In this thesis a handoff is considered to start when the link layer association to the old
subnet is lost. The handoff is completed when a Registration Reply message arrives
from the HA to the MN. A network layer handoff starts when the L2 association
has been changed. In this sense, the time it takes to notice the movement to a new
subnet is considered part of the network layer handoff. The term handoff latency
denotes the time it takes to commit the whole handoff process. During the handoff
the MN is unable to exchange packets with the CNs. Packets destined to the MN

are lost until the HA has updated the mobility binding of the MN.

2.2 Complexities of handoff management

Handoff management achieves to maintain the communications of the mobile node
at an acceptable quality of service (QoS) level despite of the mobility. This involves

efficient handoff execution to minimize the handoff latency and packet drop, and



intelligent handoff target selection to avoid unnecessary handoffs and to ensure that

the best possible connection is used at a time.

Possible handoff targets can be prioritized for example by bandwidth, latency, packet
error rate, cost of the bandwidth, and the expected time of availability of a certain
connection. The handoff algorithm makes trade-offs between these measures when
selecting the handoff target. To make optimal trade-offs, the QoS needs of the
currently used applications had to be known. For example, voice-over-IP needs
low latency above all, whereas file download benefits mainly from high bandwidth.
Unfortunately, current platforms do not commonly provide this information for the
use of the handoff algorithm. Even the application itself is often unaware of its

future QoS needs.

Handoffs themselves affect the user perceived QoS. Advantage of a handoff to a
point of attachment of a better connection has to be balanced against the interrupt
caused by the handoff itself. The gain increases concurrently with the duration that
the new point of attachment can be used. The expected time at the current location
may be estimated for instance by examining the past movements and the current
velocity of the mobile node. Of course, this assumes that some kind of regularity

can be found in the movement pattern of the particular mobile node.

Many difficulties in handoff management arise from the unpredictability of the net-
working environment. The network topology changes during the time as new net-
work elements are deployed and old ones are removed. Routing is fluctuating too,

routes from host to host are under, usually slow, but continuous change.

Wireless technologies make the environment even more unpredictable. The cell
coverage is dependent on surrounding terrain. Buildings and other barriers introduce
sudden shadowing effects, which cause rapid decaying of the signal even within few
meters of distance. Components of the signal may be received out of phase, as they

take different paths and reflect from surfaces before arriving to the receiver [55].



This multi-path propagation causes part of the signal to encounter delay because
travelling longer paths to the receiver. Represented information symbols overlap,
which impedes the demodulation of the signal. Physical barriers are often temporary,
like bypassing vehicles, and therefore difficult to be prepared for. Radio links suffer
also from the interference inflicted by other transmitters in the same frequency

channel.

2.2.1 Divided protocol layers

Handoff management is divided between link layer handoff algorithms of TEEE-
802.11 wireless network adapters and a network layer handoff algorithm. The link
layer algorithm decides the access point to associate with and the timing of the
L2 handoff. The network layer algorithm chooses the interface to use, acquires a
CoA from the visited subnet, and handles the Mobile IP registration process. If OSI
(Open Systems Interconnection) [12] reference model is complied with, the two layers
are separated and they do not communicate with each other. Yet, the layers share
a common goal. An independent link layer handoff algorithm is unable to choose
the best target access point without the knowledge of the quality of the network
layer connection that would be provided through the link. For example, while the
radio signal of the access point is good, the interfaced subnet may not provide route
to the home agent at all. In practise, the situation is just as described. Protocol
stacks seldom offer coupling of link and network layers. Link layer algorithms are
usually proprietary and executed at the device driver or the firmware of the wireless
network interface card. When the behaviour of the two layers are not coordinated,

the resulting behaviour is inevitable suboptimal.



2.2.2 Link layer handoff decisions

Link layer handoff decisions of an IEEE-802.11 interface are commonly based on
the signal qualities of the available access points as other information can be hard
to acquire. The received signal strength (RSS), signal-to-interference ratio (SIR),
bit error rate (BER) or some combination of these can be used. A strong signal
level implies a low packet drop, but also the likelihood of the proximity of the access
point. The goal is to associate with the access point that provides the best link layer
connection at time and that can be used for an extended period of time. Again, there
is a tradeoff between the signal quality level and the number of reassociations needed
over time. Every reassociation decreases the overall quality of service. The lack of
predictability of the movement of the the mobile node and the unknown coverage
areas and placing of access points makes optimal decisions impossible. The nature of
the radio network causes signal strengths to alternate frequently and unexpectedly.
At the physical layer, only a few centimeters movement of the receiving antenna can
affect drastically to the signal quality. For the use of the link layer, the changes are
averaged over time, but the problem remains at larger scale. Rapid, but temporary
variations in the signal quality disturb handoff decisions. One approach is to delay
the handoff until it is more evident that the weakening of the signal is definitive,
and the handoff is truly needed. This remedies a “ping-pong” situation, in which
the mobile node rapidly oscillates between multiple access points. Naturally, this
handoff policy has its weaknesses. When the signal degradation indeed turns out
to be definitive, the handoff to the new access point is unnecessarily delayed. L2
handoffs between the access points of one subnet are tolerable in comparison to
those between separate subnets. Between subnets, a L3 handoff is needed and the
overall handoff latency is increased usually by an order of magnitude. The L2
handoff algorithm running in the network interface card does not have the access
to the information about the subnet boundaries. Due to the dynamic propagation
environment, any link layer handoff algorithm that uses constant parameters to

determinate the necessity of the handoff from the signal quality is suboptimal in



certain situations [58].

2.2.3 Network layer difficulties

A network layer heterogeneous handoff algorithm forms mobility bindings for care-
of addresses. The decision of which network interface to choose at a time is a
complex problem. The criteria includes for example the quality of the network layer
connection to the corresponding nodes and to the home agent, the type of user
application, the current handoff policy, the velocity of the mobile node, the cost
of bandwidth, the duration that the care-of address can be used, and the services
available at the interfaced network. The characteristics of the route to the home
agent are often unknown at the decision making time. Without this information,
the interface of the fastest available transfer media is usually chosen. Likewise, it
is unknown how long a specific link layer connection is up. A fast moving mobile
node may associate to an access point at L2 layer, but does not have enough time
to complete the registration of the CoA (L3 handoff) until the link is lost again.
The knowledge of the exact moments of the link layer handoffs would be beneficial.
The L3 handoffs could be scheduled accordingly. In this case, the next network
interface could be prepared in advance. This means for example, acquiring a CoA
and sending the Registration Request in advance to schedule L3 handoff to the same

moment that the link layer connection to the old point of attachment is lost.

2.2.4 The network aspect

From the network aspect, handoff management has other requirements. Frequent
handoffs generate control traffic that burden network and should be avoided. Mini-
mal number of handoffs allows more networking resources to be used for actual user
traffic. One way to diminish the number of link layer handoffs is to delay a handoff

until it is absolutely sure that one is needed. On the other hand, the delayed handoff
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results in a degraded signal level and in situation, where the QoS requirements of the
client may not be met. A delayed handoff in IEEE-802.11 means often that the mo-
bile node is moving across cell boundaries and more and more into the neighbouring
cell. This may interfere with the signals of other mobile nodes communicating inside
the new cell. Changing traffic distribution adds in its own difficulties, especially in
the wireless networks that serve mobile nodes. Mobile nodes should be evenly allo-
cated to available radio cells. A common problem is that the traffic distribution gets
unbalanced. Common parameters in the handoff algorithms may cause situations,
in which the majority of the mobile nodes decide to associate to the same access
point at the same time. This leads to one burdened cell, while the neighboring cells

are only slightly utilized.
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3 Problem statement

This thesis studies handoff management of a multiple network interface Mobile TP
client in networks that lack foreing agents. The main objective is to design a new

heterogeneous handoff algorithm suitable to the situation.

I will emphasize straightforward deployment of mobile nodes and implementational
feasibility in the design of the algorithm. The handoff management must conform
completely to the Mobile IP specification. No new network entities nor modifica-
tions to the protocol are acceptable. The design should not postulate unrealistic
implementational efforts. The capabilities of the standard network interface cards
and the operating system! limitations are taken into account. The design of the
algorithm will be detailed to the degree that no ambiguities are left in the handoff

management functionality of the mobile node.

Two major drivers call for this research.

e A mobile node has to cope in networks, where foreign agents are not present.
In the current networking environment, foreign agents are extremely rare. It is
uncertain if foreign agents will ever be deployed widely. The main benefit of a
foreign agent is that the use of it spares already burdened IPv4 address space.
There is a work in process at the Internet Engineering Task Force (IETF) to
introduce Network Address Translation (NAT) traversal to the Mobile IP [29],
which would solve the problem. Other benefits of the foreign agent like packet
tunneling on behalf of mobile nodes and handoff assistance may not be found

important enough to upgrade the current networks.

e A mobile node with multiple network interfaces, each of different type of me-
dia, benefits from the extended coverage area and the ability to use higher

bandwidth communications whenever they are available.

"Windows XP and Linux are referred when the feasibility of the implementation is considered.

The algorithm itself will be platform independent
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The Mobile IP specification acknowledges that the mobile node may have multiple
interfaces in use at the same time. However, the protocol imposes restrictions to the
multi-interface handoff management. These implications are not explicitly stated
in the Mobile IP specification. I will include this Mobile IP analysis to my work.
Functioning without foreign agents will introduce other difficulties, especially in
the movement detection. The current network interface hardware may add further

limitations to the possible solutions of the algorithm.

3.1 Criteria

The following criteria should be fulfilled by the resulting heterogeneous handoff

algorithm.

Minimal interference to data flow The algorithm must seek to minimize hand-
off originated interruptions to the data flow. This includes as efficient as
possible handoff execution to reduce the handoff latency and packet loss. Un-
necessary handoffs must be avoided. Reasonable trade-offs must be found
between the handoff frequency and the overall quality of service of the con-

nection.

Detailed algorithm design The handoff management must be presented to the
detail that leaves no ambiguities in the functionality of the mobile node in any

situation.

Implementational feasibility The implementation of the algorithm must be pos-
sible with a reasonable effort. The design must not pose unrealistic require-
ments to the platform, protocol stack or assumed Mobile IP implementation.
The capabilities of standard network interface cards and the operating system
limitations must be taken into account. The algorithm itself will be platform
independent, but when the implementational feasibility is considered, Win-

dows XP and the latest Linux distributions are treated as reference operating
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systems. These operating systems are chosen for their popularity among lap-

top computers.

Conformance to Mobile IP Full conformance to the Mobile IP specification is
required from the algorithm. No new protocol messages, message extensions

or changes to the functionality of the network entities are allowed.

Efficient use of bandwidth There is a close relation between the bandwidth us-
age and the handoff performance. A fast movement detection may require
extra network traffic. Verification of the bi-directional route to the home
agent may require extra registration messages. The trade-off exists also be-
tween the frequency of the handoffs and the network usage. Naturally, each
network layer handoff requires a new registration process. The active scan-
ning of nearby access points consume the bandwidth of the air interface. The

algorithm must use bandwidth sparingly.

Minimal user interaction A considerable goal is to make the handoff manage-
ment transparent to the user. This is perhaps even more important than the
seamlessness of the data flow. Handoffs between different transfer media must
not involve user interactions. Furthermore, the user should be liberated from
choosing different handoff management profiles e.g. when the velocity of the
mobile node changes. This would be a notable step towards better usability

of a Mobile IP client using heterogeneous transfer media.

Security Design choices made on behalf of the handoff management must not

weaken the security of Mobile IP.

3.2 Scope

This thesis studies handoff behaviour only in the networks that do not comprise
foreign agents. This does not prevent the implementation of the mobile node from

having extra functionality for foreign agent supported handoffs. Even in case that
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the network includes a foreign agent, it is likely that other methods to acquire care-
of address are also available and that the algorithm can be used. Not all mobile

hosts execute Mobile IP.

Media types that the heterogeneous algorithm will support are ethernet (IEEE-
802.3), wireless LAN (IEEE-802.11b), and GPRS (General Packet Radio Service).
These are the most likely media types used by a mobile node. Moreover, these media
types differ enough to have an advantageous complementary effect on each other.
The algorithm itself is not media dependent, but some exotic transfer media might
impose extra requirements to the handoff management. The power consumption
of different transfer media is not taken into account. Nevertheless, it might be

considered, because handoffs increase network traffic and thus drain batteries.

The aggregate behaviour of the mobile nodes executing the handoff algorithm is not
studied within this thesis. When multiple mobile nodes execute the same handoff
algorithm with the same set of parameters at the same location, the aggregate be-
haviour may differ substantially from the behaviour of a sole mobile node [59]. There
is a risk of oscillating congestion between access points and other unwanted phenom-
ena. In general, this is mostly the problem of the link layer handoff algorithm, and

it is acceptable to exclude it from this thesis.

The design of the handoff algorithm is dependent on the Mobile IP implementation.
In this thesis, I will assume that Mobile IP registrations can be performed simul-
taneously through multiple interfaces. The mobile node has to be able to receive
and transmit data packets simultaneously via multiple interfaces as well. These
are realistic assumptions. The Mobile IP protocol requires such a functionality if
simultaneous bindings are to be used. No platform limitations exists if Mobile IP is

implemented under the operating system protocol stack.

This thesis is a theoretical study, and no software components are implemented,

excluding some prototypes to test the feasibility of parts of the system.
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3.3 Measurement of results

Most of the criteria related to the design of the handoff algorithm and the Mobile
IP analysis are qualitative. Consequently, the best that can be done is to argue why

a certain goal has been achieved, or to what degree it has been achieved.

Each feature, parameter or design choice of the algorithm is evaluated to identify its
impact to the overall handoff management. The goal is to state the improvements,
disadvantages, and limitations in a clear way to allow the reader to understand what

kind of an effect the changing of each feature would bring.

A formal prove of the optimality of the algorithm is out of scope. There are simply
too many variables involved in the system comprising the whole network layer hand-
off management. However, there are many design choices, which can be justified. To
some degree, the handoff management can be separated to individual parts, whose

optimality can very well be presented.

3.4 Organization of the thesis

The rest of this thesis is organized in a following manner. In Chapter 4 I will go
through the Mobile IP protocol related RFCs. Chapter 5: Related work, discusses
about previously presented handoff improvement methods. Mobile IP is analysed
in Chapter 6 for the protocol implications to the handoff management of a multi-
interfaced mobile node functioning without the foreign agent support. Chapter 7
presents a handoff algorithm that should fulfill the given criteria. In Chapters 8 and
9, I will evaluate the algorithm, analyse results, and make conclusions about the

work.



16

3.5 Assumptions about the reader

The reader of this thesis is assumed to be familiar with the TCP/IP protocol suite
and Internet routing. Comer’s Internetworking with TCP/IP [11] gives excellent
introduction to the issue. A basic knowledge of the wireless LAN medium access

control and physical layer is beneficial [60].

3.6 Referencing Internet-Drafts

The Internet Engineering Task Force (IETF) requests that Internet-Drafts submit-
ted to the IETF must not be referenced except as “Work In Progress” because they
are not officially published documents. This is specified in the Internet Standards
Process [5]. Contrary to this request, I have referenced Internet-Drafts by their file
names, which are stated in the beginning of each draft. Following reasons advocate

my decision.

1. It aids to locate drafts that are possibly older than six months. The IETF does
not guarantee that drafts older than six months can be found. Internet-Drafts
are meant to be only temporary working documents in the IETF standards

process.

2. Internet-Drafts may contain newer information than older standards track

RFCs and therefore should be taken to account.

3. Many Internet-Drafts (e.g. individually submitted ones) will never become

RFCs even though they contain valuable information.
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4 Mobile IP

When Internet Protocol (IP) was designed, mobility was not an important objective.
Afterwards the need to move workstations to different locations was recognized.
This would require that host specific routes had to be updated through the whole
Internet routing fabric. The solution is obviously not feasible because of the involved
scaling problems. Alternatively, a mobile node could use a new IP address in each
visited network. This would prevent other hosts from starting communications with
the mobile node, unless the IP address was communicated to all possible peers.
Additionally, the ongoing communications would be interrupted every time the IP
address changes. Mobile IP solves the problem with a cost of triangular routing,
extra control traffic, and interrupts to the data traffic when the point of attachment
to the Internet is changed. Mobile IP protocol was published year 1996. Despite of
that, mobile IP implementations have been scarce. There are several reasons for this
kind of development. Suitable wireless hardware hasn’t been available for more than
few years. Moreover, the standard Mobile IP includes new network entities called
foreign agents. Deployment of foreign agents introduces costs and administrative
efforts. The investment might have been hard to justify as the event of appearance

of Mobile IP clients has been unpredictable.

Three RFCs considering the Mobile IP protocol have been published by IETF Mobile
IP Working Group since 1996. The first version, RFC 2002 [42] carries name “IP
mobility support”. It described the Mobile IP protocol and the architectural entities
involved in detail. The specification remained valid for six years until RFC 3220:
“TP Mobility Support for IPv4” [45] was published. “TPv4” was added to distinguish
the protocol from the mobility protocol of the Internet Protocol version 6. RFC 3344
[46] was published soon after. It merely corrected typographical and other minor
errors in RFC 3220. Despite newer versions, the Mobile IP protocol has remained

the same by its most essential parts.
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4.1 Overview

Mobile IP allows transparent routing of IP packets to mobile nodes in the Internet.
Each mobile node (MN) is identified by its home address, regardless of its current
point of attachment to the Internet. A host that communicates with the mobile
node is called a correspondent node (CN). The corresponding node does not have to
be aware of the mobility of the mobile node. It can function as if the mobile node
would be a normal stationary host in the Internet. The Mobile IP protocol identifies
also two type of mobility agents (MAs), the home agent (HA) and the foreign agent
(FA).

The home agent resides at the home network of the mobile node, the same network,
in which the home address of the mobile node is allocated. Packets from the CN
to the MN are routed using the home address. The HA intercepts the packets and
tunnels them to the current location of the MN. To be able to tunnel packets to the
MN, the HA must be aware of the current location of the MN. For this purpose, the
MN acquires a care-of address (CoA) from the network it is visiting. Every time
the MN moves, the current CoA is registered to the HA. A foreign agent resides in
the visited network. It offers routing services for the registered mobile nodes. the
FA provides the MN with a CoA and detunnels and delivers datagrams to the MN
that were tunneled by the HA. The FA can also serve as a default router for the
registered MNs.

Datagrams sent by the CN to the home address of the MN are tunneled by the HA
to the CoA of the MN. IP-IP encapsulation [43] is the default tunneling method in
Mobile IP. The IP-IP encapsulation attaches an extra IP header to the IP datagram.
The routing is done according to the outer IP header, whose destination address is
the CoA and the source address is the IP address of the HA. Thus, the resulting
datagram is topologically sound. Inside the tunnel, the original packet remains
unchanged. At the CoA, the inner IP packet is extracted and delivered to the MN.

It appears to originate from the CN. The protocol stack of the MN receives the inner
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packet, whose destination IP address is the home address of the MN and source IP
address is the address of the CN. The upper protocol stack of the MN does not have
to be aware of the mobility. From the application point of view, the home address
can be used as a static IP address of the host. As the MN sends packets to the
CN, it uses the home address as a source address. Packets can be routed directly
to the CN or tunneled via the HA. The later method is called reverse tunnelling
[36]. In this case, the HA is the tunnel end-point for encapsulated datagrams from
the MN to the CN. The HA removes the outer header and redirects the packets to
the CN. Reverse tunneling must be used in case of ingress filtering [17] employed
by many routers. An ingress filtering router drops packets, whose source IP address
does not appear to belong to any of the known networks behind the link. Either
way, the CN observes that the packets are coming from a stationary host, identified
by the home address of the MN. The Mobile IP specification allows three tunneling
methods in total. Besides the IP-within-IP encapsulation, the General Routing
Encapsulation [39] and the Minimal Encapsulation [44] methods can be negotiated.
Figure 1 demonstrates the Mobile IP triangular routing and the tunneling of the

packets.

The care-of address determines the tunnel endpoint of datagrams from the HA to
the MN. There are two types of CoAs. The foreign agent care-of address is the 1P
address of the foreign agent, that serves as the tunnel end-point on behalf of the
MN. The FA decapsulates arriving packets and delivers the inner packets to the
MN. The MN obtains the foreign agent CoA by listening the Agent Advertisements
sent by the foreign agents in the network. A FA can allow multiple mobile nodes
to use its IP address as a CoA. The FA maintains visitor list about the link layer
addresses and the home addresses of the registered MNs to deliver packets to their
right recipients. This saves the Internet address space as every MN does not need its
own care-of address. A co-located care-of address is a CoA acquired by the MN itself.
The co-located CoA is associated with one of the network interfaces of the MN. In

this scenario the MN acts as a tunnel endpoint and performs the encapsulation and
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Figure 1: Mobile IP routing

decapsulation of the packets itself. A co-located CoA can be acquired dynamically
using e.g. Dynamic Host Configuration Protocol (DHCP) [16]. Alternatively, the
address may be owned by the MN as a long-term address for its use only, while
visiting a specific foreign network. The mode of using a co-located CoA has the

advantage that it allows the mobile node to function without foreign agents.

4.2 Protocol messages

Mobile IP defines two new message types: a Registration Request (RRQ) and a Reg-
istration Reply (RRP). The messages are called Mobile IP control messages and they
are sent with User Datagram Protocol (UDP) [50] using port number 434. Control
messages are used for the registration of the CoA to the HA and for committing the
registration to the MN. Mobile IP defines also an agent discovery process. It allows

mobility agents to inform mobile nodes about their existence and the services on
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the link with periodic Agent Advertisements. Mobile nodes can solicit agent adver-
tisements with Agent Solicitations to speed up the agent discovery. Both messages

make use of the existing Router Advertisement and Router Solicitation messages

defined for ICMP Router Discovery [13].

4.2.1 Agent discovery

A mobile node uses agent discovery process to determine whether it is connected to a
foreign network or to its home network. Consequently, Agent Advertisements reveal
movement between two foreign networks. Agent Advertisements are ICMP Router
Advertisements with a Mobility Agent Advertisement Extension. The extension de-
fines the type of the mobility agent (home or foreign agent), several capabilities of
the mobility agent, and available CoAs (in case of FA). Two optional extensions
are defined: A Prefix-Lengths Extension for network prefixes of the router addresses
listed in the ICMP Router Advertisement portion of the Agent Advertisement and a
One-Byte Padding Fxtension to make the length of the ICMP message even number
of bytes, required by some IP protocol implementations. Other extensions may be
defined in the future. When the mobile node receives an Agent Advertisement from
its home agent, it should deregister and start to act as a stationary Internet host.
The Agent Solicitation is identical to the ICMP Router Solicitation. No authenti-

cation is required for the Agent Advertisement and Agent Solicitation messages.

4.2.2 Move detection

Fast network layer movement detection is important in efficient handoffs. The pro-
cedures to obtain and register a new CoA can begin only after the movement to a
new network has been noticed. Mobile IP suggests two methods for the network
layer movement detection. The first method is based on the registration lifetime

field of the Mobility Agent Advertisement Extension. If currently negotiated life-
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time expires while the mobile node fails to receive further advertisements? from the
foreign agent, the connection is assumed to be lost. The second method is based
on the network prefixes. Once the mobile node receives an Agent Advertisement
with a different network prefix than the network prefix of the visited network (or
of the previous advertisements), the change of the network has occurred. Without
foreign agents, the movement can be detected with the network prefix method if
router advertisements are received, and the mobile node knows the network prefix
associated with its co-located care-of address. However, not all routers send router

advertisements.

4.2.3 Registration messages

The mobile node exchanges registration messages with the home agent, and op-
tionally with foreign agents, to form mobility bindings i.e. to register its CoAs.
The process associates the mobile node’s home address with the CoA for a certain
lifetime. If the registration is done via a foreign agent, it processes and relays the
Registration Request to the home agent. Similarly, when the foreign agent receives
an authenticated Registration Reply, it forwards the Reply to the mobile node after
updating it’s visitor list. To renew the mobility binding, the mobile node repeats
the registration process. The packet formats of the Registration Request and the
Registration Reply will be described in more detail in Chapter 6. The Mobile 1P

registration messages and the agent discovery process are illustrated in Figure 2.

Each mobile node and home agent maintain a Mobility Security Association for au-
thentication of the registration messages. They are indexed by Security Parameter
Indezes (SPIs) and the home addresses of the mobile nodes. Messages between the
mobile node and the home agent are authenticated with a Mobile-Home Authentica-
tion Extension. Optionally, security associations may also exist between the MN and

the FA, or between the FA and the HA. A Mobile-Foreign Authentication Extension

2At least three advertisements must be sent during the advertisement lifetime.
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Figure 2: Agent discovery and registration messages

and A Foreign-Home Authentication Extension are defined for these purposes. The
authentication extensions contain A Message Authentication Code (MAC) to ensure
that the messages have passed unmodified over the Internet. The MAC is a 128-bit
message digest calculated over the packet beginning from the end of the UDP-header
to the beginning of the extension. The default authentication algorithm is HMAC-
MD5 [28]. In all registration messages, The Mobile-Home Authentication Extension

must be the first extension.

Mobile IP does not provide any data encryption, only authentication for the control
messages. To achieve privacy for user traffic IP Security (IPsec) [25] can be employed

on top of Mobile IP.

4.2.4 Extensions

Several message extensions have been defined in the Mobile IP related RFCs. RFC
3012 [47] defines a Mobile IP Agent Advertisement Challenge Extension for Agent
Advertisements and a MN-FA Challenge Extension for the registration messages.
They can be used to enable replay protection of registrations between the foreign
agent and the mobile node. A Mobile Node NAI Extension [8] provides the mobile

node with a mechanism to identify itself with a Network Access Identifier (NAT) [1].
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AAA (Authentication, Authorization and Accounting) servers at foreign domains
use the NAT to identify their clients. RFC 2356 [37] defines a Traversal Extension
for the registration messages. The Traversal Extension identifies IP address of a
SKIP firewall, which access policies can then be dynamically configured in order to
allow traffic pass to and from the mobile node. RFC 3025 [14] defines vendor specific
extensions to Mobile IP messages. The extensions allow Mobile IP vendors to include
information of their own interest to the messages. There are two type of vendor
specific extensions: A Critical (CVSE) and a Normal (NVSE) Vendor/Organization
Specific Extensions. The main difference is that messages that contain an unknown

CVSE must be discarded, while unknown NSEVs can simply be ignored.
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5 Related work

5.1 Overview of handoff management

Handoff management is involved in every mobility supporting networking architec-
ture. Handoffs are managed for example in cellular networks, Internet Protocol (IP)
networks and even between earth orbiting satellites and their ground stations. While
technologies and protocols vary, there are general concepts by which different types

of handoff management schemes can be classified.

K. Pahlavan et al. [40] classified handoff management by architectural and decision
time algorithm issues. The handoff architecture defines the framework of the system
in which handoffs occur. The handoff architecture can be divided into three concepts:

Handoff control, handoff methodology and handoff procedures.

The handoff procedures involve a set of protocols to notify all the related entities
of a particular connection that the handoff has been or will be executed. In Mobile
IP, these entities are mobile node, home agent, and involved foreign agents. At
the IEEE-802.11 link layer, handoff procedures would include Inter Access Point
Protocol (IAPP) [26], which access points use to share information in reassociation
situations. IAPP enables old access point e.g. to free resources and to transfer the

security context to the new access point.

The handoff methodology classifies handoffs by their qualities. A soft handoff occurs
if the MN can communicate simultaneously with two or more access points during
the handoff. A hard handoff occurs if only one connection is available at time. A
fast handoff introduces only a short interruption to the communication. A smooth
handoff causes an interruption, but no packets are lost. A seamless handoff occurs

if no interruption or packet loss can be perceived.

Handoff control denotes the party that makes the handoff decision. In a network



26

controlled handoff (NCHO) the network side entities decide when the handoff should
occur. The network controls the execution of the handoff. A Mobile controlled
handoff (MCHO) stands for exactly the opposite approach. The mobile terminal
makes the handoff decision and handles the registration at the new base station
or access point. A Mobile assisted handoff (MAHO) is between the NCHO and
MCHO. Usually, the mobile terminal sends measurements about the received signal

to a network entity, and the network makes the handoff decision based on the data.

Decision time algorithms are classified by the metrics that are used and by the
type of the algorithm. The algorithm can be anything between a linear function
measuring signal strengths and a neural network operating with various types of
inputs. Handoff management classification to architectural issues and decision time
algorithms by K. Pahlavan et al. [40] omits the heterogeneous network layer handoff
management altogether. They identify Mobile IP as one solution for IP mobility,
but do not discuss about controlling the registration processes between multiple

interfaces of different transfer media.

Another good classification for the handoff management frameworks has been given
by G. Dommety et al. [15]. They state that the handoff procedure is determined by

the following factors.

The element that makes the handoff decision Either the network or the mo-

bile node can initiate and/or execute the handoff.

The amount of information available before the handoff The handoff proce-
dure is accelerated if the configuration parameters needed at the new point of
attachment can be obtained before the handoff occurs. Knowing the gateway
IP and MAC addresses, or the new care-of address to be used in the visited

network allows a faster network layer handoff.

The extent of link layer support Link layer triggers and statistics can be used

to improve handoffs. The amount of coupling between the link layer and the
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network layer is an essential factor in speeding up handoffs.

The amount of prediction that is possible If the movement of the mobile node
can be predicted, it is possible to achieve lower latency handoffs and choose

more wisely the next point of attachment.

The type of link layer The type of link layer has its implications to handoffs.
A connection oriented link layer has longer setup times to a new point of
connection. In contrast, it may support quality of service features. If the link
layer supports connecting to two point of attachments at the same time, it is

possible to achieve seamless handoffs.

5.2 Mobile IP handoff enhancements

A lot of research has been conducted to improve the network layer handoff of Mobile
IP. The vast majority of the improvements are based on foreign agent co-operation
and assistance in handoff situations. The improvements can be classified to four

categories.

Localized registrations Foreign agents can be arranged in hierarchies to localize
registrations within the hierarchy. The round-trip time of the registration
messages is almost completely eliminated. The registration is terminated at
some higher hierarchy level foreign agent much nearer to the mobile node than
the home agent. This foreign agent remains at the location where routes to

the old and the new visited subnet would diverge.

Multicasting Multicasting is an efficient handoff improvement method inside a
foreign agent hierarchy. Seamless handoffs can be acquired with less band-
width consumption compared to the Mobile IP simultaneous binding. The
simultaneous binding duplicates the traffic between the home agent and the

mobile node, while the multicasting can be limited to the hierarchy.



28

Buffering Packet buffering is a method that eliminates the packet loss, but not
the handoff latency, thus resulting to soft handoffs. In this method, foreign
agents buffer packets addressed to the mobile node. In a handoff situation, the
packets are not lost at the target network, but delivered when the registration

process has completed.

Forwarding Foreign agents may execute protocols to form tunnels between each
other to redirect the mobile node intended traffic. When a mobile node is
handed over to a new foreign agent, the old foreign agent starts to tunnel
packets to the new location. The packets may traverse via multiple foreign
agents until the mobile node is reached. The actual registration process can

be postponed to a time that is suitable to the mobile node.

Most of the handoff architecture proposals use some combination of above-mentioned

methods.

Localized registrations have been used in many micro mobility architectures. Cel-
lular IP [9] developed by A. Campbell et al. introduces mobility management ideas
from telecommunications networks like GPRS to IP mobility. Mobile IP handles the
macro mobility i.e. moving between Cellular IP domains, while Cellular IP manages
the micro mobility. The location management is integrated to routing, and schemes
like paging are used to track the mobile node. HAWAII [52] is another micro mo-
bility extension to Mobile IP. It introduces Quality of Service support to handoffs
within the HAWAII hierarchy:.

S. Seshan [53] developed a handoff scheme for cellular data networks that relies
on mobility hints i.e. in-cell location information and user movement patterns to
predict handoffs. Packets are multicasted to several neighbouring base stations to
achieve fast handoffs. Buffering at the base stations ensure that no packets are lost.
R. Céceres and V. N. Padmanabhan [7] presented another buffering-based solution.

Their solution employ packet buffering and interaction between access points to
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forward traffic. The new access point requests buffered packets from the old access
point and then delivers them to the mobile node via the new link. Multicast-based
architectures have also been studied by C. Tan and S. Pink [54]. Two layer foreign
agent hierarchy is utilized. Domain FA at the top of hierarchy multicasts packets
to the lower FAs. The FA that has a link layer association with the mobile node

transmits them over the wireless link.

5.2.1 Mobile IP low latency handoffs

K. E. Malki et al. [30] present two techniques to support delay-sensitive and real-
time applications in Mobile IPv4: Pre-Registration and Post-Registration. The Pre-
Registration is based on link layer triggers, and proxy Agent Advertisements and
Agent Solicitations. In advance of a handoff, the neighbouring foreign agents ex-
change Agent Advertisement messages with each other. A link layer trigger at
the mobile node or, either the old or the new foreign agent triggers the handoff.
Note that this happens before the actual L2 handoff. The mobile node receives a
Proxy Agent Advertisement from the new foreign agent relayed by the old foreign
agent. Now, the mobile node can issue a Registration Request to the new FA via
the old FA. This allows the mobile node to use the old FA until the registration
completes. If the L2 handoff is scheduled to the same moment that the registration
completes, the overall handoff latency will be reduced only to a L2 handoff latency.
The Post-Registration method forms tunnels between foreign agents to forward ar-
riving packets to the current location of the mobile node. Packets from the home
agent are first received by an anchor FA. The anchor FA is the FA that relayed the
last Registration Request/Reply pair to the home agent. The anchor FA forwards
packets to the subnet of the foreign agent that currently serves the mobile node.
There is no need for further registrations until the anchor FA has to be changed.
The mobile node can postpone the registration to a time that it sees the most ap-

propriate. Tunnels between foreign agents are established by a Handoff Request and
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a Handoff Reply, the messages that are exchanged upon the L2 trigger that indi-
cates the handoff. The Post- and Pre-Registration methods can be combined: The
Pre-Registration method is started before the L2 handoff. If the registration does
not resolve at a time, the old FA starts to forward packets to the new FA as in the

Post-Registration method.

J. Kempf and J. Wood [24] have analysed Mobile IPv4 low latency handoff algo-
rithms. The Pre-Registration, Post-Registration and standard Mobile IPv4 (SMIPv4)
handoff algorithms were compared. Their conclusions were that The Pre-Registration
method is difficult to implement. Furthermore, it behaves badly if the time interval
between the L2 trigger and the beginning of the L2 handoff is either too short or
too long. When the interval is too short, the Pre-Registration does not have enough
time to complete, and the handoff procedure falls back to the standard Mobile IP
handoff. If the interval is too long, packets are lost because they are routed to the
new FA before the link layer association has been formed. The Post-Registration
algorithm is straightforward to implement, but required good operating system sup-
port for the tunnel management. Both the algorithms achieved about the same level
of optimization, provided that the Pre-Registration method can be tuned. In reality

this is not possible, which favors the Post-Registration method.

5.2.2 Mobile IP regional registration

Approach of E. Gustafsson, A. Jonsson and C. Perkins [20] to improve handoffs
utilizes foreign agent hierarchies. Their work defines Mobile IPv4 Regional Reg-
istrations, which allow mobile nodes to register locally within a visited domain.
This diminishes the number of signaling messages to the home agent and reduces
the handoff latency. The specification introduces a new network entity: a gateway
foreign agent (GFA) and new messages: a Regional Registration Request and a Re-
gional Registration Reply. When a mobile node enters a domain supporting regional

registrations, it notifies the home agent about the new care-of address, the address
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of the gateway foreign agent. This care-of address will not change if the mobile node
changes a foreign agent under the same GFA. Location updates are handled within
the hierarchy using regional registrations. The hierarchy can have multiple levels

and cover wide geographical areas.

5.2.3 Conclusions

There is pros and cons in all the presented handoff improvement methods involving
foreign agents. Multicasting wastes bandwidth. Packet buffering slows down routing
and requires resources at foreign agents. Forwarding between foreign agents adds
latency and may introduce routing loops. Some foreign agents hierarchies execute
protocols that are incompatible with standard mobile nodes. Nevertheless, benefits
of seamless handoffs would overcome involved drawbacks. Additional messaging at
the fixed side of the network is tolerable. Bottlenecks are anyway at the radio side of
the network. Achieving universal seamless handoffs is mostly a matter of choosing
one micro mobility solution, or several compatible solutions, and deploying foreign
agents everywhere. Unfortunately, none of the micro mobility solutions has been

widely accepted, and the worldwide foreign agent deployment may be unrealistic.

5.3 Transport layer enhancements

When handoff latency and packet loss cannot be avoided, it is reasonable to minimize
the harm. Transmission Control Protocol (TCP) [51] retransmission and congestion
control mechanisms are designed for fixed networks. There is no equivalent to hand-
off latency in traditional networks, hence the interruption is interpreted as network
congestion. The action is to slow down the transmission, which in case of a handoff
further increases the experienced latency. M. Miyoshi et al. [35] have studied the
TCP performance over wireless links and came to the conclusion that some kind

of a error correction scheme is required in addition to regular TCP. Similar work
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has been carried out by A. Fladenmuller and R. De Silva [18]. They came to the
conclusion that either TCP or Mobile IP has to be changed to accomplish satis-
factory behaviour. They make also a clever note that most of the delay-sensitive

applications are build over UDP, which reduce the criticality of TCP performance.

H. Balakrishnan and S. Seshan [3] solve the TCP performance problem by buffering
packets at base stations and examining the TCP data flow. Should the packet be
lost or corrupted in the wireless media, it is retransmitted across the link. Handoff
situations are handled by a low-latency multicast-based handoff algorithm. Their
solution offers even twenty-fold throughput speedups over regular TCP in environ-
ments that are extremely error-prone. Other TCP improvement work has been done

in [10, 62, 41, 22].

K. Brown and S. Singh [6] modified the UDP protocol [50] for wireless links: M-
UDP. Like UDP, the M-UDP does not provide reliable transfer, but focuses to keep
the number of erroneous datagrams small. M-UDP is based on datagram buffering
at the base stations. The mobile node may be unable to inform the base station
about the start of the handoff (i.e. the link is suddenly lost). Instead, the mobile
node tracks the time during the interruption and communicates it to the base station
when it is able to transmit again. If the buffer was large enough, the lost packets

can be determined and retransmitted.

5.4 Link layer handoff algorithms of IEEE-802.11

Prior to the network layer handoff, a new link layer connection must be established.
Wireless transfer media use link layer handoff algorithms to control handoffs between
base stations of telecommunications networks like GPRS or access points of IEEE-
802.11. Handoffs in telecommunications networks have been researched extensively,
and it can be stated that satisfactory solutions have been found. The characteristics

of IEEE-802.11 limit the downright use of those algorithms in the IEEE-802.11 envi-
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ronment. The cell size is modest compared to the telecommunications technologies,
which makes handoffs (reassociations) more frequent. Different radio frequencies
and symbol modulation schemes affect the obstacle penetration and the rapidness
of the increase of errors caused by a weakening signal. The protocol does not offer
sophisticated methods for access points to assists mobile nodes in handoffs. Plac-
ing of access points can be quite accidental, and there is no guarantee of a solid
coverage. However, the concepts of the signal-quality-based handoff management of
telecommunications networks can be applied also to IEEE-802.11. K. Pahlavan et

al. [40] give an overview of IEEE-802.11 and GPRS handoffs.

Some handoff architectures treat handoffs of two layers as separate problems. How-
ever, information from the link layer (L2 triggers) can be used to improve the overall
handoff performance. Better yet, if the two layers work in conjunction, network layer

criteria can be considered while deciding target access points in IEEE-802.11.

Link layer handoff algorithms base their handoff decisions on various metrics. The
most used metric is received signal strength (RSS) of the serving, and adjacent ac-
cess points. G. Pollini et al. [49] identify other metrics like a signal-to-interference
ratio (SIR), bit error rate (BER), block error rate (BLER), the path loss, carrier-to-
interference ratio (CIR), symbol error rate (SER), power budgets, and cell ranking.
There are many types of L2 handoff algorithms. Along with traditional algorithms,
fuzzy logic [27], neural networks [38], pattern recognition [31] and signal-prediction-
based [23] algorithms have been developed. Neural network and fuzzy logic al-
gorithms usually provide good behaviour in test environments, but the proof of
uniformly superior behaviour is hard to acquire. The signal prediction algorithms
estimate future signal levels from the past values [23]. The prediction is possible
because of shadow fading variations are correlated [19]. The correlation exists in
cellular systems, but it may not be as strong in the IEEE-802.11b environment be-
cause of the modest obstacle penetration of the 2,4 GHz frequency and the smaller

cell size. L2 handoff algorithms behave better if the measured signal values could
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be mapped to the velocity of the mobile terminal. J. M. Holtzman [21] estimated
the velocity by examining Doppler Effect in the received signal. In IEEE-802.11
this would require access to the physical layer, which is not supported by current
hardware. N. D. Tripathi gives a great survey of .2 algorithms in his Phd. thesis
[57].

G. Pollini [49] demonstrated features of a traditional L2 handoff algorithm that
uses RSS or signal quality metrics. Traditional handoff algorithms compute mov-
ing average of the chosen metric to smooth rapid variations in the signal strength.
Hysteresis margins, thresholds, and dwell timers can be used to enhance the algo-
rithm. For example, simple RSS-based algorithm measures signal strengths of var-
ious base stations. The base station with the strongest signal is selected. Because
signal strengths variate considerably during the time, this leads to many unneces-
sary handoffs. This could be remedied by widening the averaging window, but it
would delay the handoff. The use of threshold cuts down the number of unnecessary
handoffs. The base station or the access point is switched only if the signal level of
the current base station falls below the threshold. The threshold value is usually set
to the minimum signal strength that provides an acceptable quality of connection.
The hysteresis margin allows the handoff only if the signal strength of the new base
station is greater than the old one added with the hysteresis margin. This prevents
a “ping-pong” situation, rapid handoffs between two access points, when the signal
strengths are under the threshold. Sometimes the dwell timer is used in conjunction
with the threshold and the hysteresis margin. The dwell timer is started when the
handoff condition is true. The handoff is committed only if the condition is also
true when the timer expires. Figure 3 illustrates the time of handoff initiation using

several L2 algorithms.



35

AP1 AP2
Signall )
Strenght Handoff algorithm:
A: Relative signal strength
B: RSS + threshold
C: RSS + threshold + hysteresis /
,,,,, A
P 7 Hysteresis
Threshold q--------------------"-">>-¢- Lo ___
“
A BC ,
Motion of MN —> Time

Figure 3: RSS-, threshold- and hysteris-based L2 algorithms

5.5 Handoff policies and heterogeneous algorithms

Handoff policy denotes the criteria, which is used in selection of the target point of
attachment. Metrics like bandwidth, latency, cost of bandwidth, services at the net-
work, power consumption, connection setup time, traffic load at the access point or
characteristics of the network layer connection to the home agent or the correspond-
ing nodes can be used. The handoff policy determines what criteria is weighted over
another. H. J. Wang [59] did the ground work in handoff policies by presenting a
cost function. The cost function allows comparison of the metrics of different con-
nections and produce a prioritization between the available network connections.
Being able to select the best possible network is not enough by itself. For a moving
mobile node, the best network may not be available after awhile, and a new, sub-
sequent handoff is needed. To provide good overall QoS, the number of handoffs
must be minimized. V. Bharghavan and M. Jayanth [4] approached the best cell
selection problem by trusting that people tend to move along routine paths. The
technique collects mobility profiles from multiple users to a profile server, where all
the profiles are aggregated. The movement of a mobile node can be predicted to

reasonable accuracy in familiar environments.
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Heterogeneous handoff algorithms have been studied by M. Ylianttila et al. [61]
and N. An et al. [2]. Heterogeneous handoff algorithms control handoffs between
transfer media, and in case of mobile IP, handle also the registration process. K.
Pahlavan et. al [40] describe how Mobile IP and the L2 handoff algorithms of
GPRS and IEEE-802.11 are related. In addition, they present a rather simplistic
heterogeneous handoff algorithm for GPRS and IEEE-802.11. The current handoff
research is mostly divided to the L2 handoffs of each transfer medium and media
independent network layer algorithms handling the registrations. Difficulties in het-
erogeneous handoff algorithms and the scheduling of Mobile IP registrations are

seldom addressed in handoff research.
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6 Mobile IP and multiple network interfaces

In this chapter I will examine Mobile IP to identify the protocol’s implications to
the handoff management of a multiple interfaced mobile node in the environment
that lacks foreign agents. RFC 3344 [46] requires that a mobile node has to be able
to handle multiple registration processes simultaneously i.e. to send multiple Regis-
tration Requests and getting several, possible re-ordered Registration Replies back.
This is not straightforward in case the mobile node has multiple network interfaces.
Registration Requests can not be issued arbitrarily. Replay protection mechanisms
and rate limitation of Registration Requests pose restrictions to the sending of mul-
tiple registrations. If simultaneous Registration Requests are issued without care,
they interfere with each other. Replay protection at the home agent may reject some
of the Registration Requests, depending on the receive order. Mobile IP does not
identify any scheme to be followed when registering via multiple interfaces. I will
present two registration schemes that optimize simultaneous registration processes.
These schemes are called the initial registration scheme and the basic registration

scheme.

A network layer handoff algorithm perceives interfaces either to have or not to have
L2 connection. Only the interfaces with working L2 connection are usable from
the L3 point of view. This list of usable interfaces changes dynamically as the L2
handoff algorithms of network adapters form and lose L2 connections. I will assume
that the interfaces have a priority order i.e. it is more preferred to register via one
interface than another. The priority of an interface can be related to transfer media

type or other criteria discussed in Chapter 7.

Reachability of the home agent via an interface can not be taken as granted. Route
to the home agent may be only uni-directional, because of congestion or misconfig-
ured routers. Some access networks may not provide connection to the Internet at

all. Many organizations separate their wireless LANs from the Internet, allowing
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only users with strong encryption methods like VPN to go past the access network,
possibly to the company’s intra network. WEP (Wireless Equivalent Privacy) may
not be employed at all in WLANS, as it is seen encryption wise inadequate anyways.
This allows all mobile nodes to form useless L2 connections to the network. Further-
more, nowadays lot of wireless networks are used for testing purposes only. Thus,
no access is provided beyond the network. If the registration process is started in
a network with a broken route to the home agent, handoff latency is doubled at
minimum. The mobile node has to wait and retransmit RRQs until the failure is
concluded. Depending on the retransmission period, this usually lasts longer than
a successful registration via another interfaced network. Although these situations
may be rare in general, the impact to the handoff latency is severe. More impor-
tantly, if a user tends to move routinely in the vicinity of broken networks, inefficient

handoff management is disastrous for that specific mobile node.

Mobile TP does not provide means to verify home agent reachability via an inactive
interface. Registration Requests can not be used for advance verification, as the
mobility binding changes along each accepted Registration Request. In handoff
situations, the mobile node therefore possesses no advance information about the
reachability of the home agent via any interface. The L3 handoff (registration)

decisions have to be done blindly.

Following sections discuss how Registration Requests should be send in handoff
situations to quickly obtain a mobility binding via the highest priority interface. I
will assume that the mobile node is willing to allocate co-located care-of addresses
and send Registration Requests simultaneously through all its interfaces. In practice,
the mobile node may want to limit the number of simultaneous registrations to save
network bandwidth. This study is applicable if the registration is done using one or
more interface at a time. Along with scheduling Registration Requests, I will also
cover more general issues about registration management. Finally, I will consider

alternative methods to test the home agent reachability via lower priority interfaces
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without committing to the new mobility binding.

6.1 Registration messages and replay protection

Mobile TP uses timestamp- and nonce-based replay protection to protect against
replay attacks of registration messages. Both the Registration Request and the
Registration Reply have a 64-bit identification field for this purpose. The identifi-
cations of consequent requests and replies are matched to prevent the attacker from
copying messages of the previous registration and then issuing them later on. A re-
played Registration Request would change the mobility binding of the mobile node,
and a replayed Registration Reply would fool the mobile node to believe to a false
mobility binding. The support for timestamp-based replay protection is mandatory
for all mobile nodes and home agents. Nonce-based replay protection is optional,
mainly because of IPR (Intellectual Property Rights) issues involved. Figure 4 shows

the message format of the Registration Request (RRQ).
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Figure 4: Registration Request

Table 1 explains the fields of the Registration Request message. The IP source

address of the Registration Request is set to the co-located care-of address, when
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the mobile node is registering directly, without a foreign agent. The IP destination
address is the address of the home agent. The destination UDP port is set to 434

and the source UDP port is variable.

Table 1: Registration Request fields

Field Description
Type Value 1 indicates Registration Request.
S If the “S” bit is set, the mobile node requests simultaneous binding.
B Broadcast datagrams. A request to the home agent to tunnel
also datagrams that are broadcasted in the home network.
D Decapsulation by the mobile node i.e. the mobile node is using CCoA.
M Minimal encapsulation requested.
G GRE encapsulation requested.
r Sent as zero; ignored on reception.
T Reverse tunneling requested.
X Sent as zero; ignored on reception.
Lifetime The requested lifetime for the mobility binding of this CoA.
Zero indicates deregistration.
Home Address The IP address of the mobile node.
Home Agent The IP address of the mobile node’s home agent.
Care-of Address The TP address of the end of the tunnel.
Identification A 64-bit number, constructed by the mobile node,
used for matching Registration Requests and replies.
Used for replay protection.
Extensions Message extensions like Mobile-Foreign Authentication Extension

The mobile node chooses the value of the Identification field in accordance with the
replay protection mode. Replay protection is part of the mobility security association
the mobile node shares with its home agent. Regardless of which replay protection
mode is used, the lower 32-bits must remain unchanged between the Registration
Request and the corresponding Registration Reply. Foreign agents use low-order 32
bits to match the Registration Request to the Reply. The Identification field must

not be the same in two adjacent Registration Requests, and the same value should
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not repeat while the same security context is being used between the mobile node

and the home agent.

6.1.1 Timestamp-based replay protection

Timestamp-based replay protection fills the Identification field of the Registration
Request with a NTP timestamp [33]. The highest 32 bits are seconds since “0
hours on 1 January 19007, and the lower 32 bits are fractional seconds. The home
agent checks that the timestamp in the Identification field is sufficiently close to
its own time of day. The default accepted deviation is 7 seconds. The timestamp
acts also as a sequence number. The home agent accepts Registration Requests
only with rising consequent Identification values. Without this, it would be possible
for an attacker to repeat Registration Requests within the clock synchronization.
Upon reception of an authenticated Registration Request, the home agent replies
with a Registration Reply. If the Identification value satisfies the above-mentioned
conditions, the entire Identification field is copied to the Registration Reply. If the
Identification is not valid, only the lower 32 bits are copied to the Registration Reply.
Additionally, the home agent fills the higher 32 bits with its own NTP timestamp.
In this case, the home agent rejects the registration and supplies the Code 133
(identification mismatch) in the Registration Reply. As the mobile node receives
the Registration Reply indicating rejection, it has to verify that the low-order 32
bits of the Identification field match with those of the Registration Request. After
this, the high-order bits can be used for clock synchronization. Lost Registration
Requests are retransmitted with Identification field containing a new timestamp. In
effect, they are counted as new registrations. Technically, the home agent is not
obliged to send a Registration Reply at all if there is an identification mismatch.
In practise this is out of question. The mobile node would be no longer able to

synchronize, and thus register, with the home agent.

Message format of the Registration Reply (RRP) is shown in Figure 5. The Type
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field is set to 3 for a Registration Reply, and the Code field is a value indicating the

result of the registration.
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Figure 5: Registration Reply

6.1.2 Nonce-based replay protection

Nonce-based replay protection is utilizes one-time random numbers i.e. nonces that
are exchanged between two communicating nodes. The basic principle is that each
node supplies a random number in each authenticated message it sends. This nonce
is expected to be returned in the replying message from the other node. When both
the nodes employ this strategy, they can be sure that no messages are replayed by

an adversary.

When the home agent receives a Registration Request, it copies the low-order 32 bits
of the Identification field to the same location in the Registration Reply. The high-
order 32 bits are filled with a new nonce. The mobile node receives the Registration
Reply and checks that the low-order 32 bits are the same it sent in the Registration
Request. It saves the high-order 32 bits of the Registration Request to be used
later as high-order bits of the next Registration Request. For that Registration
Request, the mobile node generates a new nonce and inserts it to the low-order

32 bits. This way, the nonces of the mobile node are carried in the low order 32
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bits of the Identification field of registration messages, and the nonces of the home
agent are carried in the high-order 32 bits. Nonce-based replay protection is self-
synchronizing. Every time a Registration Request is rejected because of an invalid
nonce, the Registration Reply provides the mobile node with a new nonce to be used
in the next registration. Lost Registration Requests are retransmitted unchanged
in contradistinction to timestamp-based replay protection. This evades the need
for resynchronization, as the home agent always receives a valid nonce. Table 2

illustrates differences between timestamp- and nonce-based replay protection modes.

Table 2: Timestamp- and nonce-based replay protection

Timestamp Nonce

RRQ,
Identification field:

Higher 32 bits: NTP timestamp.
Lower 32 bits: fractional

seconds.

Higher 32 bits: Copied
from the last RRP.
Lower 32 bits: MN'’s nonce.

Validity checks
performed by the HA:

Higher 32 bits larger than in
the previous RRQ and within

the time synchronization.

Higher 32 bits must
be the same that
in the last RRP

RRP,
(registration accepted)

Identification field:

The whole field is copied
from the last RRQ.

Higher 32 bits: HA’s nonce.
Lower 32 bits: copied
from the last RRQ.

RRP,
(identification mismatch)

Identification field:

Higher 32 bits: HA’s NTP timestamp.

Lower 32 bits: copied
from the last RRQ.

Higher 32 bits: HA’s nonce.
Lower 32 bits: copied
from the last RRQ.

6.2 Simultaneous registration processes

The replay protection modes limit the sending of Registration Requests as seen in
the previous section. In addition, RFC 3344 [46] states that the mobile node must
not send Registration Requests more often than once per second on average. If
there is a link layer move detection method that indicates a change of network,

Registration Requests may be issued more often. And finally, The minimum time
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between retransmitted Registration Requests must not be less than one second.
The retransmissions should follow a binary exponential back off algorithm. These
matters require that Registration Requests must be scheduled carefully between

multiple interfaces.

As explained earlier, interfaces are assumed to have a priority order. The priority
of an interface can be seen as a function of the type of the link layer media and
other, interfaced network related characteristics. Consequently, the priority order
may change upon the link layer handoff that changes the interfaced subnet. The
prioritization of the interfaces is discussed later in Section 7.7 describing the design
of the heterogeneous handoff algorithm. For now, it is just assumed that the pri-
oritization exists. The goal of the mobile node is to fast achieve the best possible
connection i.e. to register via the highest priority interface. Interfaces with no L2

connection are excluded from the list of usable interfaces.

Registration Requests are not needed if the L2 handoff is made within a subnet.
The mobile node can merely issue a gratuitous ARP [48] to update possible bridges

or switches in the subnet. These situations are not covered in this discussion

6.2.1 Managing multiple interfaces

I define three registration states for interfaces:

Active The mobile node has the current mobility binding via the interface.

Failed The mobile node has tried to register via this interface several times, but
failed. The failed state should be changed to the unknown state after some

reasonable time has passed.

Unknown This is a state that the mobile node has no information whatsoever
about the probability of success if registration was attempted. Interface is in

the unknown state after a L2 handoff to another subnet.
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In addition to the state information, the mobile node should record the time of last
registration attempt for each interface. When the interfaced network changes, the

registration state and the time of the last registration are cleared.

The behaviour of the mobile node is dependent on the states of its interfaces. Gen-
erally, if there are higher priority interfaces available than the active interface, the
registration should be tried via those interfaces. If no higher interface provides con-
nection to the home agent, they should be put to the failed state. Failed interfaces
should eventually be tried again as the reachability situation may change. Since
Registration Requests change the mobility binding, it is out of question to try regis-
tering via lower priority interfaces than the active interface. It must be ensured that
registration attempts do not interfere with the renewing of the mobility binding of

the active interface.

The registration states of available interfaces constitute configurations that require

different registration actions. The relevant interface configurations are:

e There is an active interface, but also higher priority interfaces in the unknown
state. Registrations should be attempted via the unknown interfaces, starting

from the highest priority interface.

e There is an active interface, and all the higher priority interfaces are in the

failed state. No tasks are required.
e The highest priority interface is in the active state. No tasks are required.

e There is no active interface, but unknown interfaces exists. registrations should

be attempted via the unknown interfaces according to the interface priorities.

e There is no active interface, and all other interfaces are in the failed state.
No tasks are required until an interface is set to the unknown state after a

sufficient fall back period.
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The registration behaviour of the mobile node depends on the current interface
configuration and the replay protection mode in use. Timestamp-based replay pro-

tection gives more freedom for registration than nonce-based replay protection.

6.2.2 Initial registration scheme

The initial registration scheme is only applicable with timestamp-based replay pro-
tection. It can be employed in two interface configurations. One is that the mobile
node has interfaces of unknown state, but no active interface. This is a typical case
after a L2 handoff in the formerly active interface. A mobility binding should be
acquired fast via the highest priority interface possible to resume the data flow. The
other configuration is that there is an active interface and multiple higher priority

interfaces become unknown.

The initial registration scheme sends RRQs simultaneously via all network interfaces
in the unknown state. If an active interface is present, only the higher priority
interfaces are qualified. The Identification fields should be assigned in the following
manner: The RRQ of the lowest priority interface gets the lowest Identification value.
The RRQs of the other interfaces get increasing Identification values according to
their priorities. Consequently, the RRQ of the highest priority interface gets the

largest Identification value.

Latencies of different routes vary, and the RRQs are probably reordered when they
reach the home agent. The assignment of Identification values ensures that the
mobility binding is formed via the highest priority interface, whose RRQ reaches
the home agent. If a RRQ with a lower Identification arrives first, it also changes
the mobility binding. The mobility binding is overridden by subsequent RRQs
with larger Identification values. After the RRQ with the largest Identification
value arrives, all the later RRQs are rejected by the home agent. Multiple rapid

changes in the mobility binding are not harmful. Data packets are possibly routed
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to multiple care-of addresses, but the situation settles down fast, as more and more
lower Identification RRQs become rejected. No data packets are lost. The mobile
node is assumed to be able to receive packets simultaneously from multiple interfaces

(see Section 3.2).

The increase in the Identification fields can be done in fractional seconds (lower 32
bits) or to the NTP timestamp (higher 32 bits). The fractional seconds is more
appropriate, because it has smaller effect to the time synchronization. If the home
agent should employ rate limitation of received RRQs against the specification, the
higher 32 bits must be used. In this case, the time synchronization set limits to the

amount of simultaneous RRQs.

Initial burst of simultaneous RRQs produce an accepting or a rejecting RRP for
each RRQ that reach the home agent. The mobile node may use this reachability
information in next registration attempts. The initial registration scheme can not
be used two times in a row. For the second batch of RRQs, the Identification values
had to be larger than in the first batch. Therefore, a delayed RRQ of the first batch
would be overridden by a RRQ of a lower priority interface of the second batch.
This does not satisfy the criteria of using the highest priority interface that provides
route to the home agent. In all, the batch of RRQs can only be sent once, after the
active interface is lost or if several higher priority interfaces are changed to unknown
state at the same time. Subsequent RRQs are sent using the basic registration
scheme. With nonce-based replay protection, the basic registration scheme must be

used from the beginning.

The initial registration scheme is fast compared to the method of sending one RRQ
at a time, and retransmitting if the RRQ is lost. If the highest priority interface
fails, the mobility binding is formed via the next interface in priority without any
delay. The standard retransmission method would more than double the handoff
latency in failure situations. At minimum, one second would have to be waited

before the RRQ could be retransmitted. Considering the handoff latency, there are
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no disadvantages in the initial registration scheme. Even if all the RRQs are lost,
the fall back to the basic registration scheme ensures that the highest priority RRQ

is retransmitted after one second as usual.

For a RRQ), the mobile node may receive a RRP with the error code 133 (identifi-
cation mismatch) indicating that the time offset to the home agent time must be
adjusted. This is not a problem in the initial registration scheme. Those RRQs that
do not fit in the time synchronization generate RRPs indicating rejection, and the
mobile node can register again. The sole harm is that the mobility binding may not

be formed first via the best possible interface.

RFC 3344 [46] states that the home agent should write a log entry upon each iden-
tification mismatch. The initial registration scheme would therefore generate lots of
log entries. If this is considered undesirable, the number of interfaces participating
to simultaneous registrations can be limited only to a couple highest priority inter-
faces. This provides almost the same probability of a successful mobility binding as
with all the available interfaces. After all, broken routes in the Internet are fairly
rare. If the highest Identification RRQ is sent slightly after the another RRQ), it
is more probable that the identification mismatch will not occur at all. Error log
entries are by no means intolerable. Retransmitted RRQs with the minimum of one

second interval may be reordered and inflict log entry as well.

6.2.3 Basic registration scheme

Nonce-based replay protection requires that each RRQ is answered by a RRP before
further RRQs can be issued. Otherwise, the nonce synchronization between the
home agent and the mobile node is broken. I will present a basic registration scheme
for nonce-based replay protection and for timestamp-based replay protection after
the one time use of the initial registration scheme. The basic registration scheme

can be used in any interface configuration requiring registration actions.
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Simultaneous registrations can not be issued in nonce-based replay protection. Nonce-
based replay protection would not guarantee that the simultaneous registrations
would follow the interface priorities. Multiple RRQs would have to have the same
Identification field and the first to arrive at the home agent would change the mo-
bility binding despite of the priority of the sending interface. All subsequent RRQs
would be rejected. Answering RRPs would give valuable reachability information to
the mobile node, but there are more important drawbacks. An interface might be
set to a low priority, because the network layer handoff algorithm is anticipating to
lose the L2 connection. Should this happen, handoff latency would be experienced
once again. Unnecessary use of a low priority interface is questionable, even if it
continued only for time of one round-trip to the home agent (supposing, the mobility
binding is changed to a better interface as soon as the rejecting RRP is received).

What is gained in possibly faster mobility binding is lost due to decreased QoS.

Table 3 defines several parameters that are needed in the basic registration scheme.
Suggested values should not be taken as granted. The desired behaviour of the

mobile node determines the absolute values that should be used.

The basic registration scheme is employed whenever there are unknown interfaces
available for registration attempts. If an active interface exists, only unknown in-
terfaces of higher priority are considered. If no unknown interfaces higher than
the active interface exists, the mobile node can concentrate only on renewing the

mobility binding. Registering via an unknown interface is called probing hereafter.

RRQ retransmissions of each interface must be slotted in time. Otherwise, the RRQs
would interface with each other. The duration of each time slot is determined by a
retransmission_period parameter. This period must be short in order to fast traverse
through all unknown interfaces to quickly find a mobility binding. To comply with

RFC 3344 [46] There must be one second interval between each time slot.

A short retransmission_period calls for another parameter. A RRP _tolerance de-
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Table 3: Parameters for the basic registration scheme

Parameter

Description

Suggested value

Retransmission_period

Determines the length of the time
slot of RRQ retransmissions for
each interface. The retransmis-
sion_period must be short in order

to fast cycle through all the inter-

faces.

3 seconds allows enough time for
three RRQs to be transmitted with
a binary back off retransmission al-

gorithm.

RRP _tolerance

RRP for an interface should be
accepted within the duration of
RRP _tolerance, counting from the

last RRQ the interface sent.

2 * maximum tolerated latency

(default 7 seconds).

Calm_interval

To prevent flooding of foreign net-
works, an interface can start a
new retransmission_period only af-
ter the calm_interval has elapsed

counting from the last RRQ it sent.

15 seconds

Fail_count

The number of failed registration
attempts allowed before an wun-
known interface is put to a failed

state.

3 ensures that failure is not de-
picted because of temporary error

conditions.

Fail_penalty

The required period of inactivity,
after which a failed interface can

be changed to the unknown state.

A dynamic value that should be in-
creased upon each consequent con-

firmed registration failure.
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termines the time interval, during which a RRP can be accepted at the latest to
change the interface’s state to active. The RRP _tolerance starts from the last RRQ
of the time slot of the interface. This means that the RRP can be accepted even if
it does not arrive within the retransmission_period of the interface i.e. it is already
another’s interface turn to try registering. The RRP _tolerance is a precaution ensur-
ing that the mobility binding can also be acquired via routes that suffer from high
latency. Now the total tolerated round trip latency to the home agent is the retrans-
mission_period plus the RRP_tolerance. The basic registration scheme is illustrated

in Figure 6.

Interfaces in priority order: .

iface 1 i :
Hace > S i RRP_tolerance /]\RRQ \LRRP
iface 3 I:l retransmission_period

/pT A /\T A /\T AT A AT 4\\L /\T A
Sender:| ifacel | @)| iface2 |a)lifaced| b) [ iface1 |a)| iface2 | i b) [ iface1
State: unknown unknown unknown unknown unknown . unknown
Next state: unknown unknown active unknown active failed \)

I { calm_interval Tirge

a) a compulsory one second wait
b) calm_interval must elapse before iface 1 can be probed again
c) fail_count=3

Figure 6: Basic registration scheme

The use of the RRP _tolerance has its consequences. A RRQ sent via a lower priority
interface may change the mobility binding at the same time as a higher priority
interface receives a RRP within its RRP_tolerance. Therefore, the RRPs to a lower
priority interface than the active interface must be ignored. Moreover, the mobility
binding must be renewed via the active interface immediately upon arrival of a lower

priority RRP.

The probing order of the unknown interfaces is determined primarily by the recorded
time of the last RRQ (last_RRQ_time) sent via each interface. The interface that
has waited the longest time gets to register first. Each time an interface is added

to the interface configuration, it gets “0 hours 1. January” as the last_RRQ_time.
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If interfaces have the same last_RRQ_time, the probing order is determined by the
interface priorities. The highest priority interface registers first. The resulting reg-
istration order prefers new interfaces, but maintains interface priorities otherwise.
The idea behind preferring new interfaces is that once failed interfaces are more

likely to fail again.

If an interface is probed unsuccessfully for fail_count times, it must be put to the
failed state. A registration failure is accounted if no RRP arrives at the interface
within the retransmission_period plus the RRP _tolerance. Fuailed interfaces must not
be probed until they are put in the unknown state after a sufficient back-off period
determined by the fail_penalty parameter. The fail_penalty should be increased upon
each subsequent failure. The fail penalty after the first registration failure should not
be more than tens of seconds for IEEE-802.11 interfaces. The mobile node may have
arrived at a hotspot. While the user enters credentials, the first registration attempt
is likely to fail. If there is no mobility binding via any interface, the fail_penalty can

be decreased to speed up the registration process.

The calm_interval determines the period of registration inactivity of an interface
that is required before the interface is allowed to register again. That is, each time
the fail_count is increased, the calm_interval is waited before the next registration.
Without the calm_interval, the unknown interfaces would be fast cycled through
multiple times and put to the failed state. The calm_interval prevents that the
interfaces are not put to the failed state too hastily because of some temporary
error condition. Additionally, the calm_interval suppress the flooding of the home

agent with RRQs from multiple interfaces.

A visited subnet may contain multiple access routers. The router that is used for
registering should be changed between each failed registration attempt i.e. each
time the fail_count is increased. Likewise, if the registration latency via one router
is increased drastically, forthcoming registrations should be done via another access

router. See Section 7.2 for more information about recording registration latencies.
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Time to time the active interface, if present, must register in order to renew the
lifetime of the mobility binding. The active interface is privileged to register be-
fore any unknown interface. The time slot of the active interface is determined by
the retransmission_period. After the mobility binding has been renewed, the basic
registration scheme can continue normally. An UML activity diagram of the basic

registration scheme is shown in Figure 7.

|:| Activity D Trigger event
-

e 0rk/Join

HANDLE RRP HANDLE RRQ

RRP_tolerance
expires for an interface!

Listen for RRPs

RRP
received!

Receiving
interface lower
than the active?

no

Change interface

state: Unknown yes

Schedule active
interface next to
renew binding.

Increase the
number of failures

Change interface

Failures state: Active

exceed fail
count.

no

yes

\V RRP

Change interface
state: Failed

Choose next interface to
register. Active if itis

time to renew or unknown
with the earliest

last RRQ_time (secondarily
apply priorities).

yes

Wait that the chosen
interface is allowed
to start registering.
(calm_interval and
compulsory 1 second)

Send RRQs during
the time slot. Record
ast_ RRQ_time.

Time slot gone

Clear to send

Unknown
interfaces
left?

Interface configuration
changed!

Update interface
configuration

DONE

Figure 7: State machine of the basic registration scheme

The RRP_tolerance is applied also to the active interface. This makes it possible
to probe other interfaces and gain mobility binding fast, in case the home agent is

suddenly unreachable via the active interface. If active interface can not renew the
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mobility binding within the RRP_tolerance, it must be put to the unknown state.
The flow of data packets does not necessarily cease, even while the home agent is
unreachable (uni-directional route). It is sensible to continue accepting data packets

as long as it lasts.

The route to the home agent may be only uni-directional. A RRQ changes the
mobility binding, but the RRP does not reach the mobile node. The same applies
to the data traffic from corresponding nodes tunneled by the home agent. The
unpleasant side effect is that the mobile node receives no indication about the change
in the mobility binding. There is no remedy other than to register again via some
working route in case a uni-directional route can be detected. One indication is
a ceased data flow to the active interface after trying to register via some other
interface. To prevent this harm, the active mobility binding should be renewed
after all the unknown interfaces have been probed. Table 4 summarises the possible

error scenarios with each type of registration scheme.

6.3 Alternatives to verify home agent reachability

The probing order of interfaces after a L2 handoff in the active interface would be op-
timized if the mobile node could verify the home agent reachability via lower priority
interfaces without changing the mobility binding. The registration could be started
with the interfaces that are known to provide a route to the home agent. There are
several possibilities to investigate the home agent reachability. Unfortunately, all

the methods have drawbacks and none of them can be used.

Simply pinging the home agent is possible, but as the ping is not authenticated, it

should not be used.

A Registration Request with S bit (simultaneous binding) set would not change the
active mobility binding. Unfortunately the data flow would be duplicated at least

for the duration of one round-trip. This is not a good tradeoff, considering that
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Table 4: Registration schemes and failure situations

Type  of | Initial registration Basic registration scheme

failure scheme
with timestamps | with nonces

RRQ is lost | In case of the highest pri- | RRQ is retransmit- | RRQ is retransmitted.
ority RRQ, the mobility | ted.
binding is first formed via
another interface. Reme-
died in the basic scheme.

RRP is lost | Data flow begins. The | Data flow begins, | Data flow begins, two more
RRQ must be retransmit- | but the registration | registrations are needed. The
ted only if the highest pri- | must be repeated | first to obtain the nonce syn-
ority RRP was lost. to get an accepting | chronization, and the second

RRP. to get an accepting RRP.

Identification| Success, if it was not | Retransmission Retransmission with a new

mismatch the highest priority RRQ. | with adjusted time | nonce.
Time offset adjusted. offset.

Uni- No means to recover in | Data flow to the | Data flow to the active in-

directional case of the highest priority | active interface | terface ceases. The nonce

route RRQ. Switch to the basic | ceases. Remedied | synchronization lost. Noticed
scheme. with a registra- | and remedied by two RRQs

tion via the next

interface in order.

sent via the next interface in

order.

broken routes are rare in the Internet. For one optimized network layer handoff,

data flow would be duplicated many times. More harmfully, the home agent may

accept the RRQ without supporting the request for the simultaneous binding. This

would change the mobility binding to the CoA of the lower priority interface.

Timestamp-based replay protection would allow the sending of two simultaneous

RRQs. One from the active interface and one from a lower priority interface. Larger

identification could be assigned to the RRQ of the active interface. Independent of
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the receive order of the RRQs, the route to the home agent would be verified from
the lower priority interface. The mobility binding would be changed only for the
difference between the times of arrival of the RRQs, provided that the lower RRQ is
received first. There is a problem if the highest Identification RRQ is lost or latency
difference of the routes is considerable. A suboptimal mobility binding would be

used for an extended duration.

Alternatively, the mobile node could sent only one RRQ from a lower interface. This
RRQ should have an incorrect identification field. the home agent would reply with
a RRP indicating identification mismatch. A possible error log entry at the home

agent is the drawback in this method. Nonce synchronization would also be lost.

The care-of address of a RRQ could be “spoofed”, meaning that a RRQ with the CoA
(and source IP address) of the active mobility binding is issued via another interface.
The answering RRP would arrive at the interface of the active binding. This would
guarantee only a uni-directional route to the home agent from the interface that
sent the RRQ. Spoofed RRQ would be topologically incorrect, and ingress filtering
routers would drop it. This is a major drawback. Spoofed RRQs are also against

the Mobile IP specification, and therefore this is a questionable method to use.
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7 Heterogeneous handoff algorithm

In this chapter, I will present a heterogeneous handoff algorithm that comforms
with the criteria in Section 3.1. Chapter 5 reviewed numerous handoff improvement
methods. Unfortunately, their applicability is limited in the real environment. Oper-
ating systems and the current network adapters have their limitations. The absence
of foreign agents in current networks drops many methods out of the consideration.

The majority of the methods necessitated changes in the Mobile IP specification.

All the handoff improvement methods involving foreign agents had to be excluded.
This includes foreign agent hierarchies for localized registrations, multicasting inside
an administrative domain, and packet buffering and forwarding. RFC 3344 [46]

specifies no micro mobility solutions that could be used for improving handoffs.

Transport layer enhancements to better cope in handoff situations are in no doubt
beneficial. This study does not include them as they are out of scope. Enhancements
to the TCP or UDP are not handoff management issues, even though they provide

better overall quality of service.

Current operating systems do not implement means for applications to commu-
nicate their exact QoS needs to the handoff algorithm or to the protocol stack.
Consequently, this information is not available for scheduling the handoffs or choos-
ing between transfer media and target networks. Different user profiles could be
created to determine the QoS needs. This would require the user to select a new
profile whenever the networking surroundings or the application in use changes. I

consider this is too cumbersome for the user.

Studies about handoff policies can be used to determine the best available network
connection. There are difficulties in gathering the information to be compared,
but the principle is applicable. People’s tendency to move along routine paths [4]

is a statistical method that leads to better handoff target decisions. I will use
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policy-based method in the heterogeneous handoff algorithm to prioritize network

connections.

The availability of the link layer information is very limited in practice and the in-
formation is unreliable. Implementing own link layer handoff algorithms for wireless
LANSs is not practical with the current IEEE-802.11 equipment. This makes it im-
possible to fully coordinate the actions of the heterogeneous handoff algorithm with
the link layer handoff algorithms of each IEEE.802.11 network adapter. However,
some link layer information can be used. The information provides the most pow-
erful means to improve handoff management in the absence of foreign agents. The

link layer issues are discussed in more detail in the following sections.

I do not consider using the Mobile IP simultaneous binding as an option to reach
seamless handoffs. It is impossible to know when the application in use actually
needs seamless connectivity. Each simultaneous binding doubles the data traffic.
The bandwidth wasting is not justified considering that the home agent may reject
the request for simultaneous binding. The new binding would override the old
binding. This leads to unwanted consequences in the handoff management. Inter-
media handoffs do not benefit from the simultaneous binding. They are already

seamless.

7.1 Availability of link layer information

Link layer handoff algorithms for IEEE-802.11 are typically implemented in the
firmware or device driver of the wireless network interface card. These algorithms
are proprietary and they potentially differ substantially between devices. Currently
there are no standards for L2 handoff algorithms. Most of the adapters make au-
tonomous handoff decisions between access points and possibly inform upper the
protocol stack about the decisions that were made. This leaves the heterogeneous

network layer algorithm to choose only between available network interfaces without
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ability to control the selection of access points to associate with. L2 connections
have to be taken as granted. The availability of a certain association is subject
to change at any moment. The resulting overall handoff behaviour is unavoidable

suboptimal.

Operating systems provide interfaces to access and command IEEE-802.11 network
interface cards (NICs). Windows systems have NDIS (Network Driver Interface
Specification). Many Linux distributions have integrated Wireless Tools [56] devel-
oped by Jean Tourrilhes. Jean Tourrilhes has shown that adapters support mixed
sets of L2 information. NDIS specification requires certain set of L2 support. Val-
ues for L2 parameters are set and queried using NDIS OIDs (Object Identifiers).
Support for certain OIDs is obliged by Microsoft. According to my experiments,
adapters sometimes meet these requirements by returning some constant, bogus
value for the queried OID or, against the wishes of Microsoft, do not support the
OID at all. In all, the L2 support implied by NDIS can not be trusted. In prac-
tice, implementations of the device driver and firmware are decided solely by the

manufacturer and are subject to change between product releases.

Windows XP introduces an operating system specific problem. There is a service
called Wireless Zero Configuration (WZC). The WZC has an important task in the
management of IEEE-802.11 adapters. This service handles for example the setup
of the adapter, when it is attached to the laptop for the first time. In addition,
WZC supervises L2 handoffs through the NDIS interface. It is possible for the user
to specify an access point to associate with. Furthermore, the WZC is exposed
to problems arising from the incomplete NDIS interface support of IEEE-802.11
adapters. The WZC makes it impossible for a heterogeneous network layer handoff
algorithm to implement its own NDIS-based L2 algorithms for each adapter. This
would require the WZC to be turned off, which would waste important functionality.
With the WZC operating, there would be two entities commanding the adapter

without co-operation. It is doubtful that even the WZC works with all the NICs.
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A NIC may execute its own L2 handoff algorithm despite the service. The exact

functionality of the WZC is not published information.

The following set of L2 information is supported in the most of the current IEEE-
802.11 adapters:

1. Basic Service Set Identifiers (BSSIDs) of the currently heard access points.
BSSID is an access point equivalent to the MAC address of IEEE-802.3

2. Received Signal Strength Indication (RSSI) or signal quality (SQ) values of all

the currently heard access points.

3. Media connect/disconnect event. This event is triggered when the network

interface card has attained/lost the link layer connection to the access point.

Applies also to IEEE-802.3 NICs

My heterogeneous handoff algorithm will use this set of L2 information to improve
handoff management. It can not be trusted that the L2 information is valid with
all the network adapters. There must be means to notice incorrect L2 information

and to function without the L2 support.

7.1.1 Quality of link layer information

IEEE-802.11 adapters scan for new access points by listening beacon signals sent
every 10 ms. This is called passive scanning. Active scanning includes sending of
probe broadcast frames, which are answered by access points. A. Mitra et al. [34]
have measured the AP discovery performance. If the NIC does not continuously
update the list of passively heard APs prior to the reassociation, the active scan
may introduce latency of several hundreds of milliseconds. Additionally, some IEEE-
802.11 products are not able to transmit data frames during the process. For this
reason, my algorithm will not request adapters to perform active scans. I will

trust that NICs perform the scanning as efficiently as their implementation allows.
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Because of this trade-off, it is not ensured that all the APs in the range can be

noticed instantly.

Signal quality or RSSI values are meant to be used in a relative manner [60]. This
makes it difficult to compare values between different NICs. Absolute values of RSSI
do not reflect the real signal power level. Moreover, it is uncertain if the values are
truly real time. NICs may update cached values using different intervals. The exact
signal power oscillates with a considerable amplitude. NICs report moving averages
of the real RSSI values. The averaging window is likely to vary between products.
According to my experiences with Nokia C110, Orinoco WLAN PC card (5 volt),
Cisco aironet 340, and D-link DWL-650 wireless LAN PCMCIA cards, the averaging
window was smaller than one second. P. McCann [32] has studied the applicability
of the L2 information of the IEEE-802.11 adapters for Mobile IPv6 handoffs and

considered it unfit for real use where accuracy is necessary.

Section 5.4 presented prediction-based methods to estimate the time of losing the L2
connection by examining the past samples of RSSI values of the access point. This
kind of prediction is useless with the current equipment. The sampling frequency is
not adequate for just decisions, especially when the velocity of the mobile node is

considerable.

There is another heavy reason for the heterogeneous algorithm not to control L2
handoffs. The user may have configured the NIC to associate with access points of
certain Service Set Identifier (SSID). The SSID may identify one BSS or an Extended
Service Set (ESS) containing multiple access points. If the ESS is a hotspot, the user
will definitely want to maintain connections with the ESS after entering credentials

and paying for the access.

All these matters limit the applicability of the L2 information. In the design of the
algorithm, I will seek L2-information-based handoff improvement methods that are

immune to the above-mentioned problems. The heterogeneous handoff algorithm
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will be responsible for:

e Choosing the best interface/subnet to be used at time.

e Scheduling the switches between interfaces of different media to achieve best

possible end user QoS.
e Detecting the movements (L2 handoffs) between subnets.

e Allocating the care-of address and detecting the access router in the foreign

network.

e Registering possibly via multiple interfaces simultaneously in order to fast

resume the data flow.

7.2 Architectural entities

Two architectural entities are needed to gather information for the use of the het-

erogeneous algorithm.

The Scan log periodically stores RSSI samples of the surrounding IEEE-802.11 ac-
cess points. The purpose of the Scan log is to produce a rough estimate of the
velocity of the mobile node. This helps the heterogeneous handoff algorithm to de-
cide whether to use GPRS instead of WLAN. Each row of the Scan log contains one
RSSI measurement. The fields are:
BSSID:RSSI:active:timestamp

RSSI values are recorded once per second. A row is written for each available access
point or “BSSID”. The “active” bit determines, whether the NIC has an association
to the access point. By examining the Scan log, pathological ping-pong situations
can be noticed.The entries older than five minutes should be purged. If the NIC con-
tinuously reports constant RSSI value, the Scan log should be disabled. A constant

RSSI other than 0 indicates defective L2 information support. Similar conclusion
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can be done if the NIC obtains a L2 connection, but it is not reflected to the RSSI

values.

The AR history stores information about visited subnets, or to be more specific, used
access routers. The reachability information and the latencies to the home agent
are recorded. Using this information, the algorithm can prefer subnets and access
routers that provide short latencies. In practice, it is difficult to obtain other network
characteristics than the latency to the home agent. Throughput measurements are
dependent on the amount of transferred data, but also on the capacity of the route
from the corresponding node to the home agent (assuming reverse tunnelling). The
change of a CN would affect to the throughput. The latency to the home agent
has to be deduced from the registration messages. This is problematic. Variating
congestion, load at the home agent , and possible dropping of UDP datagrams
hamper the discovering of the true latency. Multiple registrations balance these

variations.

By examining recent past latencies, the mobile node can estimate the registration
latency when arriving at a new subnet. On a larger scale, the latency correlates
with the geographic distance to the home agent. Subnets close to each other are
likely to experience roughly similar latencies, since packets are likely to take routes
that partially match with each other. The AR history contains multiple rows, which
fields are:
subnetID:AR_MAC:latl:tsl:1lat2:ts2:1at3:ts3:1latd:tsd:latb:tsb

The access router MAC (AR-MAC) address is followed by five the most recent la-
tency samples and their corresponding timestamps. If the home agent was unreach-
able during the registration period, latency sample is set to infinite. The “subnetID”
is a random id number for grouping access routers under the subnets they are reach-
able through. The registration schemes explained in Chapter 6.2.1 examine the AR
history to register first via the lowest latency routers in the subnet. In case an AR

is moved to a new location, the past latency samples become invalid. The error is
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eliminated as new samples are generated. [EEE-802.11 introduces extra latency over
IEEE-802.3. This latency is negligible if compared to the registration latency, and

it is not taken into account. The entries older than one week should be expunged.

7.3 Move detection

Without foreign agents, the standard Mobile IP move detection method is not appli-
cable. Instead, the mobile node uses L2 triggers to instantly notice changes in the L2
connectivity. Both IEEE-802.3 and IEEE-802.11 network adapters provide media
connect and disconnect events. The IEEE-802.11 media connect event is triggered
upon reassociation, possibly omitting the media disconnect event. In case the NIC
does not support L2 triggers, there must be an alternative mechanism. The data
flow itself is an adequate evidence of the L2 connection. In the absence of data flow,
the mobile node should ARP [48] the access router to verify that it is reachable. I
suggest that ARP requests should be sent every 600 ms. In case of no response, the
subsequent ARP requests are sent every 200 ms. If the ARP response pends over
1000 milliseconds, a movement is deduced. The ARP-based move detection method
is employed only for the interface that has the mobility binding. If the L2 triggers
prove to be trustworthy, the ARP-based move detection can be stopped altogether.
The use of ARP for move detection was suggested by H. Lewkowetz and S. Vaarala

in [29] to be used in private address spaces that require NAT traversal.

7.4 Behaviour at foreign networks

The heterogeneous handoff algorithm acts whenever an interface obtains L2 connec-
tion to a foreign network. DHCP is currently the only realistic way to obtain CoA.
The algorithm assumes that the DHCP client can be commanded interface-wise to
lease and release the dynamic IP address in the visited subnet. When the lease is

acquired, the DHCP client triggers the coa_acquired event for the algorithm. The
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lease is renewed automatically if not told otherwise. The coa_fail event is triggered
if the lease is expiring and it can not be renewed. Similarly, if the IP address lease
is not granted at the first place, the coa_fail is triggered. IP leases should always be

released if possible.

L2 handoffs within a subnet do not require a Mobile IP registration, at least in
theory. Regretfully, DHCP poses limitations. Consider two interfaces connected
to the same subnet, the first has a CoA, and the other has only a L2 association.
Handoff to the latter interface could be done with gratuitous ARP, which would
“hijack” the CoA from the first interface. Unfortunately, this would violate the
DHCP state machine. The further renewals of the IP address lease would likely
confuse the DHCP server, since the MAC address of the requesting interface would

have been changed.

True optimization is possible with a IEEE-802.11 NIC making reassociations with
access points connected to a single subnet. When the mobile node learns which
access points connect to the same subnet, the same CoA can be used between L2
handoffs. Usually the mobile node is unaware of underlying subnet of an access
point. In this case, the DHCP client can be triggered, although the interfaced

subnet may be the same.

If the subnet remains the same, the access points executing IAPP or similar pro-
prietary protocol will issue a Proxy ARP to update possible bridges connecting the
subnet. As the bridges learn the MAC address of the mobile node, the data flow is
resumed, and the mobile node can conclude that the L2 handoff has occurred within
the subnet. In the absence of data traffic, a DHCP discover is broadcasted. Choos-
ing the same DHCP server as prior to the L2 handoff, the mobile node contributes
that the IP address would not change. For the same requesting MAC address, the
DHCP server is likely to offer the same IP address as formerly. Because there has

been lease left for that IP address, it can not be offered to another host meanwhile.
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Regardless of the offered IP address, a Mobile IP registration is started after an IP
lease is acquired. RFC3344 [46] base on globally routable TP addresses, but there
is a work in progress to introduce NAT to the Mobile IP protocol. With NAT and
private networks, two different subnets might offer exactly the same IP addresses
for the use of the mobile node. The registration is needed, because the mobile node
hasn’t got knowledge of its IP address after the NAT box. There is no harm, even
if the subnet was the same, and the registration is done in vain. The data flow is
continuous, and by following the DHCP specification, the mobile node ensures that

bridges of the subnet become updated with ARP.

To conclude, without better information the mobile node starts a DHCP process
upon each L2 handoff. Formerly used DHCP server, if present, is preferred in order
not to change the IP address (CoA) in case of intra-subnet L2 handoffs. In case
of future NAT traversal, the Mobile IP registration is started always after the IP
lease has been obtained. The result is a robust and simple functionality without
real drawbacks. In practise, the mobile node may decide not to lease IP address for
[EEE-802.11 NICs, if there is a stable fixed connection present at the same time.
The handoff would cause somewhat longer interrupt when the user decides to move

at the first time, but unnecessary IP address leases would be avoided.

GPRS is an exception to IEEE-802.11 and IEEE-802.3. The mobile node is not
responsible to handoff management or leasing IP addresses. The host acquires 1P
address with PPP (Linux) or NDIS (Windows) from the GPRS card. The GPRS
connection can be seen as a virtual link, that can be straightforwardly used when
present. GPRS differs from other transfer media by its cost of bandwidth. For
this reason I leave the choice of dialing GPRS to the user. Without active GPRS
connection, the heterogeneous algorithm just leaves GPRS out of consideration.
Usually, the GPRS PDP context remains in the active state for a long enough time

for user not to be disturbed by the effort of periodically triggering the GPRS dial-up.



67

7.5 Velocity adaptation

The Scan log is used for rough velocity adaptation. This will remedy a pathologic
situation, in which the mobile node is in rapid motion and tries to associate to
IEEE-802.11 access points. If the Mobile IP registrations have not enough time to
complete between the changing L2 connections, no connection at all can be acquired.

Instead, GPRS should be used during the movement.

There is not much to be concluded from IEEE-802.11 signal measurements, which
are the only way to perceive velocity with the current hardware. RSSI measurements
are relative and do not reflect real received signal power. Different transmit power
levels of access points and obstacles in the propagation path of the signal render the
power measurements useless for determining the distance to the access point. With
accurate and real-time open terrain power measurements, the mobile node would be
able to deduce distances to access points and thus the velocity from the attenuation

of the signal.

My velocity adaptation method goes around these problems with a cost of inaccu-
racy. It is based on multiple access point signal level measurements to achieve a
statistical proof of the velocity. the absolute velocity is not measured. Instead the
average duration of access point coverage will be used to determine if it is worth to

try IEEE-802.11 connections.

The quantity representing the expected maximum time that the mobile node resides
in the coverage area of an access point is called a cell duration. The cell duration is

periodically determined in the following fashion:

Step 1. A portion of the Scan log is selected for examination. Parameter adapta-
tion_period determines the examination period that is calculated from the end
of the Scan log (the most recent values). A sufficient value for the adapta-

tion_period is 30 seconds.



68

Step 2. All the BSSIDs occurring, i.e. having positive RSSI values, during the

adaptation_period are considered.

Step 3. If no access points have been encountered during the period, the cell du-

ration is set to undetermined. Abort.

Step 4. For each heard BSSID, the duration of continuous coverage is calculated.
The coverage is considered to be continuous if there are positive RSSI values
with maximum of 5 seconds gaps of zero RSSI. Note that one BSSID may
produce multiple coverage durations in case of back and forth movement of
the mobile node. Continuous coverage duration extending past the start of
the adaption_period, is added to the measure. These are candidates for the

cell duration.

Step 5a. If there is a previous, valid cell duration: The new cell duration is the

maximum of the largest candidate and the previous cell duration. Abort.

Step 5b. In absence of previous cell duration: At least two access points in con-
sideration must have been completely passed i.e. positive RSSI values do not
extend to the beginning or to the end of the Scan log. This ensures that the
access point has really been passed by. The largest of the candidates is chosen

to be the cell duration.

The step 3 ensures that if there is no reinforcing information about the movement
of the mobile node, the velocity adaptation is stopped after an adaptation_period
amount of silence. Five second allowance for zero RSSI in the step 4 eliminates
influence of temporary shadows that would result to a too short cell duration. The
velocity adaptation should be triggered only in case of real movement. Step ba
ensures that the cell duration is accumulated in reaction to the hints that the move-
ment has stopped. Prolonged coverage of any access point is a satisfactory hint.
The velocity adaptation is triggered at the first time in the Step 5b. The duration

of availability of a single access point varies by transmit the power level of the access
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point and by the shape of the cell. Furthermore, the mobile node’s trajectory of
movement may pass through the border of the coverage area. All these issues would
lead to a smaller duration of availability than with an access point in open terrain
and the mobile node passing the circle shaped coverage area diagonally. For this
reason, a sufficient amount of access point must be involved in the measurements.
I suggest two, but if the reliability has to be increased, more access points should
be required. On the other hand, if too many access points are required, the ve-
locity adaptation is seldom triggered, even if it should. The probability of correct
conclusion raises with the number of simultaneously monitored access points. It is
enough that one of the access points is passed by close enough and that there is
no substantial cornering effect. The relative velocity (cell duration) is concluded
from the highest duration of availability of any of the access points. One way to
improve the reliability of the cell duration is to require that a certain RSSI threshold
is reached. For example 50 % of the maximum RSSI. This excludes the case that the
mobile node enters the border of the coverage area and leaves immediately. Figure

8 illustrates the determination of the cell duration.

Adaptation_period Access point coverage
AP2 T L — o
. i cell duration increased
AP3 No cell duratloné — cell duration
¢ $ set to No cell duration
AP4 i undetermined
cell duration chosen —— ¢
~
~
Time

Figure 8: Cell duration

The cell duration gives the amount of time that a forthcoming access point can be
expected to be available, provided that the velocity does not change. Increase in the
speed of the mobile node diminishes the duration of coverage of all the encountered

access points and thus the cell duration. The cell duration, expected registration
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latency, and DHCP latency can be used for calculating the expected time of avail-
ability of subsequent access points. This is only an approximation also for another
reason. [EEE-802.11 L2 handoffs can not be controlled. Efficient connection time
is wasted if the adapter postpones the L2 handoff when a new access point becomes
available. If the L2 handoffs could be controlled, the cell duration could be used
for adjusting the L2 handoff strategy. With shortening cell duration, more recent

access points should be associated, despite of the RSSI values at time.

It is unlikely that the L2 handoff algorithm of the network adapter would start the
L2 handoff instantly if there is another access point available with greater RSSI. At
least the threshold- and hysteresis-margin-based L2 handoff algorithms (see Section
5.4) would postpone the L2 handoff. However, instant L2 handoffs are assumed for
robustness of the velocity adaptation method. Fxpected communication time at the
next access point is:
Cell duration - registration latency - DHCP latency

The cell duration diminishes as the velocity increases. I define that if the expected
overall handoff latency becomes 20 percent or greater of the cell duration, GPRS
should be used instead of IEEE-802.11. This rule is called interrupt-%. Later, this
rule is used also in other contexts. When the continuous access point coverage ends,
the switch to GPRS is inevitable despite the velocity adaptation. I use 300 ms
for the average DHCP latency (4 messages and their processing). Alternatively,
the average DHCP latencies could be recorded in the AR history. The expected
registration latency can be determined by using the AR history. The average of the

last five successful registrations independent of the used access routers is calculated.

The interrupt-% is a simple, but not totally intuitive rule. With very short hand-
off latency and cell duration, the user experienced QoS with IEEE-802.11 could be
better than with using GPRS instead. Frequent, but fast handoffs would be almost
unnoticeable. However, there would be extensive registration traffic. This would

waste bandwidth and burden the home agent. When both the cell duration and the
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registration latency are quite large. The use of GPRS is justified for another rea-
son. While the connection is good for the majority of time, rare handoffs introduce

intolerably large latencies with the interrupt-% rule.

An example: The velocity of the mobile node is 20 m/s. The terrain is clear, and
surrounding access points have coverage areas of 50 meters radius. The registration
latency have been 700 ms on average. Consequently, the cell duration is 5 seconds,
and each L2 handoff inflicts 1 second handoff latency not including the latency of
the L2 handoff itself. The expected latency reaches 20 % of cell duration. Switch

to GPRS is committed.

The velocity adaptation method remedies pathologic registration behaviour of a
mobile node moving fast in near continuous WLAN coverage. The method is not
perfect. The mobile node has to be in motion at least for an adaption_duration
amount of time to acquire a usable cell duration value. Acceleration or braking can
not be noticed. Even if the mobile node has stopped, WLAN is used only after the
cell duration has been increased to the value satisfying the interrupt-% rule. RSSI of
a single access point can not be used for detecting accelerations. A rapid increase in
RSSI might indicate a substantial speed up or just a cornering effect. Likewise, RSSI
values are steady if the mobile node moves along a circle-shaped trajectory around
the access point. in this case, the velocity adaptation indicates no movement at all.
The velocity adaptation method goes around problems involved in the quality of
the L2 information. The cell duration is immune to the non real-time RSSI values.
Errors in the beginning and at the end of the cell duration cancel each other. The

same holds also for the different sized averaging windows of RSSI values.

The velocity adaptation should be aborted if wired connections are noticed.
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7.6 Ping-Pong detection

Ping-pong is a situation, in which a IEEE-802.11 link layer handoff algorithm rapidly
forms associations between multiple access points. The connection oscillates between

access points causing frequent handoffs. Registration latencies lead to worsened QQoS,

and GPRS should be used instead.

The Scan log can be used for ping-pong detection. Since L2 handoffs can not be
controlled, the handoff decisions of the IEEE-802.11 NIC have to be monitored. I
somewhat extend the concept of the ping-pong: Frequent heterogeneous handoffs
between GPRS and WLAN are alike unwanted. This happens when the coverage
of WLAN is teetering. Each time WLAN becomes available, a registration is per-
formed. Soon after, the signal fades and GPRS must be used instead. This causes

yet another registration.

To detect a ping-pong situation, the Scan log is rolled back for a pp_detection_duration
amount of time. 15 seconds provide that ping-pong is not concluded to hastily and
that the priority of the WLAN interface can be raised fast enough, after the ping-
pong situation is over. The ping-pong detection method is valid only if the mobile
node is not in motion. If new access points become available, or average RSSI levels
between the access points change, history does not guarantee that the ping-pong
situation prevails. Therefore, ping-pong is considered to be over instantly when a
new access point is heard. An access point is considered new, if it was not heard
during the pp_detection_period. On the other hand, if a stationary mobile node
experiences teetering WLAN coverage or suboptimal L2 handoff behaviour for a

sufficient amount of time, it is reasonable to assume that the situation will continue.

As earlier, I use interrupt-% to determine the required communication time in pro-
portion to the handoff interrupts. The efficient communication time is the whole
15 second pp-_detection_period. The sum of handoff latencies must not exceed 20

% of the communication time. The handoff latency is determined as in the veloc-
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ity adaptation method, the DHCP latency summed with the average registration
latency found in the AR history. Handoff latency occurs upon every L2 handoff to
a different subnet, provided that the mobile node has learned which access points
connect to the same subnet. Likewise, the handoff latency is added whenever there
is a hole in signal reception of the previously connected access point. Figure 9 clar-
ifies the method. The interrupt-% is calculated by dividing the combined length of

the gray area with pp_detection_period. Latencies involved in L2 reassociations are

negligible.
— \
Coverage Handoff Communication L2 handoff
latency possible
AP1 7\ \ \ /
*)APZ / v
AP3 \/ f : & 7\
GPRS /
>
Time

*) AP2 and AP3 connect to the same subnet.
Figure 9: Ping-pong detection

The priority of the WLAN interface must not be raised to the normal level as
soon as the interrupt-% becomes over 20 %. In borderline cases, this would inflict
unnecessary frequent changes in the interface priorities. There must be a threshold.
I define that the portion of interrupts must be lower than 10 %, before the ping-pong

situation is considered to have settled down.

The ping-pong detection and velocity adaptation differ each other by various aspects.
The velocity adaptation is not based on L2 handoff decisions of the IEEE-802.11
NIC. Instead, the cell duration tells if it is possible to communicate at all, even
with optimal L2 handoffs. Moving mobile node can not make assumptions about
the behaviour of the L.2 handoff algorithm as the IEEE-802.11 surroundings change.
For the ping-pong detection, the mobile node has to be stationary. The cell duration
allows fast adaptation, when the movement has ceased. The cell duration is increased

simultaneously, as the duration of coverage of any access point becomes longer. No
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threshold is needed as in the ping-pong detection.

7.7 Design

The complete heterogeneous handoff algorithm is composed of the registration scheme
state machine discussed in Section 6.2.1 and the events that control the interface
priorities. The set of interfaces that participate in the registration scheme at a time
is called the registration set. The registration set varies upon changes in the L2 con-
nections and possessions of CoAs. An interface can be part of the registration set
only if it has a valid CoA acquired in the interfaced network. Figure 10 presents the
heterogeneous handoff algorithm as a UML activity diagram. The circled numbers
in the right upper corner of each state or activity are used merely for explanation

of the functionality.

Update @ Trigger @ Remove the @ Trigger @
the registratio DHCP for interface from the DHCP

set: Remove the the interface registration set if still L2
disconnected connected
interface
Media Media CoA
disconnect connect lost \’/7
. . D)
Employ registration scheme (1/
High
Normal ( 2)802.3 latenc Prefer WLAN
prioritiy order: priority order:
H IEEE-802.3 Normal 802.3| |EEE-802.11
IEEE-802.11 latency IEEE-802.3
GPRS GPRS
Start up VA OFF PP OFF Shut down
VA ON PP ON
Avoid WLAN 4
priority order:
|IEEE-802.3
GPRS
IEEE-802.11
Unstable Stable CoA
connection connection acquired
)
Trigger DHCP @ Clean up @ Release @ Add the 9\
for all L2 connected the registration <—{ CoAs of the interface to the
interfaces set other interfaces registration set

Figure 10: Heterogeneous handoff algorithm

Employ registration scheme (1) is a super state that corresponds for the initial
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and basic registration schemes. The activity diagram does not show, whether the
mobile node has an active mobility binding or not. The state means only that
the applicable registration scheme at the time is followed with the interfaces in the
current registration set. Section 6.2.1 showed that the registration schemes acquire
mobility binding as fast as possible. Only a shut down event causes this state to
be exited. In case there are no interfaces in the registration set, the algorithm just

waits idle.

At the start up (2), the interface priorities are set in order that IEEE-802.3 is the
most preferable, then IEEE-802.11 and the GPRS interface is the last one. This
priority order is likely to provide the best QoS. Initially, no contrary information is
available. The registration schemes pursue to arrange connection via the preferred

interface. If this fails, other interfaces are tried in priority order.

The media disconnect event occurs when an interface loses its L2 connection or if
GPRS is disconnected. This causes the interface to be removed from the registration
set (5). The media connect event occurs if the IEEE-802.11 interface changes access
point or if the IEEE-802.3 cable is connected. The DHCP client is triggered instantly
to acquire a new CoA (6). In case of IEEE-802.11, the interface has to be removed
from the registration set if the underlying subnet changed. The media connect and

disconnect events are L2 triggers originating from the network adapters.

CoA acquired is an event, which the DHCP client sends to the algorithm. It indicates
that an IP address lease has been acquired for an interface, and that the DHCP
client will maintain the lease until further notice. The interface is appended to the
registration set (9). The event occurs also when the GPRS interface is set up. Upon
activation of the PDP context, the GPRS interface communicates the I[P address to
the upper protocol stack. The CoA lost event occurs if the DHCP client is unable to
renew the IP address lease. This event occurs slightly before the actual expiration
of the lease. The interface is removed from the registration set (7), but the other

interfaces have enough time to register before the data flow ceases. If the interface is



76

still L2 connected, the DHCP client is triggered again to obtain another IP address
lease (8). The CoA lost event occurs only if the event is unexpected. The algorithm
may decide not to reserve CoAs for every interface and release some of the leases.
This does not generate a CoA lost event. In the absence of L2 triggers, the CoA
lost event occurs also if the ARP-based movement detection method concludes that

the subnet has been changed.

the event stable connection leads to release of the IP address leases of the inactive
interfaces (10). This is done in order not to unnecessarily consume IP address
space. The cost is that without ready CoAs, the first heterogeneous handoff after
the stable connection inflicts an interrupt to the data flow. The stable connection
event is triggered if either the IEEE-802.3 or IEEE-802.11 interface has had an
unbroken mobility binding for a 5 minutes. The unstable connection event occurs if
the stable connection is interrupted by a L2 handoff or by the CoA lost event in the

active interface.

Three sub-states inside the employ registration scheme state control the interface
priorities. The IEEE-802.11 interface is avoided in the ping-pong and rapid move-
ment situations (4). IEEE-802.11 is preferred over other interfaces, if the latency
through the TEEE-802.3 interface is substantially higher (3). Several secondary

events control the state transitions.

PP ON or “ping-pong detected” is an event generated by the ping-pong detection.
The event is triggered if conditions for the interrupt-% are not met. That is, more
than 20 % of the efficient communication time is wasted in handoff latencies. This
locks the priority of the IEEE-802.11 interface to the lowest, preferring IEEE-802.3
and GPRS interfaces (4). PP OFF or “ping-pong ceased” event comes alike from the
ping-pong detection. VA ON occurs if the velocity adaptation has concluded that
the movement is too rapid for IEEE-802.11 connections. VA OFF is triggered upon
increase in the cell duration so that the interrupt-% rule is satisfied again. Similarly,

the media connect event in IEEE-802.3 interface ends the velocity adaptation. A
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fixed connection proves that the mobile node has stopped moving.

Event high 802.3 latency adjusts the interface priorities (3) to prefer IEEE-802.11,
if the IEEE-802.3 interface suffers from an unexpectedly high latency. The registra-
tion latency depends heavily on the used access router. All the access routers in the
subnet have to be tried for registration, before the event is triggered. The experi-
enced latency is compared to the latencies in the other recently visited subnets or
to the past latencies in the same subnet. The AR history is used for latency com-
parisons. The latencies of the five past registrations are averaged for comparison.
The latency difference should be substantial to overcome the better characteristics
of IEEE-802.3 and the uncertainty involved in the latency measurements. I recom-
mend the fixed connection must suffer from 300 milliseconds higher latency than
expected, before the event is launched. In all, the high 802.3 latency is triggered if

following conditions are met:

e The latency of the IEEE-802.3 interface proves to be 300 milliseconds higher

than the expected latency.

e The IEEE-802.11 coverage has been uniform for the period of latency mea-
surements. No L2 handoffs are allowed. Otherwise, it would not be clear that
using WLAN would improve the QoS. RSSI level has to be over 50 % for the

whole period. The IEEE-802.11 connection must be stable.

e The best access router in the subnet that is connected with the IEEE-802.3

interface is in use.

Event normal 802.3 latency normalizes interface priorities when it becomes evident
that the latency in the subnet of the IEEE-802.3 interface is not abnormal. Several

reasons trigger this event.

e The average of the latency samples in the IEEE-802.11 connected subnet turn

out to be only 150 ms better than in the IEEE-802.3 connected subnet. The
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150 ms threshold is to prevent frequent updating of the interface priorities in

border-line cases.

e The association to the access point is lost or 25 % RSSI level is reached. Inferior

signal strengths are not tolerated, because of increased transmit errors.
e [IEEE-802.3 is connected to a new subnet.

e [IEEE-802.11 has been used long enough, and latencies in the IEEE-802.3 con-

nected subnet may have changed. I recommend one hour.

Latency measurements change interface priorities rather slowly. That is because suf-
ficient amount of latency samples must be generated to smooth the variations. This
makes the latency comparison an optimization that can be done only if the mobile
node has been stationary for a sufficient amount of time. Registration frequency

can be accelerated for faster operation.

Events that control the interface priorities and the registration set can be classified
to the primary and secondary events. A primary event may inflict the triggering of
a secondary event. For example media_connect event from a IEEE-802.3 interface
triggers the VA OFF event. Each event updates either the registration set or inter-
face priorities. If a primary event triggers a secondary event, both events should be
processed before the changes are communicated to the registrations scheme. This
ensures that the registration is not started with parameters that would be changed

in the next instant.

8 Analysis of results

Developing a heterogeneous handoff algorithm for Mobile IP revealed to be a mul-
tifarious task. Extensive work have been committed by others (see Chapter 5) to

improve the quality of service for a host that moves frequently in the Internet. Un-
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fortunately, only a small amount of the improvements was applicable in the case
where foreign agents are not available in general. I aimed to discover an algorithm
that can be implemented on the current platforms and that is able to operate with
widely available network interface hardware. The quality of the link layer informa-
tion and triggers is currently the most decisive aspect that hampers efficient handoff
management. It is not realistic to assume that L2 handoffs could be controlled by
an external entity (see Section 7.1). I identified methods that can be used in im-
proving handoff management in the situation assumed in Chapter 7. Within these
limitations, the heterogeneous handoff algorithm was developed. It can be stated
that the reached efficiency in handoff management is inadequate for real time ap-
plications. Sufficient QoS can not always be guaranteed. However, the algorithm
improves overall QoS in many ways. Especially the situations that normally would
lead to pathetic handoff management and unacceptable QoS, can be avoided with
various methods I developed. Following sections evaluate the required criteria and
discuss about the tradeoffs that were made. Many of the justifications of the design

have been discussed in earlier chapters.

8.1 Minimal interference to data flow

The minimal interference to data flow is the most important goal in way to improve
the user experienced QoS. Handoff latencies cause interrupts in the data flow. Like-
wise, it is important to use the best available link layer transfer media at a time.
Independent of the transfer media, perceived QoS is also dependent on the charac-
teristics of the route to the home agent and to the corresponding nodes. The routes

may differ substantially between the network interfaces.

Inter-media handoffs are always seamless, provided that the connection via the pre-
vious interface stays up until the new mobility binding is ready. This originates
from the facts that the mobile node can receive packets simultaneously via multi-

ple interfaces and that the home agent starts to forward traffic immediately after
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accepting a Registration Request. Difficulties arise when the connection is lost in
the source interface, and the handoff must be committed reactively. Intra-media
handoff caused by a reassociation of IEEE-802.11 to a different subnet similarly in-
flicts interrupt to the data flow. This is impossible to avoid without special foreign
agents to forward traffic or foreign agent hierarchies to localize the registration. I
focused to make handoffs faster to minimize the damage. Handoff latency consists
of the L2 handoff latency, registration latency, and the DHCP latency for acquiring
the CoA. To minimize the DHCP latency, the inactive interfaces should also acquire
IP address leases. These leases are released if the mobility binding is considered
stable enough i.e. future handoffs are unlikely. The use of link layer triggers allows
the mobile node to instantly notice L2 handoffs between subnets. This shortens
the handoff latency usually by several seconds compared to the standard mobile TP

move detection methods.

In Chapter 6, I showed that forming a mobility binding via multiple, prioritized
interfaces is not trivial. I developed the initial registration scheme and the basic
registration scheme, which shorten the registration latency substantially in case that
the registration would fail via the most preferred interface. With timestamp-based
replay protection, the registration latency is also shortened by at least one round trip
to the home agent in case the Registration Request of the preferred interface would
be lost. The registration schemes schedule the registrations of multiple interfaces
to fast reach the mobility binding, but also to avoid flooding the home agent. The
registration schemes take care that the mobility binding is efficiently formed via the
highest priority interface and the lowest latency route. Without explicit registration
scheme, the mobile node would behave catastrophically if the subnet of the preferred
interface would not provide route to the home agent at all. The worst case is that

there would be no mobility binding at all until leaving the subnet.

The velocity adaptation and ping-pong detection methods both remedy the situation

that the IEEE-802.11 interface would not reach sufficient connection under any
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circumstances. GPRS is raised in the priority order. From the QoS point of view
this is a considerable optimization. Otherwise, the mobile node would be locked in
a state that no connection is available as the registration is continually tried and
failed using the IEEE-802.11 interface. I defined that the connection is unusable if
registration latencies will exceed 20 % of the efficient communication time. With
very low registration latencies, this rule prevents excessive registration traffic, even
while the overall connection might be usable. For applications that communicate
with TCP, even small but frequent interrupts would inflict excessive retransmissions.
Therefore, the interrupt-% rule is applicable independent of the length of the handoff

latency.

The velocity adaptation method (see Section 7.5) is based on the signal strength
measurements of the surrounding access points. The method is coarse because of
the quality of the L2 information. The signal strength information is not real-
time with all the IEEE-802.11 adapters. Relative signal strength values, varying
transmit powers of access points, and asymmetric coverage areas prevent distance
measurements to the access points. These matters make the velocity adaptation
difficult. My velocity adaptation method goes around problems of L2 information
(see Section 7.1). It still has its limitations. In certain WLAN surroundings, high
velocity may be concluded falsely. The probability of errors can be diminished by
claiming more evidence of the high velocity i.e. by increasing the required number
of access points that are quickly passed by. On the other hand, this postpones the
conclusion of the high velocity. The velocity adaptation adjusts interface priorities

to avoid registrations via the IEEE-802.11 interface, if the velocity is too high.

The ping-pong detection (see Section 7.6) method suffers from the same kind of dif-
ficulties as the velocity adaptation. Sufficient amount of evidence must be acquired,
before conclusions can be made. This postpones the updating of the interface prior-
ities. Speeding up the process would lead to increasing number of false decisions. It

is reasonable to be absolutely sure that WLAN is unusable, before GPRS is raised
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in the priority order. The bandwidth of GPRS is order of magnitudes lower than
IEEE-802.11. For many user applications this is the same that the connection would

be lost.

The velocity adaptation and ping-pong detection involve many parameters. I have
suggested values for these parameters. The recommended values are by no means
optimal. The proof of that would necessitate the knowledge of the characteristics
of the average IEEE-802.11 surroundings that the mobile node will encounter. One
possibility to fix this is to dynamically adjust the parameters according to the ex-

perienced surroundings.

The AR history enables latency-based policy for the handoff target network selection.
The latency in the current subnet is compared to the expected latency calculated
using the data in the AR history. Currently, the average registration latency is the
only QoS parameter that is measured. However, it is not used alone in the handoff
target selection. The characteristics of the link layer transfer media are also taken
into account. In practice, this means selecting between the IEEE-802.3 and IEEE-
802.11 interfaces. The wireless connection has to be stable, interrupts in the data
flow would make comparison of latencies irrelevant. Furthermore, the AR history
provides an optimization if a subnet is visited multiple times. The access router
that provided the lowest latency to the home agent can be chosen at the first place.

Networks that provided no route to the home agent can be avoided pro-actively.

8.2 Detailed algorithm design

I have presented the heterogeneous handoff algorithm and the involved external
entities in detail that should give sufficient guidelines for the implementation. Pa-
rameters that determine the behavior of the handoff management were explicitly
stated and the recommended values were given. Events that control the interface

priorities and the registration set were explained by their origins and by the ac-
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tions they trigger. State machines of the heterogeneous handoff algorithm and the
registration schemes were presented to give the reader a clear picture of the function-
ality. Each design choice was justified as they were presented, and no noteworthy

ambiguities should remain.

8.3 Implementational feasibility

This goal was one of the most determining factors of the design choices that were
made. The topmost idea was to develop an algorithm that can really be imple-
mented and that operates in current networks as they are. This implies the absence
of foreign agents, operation system considerations, and adaptation to the limitations
of the current network adapters and their operating system interfaces. The result-
ing algorithm makes no unrealistic demands for neither the operating system nor
networking hardware. These issues where covered in Chapter 7. Several handoff im-
provement methods had to be dropped out of the design for they would be extremely
hard or impossible to implement. The heterogeneous handoff algorithm can be read-
ily implemented and deployed in mobile nodes. The goal for the implementational

feasibility can be considered reached.

Controlling the L2 associations of IEEE-802.11 proved to be unrealistic with cur-
rent network adapters employing their own L2 algorithms (see Section 7.1). Win-
dows XP operating system’s Wireless Zero Configuration service would make the
L2 handoff behaviour even more unpredictable. Scanning of access points and their
corresponding RSSI levels is often time consuming. In addition, the real-timeness of
this information is not guaranteed. The quality of L2 information depends heavily
on the implementation of the device driver and the firmware of the network inter-
face card. This excludes the handoff prediction methods that try to estimate the
future RSSI from the past values. There is also another reason for not to predict
L2 handoffs of IEEE-802.11. Characteristics of the IEEE-802.11 signal modulation

provide sufficient data rates even with very modest signal strengths. After the turn-
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ing point, the error probability increases with quickening pace and the connection
deteriorates fast. The fine line of a feasible connection and no connection at all
makes it difficult to make accurate predictions whether the connection is lost or not.
Usually, an alternative connection must be sought via GPRS. For bandwidth and
latency sensitive applications, this is effectively the same that the connection would
be lost. Therefore, the costs of a false prediction are too severe to overcome. It is

better not to predict, if it can not be done accurately and reliably.

Knowing the QoS requirements of the applications used at a time would be quite
beneficial. Handoffs could be scheduled to the moments that the interrupts inflict
minimum harm. The interfaces could be prioritized more precisely according to the
required bandwidth and maximum latency. Currently this kind of information is
impossible to obtain. The resulting heterogeneous algorithm is suboptimal in this

respect.

8.4 Conformance to Mobile IP

The heterogeneous handoff algorithm and handoff management issues presented
within this thesis fully conform with the Mobile IP specification. No new proto-
col messages or deviant use of the messages were introduced. The ARP-based move
detection method is a supplement to the protocol. It is a link layer method that is

not part of the RFC 3344 [46].

The absence of the foreign agents was the main design guideline for the handoff
management. The intention was to enable as wide as possible operating region
for the mobile node. Foreign agents are scarce in current networks. However, the
resulting algorithm has no features, that were inapplicable when registering via
a foreign agent. The initial and basic registration schemes do not pay attention,
whether the registrations are done via foreign agents or not. Whenever a foreing

agent is present, the ARP-based move detection method can be substituted with
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the standard Mobile IP move detection that is based on Agent Advertisements. The
ping-pong detection and velocity adaptation use IEEE-802.11 signal levels to make

conclusions. They are not dependent on foreign agents whatsoever.

8.5 Efficient use of bandwidth

This criteria advocates that the mobile node should use network resources sparingly.
The basic registration scheme limits the number of registrations (see Section 6.2.1).
Each registration failure diminishes the rate of the future registration attempts via
the interface. The interface is changed fast if the registration pends. This limits
the registration traffic. The ARP-based move detection wastes bandwidth. It can
be partially justified, because ARP traffic is limited in the subnet. If greater than
one second move detection latencies are tolerated, the sending of ARP requests can
be done more seldom. If the mobile node decides that L2 triggers can be trusted
i.e. they always occur before the move detection would notice the movement, the
ARP based move detection is unnecessary. One way to spare network resources is
to release DHCP leases of the inactive interfaces. This is done after the current
connection is seen stable enough. This is a compromise between wasting the IP
address space and capability of faster handoffs. The use of Mobile IP simultaneous
bindings was rejected. It duplicates traffic all the way from the home agent to
the mobile node. Inter-media handoffs are seamless anyways. If the simultaneous
binding is not supported by the home agent, the mobility binding is changed to the
new CoA, whether it is wanted or not. The active scanning of access points would
consume bandwidth of the air interface. However, it was left out of the design for
its inefficiency and because the implementations of some IEEE-802.11 NICs prevent
data transmit during the scanning. It is up to the NIC to determine how access

points should be scanned.
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8.6 Minimal user interaction

The heterogeneous handoff algorithm requires no actions from the user other to
occasionally trigger the GPRS dial-up. The decision to use GPRS is left to the user,
because of the high cost involved in the use of the media. This user interaction
has modest impact to the usability. Once dialed, GPRS remains active for a long
time. There are tradeoffs in freeing the user from configuring the parameters of
the heterogeneous handoff algorithm. More intelligent handoff decisions between
interfaces could be committed with precise QoS requirements. The required QoS
depends heavily on the applications that are in use. For example voice-over-IP does
not tolerate high latency, whereas file transfer is mainly sensitive to throughput. The
most important QoS parameters that the user might determine are the maximum
tolerated latency, the maximum length of interruption in the data flow, and the
required bandwidth. In addition, the user might be given control over which type
of interfaces should be preferred. These parameters could be collected to different
user profiles. The registration schemes, velocity adaptation, inter-media handoff
decisions, move detection, and ping-pong detection would all reach more optimal
results with clearly defined QoS requirements. I chose not to disturb the user with
these issues. The usability of the software suffers too much, if the user has to
be aware of the requirements of the applications in use and of the surrounding

networking environments.

8.7 Security

The security of the mobile IP is not weakened by the heterogeneous handoff al-
gorithm, since the protocol messages are not used in questionable ways. Spoofed
Registration Requests (see Section 6.2.1) might have had security impacts, but they

were rejected.
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8.8 Future work

The heterogeneous handoff algorithm developed within this thesis has a limited
lifetime. The emergence of the IPv6 networks will render part of the work obso-
lete. However, current forecasts indicate that the algorithm has its place for several

forthcoming years.

Future developments in IEEE-802.11 network interface cards may allow external
entities to have complete control over the link layer handoffs. Similarly, more so-
phisticated and accurate link layer information may become available. This would
give more possibilities for the handoff management. The heterogeneous handoff
algorithm could be extended to start registrations via another interfaces, before los-
ing the link layer connection of the active interface. Seamless handoffs would be
achieved. Ping-pong situations could be avoided, and more precise velocity adapta-
tion would become possible. Link layer handoffs between access points in the same
subnet could be preferred to avoid latency involved in the Mobile IP registration.
The L2 handoff management could be combined with the upper layer heterogeneous
handoff algorithm. This includes the prioritization of available access points by their
received signal strengths. Velocity adaptation could be used to change the L.2 hand-
off strategy for fast moving mobile nodes. More eager associations to newly heard

access points would allow longer connection times and thus better QoS.

The use of the AR history and the Scan log can be extended. By analysing the past
movements and the handoff decisions made, the parameters involved in the handoff
management can be adjusted to fit better to the profile of the particular mobile
node. People often move along routine paths and operate in familiar networking
surroundings. This is the case for example when travelling between work and home.
More optimal handoff decisions are possible by predicting forthcoming connection

possibilities by matching the movement pattern to earlier movements.

I used average latencies to the home agent to compare connections via otherwise
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equal interfaces. Other criteria can be added to the cost function determining the
interface priorities. An external module to observe TCP retransmissions would pro-
vide information about the packet drop in the route. Monitoring of the congestion
control mechanism would add information about throughput. With these improve-
ments, the cost function would be more reliable and improve the selection of the

interface.

9 Conclusions

I developed a handoff algorithm for Mobile IP that uses IEEE-802.3, IEEE-802.11,
and GPRS media to access networks. The goal was to invent an algorithm that can
be readily taken into use. Therefore, the functionality was limited by characteris-
tics of the available network interface cards and their operating system interfaces.
Foreign agents are scarce in the current networks. This excluded micro mobility so-
lutions that would have improved the handoff performance. The pursued goals were
mainly reached. The heterogeneous handoff algorithm uses link layer information
for fast movement detection, velocity adaptation, and ping-pong detection. The
algorithm is able to prioritize network connections available at a time to improve
overall quality of service. The criteria for the prioritization includes latencies to
the home agent and the characteristics of the transfer media. The velocity adap-
tation and ping-pong detection methods remedy frustrating situations of trying to
use IEEE-802.11 connections that are working poorly. Hopeless situations can be
detected, and GPRS can used instead. Intra-media handoffs with IEEE-802.11 still
cause interrupts to the data flow. To compensate this, the algorithm succeeds to

lower the number of handoffs on average.

I identified several problems involved in simultaneous Mobile IP registrations with
timestamp- and nonce-based replay protection modes. Based on the findings, I

developed a registration scheme that allows efficient registering through multiple
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interfaces having dynamic priority order. The registration scheme lowers the regis-
tration latency, especially in the situations, in which the highest priority interface

fails to register and an alternative mobility binding has to be established fast.

The handoff management scheme uses DHCP to obtain care-of addresses and an
ARP-based movement detection method as a back up method for link layer triggers.
The ability to function without foreign agents is crucial. However, the heterogeneous
handoff algorithm and the registration scheme are also applicable when registering

via foreign agents.
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