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Abstract

The Monash Secure RISC Multiprocessor is a general
purpose large scale multiprocessor with a capability-
based distributed shared virtual memory. The physt-
cal design of the Monash SRMP (Se cure RISC Multi-
processor), consists of passive backplane bus sections
and dual-ported processor-memory modules connected
m an unusual topology.

This paper details three algorithms used for route
mttialization. The first is a stmplification of the flood-
g algorithms commonly used in distributed networks.
The second algorithm uses a variation of the depth-
first search algorithm, which has been used to route
mesh and hypercube architectures. The final algorithm
uses a theoretical solution to the gossiping (all-to-all
broadcast) problem for mesh networks; this is the first
known simulation of this algorithm. The algorithms
are evaluated via stmulations of the traffic flow over
the multiprocessor network.

1 Introduction

The Monash SRMP (Secure RISC Multiprocessor)
is an ongoing research project in the Department of
Computer Science, Monash University. It is a gen-
eral purpose, large scale multiprocessor with a secure
capability-based distributed shared virtual memory.

The system architecture consists of modules con-
nected by passive backplane buses. These modules
contain a small internal bus (the Memory-Processor
bus), which is used to connect components, such as
1 GHz serial links, 64-bit RISC processors, and large
memory arrays. Each module has two 64-bit bus ports
that are used to comm unicate with other modules via
external passive buses. Modules can also comm uni-
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cate via the 1 GHz serial links. This architecture has
the distinct advantage that all the switching and bus
transmission componentry is internal to each module.
This allows for easy incremental expansion without
the need to purchase the additional switching hard-
ware that many other multiprocessor systems require.
Pose et al. [2] provide an introduction to the main

architectural features.

Figure 1a. A configuration of buses and modules.

The Figure la depicts one possible configuration.
Once a planar mesh has been set up using a particular
configuration, the user can then either join a pair of
edges to create a cylinder, or join all edges to create
a sphere, or a torus connected bidirectional 4-ary n-
cube. Each module has three separate lookup tables
to coordinate the routing process.

The concept of independent modules has been ex-
tended to the initialization of routing tables which is
the core topic of this paper. The routing initialization
algorithms are also designed to initialize the routing
lookup tables with no knowledge of the surrounding
configuration. This concept has much in common with
the initialization of distributed networks.

It is known that temporary faults and software
faults form the bulk of faults in any computing sys-
tem [18] and [19]. Thus some faulty requests are in-
jected into the network. Permanent (fail-silent) faults
in modules are not only rare, but when they do occur,
they are usually easier to detect.
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Figure 1b. A block diagram of a module's internal
features.

2 Static Routing Hardw are

Travel across the bus 1s fully pipelined, so requests
may quickly proceed across the bus if there is no
contention. This has a similar effect to virtual cut-
through, as used by many routing chips. A block dia-
gram of the internals of a module is shown in Figure
1b. The interface between the bus and each module
is bordered by FIFO queues, one for requests going to
the bus (transmit FIFO), the other for requests com-
ing from the bus (receive FIFO).

It i1s assumed that all full FIFOs will destroy any
excess packets and that if any bit errors are detected in
a packet, then the packet will also be destroyed, after it
has reached its destination. The memory module also
has a request queue which will destroy excess requests.

The Monash SRMP selects paths for its requests
using the destination address (and by implication, the
current position). As mentioned in the Introduction,
each module contains three lookup tables. There are
two types of lookup table, both indexed on the desti-
nation address. A port lookup table determines which
port a request will go through after it is created at the
source. An accept lookup table at each port deter-
mines whether that port will accept any request from
the bus. The route taken by a request is a function
of its destination, the first port lookup table entry
for that destination and a number of accept lookup
table entries. It is these accept lookup table entries
that guide the request along its route to the destina-

tion, once it has left the source module. Broadcast-
ing across the bus is achieved by setting most accept
lookup tables to ”accept” for a broadcast address.

Each module, at initialization, assumes no knowl-
edge of the number of modules or their positions on
the backplane. It does assume that each module
has a unique identification number, and a minimal
amount of hardware used to initialize lookup tables
from scratch. All algorithms have similar hardware
requirements.

In order for modules to gain knowledge of each oth-
ers’ existence there must be a mechanism for an ex-
change of module identifiers across each bus. These
need only be unique to the bus itself. This can be im-
plemented using two special types of module number.
Each module connects to two slots on the backplane,
one for each port. Each slot on a bus has a number,
called the bus number. There is also a module num-
ber, which in unique to the whole system.

This paper is related to the work presented in [12]
and [13], but there are a number of important ardi-
tectural differences. First of all, square and hexagonal
planar mesh architectures are used, which are very
different to the mesh architecture used in the Monash
SRMP. Second there is a degree of synchronisation
between modules in the other meshes, so that data
exchange can be carefully coordinated to avoid traffic
hot-spots. The Monash SRMP has no such capabil-
ity. Third, as mentioned previously, when a FIFO is
full it is able to destroy any incoming requests; this
is not a feature of the HARTS system, as outlined in
[12]. Bagchi et al. [20] have done work similar to
ours’ in that each module has its own identity and has
to discover the identity of its neighbours. This pa-
per approaches the problem from a more theoretical
viewpoint. It applies to general point-to-point net-
works, and uses a minimal number of transmissions.
The algorithm presented does not allow for transmis-
sion errors or for messages culled due to full FIFOs. It
also relies on a ”leader” to commence the algorithm,
which is a concession to centralisation. Large amounts
of information are accumulated in a single ”transmis-
sion”, which in a real system may need to be broken
into packets for transmission.

A series of different routing algorithms are outlined
in the next few sections. Each algorithm only goes as
far as allowing each module to decide a set of shortest
paths to all other modules. Another algorithm has
to ensure that consistent values are written into the
lookup tables, but examination of this topic is beyond
the scope of this paper.
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3 Routing Lookup Table Initialization
via Distance V ector Flooding

The routing algorithm proposed is a variation of
the well known "flooding” algorithm [6] and used
in ARPANET [7] and NELHNET [5] to broadcast
changes to network topology. Each request contains
a number which denotes the distance from the source
that the request has travelled, and broadcasts it to all
modules on the mesh. Each module can then deter-
mine the shortest distance to other modules and the
direction of the shortest path, and initialize its lookup
tables.

Figures 2a,2b,2¢ contain pseudo-code samples.
3.1 Initialization

e Processor reads three values from special fixed in-
ternal address(es): the module number and the
bus number for Port A, and the bus number for
port B.

e Processor initializes two arrays, one for distance
values, another for sender values. The distance
values are initialized to a very large number.
Sender values can be initialized to zero.

e Processor sets all accept lookup table values to
not_accept, except for the bus number, which is
always set to accept. Port lookup tables can be
left uninitialized.

int distance[maz_modules];
int sender[maz_modules];

Figure 2a. Arrays used for Flooding.

3.2 Startup

Each processor sends two write requests, first it al-
ters the port lookup table to point to Port A, sends a
request, then 1t alters the table to point to Port B and
sends another one. The destination is set to the bus
number of the port. The source is a unique module
number. Each request contains a distance, which is
initially set to zero.

/% request.dest = destination field of request */
/% request.source = source field of request */

/* request.data = distance field of request */

/¥ send() = sends request to address at "dest” */
/% port_lookup[] = local port lookup table */

/* mem[] = refers to memory al a location */

/* bnumA = address of bus number at port A */
bus_numA = mem[bnumA];

/* bnumB = address of bus number al port B */
bus_numB = mem[bnumB];

request.dest = bus_numA,

request.source = source_addr;

request.data = 0;

port_lookup[bus_numA] = 0;

send(request);

request.dest = bus_numB;
port_lookup[bus_numB] = 1;

send(request);

Figure 2b. Flooding Initialization.

3.3 Processing

After the request is taken from the bus by a module,
it will be sent to the MP bus. The request is sent to the
memory con troller, generates an interrupt, and is soon
serviced by the processor. The processor extracts the
contents of the request from the memory controller’s
buffer and proceeds to process it.

When the processor receiv es the request it incre-
ments the distance value, and compares it with that
held in the distance array. If the request’s distance
is less than that in the array, the array’s value gets
replaced by the request’s. The bus number that was
part of the data field in the request gets replaced by
the other port’s bus number. The destination field
also gets altered in the same manner. The source field
and 1ts component in the data field are both left un-
changed. If the distances are the same, and the send-
ing module numbers are the same, then the request
is destroyed. If the distances are the same, but the
sending numbers are different, then the sending num-
ber, and port direction are stored for future reference.
If the distance is too large to replace the array value,
then the request is also destroyed.

The new request is soon sent out to the other port,
and the process 1s repeated until no more requests are
received by a processor for a certain length of time.

Figure 2¢ contains the relevant pseudo-code.
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/* distance estimate interruptl routine */
request.data = request.data+1;
if (request.data<distance[request.source])

{ /* store request details in array */
distance[request.source]=request.data;
sender[request.source]=request.sender;
direction[request.source]=request.dirn;
send(request);

}
else if ((request.data=distance[request.source])
and (sender[request.source]<>request.sender))
{/* stores extras in array of linked lists */
append(extras[request.source], request);

1

Figure 2¢c. Flooding Algorithm.

3.4 Completion

This part of the algorithm will complete when all
the shortest paths have been traversed, and no more
requests are propagated through the system. Some
sort of timeout mechanism must be employed to en-
able this stage of the algorithm to successfully com-
plete, depending on the perceived number of modules
in the system.

3.5 Resistance to failures

The lack of any feedback paths from the receivers
of distance data to the senders prevents any sort of
informed retry, other than repeating the procedure
whether repetition is required or not. Each request
is sent twice in the simulation.

3.6 Efficiency Impro ement

The algorithm outlined above describes each mod-
ule as sending two requests each with a source, des-
tination and distance from source. It would certainly
be more efficient for each module to wait for a random
(but fairly short) amount of time before sending the
requests. If other requests are sent to a module before
it has sent its own requests, then it can amalgamate
its request with the one passing through. The bundled
requests can significantly reduce the amount of over-
head required to transmit data across the mesh. The
simulation model uses this technique, and can bundle
up to four requests into one.

4 Routing Lookup Table Initialization
with Feedback using Read Requests
or Breadth-First Searching

4.1 Introduction

The algorithm outlined in the previous section has
the disadvantage that each module is unable to dif-
ferentiate between a request that was lost because of
an error in transmission or because a module does
not exist. The requests were just transmitted and
re-transmitted until it was highly probable that an
accurate picture of the outside world had been devel-
oped. A technique that would avoid the repetition
involves each module sending read requests to neigh-
bouring modules, and waiting for a reply. If no reply
is given then the request can be resent. After two at-
tempts, 1t can be assumed that the module does not
exist. This is similar to the depth-first searches used
in hypercube architectures, [14], [15], [16].

The algorithm works by first allowing each proces-
sor to investigate the validity of the links to its nearest
neighbours. Then each processor sends a series of en-
quiries (read requests) to determine the global number
of each module and surrounding links’ health. Since
each individual module knows the state of all nearby
links, and sends this information with its module num-
ber, there is no need to test the exact path taken by
any request, since the status of the links in the path
can be deduced from the information given. There-
fore, requests are free to use paths which minimise
the number of requests rather than paths that min-
imise the point-to-point distance between source and
destination modules.

4.2 Initialization

e Processor reads three values from special fixed in-
ternal address(es): the module number, the bus
position number for Port A, and the bus position
number for port B.

e Processor writes to the accept lookup table at
each port, setting all values to "not_accept” ex-
cept for that corresponding to the bus position
number for that port. The module will only ac-
cept requests which have a certain bus position
number as the destination. Port lookup tables
can be left uninitialized.
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/% bus number at ports A and B */

mt portA_num, portB_num;

int module_num; /* module number */

mt memual, g, result;

/* =1 found, else 0 */

int module_found[maz_modules]; struct packet
{
storage for the module number */

mt modn;

mnt request_type;

/* mazimum value of packel.pointer */
mt arraylen;

/* points to current module in path */
nt pointer;

1

Figure 3a. Some Bread-First Search data structures.

/* PROCESS READ REQUEST */
if (packet.request_type=readreq)
{ /% is req at end of path? */
if (packet.pointer=packet.arraylen+1)

{ /% set to local module number, send back*/
packet.modn=>board_number;
packet.request_type=readdat;
send(packet);

else /* if not at end..*/

{ /* point 1o next module on path */
packet.pointer=packet.pointer+1;
result=find_grid_elem(packet);
if (result>0) /*found local answer?*/

{ /* send result back */
packet.modn=result;
packet.request_type=readdat;
send(packet);

}

else

{ /* enquire al next node */
packet.pointer=packet.pointer+1;
send(packet);

}
}
}

Figure 3b. Breadth-First Search, read requests.

else /* PROCESS READ DATA */
if (packet.pointer=0) /* returned to start? */
{ /*insert result into data str.*/
insert_grid_elem(packet.modn,packet);
if (module_foundfpacket.modn]/=0)
{/* if not found, send new requests */
module_found[packel. modn]=1;
set_new_event(...);/* ete. */

}
}

else

{ /* send onwards */
packet.pointer=packet.pointer-1;
send(packet);

1

Figure 3c. Breadth-First Search, read data.

4.3 Startup and Processing

Each processor sends a read request to each mod-
ule on the neighbouring buses. Before sending read
requests, the processor must write the correct value
to the port lookup table to ensure that the request
is sent to the correct port. The read request asks for
the module number of the neighbouring modules. It
uses bus numbers as the source and destination for the
request. This enables the module that receives the re-
quest to 1dentify which port the request came from by
looking at the destination field, and to use the source
field as the destination when returning the read data.

Upon receiving the read request, the switch inside
the other module must accept the request irto the
MP bus, and not send it the the FIFO at the other
port. Thus some hardware must be allocated to be
hardwired to the module number and the bus position
numbers, and allow the module to send the request to
the MP bus if a comparison bet ween the bus posi-
tion numbers and the destination is successful. Dur-
ing normal operation, that is, after initialization, the
hardware would be required to compare the module
number with the incoming destination.

Figure 3 is a pseudo-code description of the
breadth-first search algorithm, and below a short de-
scription of the algorithm.

Each module has an area of memory which holds a
data structure representing the module numbers and
relative positions of all the modules in the outside
world. The values represented in the data structure
can be either a module number, "unknown” (-1) or
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7absent”. ” Unknown” is used to represent a part of
the tree which has not been explored at present. ” Ab-
sent” denotes a module that did not respond to re-
quests for information, that 1s, when the local proces-
sor had to time out after sending multiple read re-
quests. Each module, after finding the numbers of its
immediate neigh bours, can send more read requests
for information about their more distant neighbours.
If 7unknown” is the result of a read request for a par-
ticular location, then the local processor must pass the
read request on to the next module in the path. After
the reply to the local request arrives, then the reply
will be forwarded to the originator of the request.

If a request has had no response for a large amount
of time, then another request is sent. If neither request
brings a response, then the memory value is dianged
from ”unknown” to ”absent”.

4.4 Completion

After the algorithm terminates, each node contains
a map of the whole network. Each node must then
execute an algorithm to determine the set of shortest
paths to every possible destination, using an algorithm
such as Dijkstra’s [4] or Floyd’s [8].

5 KCV algorithm: toroidal grids, min-
imal communications

In graph theory parlance ”gossiping” is the pro-
cess whereby each vertex in a graph must send a mes-
sage to all other vertices. ”broadcasting” is a subset
of this process, whereby only one vertex must send a
message to all other vertices. Variations of gossiping
have been well studied over the years, as indicated by
Hedetniemi’s extensive survey [10]. An optimal time
algorithm for grid graphs using a weak communication
model is presented in a paper by Krumme, Cybenko
and Venkataraman [11]. Tts comm unicatia pattern is
used as the basis for the asynchronous KCV routing al-
gorithm. Both comm unication patterns are depicted
in Figure 4. The weak comm unication model con-
strains a module to either send one message to another
module or receive a message from another module at
each time step, but it cannot do both. Nor can it send
a message to multiple modules. Unlike the flooding
algorithm, KCV’s requests were not able to be bun-
dled together because KCV requires significantly more
data to be stored inside each request.

BUS® MODULE®
MONASH SRMP

KRUMME ET AL.

Figure 4. Synchronous communication scheme by
Krumme et al. [11], together with the equivalent
scheme for the Monash SRMP.

5.1 Startup

As in the previous section, the algorithm com-
mences with each module examining the state of the
surrounding links. A simple read request, similar to
that initially used in the breadth-first search is used
for this purpose. The algorithm proceeds in a similar
way to flooding, whereby each module sends its mod-
ule number and the state of the surrounding links (bit
vector) along the paths shown in Figure 4.

5.2 Processing

When a request arrives, it causes an interrupt, and
appropriate code is executed. The code reads the
module number and the distance value inside the re-
quest, and if the distance value i1s smaller than one
presented in the distance array, then it is stored in
the array. This is similar to the flooding algorithm
presented previously. Assuming that the multiproces-
sor is connected in a full wrap-around torus, then pro-
vided no mishaps occur, the request will eventually
find its way back to its source module. This allows
the module to estimate the shortest distance to all
modules. By only allowing one way travel along loops
in the torus, the distance to some modules along the
loop will be inaccurate. By subtracting this distance
from the total loop distance, the correct distance can
be obtained. The major difference between this algo-
rithm and the flooding one is that requests are not
broadcast across the bus, but sent one-to-one like nor-
mal requests. Each request 1s sent twice, in a similar
way to the flooding algorithm, but each time it 1s sent
in a different direction, along the x or y-axis. Routing
algorithm pseudo-code is shown in Figure 5.
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/% stores the smallest distance to each module */
int distance_array[/maz_modules];

/% stores which direction request comes from */
int came_from[maz_modules][1];

/% smallest distance in each dimension */

int distance_z[maz_modules];

int distance_y[maxz_modules];

/* local board number */

const int bn;

/* used to store loop length */

wnt xlooplen,ylooplen;

/* source and destination */

it d,s;

/¥ direction within a dimension */

int pn;

struct packet_type

{
/* total distance travelled so far */

it net_dist;

/* distance travelled in z,y dimensions */
it z_dist,y_dist;

/* origin module number */

mt modn;

/% dimension travelled in */

bit zy_dirn;

1

Figure ba. Some KCV Data Structures.

/* Functions */

JH*if (2<0) 2= -x; return(z); */

int abs(z);

/% returns the slot number at port */
int get_slotnumber(port);

/% returns packel altributes */

int get_source(),get_dest(),get_dirn();
/% destroys packet, so il isn’l sent */
void terminate(packet);

packet.net_dist=packet.net_dist+1;
/¥ increment net (total) distance */
/% if moving in z-direction ... */

if (packet.zy_dirn=1)
packet.x_dist=packet.x_dist+1;

else packet.y_dist=packet.y_dist+1,;
if (packet.modn=>bn} /* traversed the loop?*/

{ /* store loop length */

if (packet.y_dist=0) zlooplen=abs(packet.x_dist);

/* ensure no packets sent in this direction */
came_from[packet. modn][packel.zy_dirn]=1;
if (packet.net_dist<distance_array[packet.modn])
{
distance_array[packel. modn]=packel.nel_dist;
distance_zf..]=... distance_y[..]=... /*elc.*/
if (came_from[packet. modnj[1-packet.xy dirn]==0)
{ /* request has not been sent?*/
s=get_source(...); d=... pn=... /* etc.*/
/% create new packel, sel allributes */
new_pack=assign_values(1-packet.zy_dirn..);
set_new_event(new_pack);
}
/* sel source and dest fields for next dest */
packet.dest=...
packet.sendr=...
}
else
terminate(packet);/* do not send onwards */

if (packet.z_dist=0) ylooplen=abs(packet.y_dist);

Figure bc. KCV Algorithm.

6 Comparison by Simulation

As with any simulation of such a complicated sys-
tem, there are a number of variables which can be
varied in order to compare the performance of the al-
gorithms. Here is a point by point discussion of some
of the more important variables used in the simula-

tions:

e The simulation model contains a number of

queues inside each module. Each queue can have
a maximum length, which if exceeded results in
all subsequent arrivals being destroyed.

/* sels up packel on event queue */
void set_new_event(packet);
/* create a new packel and assign values */

packet_type assign_values(); e Requests can be made to contain some sort of

error, such that, on completion of their jour-
ney through the system, they must be destroyed,
without using the information contained within.

Figure bb. KCV Functions.
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e A very important variable is the rate at which
requests are released. If there are too many re-
quests released, then the performance may suf-
fer. For example, if the maximum queue length
is fixed, then this will be because many requests
will be culled once queue lengths reach the maxi-
mum. If there are too few requests released, then
the system may suffer from underutilisation.

It must be noted that the simulation models the com-
munication process between the modules, and not the
software execution in each module as requests ar-
rive. Simulation models are available for modelling
the cache, processor and main memory interaction,
given a stream of machine code. MINT is one sud
example [17]. There is a large variety of processor
types, cache sizes;, MMU policies that could be imple-
mented within the modules. This area of research has
been adequately covered. Another source of variation
is the data structures used by the software part of the
algorithms. It was decided to avoid the duplication
of research and combinatorial explosion of simulation
parameters making the request processing time an in-
put variable, instead of simulating the CPU, cache etc.
This has advantages in the form of: a strong degree of
memory-CPU system independence, an ability to form
an accurate comparison of the algorithms’ communi-
cation requirements and an approximate estimate of
total execution time.

The average amount of time spent executing sec-
tions of code is called the request generation period.
It is generated from a uniform distribution in order to
properly model the even spread of delays that would
occur when processing different path lengths, degrees
of request bundling etc. All results shown are averages
of 20 simulation runs, using different random number
seeds. A 16 module toroidal configuration was used
for all simulation runs.

6.1 Comparison without transmission er-
rors

In this section, simulations are used to compare the
error-free performance of all algorithms. Parameter
settings are as follows:

e Maximum FIFO queue sizes are fixed to the same
value, 6, for all simulation runs. Maximum mem-
ory queue size is 25.

e No requests contain errors.

e The request generation period is varied, in order
to measure the effect on run time.

A graph of request generation period versus request
total execution time is plotted in Graph 1, for the
three algorithms.
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Graph 1. Time taken to process requests (cycles),
against total algorithm execution time (cycles).

Graph 1 shows that the breadth-first search has a su-
perior performance to the other algorithms, given the
same request generation period. The flooding and
KCV algorithms performed similarly, with flooding
proving to be slightly faster than KCV. Ultimately,
the comparative performance of the algorithms is de-
termined by the speed of their software components.
Flooding requires the smallest amount of code, and
breadth-first search requires the largest. For each
simulation run, the breadth-first search references its
data structures two to three times more often than the
other algorithms. This is indicative of a much longer
average request generation period.

6.2 Comparison with transmission errors

For these simulations, the probability of a transmis-
sion containing an error each time it is sent from the
source and destination modules is varied, and the per-
centage of correct runs is measured. Maximum FIFO
queue sizes are fixed to the same value, 6, for all sim-
ulation runs. Maxim um memory queue size is 25. A
graph of probability versus percentage of successful
runs is shown in Graph 2.
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Graph 2. Error generation probability, against
percentage of runs generating correct results.

In Graph 2 the flooding algorithm exhibits a poor per-
formance under transmission errors. This is probably
due to errors limiting the propagation of bundled re-
quests. The non-bundled requests in KCV are much
more resistant to these errors.

7 Conclusion

The aim of this study was to compare the perfor-
mance of three different types of algorithms, in order
to determine the relative advantages and disadvan-
tages of each, in terms of their comm unicaton perfor-
mance.

It would be easy to conclude from the results that
the breadth-first search is the ideal algorithm for ini-
tialising lookup tables, but there are two considera-
tions: the first is that the average request genera-
tion period for breadth-first search is very likely to be
several times higher than the other algorithms. This
means that its performance in terms of total execution
time is far less favourable than previously assumed.
The second consideration is more practical, that a re-
quest can only hold a small search path. Thus breadth
first search is only the most useful algorithm if there
are a small number of modules and request processing
can be done efficiently.

Of the other two algorithms, flooding is more sen-
sitive to transmission errors, but slightly faster than
KCV. The practice of bundling requests together in or-
der to improve speed and processing efficiency appears
to inhibit performance under transmission errors.

In the final analysis, algorithm performance de-
pends more on the ability to implement the software

components efficiently, than the time taken to com-
municate over the network. This takes the form of a
tradeoff between software complexity and communica-
tions efficiency. Algorithms that use less sophisticated
software, such as flooding, often require excessive com-
munications bandwidth. A breadth-first search algo-
rithm has the opposite requirements.
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