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Abstract. In this paper we consider privacy problems with anonymized
transaction databases, i.e., transaction databases where the items are
renamed in order to hide sensitive information. In particular, we show
how an anonymized transaction database can be deanonymized using
non-anonymized frequent itemsets. We describe how the problem can
be formulated as an integer programming task, study the computational
complexity of the problem, discuss how the computations could be done
more efficiently in practice and experimentally examine the feasibility of
the proposed approach.

1 Introduction

A transaction database is a bag (i.e., a multi-set) of itemnsets (called transactions
in the transaction database) that are finite subsets of the set of items. The
prominent example of transaction data is market basket data. In that case each
transaction corresponds to one purchase event and each item is a salable product.
Also the popular representation of text documents as a set of words contained
in the document can be seen as transaction data: items are possible words in
documents and each transaction represents one document. A collection of web
pages is yet another example of transaction databases. For each web page in the
collection there is one transaction containing its out-going (or alternatively in-
coming) links. Thus, the items in this case are the links. Transaction databases
have important role in data mining. For example, association rules were first
defined for transaction databases [I].

Many times the owner of the transaction database is not willing to reveal the
database to others due to confidentiality or potential valuability of the database
but might still be interested to share the data if the privacy problems can be
avoided. For example, the data owner might be interested to compute and possi-
bly also to distribute some summaries computed from the data. Hiding sensitive
information about the data has been recognized to be an important aspect of
data mining and it has recently been studied actively, see e.g. [213].

One particularly simple approach to hide sensitive information is to rename
the set Z of items e.g. by a random bijection f : Z — J where J is a set with
same cardinality as Z.



A great advantage of this approach to anonymize transaction databases is
that the existing methods to manipulate transaction data can be directly ap-
plied to the anonymized version of the data if the methods depend only on the
syntactical structure of data. Examples of such methods are e.g. decision tree
induction [4], learning Bayesian networks [5] and association rule mining [6].

A downside of the method is that the data mining results computed from the
anonymized transaction database are not always very informative. Sometimes it
is not necessary to remove the anonymization from the data mining results. For
example, in the case of classification, the data owner can provide the anonymized
data to a data miner that constructs the classifier for the anonymized data
and gives that to the data owner. As the data owner knows the mapping to
anonymize the data, she can classify the transactions of other parties on de-
mand by anonymizing the transactions, classifying them by the classifier and
deanonymizing the classification result, i.e., the class of the transaction. The
knowledge about the data represented by the classifier is not shared by sharing
the anonymized version of the classifier.

Even more difficult problems have to be faced when the data mining result is
inherently representing some knowledge about the original data and the purpose
of the knowledge is to be shared with other parties. This is the case e.g. with
association rules. They are a summary of the data as conditional empirical prob-
abilities over sets of items. The data owner might be willing to share (or more
probably sell) this kind of summary information about her database although
she does not want to reveal the actual database.

It has recently been shown that finding a database compatible with given
collection of association rules or frequent itemsets is N P-hard [7J8]. Thus, at least
some privacy is preserved when releasing the frequent itemsets of the transaction
database although it is known that frequent itemsets tell much also about other
itemsets [9]. That is, releasing frequent itemsets might be an acceptable privacy
risk for the data owner.

If the data owner can compute the association rules by herself then there is
no need for anonymizing the data. Sometimes, however, the data owner is not
interested or capable of conducting the data mining by herself but is willing to
use the services of some data miner. In that case it is quite reasonable to assume
that the data owner is not interested or willing to do very advanced obscuration
of the database.

There are methods for hiding sensitive association rules if the sensitive rules
are known [IOJTTIT2IT3]. (The problem of hiding all sensitive rules optimally has
been shown to be NP-hard [I4].) This requires, however, that the association
rules that should not be revealed are known in advance and modifying the trans-
actions changes also the frequencies of the itemsets. When the data miner mines
association rules from the anonymized database, the data owner can interac-
tively control which itemsets she is willing to reveal and which must be hidden.
(There are methods for hiding such rules that tolerate certain attacks [15].)

In this paper we show that it is very dangerous to share the anonymized data
and non-anonymized data mining results. In particular, we show that it is possi-



ble to estimate the original names of frequent items from anonymized data and
non-anonymized frequent itemsets in non-deterministic polynomial time even in
the case when the frequencies are independently perturbed by noise, some fre-
quent itemsets are omitted and some itemsets are falsely claimed to be frequent.
Furthermore, we show that even the simplest variants of the problem are at least
as hard as graph isomorphism problem, but the exact maximum likelihood solu-
tion can be feasible in practice and that more efficiently solvable relaxed versions
of the problems give reasonable solutions for the exact problem.

The rest of the paper is organized as follows. In Section [2| we describe how
the problem of finding the original item names can be formulated as an integer
programming task of reasonable size. In Section [3| we study the computational
issues of the problem: we show that it is at least as difficult as graph isomor-
phism and discuss how the integer programming formulations could be relaxed
and simplified without losing too much of the accuracy of the solution. The fea-
sibility of the integer programming approach and its relaxations are evaluated
experimentally in Section [l Section [f]is a short conclusion.

2 Deanonymizing Transactions

To be able to consider anonymized transaction database, it is useful to define
transaction databases and anonymizations of the transaction databases:

Definition 1 (transaction databases). Let the collection of all items be de-
noted by . A set of items is called an itemset. A transaction database D is a
bag of transactions, i.e., a multiset of subsets Dy,...,D,, of T.

Definition 2 (anonymization). An anonymization of a transaction database
D over T is a random mapping f : T — {1,...,|Z|}. We use the shorthands
f(X)={f(A): A€ X} foritemsets X CI, f(F)={f(X): X € F} foritemset
collections F C 2%, and f(D) = {f(D;) : 1 <i < n} for transaction databases.

The most prominent data mining task for transaction databases is finding all
o-frequent itemsets in the database.

Problem 1 (discovery of o-frequent itemsets). Given a transaction database D
and minimum frequency threshold o € [0, 1], find all o-frequent itemsets, i.e.,
find the collection

F(lo,D)={XCT:fr(X,D)>0}.

where the frequency fr(X, D) of an itemset X in D is the fraction of transactions
containing X, i.e.,
i: X CD; €D}

D] '

fT‘(X,D) = |{

There exist highly optimized methods for finding the o-frequent itemsets but
still the resources needed can be too high for an ordinary user [I6]. Thus, the



data owner might buy this service from a specialized data mining company if
the privacy issues are not of the highest priority. It would be desirable that the
privacy of the database would not be sacrificed completely. A very simple and
computationally cheap solution is to first anonymize the database and give that
to the data miner and deanonymize the data mining result. More specifically we
consider the following procedure:

Anonymization of the database. The data owner chooses a random anonymiza-
tion function f and sends f(D) and a minimum frequency threshold o € [0, 1]
to the data miner.

Mining the anonymized database. The data miner computes the collection
F(o, f(D)) of frequent itemsets and sends F (o, f(D)) with their frequencies
to the data owner.

Deanonymization of the o-frequent itemsets. The data owner computes
F(o,D) = f~Y(F(o,f(D))) and publishes F (o, D).

If the data miner is honest then this procedure does not cause any privacy
problems and in fact the anonymization would be unnecessary. In this case the
only information revealed to possibly malicious parties is the collection of o-
frequent itemsets in D and their frequencies. We assume that the data miner
computes the frequent itemsets correctly. However, there is no reason (excluding
possible ethical and legal reasons) why the data miner should not try to find out
more about the data. The frequent itemsets can leak some information about
the relationship between the anonymized and the original databases. Thus, the
anonymization approach is not secure in a strict cryptographic sense. The data
owner, however, can hope that not too much is leaked. As an extreme case,
the leakage could reveal the whole original database, i.e., it might be possible
to estimate the correct names of the items from the non-anonymized frequent
itemsets and their frequencies.

Problem 2 (deanonymization of transaction databases from o-frequent itemsets).
Given an anonymized transaction database f (D), the collections F (o, f(D)) and
F(o,D) of o-frequent itemsets, find a bijection g : f(Z) — Z such that X €
F(o,f(D)) < ¢g(X) € F(o,D).

One possible solution mapping g for the above problem is the inverse of
the original anonymization function f. Clearly, only the frequent items can be
deanonymized based on frequent itemsets since infrequent items do not occur
in the collection of frequent itemsets. Fortunately, the frequent items are often
considered the most important ones among all items.

Problem [2] is essentially about finding a matching between the items in Z
and the integers in {1,...,|Z|} that fulfills some additional constraints. Thus,
the problem can be formulated as solving integer inequalities as follows. For
each pair of itemsets X € F(o,D) and Y € F(o,f(D)) with |X| = |Y| and
fr(X,D) = fr(Y,f(D)) there is an indicator variable uxy € {0,1} indicating
whether all items in X are matched with the integers in Y.



The variables ux,y are constrained as follows. It is required that each itemset
X in F(o, D) is matched exactly to one itemset of same cardinality in F (o, f(D))
and the vice versa. That is,
Z uxy = 1 and

X€eF(o,D)

Z uxy =1.

YeF(a.f(D))

Furthermore, it is required that if X € F(o, D) and Y € F(o, f(D)) are matched
then all their items are matched with each other. This constraint can be ex-
pressed by requiring that the sum of indicator variables between the items of X
and Y sum up at least to value | X|uxy = |[Y]ux,y, i.e.,

Z uA7B—|X|uX7y20.
AeX,BEY

A bit vector v fulfilling these constraints is a solution to Problem [2} each
itemset in F (o, D) (and thus also each item) is matched with exactly one itemset
in F(o, f(D)) with |X| = |Y| and fr(X, D) = fr(Y, f(D)), and if itemsets X €
F(o,D)andY € F(o, f(D)) are matched then the items in X are Y are matched
with each other.

If the frequent itemsets are restrictive enough, it is possible to find out the
correct names for the items, i.e., the data miner could construct the original
data from the anonymized data and frequent itemsets.

The data owner is probably willing to use only quite simple techniques to
obscure the frequent itemsets if she is not interested to mine the data by herself.

First, the data owner could perturb the frequencies of the frequent itemsets a
small amount independently, e.g., by adding to each frequency a Gaussian zero-
mean noise with small variance. With high noise levels this can reduce the chance
to find a naming of the items that is close to the correct one but it also reduces
the usefulness of the itemsets. Let c¢x,y be the cost of matching X € F(o, D)
with Y € F(o, f(D)) with |X| = |Y|. Then the problem of solving the integer
inequalities becomes an integer programming problem:

min E CX,Yuxy
u
X€F(0,D),YEF (a.f(D))

subject to
> uxy =1
X€F(o,D)

Z UX,yil

YeF(o.f(D))

Z uap — | X|uxy >0
AcX,Bey

uxy € {0, 1}



If the additive noise nx,y in the frequencies is Gaussian and loss of match-
ing X € F(o,D) with Y € F(o, f(D)) with |X| = |Y] is defined to be cxy =
|fr(X,D)— fr(Y,f(D)) + TLX$Y|2 then the optimal solution of the integer pro-
gram gives the maximum likelihood estimate of the correct item naming.

Second, the data owner could omit some frequent itemsets and add some false
frequent itemsets. That situation can be modeled by adding one new indicator
variable uz with cost ¢z for each Z € F(o,D) U F(o,f(D)) indicating that
itemset Z is not matched with any itemset and minimizing the cost. That is,

m&n Z CzUzg
ZeF(a,D)UF(0,f(D))
subject to
uy + Z uxy =1
X€eF(o,D)
ux + Z uxy =1
YeF(o,f(D))
Z uap — [X|uxy =20
AeX,BeY
uxy € {071}

Combining the above integer programs it is possible to model the situation
where both the frequencies and the structure of the collection are modified.

3 On Feasibility of Deanonymization

The integer programming formulations of Problem [2| and its generalizations con-
sist of polynomial number of variables, equalities and inequalities in |F (o, D)|
and in |F(o, f(D))|. These numbers are clearly bounded above by the product
O(|F (o, D)||F (o, f(D))]) when both collections are non-empty. Thus, as integer
programming is in NP, also Problem [2] is.

The complexity of the problem can be lower bounded by the complexity of
the graph isomorphism problem:

Problem 3 (graph isomorphism). Given a graphs G = (V, E) and G’ = (V' | E'),
find a bijection f : V' — V' such that {u,v} € E <= {f(u),f(v)} € E'.

On one hand the graph isomorphism is in NP Nco— N P thus it is not likely
that it would be N P-complete, but on the other hand there are no polynomial
time algorithms for the problem [T7/18].

Theorem 1. Problem@ is (polynomially) at least as hard as Problem @

Proof. To show the hardness we construct from a graph G = (V, E) a transac-
tion database D¢g with polynomial number of transaction in the size of G. The
transaction database consists of a transaction {A, B} for each edge {A,B} € E



and maxcey |B € V : {C,B} € E|—|B € V : {A, B} € E| copies of transactions
{A} for each vertex A € V. Then fr(A,D¢g) = fr(B,Dg) for all A,B € V,
fr(X,D¢g) = fr(Y,Dg) for each X,Y € E and fr(X,Dg) = 0 for all other X.
Thus, choosing a positive minimum frequency threshold that is small enough
F(o,D) = V U E. The transaction database D¢ consists of at most |V||E]
transactions which is clearly polynomial in |V| and |E| and the size of each
transaction is at most two.

Thus, both graphs G and G’ can be represented by polynomial-size transac-
tion databases in such a way that the frequent itemsets in Dg and Dgr can be
matched if and only if G and G’ are isomorphic. a

The practical vulnerability of the anonymized transaction databases depends
on our ability to solve the computational task of finding the mapping in reason-
able time. As we have the integer programming formulation of the problem, a
natural solution is to solve the integer program. However, this is often compu-
tationally too demanding. A standard approach is to relax the integer program
to a linear program. For linear programming there exist algorithms efficient in
theory and practice [19]. In our case the relaxation of the integer program to
a liner program means that the constraints uxy € {0,1} are replaced by con-
straints 0 < uxy < 1. A major difficulty in this relaxation is that instead of
matching the item names, the solution of the linear program gives for each item-
set Y € F(o,f(D)) values of matching with each X € F(o,D) that sum up
to one. These values can be translated into integers by means of the following
procedure:

1. If F(o, f(D)) = 0 then halt. Otherwise choose Y randomly from F (o, f(D)).

2. Choose a pair X € F(o, D) for Y w.r.t. the distribution determined by uzy
for all Z.

3. Remove Y from F(o, f(D)) and X from F(o, D) and set ux,z =0 and uzy
for all Z.

Another possibility to find the matching between Z and {1,...,|Z|} is to
require that ua p € {0,1} for all A € Z,B € {1,...,|Z|}. Usually the number
of frequent items is much smaller than the number all frequent itemsets. There
exist sophisticated techniques to solve this kind of mixed integer programs [20].

The frequent itemset collection often gives natural constraints that some
items cannot be matched with some numbers. Obviously, this information can
be used to prune the constraints and setting some variables to be zero in advance.

4 Experiments

To examine the practical feasibility of the integer programming solutions and
its relaxations we conducted preliminary experiments with the course enroll-
ment database of Department of Computer Science, University of Helsinki. More
specifically, we wanted to study the effect of noise in frequencies to different esti-
mation methods and different minimum frequency thresholds. The item namings
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Fig. 1. Deanonymization based on 0.1-frequent itemsets.
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Fig. 2. Deanonymization based on 0.09-frequent itemsets.



were estimated using integer programming where variables were constrained to
be either one or zero, mixed integer programming where only the variables corre-
sponding to the singleton itemsets were required to be integer valued, and linear
programming where all values were constrained to be between zero and one.
The quality of the solution was measured by computing the weight given to the
correct item naming of the items divided by the number of frequent items. Thus
in the case of integer and mixed integer programming the solutions were readily
matchings whereas the linear programming solutions were able to vote several
matchings. As the noise were added randomly, all results shown are averages of
one hundred experiments.

In all our experiments all methods were always able to find the correct item
namings when there were no noise in the frequencies. When the noise level were
increased, then the differences between the methods became visible. The integer
programming were able to find the most correct item namings. Mixed integer
programming and linear programming were approximately equally good. How-
ever, the mixed integer programming solution was readily a proper item naming
of the items instead of a probability distribution over the possible item names.
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Fig. 3. Deanonymization using linear programming.



In Figure[f]and Figure[2] the results are shown for minimum frequency thresh-
olds 0.1 and 0.09. The uniform voting for all matching pairs is shown as a base-
line in both figures. Clearly, even linear programming were able to increase our
knowledge about the correct item namings.

In Figure [3| experiments with linear programming for larger variety of differ-
ent minimum frequency thresholds are shown. The behavior of the method were
similar with different thresholds and the linear programming result were always
better than the uniform assumption. Overall, the results show that the approach
can be used to find namings of the items that are relatively close to the correct
ones.

5 Conclusions

In this paper we have studied the privacy problems of renaming items in trans-
action databases. In particular, we considered the problem of finding the orig-
inal names of the items using the anonymized transaction database and non-
anonymized frequent itemsets. We examined the complexity of the problem and
described practical solutions for the problems that can approximate the correct
item namings reasonably well. The preliminary experiments on deanonymizing
transaction databases shown promising results.
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