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tWe explore the 
onversion of 
lassi
al se
ret sharings
hemes to quantum ones, and how this 
an be usedto give eÆ
ient qss s
hemes for general adversarystru
tures. Our �rst result is that quantum se
ret-sharing is possible for any stru
ture for whi
h notwo disjoint sets 
an re
onstru
t the se
ret (this wasalso proved, somewhat di�erently, in [7℄). To obtainthis we show that a large 
lass of linear 
lassi
al sss
hemes 
an be 
onverted into quantum s
hemes ofthe same eÆ
ien
y.We also give a ne
essary and suÆ
ient 
ondiionfor the dire
t 
onversion of 
lassi
al s
hemes intoquantum ones, and show that all group homomorphi
s
hemes satisfy it.1 Introdu
tionA 
lassi
al se
ret sharing s
heme is a (usually) ran-domized en
oding of a se
ret s into a n-tuple, the 
o-ordinates of whi
h are ea
h given to di�erent playersin the player set P . The en
oding is a se
ret sharings
heme if there exists a 
olle
tion A of subsets of P(
alled the adversary stru
ture) su
h that no set ofplayers in A gets any information about s from theirshares, but any set of players not in A will be ableto 
ompute s. The 
lassi
 example of this is due toShamir [11℄. He gives a 
onstru
tion based on poly-nomials over a �nite �eld of a threshold se
ret-sharings
heme for any threshold t and any number of players(in su
h a s
heme, A = fB � P : jBj � tg).The idea of sharing quantum se
rets was �rst de-s
ribed and solved for the 
ase t = 1; n = 2 by Hilleryet al. in [8℄1. A more general solution, for all t > n2�1,�Work done while author was at M
Gill University, Mon-treal. Supported by an NSERC undergraduate resear
h grant.1In fa
t, [8℄ shows how eÆ
en
y 
an be gained in the in-se
ure 
hannels model by 
ombining the key distribution andse
ret-sharing layers of the proto
ol. An even more eÆ
ientproto
ol was suggested in [10℄.

was re
ently given by Cleve et al. (CGL, [4℄). Theirs
heme is a dire
t generalization of the well-knownShamir s
heme [11℄, with all 
al
ulations done unitar-ily and \at the quantum level", i. e. repla
ing random
hoi
es with equal superpositions over those 
hoi
es.In next se
tion we give de�nitions and ba
k-ground. In se
tion 3, we then prove that 
lassi
allinear se
ret-sharing s
hemes, with an appropriateadversary stru
ture, 
an be 
onverted into quantums
hemes with the same 
omplexity, both in terms ofshare size and en
oding/re
onstru
tion. This givesanother proof of theorem 8 from [7℄. In the last se
-tion, we give a ne
essary and suÆ
ient 
ondition for(not ne
essarily linear) 
lassi
al ss s
hemes to be
omequantum ones when run at the quantum level, and ob-serve that all group homomorphi
 s
hemes obey this
ondition.2 Preliminaries2.1 Adversary stru
turesGiven a set of players P , an adversary stru
tureA over P is a set of subsets of players whi
h isdownward-
losed under in
lusion:(B 2 A and B0 � B) =) B0 2 A:Normally su
h a stru
ture is used to represent the
olle
tion of all 
oalitions of players whi
h a givenproto
ol 
an tolerate without losing se
urity: as longas the set of 
heating players is in A, the 
heaters
annot brea
h the se
urity of the proto
ol.Se
ret-sharing s
hemes usually tolerate thresholdstru
tures, whi
h are of the form A = fB � P : jBj �tg for some t. However, when working with more gen-eral stru
tures, the following de�nitions prove useful.De�nition 1 An adversary stru
ture A � 2P is Q2if no two sets in A 
over P , that is6 9B1; B2 2 A : B1 [B2 = P:1



De�nition 2 The dual of an adversary stru
ture Aover P is the 
olle
tionA� = fB � P : B
 =2 Agwhere B
 denotes the 
omplement P �B.De�nition 3 A stru
ture A over P is Q2� if its dualA� is Q2. This means that any two sets not in A willhave a non-empty interse
tion.It is interesting to note that A is Q2 i� A � A�.Dually, A is Q2� i� A � A�. Consequently, a 
olle
-tion is self-dual i� it is both Q2 and Q2�.2.1.1 Monotone fun
tionsWe 
an de�ne a partial order on f0; 1gn by the rule\x � y i� ea
h 
oordinate of x is smaller than the
orresponding 
oordinate of y."By identifying f0; 1gn with 2f1;::: ;ng, the relation �on f0; 1gn 
orresponds to in
lusion (�) in 2f1;::: ;ng.Then a monotone fun
tion f 
orresponds to a fun
-tion from 2f1;::: ;ng to f0; 1g su
h that A � B =)f(A) � f(B).Su
h a monotone fun
tion f naturally de�nes anadversary stru
ture Af = f�1(f0g) = fB � P :f(B) = 0g. Moreover, f is 
alled Q2 (resp. Q2�) i�Af is Q2 (or Q2�).2.2 Monotone span programsSpan programs were introdu
ed as a model of 
om-putation in [9℄. They were �rst used for multipartyproto
ols in [5℄ under this name, although a similar
onstru
tion, attributed to Bri
kell, already existed([12℄). In this se
tion we de�ne some 
on
epts re-lated to monotone span programs.De�nition 4 A monotone span program (MSP)over a set P is a triple (K;M; ) where K is a �nite�eld,M is a d�e matrix over K and  : f1; : : : ; dg !P is a fun
tion whi
h e�e
tively labels ea
h row of Mby a member of P .The MSP asso
iates to ea
h subset B � P a subsetof the rows ofM : the set of rows l su
h that  (l) 2 B.This 
orresponds to a linear subspa
e ofKe (the spanof those rows). The monotone fun
tion f : 2P !f0; 1g de�ned by a MSP is given by the rule \f(B) =1 if and only if the target ve
tor � = (1; 0; 0; : : : ; 0)is in the subspa
e asso
iated with B". If we denotebyMB the submatrix ofM formed of the rows l su
hthat  (l) 2 B then we get that

f(B) = 1 () � 2 Im(MTB ):In fa
t, given any monotone fun
tion f , we 
an
onstru
t a MSP whi
h 
omputes it. The size of theMSP will be at most proportional to the size of thesmallest monotone threshold formula for f , but mayin some 
ases be exponentially smaller [1, 5℄.The proof uses the following fa
t from linear alge-bra. Here the dual of a ve
tor subspa
eW is denotedW? = fu : u>w = 0 8w 2Wg.Remark: Denote the dual of a ve
tor subspa
e Wby W? = fu : u>w = 0 8w 2 Wg. For anymatrix M we have Im(M>) = ker(M)?. Thus,f(B) = 0 i� 9v :MBv = 0 and �>v 6= 0.2.2.1 Se
ret-sharing from MSP'sGiven a MSP (K;M; ), we 
an de�ne a 
lassi
alse
ret sharing s
heme whi
h tolerates the adversarystru
ture Af indu
ed by the MSP. Say the dealer hasa se
ret s 2 K. He extends it to an e-rowed ve
torby adding random �eld elements a2; : : : ; ae to makea ve
tor s� = (s; a2; : : : ; ae). The dealer gives thelth 
omponent of ŝ = Ms� to player P (l). If ŝAdenotes the elements of ŝ with indi
es in A whereA � f1; : : : ; dg, then ea
h Pi re
eives ŝ �1(i).The ss s
heme thus de�ned tolerates exa
tly theadversary stru
ture Af .Note that the 
on
ept of MSP's is very general: anylinear se
ret-sharing s
heme (i.e. one in whi
h theen
oding of the se
ret is given by a linear map over a�eld) 
an be formulated as a MSP-based s
heme [5℄.The Shamir s
heme is a spe
ial 
ase, where M is an � (k + 1) Vandermonde matrix, e = k + 1, d = n,and  is the identity on f1; : : : ; ng.2.3 Se
ret sharing with general a

essstru
turesWith 
lassi
al data, se
ret sharing is possible for anya

ess stru
ture. Given a monotone threshold for-mula for a fun
tion f , Benaloh and Lei
hter [2℄ gavea 
onstru
tion for Af with eÆ
en
y proportional tothe size of the formula. This is improved on by 
on-stru
tions based on monotone span programs (se
-tion 2.2.1), whi
h are always at least as eÆ
ientas the Benaloh-Lei
hter s
heme but 
an be super-polynomially more so.When sharing quantum data, the situation isslightly di�erent. Be
ause of the no-
loning theo-rem, it is impossible to share se
rets with an adver-sary stru
ture whi
h is not Q2� (sin
e then one 
an2



�nd two disjoint sets whi
h 
an re
onstru
t the se-
ret based on their shares). Be
ause a pure-state qsss
heme is also a quantum 
ode 
orre
ting erasures onthe sets des
ribed by its adversary stru
ture, we alsoget that any pure-state qss s
heme has an adversarystru
ture whi
h is in fa
t self-dual [4℄. The natural
onverse to this isTheorem 1 Given any Q2� stru
ture A, we 
an �nda qss s
heme for A. If A is self-dual, then thes
heme 
an be a pure-state one.This was proved for the 
ase of threshold stru
turesin [4℄: their 
onstru
tion works when the number of
heaters t is more than n2 � 1 (i. e. it takes morethan n2 players to re
onstru
t the se
ret). Moreover,theirs is a pure-state s
heme when n = 2t+ 1 (these
orrespond to the Q2� and self-dual 
onditions, re-spe
tively).The full theorem was stated but not proved in [4℄.We give a proof here, based on monotone span pro-grams. Another proof, due to Daniel Gottesman andbased on puri�
ation of quantum superoperators, ap-peared in [7℄.3 Quantum se
ret-sharing from
lassi
al linear s
hemesWe assume that the reader is familiar with the nota-tion and basi
 
on
epts of quantum 
omputing. For
larity, we will ignore normalization fa
tors.3.1 Pure-state linear QSSCramer et al. [5℄ pointed out that any linear se
ret-sharing s
heme 
an be realized as a MSP-baseds
heme. In this se
tion, I show that any MSPwith adversary stru
ture A gives rise to a quantumerasure-
orre
ting 
ode for erasures o

uring on anyset of positions in A\A�. In the 
ase where A is self-dual, this yields a pure-state quantum se
ret-sharings
heme for A.The idea is the same as that for the CGL s
heme[4℄. First 
hoose a MSP, say (K;M; ). Note thatwlog all e rows of M are linearly independent andso we 
an extendM to an invertible d�d matrixM 0.We 
an 
onstru
t a quantum 
ir
uit ~M implementingmultipli
ation by M 0 and thus en
ode a basis statejsi, for s 2 K, as

~M  jsi 
 Xa2Ke�1 ja1 � � �ae�1i 
 j0 � � � 0i!= Xa2Ke�1 ����M�sa��(The expression �sa� denotes the 
olumn ve
tor ob-tained by adjoining s to the beginning of the ve
tor a).This s
heme 
an be extended by linearity to ar-bitrary states j�i = Ps2K �s jsi. The pie
es of theen
oded state are then distributed a

ording to thefun
tion  . We have:Theorem 2 Let (K;M; ) be a MSP with a.s. A.Then the en
oding above is 
orre
ts erasures on anyset of positions in A \ A�.To prove this, we need to show for any set B whi
his in A but whose 
omplement is not, the playersin A 
an re
onstru
t the en
oded data. We give are
onstru
tion pro
edure. The proof 
onsists of thetwo following lemmas.First we show the existen
e of 
ertain ve
tors usedin the re
onstru
tion pro
ess.Lemma 3 Let (K;M; ) be a MSP with a.s. A.Suppose B 2 A\A� (i.e. A = P �B is in A). Thenthere exists an invertible linear transformation U onthe shares of A su
h that after the transformation,1. the �rst share 
ontains the se
ret s;2. all remaining shares, in
luding those of playersin B, are distributed independently of s when thee� 1 other 
omponents of s� are 
hosen at ran-dom.Proof: Say A 
ontains m shares. Then wemust 
onstru
t m linearly independent ve
torsu1;u2; : : : ;um su
h that1. u>1 MA�sa� = s;2. If U 0 is the matrix with rows given byu2; : : : ;um, then the value�U 0MAMB ��sa�is distributed independently of s.To satisfy the �rst 
ondition, pi
k any u1 su
hthat u>1 MA = �>. Su
h a ve
tor must exist sin
eby hypothesis the players in A 
an re
onstru
tthe se
ret.3



To satisfy the se
ond 
ondition, it's enough toensure there exists v su
h that �U 0MAMB �v = 0and �>v 6= 0 (see se
tion 2.2).Sin
e B 2 A, we know that there is a v su
hthat �>v 6= 0 and MBv = 0. Furthermore, thesubspa
e W = fu 2 Km : u>MAv = 0g hasdimension m � 1, and u1 is not in that spa
esin
e u>1 MAv = �>v 6= 0. Hen
e any basisfu2; : : : ;umg of W will do.The matrix U whose rows are given by the ui'sgives the desired transformation. Note that theU doesn't depend on a. 2Finally we show that the re
onstru
tion pro
essworks:Lemma 4 Let (K;M; ) be a MSP and let B 2 A\A�, A = P � B. Suppose a quantum state j�i =Ps2K �s jsi is en
oded as des
ribed at the beginningof this se
tion. Then the shares in A 
an be used tore
onstru
t j�i. Consequently, no information on j�i
an be obtained from the shares in B.Proof: Consider the 
ase when j�i = jsi for somes 2 K. Then the en
oded state 
an be writtenXa2Ke�1 ����MA�sa�� ����MB�sa��Constru
t a quantum 
ir
uit for the map b 7�!Ub, where U is 
onstru
ted as in lemma 3. De-note by U 0 the matrix obtained by removing the�rst row of U . Applying the 
ir
uit for U onlyto the 
omponents of the en
oded state 
orre-sponding to A, we getXa2Ke�1 ����UMA�sa�� ����MB�sa��= jsi 
 Xa2Ke�1 ����U 0MA�sa�� ����MB�sa��However, by 
onstru
tion the joint distributionof U 0MA�sa� andMB�sa� is independent of s whena is 
hosen uniformly at random (lemma 3).Hen
e, for an arbitrary state j�i this pro
edureyieldsj�i 
 Xa2Ke�1 ����U 0MA�0a�� ����MB�0a��By a strong form of the no 
loning theorem, the
orre
tness of the re
onstru
tion implies that theshares of B give no information at all on j�i. 2

(This 
ompletes the proof of theorem 2).When the adversary stru
ture A de�ned by a MSPis Q2, we have A � A�. Hen
e, the previous theoremshows that erasures on any set of 
oordinates in A 
anbe 
orre
ted. In addition, if A is self-dual (i. e. bothQ2 and Q2�) then the quali�ed sets are pre
isely the
omplements of sets in A and hen
e every quali�edset 
an re
onstru
t the se
ret but no unquali�ed setgets any information on it. Thus we have shown the-orem 1 for the 
ase of self-dual stru
tures.3.2 Mixed-state linear QSSTo handle stru
tures whi
h are simply Q2�, we followthe strategy of [4℄: �rst extend to a self-dual stru
tureand then \tra
e-out" the new share(s).To extend a stru
ture A over a player set P , add anew player to P (say �):Lemma 5 For any Q2� adversary stru
ture A overa player set P , the stru
ture A0 over the set P 0 =P [ f�g given byA0 = A [ �B [ f�g : B 2 A�	is self-dual and its restri
tion to P yields A.Proof: Elementary, using the fa
t thatA is Q2� () A� � A. 2Thus, a pure-state QSS s
heme for A0 will yield amixed-state s
heme for A by throwing out the share
orresponding to � . For the 
onstru
tion to be eÆ-
ient, we need the following:Lemma 6 Given a MSP for A, an MSP for A0 
anbe eÆ
iently 
onstru
ted.Proof: Note that the new a

ess stru
ture is �0 =� [ fB [ f�g : B 2 ��g (here �;��;�0 are the
omplements of A;A�;A0 resp.). Thus if f; f�; f 0are fun
tions dete
ting membership in A;A�;A0respe
te
tively, and if f� dete
ts the presen
e of� in a set, then f 0 = f _ (f� ^ f� ).Now to 
onstru
t the desired MSP, �rst obtainan MSP for A� a

ording to [6℄. The MSP forA0 
an then be 
onstru
ted by 
omposition fromMSP's 
al
ulating and and or. 2The resulting MSP is at most a 
onstant times thesize of the original.4



4 QSS from 
lassi
al SSA natural 
onje
ture given the results of the previousse
tion is that any 
lassi
al se
ret-sharing s
heme foran adversary stru
ture will give a quantum erasure-
oore
ting for erasures in A\A�. I show here a 
on-dition on the s
heme for this to be the 
ase. Not alls
hemes satisfy the 
ondition, though a large 
lass ofthem does, in parti
ular group-homomorphi
 ones.The 
orollary to this, as before, is that when Ais self-dual, the resulting quantum s
heme is a qsss
heme for A. Note that the main di�eren
e betweenthe proof we give here and that of the preivous se
tionis that here we don't guarantee that the re
onstru
-ton pro
edure is eÆ
ient, only that it exists and isunitary.4.1 A general 
onditionA 
lassi
al se
ret sharing s
heme 
an be thought ofas a probabilisti
 map E from a se
ret spa
e S into n\share spa
es" Y1; : : : ;Yn. The random input 
anbe modeled as a 
hoi
e from some set R with agiven probability distribution. Now 
onsider someset U 2 A \ A� and let Q = U 
 be its 
omplement(Q is quali�ed). Let S be the random variable 
or-responding to the se
ret and let Yu and Yq be those
orresponding to the shares in U and Q respe
tively.Denote their 
on
atenation E(S) = Y = YuYq . Fi-nally, let Yu;Yq be the share spa
es for U and Q andlet Y = Yu �Yq be the global share spa
e.Note that for the SS s
heme to be perfe
t we musthaveCorre
tness: H(SjYq) = 0. Equivalently, S =f(Yq) for some deterministi
 fun
tion f .Se
re
y: I(S;Yu) = 0. Equivalently, P (Yu =yujS = s) = P (Yu = yujS = s0) = P (Yu =yu) 8s; s0 2 S.Suppose now we have a quantum se
ret whi
h is alinear superposition of shares in S and a unitary map~E su
h that for s 2 S:~E jsi =Xy2YpP (Y = yjS = s) jyiThis 
an in fa
t be rewritten asXyq :f(yq)=sqP (Yq = yqjS = s) jyqi �Xyu2YuqP (Yu = yujYq = yq) jyui

We want to de
ide if this is 
an 
orre
t erasures onU . To do so requires showing that the density matrixof the U 
omponent is independent of the se
ret'sstate. Note that it is not suÆ
ient to show that thedensity matrix is the same for all jsi. We have to showthis for all 
hoi
es of the �s's inPs2S �s jsi. We 
an
ompute the density matrix expli
itly by imaginingthat a measure is made on the Q 
omponent of the
ode and the se
ret. We 
an then 
onsider P (S =s) to be j�sj2. In what follows �U jyq is the densitymatrix of U given Yq = yq.�u=Xs2S j�sj2 Xyq2Yq P (Yq = yqjS = s)�U jyq= Xyq2Yq P (Yq = yq)�U jyq= Xyq2Yq P (Yq = yq) �0� Xy(1)u 2YuqP (Yu = y(1)u jYq = yq) ���y(1)u E1A �0� Xy(2)u 2YuqP (Yu = y(2)u jYq = yq)Dy(2)u ���1A= Xy(1)u ;y(2)u 2Yu Xyq2YqqP (Yu = y(1)u ; Yq = yq) �qP (Yu = y(2)u ; Yq = yq) ���y(1)u EDy(2)u ���The matri
es in the setn���y(1)u EDy(2)u ��� : y(1)u ; y(2)u 2 Yuoare linearly independent. Their 
oeÆ
ients areXyq2YqqP (Yu = y(1)u ; Yq = yq)P (Yu = y(2)u ; Yq = yq)=Xs2S j�sj2 Xyq :f(yq)=sqP (Yu = y(1)u ; Yq = yq jS = s)qP (Yu = y(2)u ; Yq = yqjS = s)For �u to be independent of the 
hoi
e of �s we musttherefore haveXyq :f(yq)=sqP (Yu = y(1)u ; Yq = yqjS = s)qP (Yu = y(2)u ; Yq = yqjS = s) (1)5



independent of s for all y(1)u ; y(2)u 2 Yu. ThusTheorem 7 Given a 
lassi
al SS s
heme for anadversary stru
ture A, the 
orrespnding quantums
heme 
ore
ts erasures on U 2 A \ A�, i� Equa-tion (1) is independent of s for all y(1)u ; y(2)u 2 Yu.As unnatural as this 
ondition seems, it is nonethe-less satis�ed by many SS s
hemes:� If Yu is a fun
tion of Yq (as is the 
ase in theShamir s
heme) then we have the expression (1)equal to 0 whenever y(1)u 6= y(2)u . Furthermore,when y(1)u = y(2)u = yu the expression redu
es toPyq:f(yq)=s P (Yu = yu; Yq = yq jS = s), whi
hsums to P (Yu = yujS = s). This is independentof s by the se
re
y assumption above. Thus thistype of s
heme yields a se
ure QSS.� A group homomorphi
 se
ret sharing s
heme isbased on an inje
tive homomorphism h : G �Gm �! Gn for some group G. The se
ret s isan element of G and the n shares are obtainedby pi
king v 2R Gm and 
al
ulating h(s;v).In this 
ase, the independen
e of expression (1)from s is guaranteed by the following fa
t: inany homomorphi
 ss s
heme, either two wordsy(1)u ; y(2)u never appear with the same word yq(that isP (Yu = y(1)u jYq = yq)P (Yu = y(2)u jYq = yq) = 0for all yq) or they always appear with the sameprobability:qP (Yu = y(1)u jYq = yq)P (Yu = y(2)u jYq = yq)= P (Yu = y(1)u jYq = yq):The same analysis as before applies: qss s
hemes
onstru
ted from homomorphi
 s
hemes are se-
ure. Interestingly, there seem to be no 
aseswhere non-homomorphi
 s
hemes provide anyadvantage over homomorphi
 ones [13℄.Thus, it seems that although not all 
lassi
al sss
hemes yield a qss s
heme dire
tly, the most impor-tant ones do. However, the proof given does not givethe re
onstru
tion pro
edure; it only proves its ex-isten
e. It is not a priori 
lear that all 
lassi
al SSs
hemes whi
h yield a se
ure QSS s
heme will haveeÆ
ient (quantum) re
onstru
tion pro
edures.
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