Computers & Security (2004) 23, 591—-605

ELSEVIER

Computers
& Security

www.elsevier.com/locate/cose

T Filtering XPath expressions for XML

access control

Jae-Myeong Jeon?, Yon Dohn Chung®*, Myoung Ho Kim?,

Yoon Joon Lee?

@Division of Computer Science, Korea Advanced Institute of Science and Technology, 373-1,
Kusung-dong, Yusung-gu, Daejon 305-701, Republic of Korea

®Department of Computer Engineering, Dongguk University, 26, 3 ga, Pil-dong, Chung-gu,
Seoul 100-715, Republic of Korea

Received 24 November 2003; revised 4 May 2004; accepted 18 June 2004

KEYWORDS
XPath;

XML;

Query processing;
Access control;
Security

Abstract XPath is a standard for specifying parts of XML documents and a suitable
language for both query processing and access control of XML. In this paper, we use
the XPath expression for representing user queries and access control for XML. And
we propose an access-control method for XML, where we control accesses to XML
documents by filtering query XPath expressions through access-control XPath
expressions. For filtering the access-denied parts out of query XPath expressions,
set operations (such as, intersection and difference) between the XPath
expressions are essential. However, it is known that the containment problem of
two XPath expressions is coNP-hard when the XPath expressions contain predicates
(or branch), wildcards and descendant axes. To solve the problem, we directly
search XACT (XML Access Control Tree) for a query XPath expression and extract the
access-granted parts. The XACT is our proposed structure, where the edges are
structural summary of XML elements and the nodes contain access-control
information. We show that the query XPath expressions are successfully filtered
through the XACT by our proposed method, and also show the performance
improvement by comparing the proposed method with the previous work.

© 2004 Elsevier Ltd. All rights reserved.

* Corresponding author.

E-mail addresses: jmjeon@dbserver.kaist.ac.kr (J.-M. Jeon), ydchung@dgu.edu (Y.D. Chung), mhkim@dbserver.kaist.ac.kr
(M.H. Kim), yjlee@dbserver.kaist.ac.kr (Y.J. Lee).

0167-4048/$ - see front matter © 2004 Elsevier Ltd. All rights reserved.

doi:10.1016/j.cose.2004.06.009


mailto:jmjeon@dbserver.kaist.ac.kr
mailto:ydchung@dgu.edu
mailto:mhkim@dbserver.kaist.ac.kr
mailto:yjlee@dbserver.kaist.ac.kr
http://www.elsevier.com/locate/cose

592

J.-M. Jeon et al.

Introduction

XML (eXtensible Markup Language) (W3C, October
2000) is defined as a standard of data representation
and transmission on Internet by W3C (World-Wide
Web Consortium). Owing to its independence of
applications, self-description and extensibility, the
application areas of XML grow rapidly. And the pro-
blems of XML security are also being issued recently.
Much research on securing XML document is in
progress (http://www.nue.et-inf.uni-siegen.de/
geuerpoll-mann/xml_security.html; OASIS, Febru-
ary 2003; OASIS (SAML); W3C, March 2001; W3C,
February 2001; W3C (XKMS), March 2001; W3C,
February 2002). Especially, among XML security
issues, the digital cryptography and the server-side
access control have received much attention. The
digital cryptography deals with how to securely
encrypt XML, how to transmit them via WWW and
how to decrypt them to the authorized users (OASIS
(SAML);W3C, March 2001; W3C, February 2002; W3C
(XKMS), March 2001; W3C, February 2001). On the
other hand, the server-side access control provides
users the domain-based access control of XML
according to their access rights on XML documents
(Bertino et al., 2001; Damiani et al., 2000, 2002;
Kudo and Hada, 2000; OASIS, February 2003). When
the server-side XML security provides an element-
level access control with the multi-user support, it
takes up much time. In this paper, we propose
a strong and efficient server-side XML access-
control method that is applicable to complicate
XPath expressions and reduces access-control
processing time for queries.

XPath (W3C, 2003) is a standard for addressing
parts of XML documents. With the XPath expres-
sions, we can locate specific patterns at a partic-
ular context, and perform additional operations on
the context of the located nodes. With this regard,
the XPath expressions are considered suitable for
both query processing and access control of XML
data (Damiani et al., 2000; Jajodia et al., 2001;
Kudo and Hada, 2000; OASIS, February 2003). In
this paper, we use the XPath for representing user
queries and access-control information of XML
documents. (We use a ‘query XPE’ (XPath Expres-
sion) to denote a query represented by an XPath
expression, and an ‘access-control XPE’ to denote
an access-control information represented by an
XPath expression.)

We assume the following environment:

- the user submits a query XPE to the server
- the access-control information (in the server) is
represented (and also stored) in XPE

- the server compares the query XPE (by the
user) with the access-control XPE, and produ-
ces a set of XPEs which represents only
authorized parts of the XML document

- the result XPEs are evaluated in the server, and
the result data are delivered to the user

In this paper, we propose a strong and efficient
access-control method that produces the access-
granted XPEs from the query XPE by using the
access-control XPEs. The method builds XML Ac-
cess Control Tree (XACT ), where the edges are
structural summary of XML elements and the nodes
contain access-control XPEs. When a query XPE is
submitted, the method compares the query and
the access-control XPEs in the XACT, and produces
the Result XPEs.

The remainder of this paper is organized as
follows. In the next section, we describe the
background of this work, including XML, XPath,
access-control policies of XML documents and re-
lated work on XML access control and XPath
expression properties. In section ‘Problem defini-
tion’, we define the problem that takes place
when we extract access-granted XPEs from query
and access-control XPEs. We describe the XACT
structure and propose an XML access-control
method that filters access-granted parts from the
user’s query XPE using the XACT in section ‘The
proposed access-control method’. We analyze
the performance and compare it with some
previous work in section ‘Performance analysis’.
In last section ‘conclusions’, we conclude this
paper.

Background
XML

An XML document is composed of a sequence of
nested elements and each element contains sub-
elements, texts, or attributes. The sub-elements
and texts exist between start-element ‘<tag-
name >and end-element </tag-name>’, and the
attributes are defined inside the start-element
‘<tag-name>’. XML tags represent formatting
rules, data description or data relationship of an
XML document. XML allows the tailoring of the tags
to describe the specific structure of data, which
supports a flexible structure to the data. Fig. 1
shows an example of XML document and its graph
representation which shows structural properties of
the XML document.
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<order num="b392-323">
<customer_info>
<name>Jeon</name>
<phone>016-211-2815</phone>
<addr>
<city>Daejeon</city>
<zipcode>301-754</zipcode>
</addr>
<credit_card t%ge—”Master”
exp_date="2006-12"/>
</customer_info>
<order_info>
<title>DATABASE SECURITY</title>
<publisher>Addison Wesley</publisher>
<price>25.00</price>
<addr>
<city>Daejeon</city>
<zipcode>301-754</zipcode>
</addr>
</order_info>
<order_info>
<title>Data on the web</title>
<ISBN>1-55860-622</ISBN>
<price>39.95</price>
<addr>
<01ty>Seoul</c1tby
<zipcode>435-651</zipcode>
</addr>
</order_info>
</order>

Figure 1

XPath

The primary purpose of XPath is to address parts of
an XML document (W3C, 2003). XPath represents
the location of data in an XML document correctly
and efficiently, which makes XPath a suitable lan-
guage for both XML query (XQuery W3C, May 2003;
XSLT W3C, November 1999, etc.) and XML access
control (Damianietal., 2000; Kudo and Hada, 2000).
XPath Expression (XPE ) is a structural pattern which
can be matched to nodes in an XML document tree.
XPE is a sequence of location steps which specifies
elements and their relationships by several oper-
ators: the parent—child(‘/’) and ancestor—
descendant(‘//’) operators represent a single step
and one or more steps, respectively; wildcard
operator(“*’) denotes any element name; and so
on. Also, each location step can contain predicates
(enclosed between ‘[’ and ‘]’) to refine the set of
selected nodes. The order and position among sib-
ling nodes can be predicates of XPE but we do not
consider them because they are scarcely used as a
predicate in XML data and documents. In this paper,
we use XPEs for describing query, access-granted
and access-denied parts of an XML document.

Definition 1. Let p; and p; be XPEs, and n{p;}
denote a set of target nodes specified by p; in an
XML document tree

ep;Up; is the XPE (or XPEs) representing
the nodes specified by p; or p;, that is,

n{p; U p} = n{p} U nip;}

name phone addf credif\card publisher

order_info

addr title ISBN price /|laddr

city zipcode @type @exp_data city zipcode city zipcode

An XML document and its tree representation.

e p; N p; is the XPE (or XPEs) representing the
nodes specified by p;and p;, thatis, n{p; N p;} =
n{p;} N n{p;}

e p; —p; is the XPE (or XPEs) representing the
nodes specified by p; but not p;, that is,

nip; — p;j} = nipi} — nip;}

Example 1. Let p; = ‘‘order/customer_info//”
and p; = “order/customer_info/name”’, where p;
and p; are XPEs for the XML document in Fig. 1.
Then the result XPE of the set operations between
pi and p; are as follows:

(@) pi U p; = forder/customer_info//”

(b) p, N pj **order/customer_info/name”’

©)p ““order/customer. mfo/phone” “order/
customer_mfo/addr/ /”’;  ‘‘order/customer_

info/credit_card//”

Access-control policies

Some access-control policies are studied in Jajodia
et al. (2001). The propagation policy determines
whether the access control to a node is propagated
to its descendants or not. The conflict resolution
policy resolves the situation that a node is defined as
‘access-granted’ and ‘access-denied’ at the same
time. And the decision policy determines when
anode is neither access-granted nor access-denied.
For exact and efficient access control of XML docu-
ments, the policies are applied simultaneously. In
this paper, we use ‘‘most specific overrides” for the
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propagation policy that prefers access control to the
most specific node of an XML document tree, and
use ‘“‘denials take precedence’” for the conflict
resolution policy to keep data in safety. For the
decision policy, we use the *‘closed” for the same
reason, that is, we deny a query for a node whose
access-control information is not defined.

Related work

Many approaches have been studied for XML
document security. Some of them are as follows:
Damiani et al. (2000) and Bertino et al. (2001)
proposed an early model of XML access control,
which builds a DOM tree (Document Object Model)
for a query XPE and labels the tree nodes as
*‘access-granted’’ (or ‘‘access-denied’) sign ac-
cording to the access rights of a user. The
access-denied part of the tree is pruned and the
access-granted part is supplied for the query. Yu
et al. (2002) have improved the approach of
Damiani et al. (2000) and Bertino et al. (2001)
from the viewpoint of access time for a query. The
method builds optimal access-control look-up data
for each user and access type. When a query is
submitted, it refers to the access-control data and
selects the access-granted part of the query.
However, a query XPE with *//’ or **’ is not appli-
cable to the method because it requires the com-
plete path from the root to a node. Kudo and
Hada (2000) proposed a provisional authorization
model that compares a query with XACL (XML
Access Control Language) for authorization of the
query. The XACL includes security data such as
authorization, non-repudiation, confidentiality,
and audit trail. But the model does not deal with
the coNP-hardness problem that may occur when
comparing between the query XPE and XPE in the
XACL. Cho et al. (2002, 2003) focused on finding
optimal and safe rewritings of queries that ensure
secure evaluation given a DTD graph of XML
document.

Murata et al. (2003) used automata to represent
and compare queries, access-control policies and
schemas. It created automata for query, access
control and schema, and produced results by
intersection of the automata. However, as they
mentioned, the method has some limitations pro-
cessing predicates and recursive queries. Blyth
et al. (2003) identified and quantified the ways
where XML processing can be subverted into
leaking, corrupting or denying XML documents.
And Damiani et al. (2002) presented a fine-grained
authorization model for SOAP requests.

The research on comparing XPEs is carried out in
the field of XML query processing. Benedikt et al.

(2003) studied the closure properties (union, inter-
section and complementation) between fragments
of XPEs, which showed that the union and inter-
section are closed but the complementation is not.
Miklau and Suciu (2002) investigated containment
and equivalence problems between XPEs which con-
tain branching, label wildcards and descendant
relationships. It showed that the containment pro-
blem between XPEs is coNP-hardness in general and
PTIME in special cases (Miklau and Suciu, 2002).

Problem definition

Let ® and A be access-granted and access-denied
XPEs for an XML document, and IT be a query XPE.
Is the following operation computable?

Result XPE=(®NII) — A

It is difficult to extract the Result XPE in the above
set operation when they have partially common
set of data. Furthermore, the Result XPE depends
on the structure of target documents. Therefore,
in order to compute the Result XPE, we must be
informed of the structure of the document in
advance. Miklau and Suciu (2002) proved that the
containment problem for XPE P{L"//} expression is
coNP-hard, where [], *and // denote predicate (or
branch), wildcard and descendant axis, respec-
tively. Hence, the intersection and difference
between XPEs are also coNP-hard. To solve the
problem, Miklau and Suciu (2002) suggest ‘canon-
ical models’ that replace descendant axis with ‘z’-
labeled nodes by referring the XML document. But
the model is not applicable to the set operations
between XPEs, because the difference of two XPEs
with ‘z’-labeled nodes is not closed (Benedikt
et al., 2003). Damiani et al. (2000) extract the
access-granted data from the DOM tree denoted by
access-granted XPEs and processes a query XPE
based on the extracted data. However, when
queries access several XML documents on small
scales, the method is not efficient.

In this paper, we propose a method that pro-
duces the Result XPE of *“(® N II)— A” without
accessing XML documents or DOM trees. For effi-
cient processing of set operations between the
XPEs, we define a structure, called the XML Access
Control Tree (XACT ), where the edges are struc-
tural summary of XML elements and the nodes
contain access-control information. When a query
XPE is submitted, our method evaluates the access
rights of its target nodes in the XACT. If a node is
granted, which means the node is an object node
of both the query and the access-granted XPEs, the
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path of the node is appended to the Result XPE. If
no node is granted, the result of authorization
becomes null.

The proposed access-control method

In this section, we propose an efficient access-
control method that compares query XPEs with
access-control XPEs, and extracts access-granted
XPEs from the query XPEs. Fig. 2 shows an
architectural overview of the proposed method.
First, ‘XACT Constructor’ creates and updates an
XML Access Control Tree (XACT ) that consists of
edges (which are structural summary of an XML
document) and nodes (which contain access-
control data). The access-control data are con-
verted from an Access Control List (ACL) and
stored into the nodes each of which corresponds
to the XPEs of the ACL. Details about ‘XACT
Constructor’ are described in the following sec-
tion. In the figure, we show in ‘node 10’ that an
XACT node contains access-control data. Second,
‘Query Filter’ compares Input Query with the
XACT. When the XPE of Input Query finds its
corresponding node in the XACT, ‘ID’ and ‘access
mode’ of the Input Query are compared with the
access-control data of the node. If the Input Query
is granted, the path of the node(s), and access
information (‘ID’ and ‘access mode’) of the query

are appended to the Authorized Query. Otherwise,
the Input Query is ignored. Details about ‘Query
Filter’ are described in section ‘The access control
algorithm using the XACT’. Then the Authorized
Query is delivered to ‘Query Processor’ instead of
the ACL and the original Input Query.

The XACT construction

We construct the XACT to compute the result XPE
of “(® NII)—A”, where ® and A are access-
granted and access-denied XPEs and II is a query
XPE. First of all, we store the access-control
information “(® — A)” in XACT nodes to which
they are matched. When a query XPE is submitted,
we search the XACT nodes which are matched by
the query XPE and are accessible to the user. Then
the result nodes become “(® — A) N IT"”.

The ‘XACT Constructor’ generates XACT from an
XML document and an Access Control List. The
Access Control List is defined as follows.

Definition 2. The Access Control List (ACL) for
an XML document is a set of triples of the form
(0, s, a), where oe 0, se S, ae A such that

e O is a set of XPEs

e Sis a set of subjectsi.e., S = {ID, ID,, ID3, ...},
where ID; is the identifier of a user or a group of
users

Input Query

user ID,
access mode,
XPE

Alice,read-, local,
\Q{Qer/orderjnfo[price >30]

it crd 09 Authorization
- \
title price \ Module
(9) |::/
XML Access Control Tree
_____ ~\
N . user ID, 1
Query i ( i |access mode I Query Processing
I | s X
| . XPE Module
4

Document

Query Result

Authorized Query

Figure 2 The architecture of the proposed method.
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e Ais a set of authorized modes for the XPEs i.e.,
A = {read+, read—, write+, write—}

The ACL is stored into each node of XACT which
is specified by the XPE. An XPE can be divided into
a path to a node and its predicates which refine
the node. Here, we store only the predicates
of the XPE to the matched node instead of XPE,
because the path of the node represents the
location where the XPE should be stored. An XPE
terminated with ‘//° or **’ (e.g., order/order_
info//or order/order_info/*) means that the
scope of access control is ‘recursive’ or ‘child’,
respectively.

Definition 3. The XML Access Control Tree (XACT )
consists of edges E, which are elements of an XML
document, and nodes N each of which contains
a quadruple (s, a, ¢, f) where se S, ae A, ce C,
f e F such that

e Each node n (except the root) has an edge e
that points to the node, where ne Nand ec E

e The path path(n) is a sequence of edges from
the root to node n, and there is no duplicate
path in the XACT i.e, path(n;) # path(n;) if
n; + n;j

e Sis a set of subjectsi.e., S = {ID4, ID,, ID5, ...},
where ID; is the identifier of a user or a group of
users

e Ais a set of authorized modes for the XPEs i.e.,
A = {read+, read—, write+, write—}

e (Cis the scope of authorization to the node n for
subject S i.e., C = {local, child, recursive},
where local, child, and recursive denote that
an authorized mode is applied to ‘““node n”,
**child nodes of n”’, and “‘node n and all its
descendants’, respectively

e F is a set of predicates of the XPE to node n,
which is the condition of node n to be
accessible by subject S e.g., F = {price > 30,
name = “Bob’’}

The XACT consists of a reduced XML tree and
access-control data. The reduced XML tree means
a tree composed of elements without duplicate
paths. Thus, each node of XACT has a unique path.
Access-control data are transformed from ACL in
Definition 2. The example of XACT is shown in
Fig. 2. An edge of the XACT is an element of an XML
document and a path is composed of a sequence of
edges from the root to a node. To transform ACL
to access-control data in the XACT, we search
a sequence of edges in the XACT which are
matched by an XPE in the ACL. If we find the
sequence of XACT edges for the XPE, we transform

the ACL in Definition 2 to access-control data in
Definition 3 and store it to the node to which the
most specific edge points. S and A in Definition 3
are the same as in Definition 2. C in Definition 3 is
decided by the scope of XPE in the ACL. If the XPE
is terminated with ‘//’ or **’, the scope C is
‘recursive’ or ‘child’, respectively. Otherwise,
the scope C is ‘local’. F in Definition 3 is the
predicate of the XPE which is the condition of node
n. Therefore, predicate F is adapted to the path of
its target nodes and stored into them. Because the
path of the XACT is a sequence of elements, non-
element data in XPE, such as attributes, texts and
so on, cannot be matched to any edge in the XACT.
So, non-element data have to be transformed to
some predicates of elements which contain them.

Fig. 3 shows the process of ‘XACT Constructor’.
Note that the edges of the XACT are composed of
XML elements. We omit the algorithm for building
the edges because it is straightforward. After
building the edges, we search edges in the XACT
with an XPE in the ACL. When an edge is matched
to the XPE without a predicate, the scope of the
XPE is verified and stored to the node to which the
edge points. If the XPE contains predicates, each
predicate has to be examined whether it includes
‘//’ or **’. When a predicate contains ‘//’ or **’,
the predicate is transformed into a set of predi-
cates without ‘//’ or **’ by referring the XACT
edges. After the examination and transformation,
the set of predicates is stored to the node to which
the edge points. Then, the scope of the XPE is
verified. If the XPE is terminated with ‘//’ or *,
the scope is ‘recursive’ or ‘child’, respectively.
Otherwise, the scope is ‘local’. After storing the
access-control information, we search another
edge in the XACT. If an edge is matched to the
XPE, the above procedure is repeated; otherwise
we search edges in the XACT with another XPE in
the ACL. If there remains no XPE to search for, the
‘XACT Constructor’ process ends.

Example 2. Suppose there is an ACL as follows:

(1) (Bob, read+, “order//”’)

(2) (Alice, read+, ‘forder/order_info//"’)
(3) (Bob, read—, **//credit_card/”’)

(4) (Alice,

addr”)

read—, ‘‘//order_info[ price > 30]/

Then, the ACL is transformed and stored into the
XACT (in Fig. 4) as follows: (1) and (2) are
transformed like A and B, and stored in node ‘1’
and ‘10’°, respectively. Their scopes are ‘recursive’
because the XPEs are terminated with *//’°. Then,
(3) is transformed like C and stored in node ‘9’.



Filtering XPath expressions for XML access control

597

Algorithm XACT_Constructor
Input : ACL(ID, right, XPE), XML document
Output : XACT

(1) Build XACT edges of XML document

(2) for (each XACT node which is matched by the XPE)

3) if (the XPE contains predicates)

4) Current_node.predicate := Predicate_Search(node, XPE)

5) Current_node.ID :=1D
(6) Current_node.right := right

(@) if (the XPE terminated with //) Current_node.scope := ‘recur’
) else if (the XPE terminated with *) Current_node.scope := ‘child’

()] else Current_node.scope := ‘local’

Algorithm Predicate_Search
Input : node, XPE
Output : predicate

(1) for (each predicate)

2) if (the predicate contains // or “*’)  // search exact set of predicates

3) for (each path of the predicate) predicate_path := predicate_path U path
4) else predicate_path := predicate

5) predicates := predicates U predicate_path

(6) return(predicate)

Figure 3 The process of XACT Constructor.

Lastly, (4) is transformed like D and stored into
node ‘15’. Note that, the predicate is modified
based on the node’s path. For example, in (4), the
predicate ‘//order_info[ price > 30]" is trans-
formed to ‘order/order_info [ price > 30]’ based
on the path of node ‘15’.

A unique path from the root to an element in an
XML tree is transformed into a sequence of edges
in the XACT and duplicate paths are eliminated.
Hence, an XML document and its corresponding
XACT satisfy the following property.

Property 1.If an XPE p without predicates
matches a sequence of edges in the XACT, p also
matches a set of elements in the XML document
that corresponds to the set of edges in the XACT
and vice versa.

Proof. Let edge-pathyscr(n) be a sequence of
edges from the root to node n in the XACT, and
element-pathyy,(e) be a sequence of elements
from the root element to element e, which is
corresponding to node n, in the XML document. By
Definition 3, since each node n; in element-
pathyy.(e) corresponds to an edge e;, in edge-
pathycr(n), they have the same sequence of
ancestors. Hence, the XPE p matches a sequence
of edges leading to node n (i.e., edge-pathycr(n))
in the XACT, p also matches one (or more)
sequences of elements leading to element e
(i.e., element-pathyy, (e)) in the XML document,
where e is the element corresponding to node n.
(Note that there may be several elements e in the
XML document for a single node n of the XACT
because the XACT eliminates duplicate paths in
the XML document.) O

ID | right |scope predicate

Bob |read+ |recur

Alice | read+ |recur

Bob | read- |local

Alice | read- |local | order/order_info[price > 30]

Figure 4 XACT and its access-control data.
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However, if an XPE p includes predicates,
the set of elements for p on an XML document
might be different from the set of elements
which is corresponding to the edge set for p on
the XACT.

Property 2. Let p be an XPE with predicates.
And, let nyy {p} be the set of nodes for p in an
XML document tree and nxscr{p} be the set of
nodes whose incoming edges are matched by p
in the corresponding XACT. Then nxu{p}<S

NxactiP3-

Property 2 occurs when there exist two nodes that
have the same sequence of ancestors and have
different set of child nodes in an XML document
tree. By Definition 3, one of the duplicate paths is
eliminated in the XACT and the two sets of child
nodes will become a set of sibling nodes in the
XACT. Hence, for any node n, the sibling set of
node n in the XACT includes that of node n in the
XML document tree.

We show an example. An XPE ‘order/order_
info[ISBN]/publisher’ does not match any node
in the XML document, but it matches node ‘12’
in the XACT as shown in Fig. 5. In this case,
nxme{p} C nxacr{p}. In some other cases, nxu {p}
may be equal to nxcr{p}.

Now we consider a special case, where an XPE
contains a predicate which includes a negation
e.g., ‘order/order_info[not(ISBN)]/publisher’. It
matches node ‘14’ in the XML document tree,
but it does not match any node in the XACT. To
prevent these errors, we treat the negation pred-
icates in a special manner in the Query Filter
algorithm described in Fig. 6. (In the algorithm, we
do not search XACT nodes with an XPE predicate
which contains ‘not’ operation but consider the

name phone addy| credit/\card publisher

price

city zipcode

city zipcode @type @exp_data

Figure 5

order_info

gddr title ISBN  price

predicate as an attribute and store it into its
parent node. The predicate should be referred
when an Input Query specifies the node.) Con-
sequently, the set of elements for XPEs
(with predicates) on an XML document will
be the same to those on the XML document via
XACT.

Definition 4. We call two XPEs p; and p, are
equivalent, denoted by P;j=p Py, when their sets
of target nodes n{p;} and n{p,} are the same in an
XML document tree D;.

Theorem 1. P=,P w.r.t the XML document D;,
where P and P’ are sets of XPE and P’ is trans-
formed from P within the XACT.

Proof. Let n{P} be a set of nodes for a set of XPEs P
and g be a function from P to n{P} in the XML
document tree D;, g(P) = n{P}. Also, let f be
a function from P to P’ in the XACT, f(P) =P'.
For Yp, where pe P, and its transformed XPE p’,
where p’ e P', if g(f(p)) = g(p), then f(p) = p and
p=p,p . For an XPE p without predicates and its
transformed XPE p’, g(p) = g(p’') by Property 1,
i.e., f(p) = p. Hence, p=pp . However, for an XPE
p with predicates, four different cases are pos-
sible: (1) g(f(p)) = n{p} and g(p) = n{p}. There
exists p that f(p) =p’ and g(p’) = g(p) = n{p}.
Then p=pp. (2) f(p)=9 and g(p) = @. There
is no node for p both in the XML document tree
and in the XACT. Thus, p=pp. (3) g(f(p)) =2
and g(p) = @. There exists p, where f(p) = p’, in
the XACT, but g(p’) =@ in the XML document
node. Even though there exists a node for p in
the XACT, the result of function g is empty,
thus, p=pp . (4) f(p) =@ and g(p) = n{p}. There
is no node for p in the XACT, but there exists

city zipcode

An XML document tree and its XACT.
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Algorithm Query_Filter

Input : Input Query(ID, access mode, XPE), XACT

Output : Authorized Query(ID, access mode, XPE)
(1) for (each node of XACT & XPE)

2) if (current_node is access-denied) /\ (current_node has a predicate)

3) ancestor_result := Ancestor_Check(current_node, ID, access_right)

“4) if (ancestor_result = ‘grant’)

(@) not_predicate := Predicate_Comparison(current_node, Input Query)
(6) if (predicate_XPE != NULL)

7 predicate_XPE := concat(‘not(‘, not_predicate, )’)

®) else if (current_node is access-denied)

9) else if (current_node is access-granted) \/ (current_node is access-undefined)
(10) if (current_node is access-undefined)

(1) ancestor_result := Ancestor_Check(current_node, ID, access_right)
(12) if (ancestor_result = ‘grant’) V (current_node is access-granted)
(13) if (XPE is terminated with ‘//” or ‘*”)

(14) descendant_XPE := Descendant_Check(current_node, XPE)
(15) if (XPE contains predicate)

(16) for (each descendant_XPE)

(17) predicate_XPE := Predicate_Comparison(current_node,

(18) Query(ID, access mode, descendant_XPFE))

(19) if (the XPE contains predicate) A\ (predicate_XPE != NULL)

(20) Auth_XPE := Auth_XPE U predicate_XPE

21) else if (the XPE does not contain predicate) /\ (descendant_XPE != NULL)
(22) Auth_XPE := Auth_XPE U descendant_XPE

Algorithm Descendant_Check
Input: current_node, XPE

Output: access-granted XPE
(1) if (XPE terminated with //”)
2

2) if (all descendants are granted) grant XPE := XPE

3) else

4) for (each descendant of XPE)

(5) if (descendant is granted) grant_XPFE := grant_XPE U descendant
(6) else if (XPE terminated with “*”)

) if (all child nodes are granted) grant_XPE := XPE

8) else

) for (each child of XPE)

(10) if (the child is granted) grant_XPE := grant XPE U child

Algorithm Ancestor_Check

Input: current_node, ID, access_right

Output: access right of current_node
(1) ancestor_node := parent_of_current_node
(2) if (ancestor_node is access-granted and scope is ‘child’) return ‘grant’
(3) for (each ancestor_node)

“4) if (ancestor_node is access-granted and scope is ‘recur’) return ‘grant’
5) else if (ancestor_node is access-denied or scope is ‘local’) return “denied’
6) else ancestor_node := parent_of _ancestor_node  // when ancestor_node is access-undefined

Algorithm Predicate_Comparison
Input : current_node, Input Query(ID, access mode, XPE)

Output : XPE with access-granted predicate
(1) rant_XPE := path of current_node
(2) for (each predicate of XPE)

3) if ( predicate contains ‘//” or *’)

“4) for (each path of predicate)

5) if(path is access-granted) predicate_path := predicate_path U path
(6) else predicate_path := current_predicate

7) for (each access-granted predicate_path)

8) node_predicate := node_predicate U predicate_path

) if (node_predicte = NULL) return null

(10) grant_XPE = node_predicate U grant_XPE

(11) return grant_XPE

Figure 6 The algorithm of Query Filter.

at least one node for p in the XML document tree. XML document D;, the set of target nodes of XPEs P
By Properties 1 and 2, g(p) S f(p). So, case (4) and those of P’ are the same.

cannot occur. Therefore, for YpeP, and

its transformed XPE p'e P’, p=p;p’. Hence, Corollary 1. The XPEs are closed under the union
P=pP. O and intersection operations.

Theorem 1 says that sets of XPEs P and P’ are Proof. see Benedikt et al. (2003). [
equivalent w.r.t any XML document D;. P’ is a set
of XPEs which, if applied to the XACT, produces the  Corollary 2. The XPEs are closed under the differ-
same set of nodes produced by P. That is, for the  ence operation based on XACT.
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Proof. Let P;, P; and Py be sets of XPEs, and P’;, P’;
and P’ be sets of XPEs transformed from P;, P; and
Py in the XACT, respectively. And let n{P’;}, n{P’;}
and n{P’,} be sets of XACT nodes specified by P’;,
P’; and P’y, respectively.Assume that P; = P; — Py,
then P'; = P’;— P’y by Theorem 1. Then we can
specify n{P’;} by sets of XPEs in the XACT without
difference operation (i.e., {P';}=p’i1Up'pU---
Up'y), where n{P';}=n{P'j}—n{P}. For
"n{p'm}, 1<m<1, n{p'm}<nfp’;} and nfp’m}
Nnip'}=@. Also, P;j=p'1Up,U---Up’, is
closed by Corollary 1. Therefore, a set of XPEs P;’
is closed under the difference operation based
on XACT. 0O

The access control algorithm
using the XACT

In this section, we describe ‘Query Filter’ algo-
rithm that produces Authorized Query from the
Input Query by comparing with the access-control
data in the XACT nodes. Let ® and A be sets of
access-granted and access-denied XPEs, respec-
tively, and II be a set of query XPEs. Our goal is to
solve the problem ‘(® N II) — A’ and to produce
Authorized Query. As we described in previous
section, the access-control data are stored into
the XACT nodes on which the query XPE is
evaluated.

The algorithm of ‘Query Filter’ is described in
Fig. 6. We traverse the XACT and decide whether
the target node of Input Query is granted to the
user or not. When there is an edge matched to the
Input Query XPE ((1) of Algorithm Query_Filter),
we check the access right in the node, which can
be one of ‘access-denied’, ‘access-undefined’ or
‘access-granted’.

When a node, which has predicates, is ‘access-
denied’ ((2) of Algorithm Query_Filter), we
evaluate the ancestors whether their access
rights are inherited to the node or not (Algorithm
Ancestor_Check, access right of node ‘10’ is
propagated to node ‘15’ in Fig. 4). If an access-
granted ancestor is inherited to the node, the XPE
is granted to the node except the parts that
belong to the predicates. For example, ‘order/
order_info[ price < 30]addr’ is granted to ‘Alice’
in Fig. 4. The access right of the predicate (e.g.,
‘order/order_info[ price]’) is verified in Algorithm
Predicate_Comparison. To exclude the predi-
cate from the XPE, which is denied at the node,
‘not’ operation is inserted into the predicate
((7) of Algorithm Query_Filter, e.g., ‘order/
order_info[not(price > 30)]/addr’). If the node is

‘access-denied’ without a predicate, the node is
denied to access.

When the access right is ‘access-undefined’, the
access right of the node might be inherited from
its ancestor nodes. Therefore, the ancestors are
looked up from the parent to the root using
the ““most specific overrides” policy (Algorithm
Ancestor_Check). If the node is ‘access-granted’
inherently, we regard it as an access-granted one.
Therefore, when the access right is ‘access-
granted’ inherently or directly, we check whether
the XPE is terminated with ‘//’ or **’, which means
the scope of XPE includes all descendants or
all child nodes, respectively ((13) of Algorithm
Query_Filter). In these cases, we evaluate its
descendants in Algorithm Descendant_Check and
append the paths of the access-granted nodes to
a set of access-granted XPEs Grant_XPE ((14) of
Algorithm Query_Filter). When the XPE is termi-
nated with ‘//’, we select the most inclusive nodes,
where the nodes and all descendants are granted to
access, and append ‘//’ to the paths. If an access-
granted node is a leaf one or its descendants are
denied to access, only the node path is appended to
Grant_XPE. And when XPE is terminated with **’
and all child nodes are granted to access, the XPE is
granted. Otherwise, each child is verified and
appended to Grant_XPE individually in Algorithm
Descendant_Check. If XPE has predicates, we
evaluate the predicates in Algorithm Predicate_
Comparison ((17) of Algorithm Query_Filter).
When a predicate contains ‘//’ or **’, we assemble
all paths of the predicate into a set of predicates.
And then verify the access right of each predicate
(or set of predicates). If one of the predicates (or
set of predicates) is denied to access, the XPE is
ignored in the node. However, a part of the set of
predicates is denied, the part is removed from the
set of predicates and the rest is granted to the user.

The path and predicates of the node
are appended to Grant_XPE ((20) of Algorithm
Query_Filter). Lastly, Grant_XPE is appended to
Auth_XPE, which is the result of ‘Query Filter’.
After processing all XACT edges matched by the
XPE, the ‘Query Filter’ process ends.

Example 3. We show four user queries and their
access-granted queries, where the XACT is based
on Fig. 4.

Q1: (Bob, read, order/customer_info//) — (Bob,
read, order/customer_info; order/custom-
er_info/name; order/customer_info/phone;
order/customer_info/addr//)

Q2: (Bob, read, //price) — (Bob, read, order/
order_info/price)
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.I‘ .....

ar,

ID | right |scope predicate
A | Bob |read+ |recur
‘ B ‘Alice read+ |recur ‘ ‘
| C ‘ Bob | read- |local ‘
" D ‘Alice read- |local | order/order_info[price > 30] ‘

Figure 7 XACT and its target nodes denoted by the Input Query in Example 3.

Q3: (Alice, read, order/customer_info/name) — @

Q4: (Alice, read, //order_info[ISBN]/addr) —
(Alice, read, order/order_info[ISBN and
not(price > 30)]/addr)

The target nodes of Q1 are node ‘3’ and its
descendants in Fig. 7. All the target nodes except
node ‘9’ are access-granted to the user. So, we
append them to Authorized Query. Q2 is corre-
sponding to node ‘14’ which is access-granted to
the user, and Q3 is access-denied at node ‘4’. Q4 is
access-denied at node ‘15’ with a predicate to the
user. Hence, the ancestors of the node are looked-
up from the parent to the root according to “‘most
specific overrides’ policy. In Fig. 7, node ‘10’ is
access-granted recursively, and hence its accessi-
bility is propagated to the node 15’. The node ‘15’
is partially granted. Therefore, we generate an
access-granted XPE for Q4 by adding a constraint
for the predicate (i.e., [not(price > 30)]).

Because the XACT is a reduced XML tree, we do not
know whether the objects for Authorized Query
exist in actual XML documents. Hence, we regard
that the results of the query always exist in the
XML document.

The symbols for the following Lemmas and
Theorem are described in Table 1 and 2.

Lemma 1. (® —A)=,(® —A') w.r.t the XML
document D;.

Proof. ®=,® and A=, A" by Theorem 1. Let
P=(®-A) and PP =(®’' —A’), then P and P’
are closed by Corollary 2. That is, PEDiP' (Theo-
rem 1). Hence, (® —A)=,(® —A') w.r.t the
XML document D;. O

The difference between two XPEs is necessary
when we subtract the access-denied part from
the access-granted XPEs. Also, the intersection
between two XPEs is required when we select the
part denoted by both the access-granted and the
query XPEs.

Lemma 2. (PNII)=), (P' ﬂl‘[) w.r.t the XML doc-
ument D;.

Proof. P=, P by Theorem 1. (P N 1II) and (P’ N
IT’) are closed by Corollary 1. Hence, (P N II) = p;
(P’ N II') w.r.t the XML document D;. [

Theorem 2. ((® — A)NI)=pII w.r.t the XML
document D;.

Proof. In this paper, we take it for granted that
the process of DOM tree labeling method (Damiani
et al., 2000) is correct. Therefore, we show that
process of DOM tree labeling method (® — A) N 11
and that of our method IT’ are equivalent w.r.t the
XML document.

II' =(® —A’)NII by the ‘algorithm of Query
Filter’. ®=)5® and A=, A" by Theorem 1. Also,

Table 1  Notations for XPE

Symbol  Description Symbol  Description

P a set of access-control XPEs P’ a set of XPEs transformed from P by the XACT Constructor
o a set of access-granted XPEs @’ a set of XPEs transformed from ® by the XACT Constructor
A a set of access-denied XPEs A’ a set of XPEs transformed from A by the XACT Constructor
II a set of query XPEs I’ a set of XPEs filtered from IT by the Query Filter
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Table 2 Notations and their values for time analysis

Symbol Description Assumed value
Ne The number of element nodes in the XML document tree

Nn The number of nodes in the XACT Na2 < Ne

N The average number of paths in the XACT corresponding to a complex XPE 10

Ny The average number of duplicate paths for a unique path in an XML document (3/2)/Ne

Rq The rate of access-granted query 80%

R, The rate of searched nodes for a complex XPE in XML (or XACT ) 30%

N, The average number of access-control XPEs per user in ACL 10

® -A=;,® —A' by Lemma 1, and (@ —A)N
II=p (® —A’)NII and by Lemma 2.
Hence (® —A)NTI=p1'. O

Theorems 1 and 2 show that the transformation
of ACL into XACT and access control of queries
with the XACT are correct. Therefore, the pro-
posed method is correct.

Performance analysis

The performance analysis is carried out for the
proposed method, DOM tree labeling method
(Damiani et al., 2000) and CAM (Yu et al., 2002).
We consider the number of node accesses for each
method." To simplify the analysis, we consider two
kinds of XPEs: simple XPE (without *//’ and '*’),
and complex XPE (with *//’ or **’). Some symbols
for the analysis are described in Table 2.

The number N. of element nodes in the XML
document varies in the type and the size of the XML
document. However, the number N, of nodes in the
XACT is not so variable as the type and the size of
its corresponding XML document. In general, when
the number N, is more than 500, N,2 < N.. The
average number Ny of duplicate paths in an XML
document increases with the number N, we
assume N4 = (3/2) /N, based on “The Plays of
Shakespeare” OASIS, 2003. We analyze the perfor-
mance of above methods in two phases; access
control and query processing. In the following
formulae, we describe them in the form of ‘access
control cost’ + ‘query processing cost’.

(1) Simple XPE

(i) The proposed method: log; N, + RgNg log Ne
(for access to XACT and XML document)

(i) CAM: log; N, + RgNg4 log Ne (for access to ac-
cess-control look-up data and XML document)

' Since a variety of storage approaches are discussed in XML
research areas, we consider only the number of node accesses
in the memory space.

(iii)DOM tree labeling method: NNqlog N +
Nglog (NeRg) (for labeling and access to
access-granted XML document)

In the simple XPE, the performance is different
according to its access-control method. In the
proposed method, we search XACT with a simple
XPE for the filtering of access-granted XPE. We
assume that the average breadth of XACT is 2 and
that of an XML document is 10, since the duplicate
paths are eliminated in XACT. When an XPE is
granted to access, the method searches all nodes
in the XML document which are denoted by the
XPE. The cost for processing a simple XPE is
‘log; N, + RgNg log Ne’, which is the same as that
of the CAM. In the DOM tree labeling method,
when a query is submitted, it labels the DOM tree
with access-control XPEs, denoted N, and prunes
the access-denied nodes. Then the query is sub-
mitted to the access-granted tree. Therefore, the
cost for processing a simple XPE is ‘NNqlog -
Ne + Ng log (NeRg)’.

The performances of the proposed method and
DOM tree labeling method are as follows:

logy Ni + RgNg log Ne : NNy log Ne + Ny log (NeRy)

=3 10810 Nn + RgNg log Ne : NINg log Ne + Ny log Ne
(since log; Ny~31logioN,, and l0g(NeRg) ~
log Ne)

=(3/2) log1g Ne + RgNg log Ne : N\Ng4 log N +
Ng log Ne (since N,2 < Ne)

=(3/2) + RgNg : (N + 1)Ng
(divide by log N. on both side)

=Rg: N + 1 (divide by Ngq on both side)

=0.8 < 11 (since Rg: 0.8 and Ni: 10)

Therefore the performance of the proposed

method is better than that of DOM tree labeling
method for simple XPEs.

(2) Complex XPE

(i) The proposed method: RN, + RgNNg log Ne
(for access to XACT and XML document)
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(ii) DOM tree labeling method: N\R\Ne + Rn(NeRg)
(for labeling and access to access-granted
XML document)

In the complex XPE, both the performances of
access control and query processing are different.
In the proposed method, a complex XPE is trans-
formed into N, access-granted paths during the
comparison of its access right in the XACT. And
each of the path searches Ny duplicate paths
in the XML document. Therefore, the cost is
‘RnNn + RgNpNg log N.’. Note that, CAM is not
applicable to complex XPE queries because only
simple XPEs can refer to the look-up data. In the
DOM tree labeling method, the number N; of
access-control XPEs labels the XML document
and a query XPE searches the access-granted
XML document. Therefore, the cost is ‘N\R,Ne +
RaNeRg’.

The performances of the proposed method and
DOM tree labeling method are as follows;

RNn + RgNyNg l0g Ne : N\RyNe + Ri(NeRg)

= RnyNe + RgNp(3/2)y/Ne log Ne : NR\Ne + R\NeRg
(since No2 < Ne and Ng = (3/2)4/Ne)

=Rn + RgNp(37/2) log Ne : Ne(Ny + Rg)R, (divided
by +/Ne on both side) (since (log Ne) < +/Ne, and
Rn, Rg, Np and N, are constants)

=(0.3 + 0.8 X 10 X (3/2) log Ne) :
JN<(10 + 0.8)0.3

=0.3 + 12 log Ne : 3.24\/N,

=0.3 + 12 log Ne < 3.24,/N. (When 64 < N,)

Therefore the performance of the proposed
method is better than that of DOM tree labeling
method for complex XPE when the number N of
XML elements is greater than 64.
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(a) simple XPE
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We simulated the performance of the proposed
method and the DOM tree labeling for simple and
complex XPEs, where the notations and their
assumed values are described in Table 2. Since
the formula of CAM is the same as that of the
proposed method for simple XPEs, the perfor-
mance results are identical. Fig. 8 shows the per-
formance of the methods. The performance of the
proposed method is superior to that of the DOM
tree labeling method for both simple and complex
XPEs, because it reduces the size of query XPath
expressions by comparing the XPE with access-
control XPEs before accessing XML documents.

Comparing with the existing methods (Bertino
et al., 2001; Damiani et al., 2000; Yu et al., 2002),
our proposed method dramatically reduces the
number of node accesses for simple and complex
XPEs compared with that of the DOM tree labeling
methods (Bertino et al., 2001; Damiani et al.,
2000). Second, even though the proposed method
and CAM (Yu et al., 2002) have the same number of
node accesses for simple XPEs, the proposed
method can handle complex XPEs which are hardly
applicable to CAM. Third, the proposed method
supplements (Kudo and Hada, 2000), though it did
not mention the matter of XPEs comparison, which
requires the solutions of comparison between
complex XPEs.

Conclusion

In this paper, we proposed an access-control
method which is composed of “XACT Constructor’
and ‘Query Filter’ algorithms. The ‘XACT Construc-
tor’ constructs XACT (XML Access Control Tree)
which is a reduced XML tree with access-control
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DOM Labeling ----x---
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The Proposed Method —=—

(b) complex XPE

Figure 8 The performance of the proposed method, CAM and DOM labeling.
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information. And the ‘Query Filter’ filters access-
granted XPath expressions from query XPath ex-
pressions. When a query is submitted, the method
searches target nodes of the query XPath expres-
sion in the XACT and compares the access type and
user information of the query with the access-
control data in the XACT nodes. If the query XPath
expression is granted in the XACT node, it is
appended to the access-granted XPath expres-
sions. We proved the correctness of our method
and analyzed the performance of the algorithms
with some previous work. The merits of our
method are as follows: (1) it reduces the size of
query XPath expressions by comparing the XPath
expression with access-control XPath expressions
before accessing XML documents; (2) it is suitable
for complicated access-control system because the
XACT supports access control and query XPath
expressions with descendant axes, wildcards and
conditions. The proposed method is also applicable
to query processing of materialized views of XML
documents.
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