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checking, which allows the computation of characteristics such as long-run average, resourceutilization, etc.In order to support the veri�cation of probabilistic systems, BDD-based packages mustallow a compact representation for sparse probability matrices. Such a representation, Multi-Terminal Binary Decision Diagrams (MTBDDs), was proposed in [12] along with matrixalgorithms. Based on [18], an MTBDD-based symbolic model checking procedure for purelyprobabilistic processes (state-labelled discrete Markov chains) for the logic PCTL of [18](a probabilistic variant of CTL which includes formulas such as [� U  ]�� meaning theprobability of satisfying � U  is at least �), was �rst presented in [4]. The algorithmfor checking [� U  ]�� involves computing the probability measure (assuming the usualmeasure on the �-algebra of sets of in�nite paths induced from the cones of �nite paths) ofthe set of all paths satisfying � U  , and reduces to solving a system of linear equations . Thebounded \until" variant of this algorithm was implemented within Probabilistic Verus [20,3], a model checker for synchronous parallel randomized programs. The research concerningProbabilistic Verus focuses on semantics and case studies, featuring timing and performanceanalysis, but does not include support for nondeterminism.In this paper we consider models for concurrent probabilistic systems similar to thoseof [28, 7, 5] and slightly more general than the concurrent Markov chains of [35, 13]. Theseadmit nondeterministic choice between discrete probability distributions on the successorstates, and are particularly appropriate for the representation of randomized distributed al-gorithms, fault-tolerant and self-stabilising systems. The presence of nondeterminism meansthat no single probability space can be associated with the computation paths of our models:the probability space is determined only for a given adversary (or scheduler) which selectsone of possibly several probability distributions available in each state. Consequently, thelogic we de�ne for concurrent probabilistic systems combines features of the branching-timelogic CTL with probabilistic reasoning as follows: two variants of \until" are introduced, 9Uand 8 U , with quanti�cation de�ned over all adversaries, respectively all fair adversaries,and furthermore the probability measure is calculated similarly to the case for PCTL aboveonce an adversary has been speci�ed. Fairness is needed for the veri�cation of liveness prop-erties. The logic we use is Probabilistic Branching-Time Temporal Logic (PBTL) of [5] (itis essentially equivalent to pCTL in [7]). The model checking procedure, already proposedin [5, 7]1 albeit not in conjunction with a symbolic method, reduces to the computationof the minimum/maximum probability over the set of simple adversaries, as opposed toexact probability calculation possible in the case of PCTL. Alternatively, we can derive aset of linear inequalities, and maximize/minimize the sum of the components of the solutionvector subject to the constraints given by the inequalities. As suggested in [7], this linearprogramming problem can be solved with the help of e.g. the simplex algorithm, see e.g.[27].The main contribution of this paper is a symbolic model checking method for PBTL overconcurrent probabilistic systems using MTBDDs, which incorporates optional fairness con-straints, together with an implementation of an MTBDD-based experimental tool. Thoughseveral BDD-based packages are in existence, few support MTBDDs as well as fully 
edgedmatrix manipulation algorithms. The Colorado University Decision Diagram (CUDD) pack-age of Fabio Somenzi [32] is one example of the latter type, which has already been used forprobability calculations [1, 16]; we therefore adopt it for our experiments. Our tool inputsa sparse matrix description of the system, a PBTL formula and the type of satisfactionrequested (with or without fairness), and outputs the vector of states for which this for-mula holds with respect to the chosen satisfaction relation. The model checking algorithm isdriven by the syntax tree of the formula, and proceeds in a bottom-up fashion making use ofboth the BDD operations (in the case of e.g. Boolean connectives), as well MTBDD-based1 The model checking algorithms of [5, 7] coincide for the case of veri�cation without fairnessconstraints. Fairness is not considered in [7], but see the more recent probabilistic fairness of[14].



probability calculations. We defer the design of a system description language till later,concentrating instead on the model checking aspects. The minimum/maximum probabilitycalculation for \until" formulas is implemented in two ways. The �rst is via the iterativere�nement (known to be better for numerical stability, see e.g. [22], but potentially leadingto slower running times if the probability function converges slowly), and the other usingsimplex adapted to MTBDDs.The use of simplex was already suggested in [7]. Since no symbolic model checking wasconsidered there, this implied the need for explicit state space construction or conversionto the internal representation of some linear algebra package. Coding simplex in terms ofMTBDDs avoids unnecessary conversion, and thus a�ords a single, compact representationof the system. Since the model checking algorithm is a combination of BDD and MTBDDoperations, this allows us to use the BDD operations at maximum e�ciency, and yieldsthe additional advantage that conventional, qualitative, BDD-based symbolic checks can beeasily combined together with probabilistic analysis within the same tool. The reason weuse simplex in preference to e.g. the exterior point ellipsoid method is that it o�ers the bestperformance in practical cases [23, 27]; an alternative algorithm that might also be worth in-vestigating is the interior point algorithm due to Karmarkar [23] (also known as the interiorpoint ellipsoid method). Though exponential in the worst case, the examples that exhibitexponential time are considered arti�cial and are rarely found in practical applications [27].It has been shown that, for a certain natural probabilistic space, simplex is time polynomialon average [27]. Combined with BDDs, the simplex algorithm does not directly bene�t fromtheir recursive structure as it relies on accessing individual rows and columns, but has thepotential to bene�t from the compactness of the representation, though its performancecompared to sparse matrices is di�cult to predict. We have compared the MTBDD im-plementation with sparse matrices using Matlab, indeed with encouraging results. To theauthors' knowledge, this is the �rst MTBDD-based implementation of a linear programmingproblem; we intend to learn from this experience and, if proved e�cient in practice, thisopens up the possibility of coding other linear algebra operations in terms of MTBDDs,thus making it possible for BDD-based model checkers to incorporate performance analysis.Related work: Much has been published concerning probabilistic logics and veri�cation,see e.g. [35, 13, 25, 26, 18, 17, 7, 5], but only a few papers deal with BDD-based approaches toprobability calculation. Probabilistic Verus [20, 3] o�ers an extensive C-like system descrip-tion language, but does not permit nondeterminism. We know of three further approachesbased on BDD technology: Algebraic Decision Diagrams (ADDs) [1, 16], Factored Edge-Valued BDDs (FEVBDDs) [34], and Decision Node BDDs (DNBDDs) [30, 31]. Of these,only the latter admits action choice in addition to probabilistic choice; all three signi�cantlydi�er from the discussion here in that they focus on the calculation of stationary-state prob-abilities instead of model checking of probabilistic temporal logic formulas. The ADDs of [1,16] coincide as data structures with MTBDDs (henceforth we shall not distinguish betweenthe two). In [1] three matrix multiplication algorithms for MTBDDs are described whichdi�er in terms of performance depending on the structure of the matrices. In [34] FEVBDDsare used to derive an alternative representation of matrices, together with matrix opera-tions, and are applied to Integer Linear Programming, resulting in space e�cient but slowalgorithms based on in�nite precision arithmetic. It is not clear how the FEVBDD repre-sentation can be made to work with 
oating point numbers, used as standard in numericalprobabilistic analysis. DNBDDs [30, 31] o�er a data structure for representing stochastictransition diagrams e�ciently, but we are not aware of experiments with probability calcu-lations for DNBDDs.2 Concurrent Probabilistic SystemsIn this section, we brie
y summarise our underlying model for concurrent probabilisticsystems; the reader is referred to [5] for more details. Our model is based on \Markov decision



processes"; it slightly generalises \Concurrent Markov Chains" of [35, 13] and essentiallycoincides with \simple deterministic automata" of [28]. Some familiarity with Markov chainsand probability theory is assumed, see e.g. [33].We begin by recalling the standard de�nition of (discrete) Markov chains and the asso-ciated probability measure. A Markov chain is a pair M = (S;P) where S is a �nite set ofstates and P : S � S ! [0; 1] a transition matrix, i.e. Pt2S P(s; t) = 1 for all s 2 S. Apath in M is a nonempty (�nite or in�nite) sequence � = s0s1s2; : : : where si are statesand P(si�1; si) > 0, i 2 IN. The length of a path, denoted j�j, is de�ned in the usual way.A path � is called a full path i� it is in�nite. We model terminating behaviour by repeatingthe �nal state in�nitely often. The �rst state of � is denoted by �rst(�), and the last bylast(�) (if it exists).Path ful denotes the set of full paths, whereas Path ful (s) is the set of full paths �with �rst(�) = s. For s 2 S, let F(s) be the smallest �-algebra on Path ful (s) whichcontains the basic cylinders f� 2 Path ful : � is a pre�x of �g where � ranges over all �-nite paths starting in s. The probability measure Prob on F(s) is the unique measurewith Prob f � 2 Path ful (s) : � is a pre�x of � g = P(�) where P(s0s1 : : : sk) = P(s0; s1) �P(s1; s2) � : : : �P(sk�1; sk).Concurrent probabilistic systems generalise ordinary Markov chains in that they allowpossibly several probability distributions to be enabled in a given state. The selection of aprobability distribution is made by an adversary (also known as a scheduler), and then theprocess makes a transition to a state determined by the selected distribution. We denotethe set of discrete probability distributions over a set S by �(S). Therefore, each p 2 �(S)is a function p : S ! [0; 1] such that Ps2S p(s) = 1.De�nition 1 (Concurrent Probabilistic System). A concurrent probabilistic systemis a pair S = (S;Steps) where S is a �nite set of states and Steps a function which assignsto each state s 2 S a �nite, non-empty set Steps(s) of distributions on S. Elements ofSteps(s) are called transitions.Paths in a concurrent probabilistic system arise by resolving both the nondeterministicand probabilistic choices. A path of the system S = (S;Steps) is a non-empty �nite or in�nitesequence � = s0 p0�! s1 p1�! s2 p2�! � � � where si 2 S, pi 2 Steps(si) with pi(si+1) > 0 for all0 � i � j�j.We now introduce adversaries of concurrent probabilistic systems.De�nition 2 (Adversary of a Concurrent Probabilistic System). An adversary (orscheduler) of a concurrent probabilistic system S = (S;Steps) is a function A mapping every�nite path � of S to a distribution A(�) on S such that A(�) 2 Steps(last(�)) is a transitionin S. We use A(S) to denote the set of all adversaries of S.Note that an adversary can choose a di�erent distribution every time the system returnsto the same state, which means that there are in�nitely many adversaries even if the systemhas �nitely many states. An adversary A of S is called simple i� for every state s 2 S thereexists a transition �s 2 Steps(s) with A(�) = �last(�) where � ranges over all �nite paths. Itturns out that for model checking it su�ces to consider only the simple adversaries2 whichresolve the nondeterminism by selecting the same distribution every time a given state isreached { independent of the past history; for more detail see [5].For an adversary A of a concurrent probabilistic system S = (S;Steps) we de�ne PathA�nto be the set of �nite paths such that step(�; i) = A(�(i)) for all 1 � i � j�j, and PathAful tobe the set of paths in Path ful such that step(�; i) = A(�(i)) for all i 2 IN, where �(i) denotesthe i-th state of �, step(�; i) is the distribution selected by the i-th step, and �(i) is the i-thpre�x of �.2 These correspond to \stationary policies" in Markov decision processes.



With each adversary we associate a sequential Markov chain, together with the inducedprobability measure Prob, which can be viewed as a set of paths in S. Formally, if A is anadversary of the concurrent probabilistic system S, then MCA = (PathA�n ;PA) is a Markovchain where:PA(�; �0) = �p(s) if A(�) = p and �0 = � p�! s0 otherwiseSince we allow nondeterministic choice between probability distributions, we may haveto impose fairness constraints in order to ensure that certain liveness properties can beveri�ed. In a distributed environment fairness corresponds to a requirement for each eachconcurrent component to progress whenever possible. Without fairness, certain livenessproperties may trivially fail to hold in the presence of simultaneously enabled transitions ofa concurrent component.We de�ne a fulpath � of a concurrent probabilistic system to be fair i�, whenever astate s is visited in�nitely often in �, each nondeterministic alternative which is enabled ins is taken in�nitely often in �. More formally, we have the de�nition below.De�nition 3 (Fairness of Fulpaths). Let S = (S;Steps) be a concurrent probabilisticsystem and � a fulpath in S. � is called fair i�, for each s 2 inf (�) and each � 2 Steps(s),there are in�nitely many indices i with �(i) = s and step(�; i) = �. Fair (S), abbreviated byFair , denotes the set of fair fulpaths in S.Now an adversary is fair if any choice of transitions that becomes enabled in�nitelyoften along a computation path is taken in�nitely often.De�nition 4 (Fair Adversaries). Let S = (S;Steps) be a concurrent probabilistic systemand F an adversary for S. F is called fair i� Prob(FairF (s)) = 1 for all s 2 S. We letAfair (S) denote the set of fair adversaries.The interested reader is referred to [14, 15] where the above fairness notion is termed`path fairness', and an alternative, `probabilistic fairness', which coincides with our notionfor �nite state systems and a large class of properties, is introduced.Strict fairness of [5] can also be considered. We note that di�erences between strictfairness and the above fairness are subtle, and the model checking algorithms are moreinvolved in the case of the former notion.3 The Logic PBTL and Its Model Checking ProcedureIn this section, based on [5, 7], we recall the syntax and semantics of the probabilisticbranching-time temporal logic PBTL and outline the corresponding model checking pro-cedure. PBTL combines features of CTL [11] and PCTL [18]. In particular, the temporaloperator U (\until") and the path quanti�ers 8 and 9 are taken from CTL, and the proba-bilistic operator [� � � ]�� from PCTL.Let AP denote a �nite set of atomic propositions. A PBTL structure is a tuple (S;AP; L)where S = (S;Steps) is a concurrent probabilistic system and L : S ! 2AP is a labellingfunction which assigns to each state s 2 S a set of atomic propositions. By abuse of notationwe shall refer to the PBTL structure (S;AP ;L) over the concurrent probabilistic systemS = (S;Steps) as S.The syntax of PBTL is given below. To simplify this presentation we omit the \boundeduntil" and \next state" operators which can be easily added.De�nition 5 (Syntax of PBTL). The syntax of PBTL formulas is de�ned as follows:� ::= true j a j �1 ^ �2 j :� j [ �1 9U �2 ]w� j [ �1 8U �2 ]w�where a is an atomic proposition, � 2 [0; 1], and w is either � or >. Any formula of theform �1U�2, where �1, �2 are PBTL formulas, is de�ned to be a path formula.



PBTL formulas are interpreted over states of concurrent probabilistic systems, whereaspath formulas over paths. The branching time quanti�ers 9 and 8 involve quanti�cation overadversaries: 9 means \there exists an adversary" of a given type, and 8 \for all adversaries"of a given type.De�nition 6 (Satisfaction Relation for PBTL). Given a PBTL-structure (S;AP; L),a set Adv of adversaries of S, and PBTL formula �, we de�ne the satisfaction relations j=Adv � inductively as follows:s j=Adv true for all s 2 Ss j=Adv a , a 2 L(s)s j=Adv �1 ^ �2 , s j=Adv �1 and s j=Adv �2s j=Adv :� , s 6j=Adv �s j=Adv [�1 9 U �2]w� , Prob(f� j� 2 PathAful(s) & � j=Adv �1 U �2g) w �for some adversary A 2 Advs j=Adv [�1 8 U �2]w� , Prob(f� j� 2 PathAful(s) & � j=Adv �1 U �2g) w �for all adversaries A 2 Adv� j=Adv �1 U �2 , there exists k � 0 such that �(k) j=Adv �2and for all j = 0; 1; : : : ; k � 1 �(j) j=Adv �1We denote j=A(S) by j= (satisfaction for all adversaries) and j=Afair (S) by j=fair (satisfac-tion for all fair adversaries).The above de�nition in fact gives rise to an indexed family of satisfaction relationsj=Adv [5], of which we only consider two, j= and j=fair . If fairness is not considered,there are obvious similarities between the logic PBTL and the probabilistic logics in theextant literature. The di�erence with the logic PCTL of [29] is that we label the states withatomic propositions, whereas in [29] action-labelled concurrent probabilistic systems areconsidered. As already mentioned, the logic pCTL of [7] essentially agrees with PBTL exceptthat pCTL uses a probabilistic operator IP �(�) for formulas containing the until operator.One can translate formulas of pCTL into PBTL formulas, and vice versa. For example thePBTL formula [ �1 8U �2 ]w� can be identi�ed with the pCTL formula IPw�(�1U�2), while[ �1 9U �2 ]>� corresponds to :IP��(�1U�2).3.1 Model Checking for the Satisfaction Relation j=With the exception of \until" formulas and fairness, model checking for PBTL is straightfor-ward, see [7, 5]. First consider the case of j= without fairness and universal \until" formulas.To verify [� 8U  ]w� we �rst compute the sets of states S�; S that satisfy � and  respec-tively. Then we calculate the minimum probability :pmins (� U  ) = inffpAs (� U  ) j A 2 A(S)gwhere pAs (� U  ) = Prob(f� j � 2 PathAful(s) & � j= � U  g) and establish whether theresult is w �. This can be achieved by one of the methods below.Let S�; S be as before, Syes = S (the set of all states which trivially satisfy � U  with probability 1), and let S>0 denote the set of states from which, for all adversaries, onecan reach a state in S via a path through the states in S� with positive probability (thiscan be computed by standard BDD-based reachability analysis). Let Sno = S nS>0 (stateswhich de�nitely do not satisfy � U  , and must hence be mapped to 0), and S? = S>0 nS (states which satisfy � U  with some, yet unknown, positive probability. We can establishsatisfaction as follows.The iterative method: The minimum probability pmins (� U  ) can be characterized as thelimit, where n tends to 1, of the following approximations pmins;n (� U  ), and hence can be



approximated by iteration [5, 2]. Put pmins;n (� U  ) = 1 if s 2 S (= Syes), and pmins;n (� U  ) = 0if s 2 S n (S� [ S ), for n = 0; 1; 2; � � � . For s 2 S� n S de�ne pmins;0 (� U  ) = 0 and forn = 0; 1; 2; � � � putpmins;n+1(� U  ) = minf�t2S �(t) � pmint;n (� U  ) j � 2 Steps(s)gIn the summation �t2S above it is su�cient to sum up over the set S>0 instead of S.The linear optimization method: Alternatively, the values pmins (� U  ) can also becomputed by solving linear optimization problems [7, 13, 2]. We de�ne xs = 1 if s 2 S (=Syes) and xs = 0 if s 2 Sno. For the remaining states s 2 S?, the vector pmins (� U  ) is thesolution of the linear maximization problem 0 � xs � 1 andxs � �t2S �(t) � xt; � 2 Steps(s)where �s2S?xs is maximal.For the case of existential \until" formulas [� 9U  ]w� we calculate the maximum prob-ability pmaxs (�U ), which can be de�ned similarly [5, 2], either using an iterative methodsimilar to the above or by reduction to the dual linear programming problem (see Subsec-tion 5.3).3.2 Model Checking with FairnessIn contrast to the approach of CTL, where model checking with respect to the satisfactionrelation with fairness can be reduced to satis�ability checking for ordinary satisfaction, butfor an implication of the form �fair ! � where �fair is the fairness constraint expressed asa CTL* formula, and � is the CTL formula to model check, a similar approach does notapply for PBTL. This is because of a mismatch between quanti�cation needed for j= (overall adversaries) and that needed for j=fair (over all adversaries).Nevertheless, model checking for j=fair reduces to that for j= on the basis of the followingstatement. Part (1) of this statement is due to [5], and part (2) is an improvement of [5]shown in [2].Theorem 1. 1. s j=fair [� 9U  ]w� i� pmaxs (� U  ) w �2. s j=fair [� 8U  ]w� i� 1 � pmaxs (a? U :a+) w � where a+; a? are new atomicpropositions, with a+ denoting the set of states from which, for some adversary, one canreach a state in S via a path through states in S� with positive probability (computedby standard BDD-based reachability analysis), and a? = a+ n S .Example: Let S be the PBTL-structure of Figure 1 and � = [a 8U b]> 14 . The linearprogramming problem that � gives rise to is also given in Figure 1. It yields for the casewith no fairness xs = 14 ; xr = 0 and xt = 58 as optimal in two iterations of simplex. For thecase with fairness one obtains xs = 14 ; xr = 58 and xt = 58 in three iterations.4 Representing Concurrent Probabilistic Systems with MTBDDsIn [12] it is shown how one can generalize BDDs to represent matrices in terms of so-called multi-terminal binary decision diagrams (MTBDDs). One can think of MTBDDs asfunction graphs over Boolean variables similar to BDDs, except that they allow �nitelymany possibly real values as the terminal nodes, instead of just 0 and 1. For the de�nitionof MTBDDs see [12], and BDDs see e.g. [11].Let D be a �nite set of values, possibly reals. D{valued matrices can be representedby MTBDDs as follows. Consider a square 2m � 2m{matrix A (non-square matrices can bedealt with by padding with all-zero columns or rows). Its elements aij can be viewed as
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Maximizexr + xs + xtsubject to the constraints:xr � xr � 0xr � xt � 0xs � 14xs � 12xt � 0� 12xs + xt � 12Fig. 1. A concurrent probabilistic system together with the linear optimization arising from theformula � = [a 8U b]> 14 without fairness.the values of a function fA : f1; : : : 2mg � f1; : : :2mg ! D, where fA(i; j) = aij , mappingthe position indices i; j to the matrix element value aij . Using the standard encoding c :f0; 1gm ! f1; : : :2mg of Boolean sequences of length m into the integers, this functionmay be interpreted as a D{valued Boolean function f : f0; 1g2m ! D where f(x; y) =fA(c(x); c(y)) for x = (x1 : : : xm) and y = (y1 : : : ym). Furthermore, we require the variablesof f to alternate, thus using the MTBDD obtained from f(x1; y1; x2; y2; : : : ; xm; ym) insteadof the MTBDD for f(x1 : : : xm; y1 : : : ym). This convention imposes a recursive structure onthe matrix from which e�cient recursive algorithms for all standard matrix operations arederived [12].Matrices can be compactly represented by MTBDDs if they have submatrices that areidentical; since we are dealing with very sparse probability matrices this applies to our case.Though in the worst case exponential, compared to sparse matrix representation MTBDDsprovide a uniform log2(N) access time (where N is the number of non-zero elements of thematrix) and combine e�ciently with BDDs. Also, we expect MTBDDs to yield a practicaladvantage over sparse matrices depending on the degree of regularity of the original matrix.Alternative data structures, for example FEVBDDs [34] and DNBDDs [30, 31], are less welldeveloped; in addition, it is not clear how to adapt FEVBDDs to 
oating point calculations.We now describe the representation of concurrent probabilistic transition systems withMTBDDs, which generalise the labelled Markov chains of [4]. Consider a probabilistic tran-sition system with n states that enable at most l probabilistic transitions each. Supposealso that n and l are powers of 2. We can represent the probabilistic transition systemas a nl by n matrix T . Let m denote nl. Each row of T represents a single probabilistictransition, where the element in position (i:k; j) represents the probability of reaching statej from state i in the kth transition that leaves from i. If from a state i there are less than ltransitions enabled, then we have several options, including repeating the last row (adoptedhere) or padding with all-zero rows (in which case care must be taken so that the zeros donot interfere with the calculations).5 PBTL Model Checking with MTBDDs and SimplexWe now outline the symbolic model checking for PBTL formulas based on MTBDDs. Weassume that the concurrent probabilistic transition system has been represented as anMTBDD as described above. Given a PBTL formula the algorithm proceeds by inductivelyconverting the formulas to their BDD representation. With the exception of \until" formu-las (and also \next state" not considered here) this is similar to the algorithm presented in[4]. For the PBTL formulas such as [ 8U  ]w� we implement two methods: the iterationas described in Section 3 (a straightforward limiting process that computes the probability



to within a speci�ed �, omitted from this discussion) and by reduction to a linear pro-gramming problem which we solve by simplex. We now describe how to generate the linearprogramming problem.5.1 Generation of the Linear Programming ProblemFirst we need to compute the set of states from which under any scheduling there is a non-zero probability of satisfying � U  . We start by de�ning two Boolean column vectors c b�and c b that represent the states satisfying � and  , respectively. These correspond to thesets S�; S of Section 3. Observe that these vectors are independent of the bits representingtransitions, and thus their BDD representations as n vectors and m vectors are the same.In the rest of the section we use c b� and c b interchangeably as vectors and as functionsdepending on what is more convenient.We de�ne the set REACH (c b�; c b ; T ) as the minimum �xpoint �Z[R] of the relationR de�ned byR = �x:(c b [x] _ (c b�[x] ^ 8k9y(Z[y] ^ ispositive(T [x:k; y])))):We anticipate that iterative squaring can be incorporated, although we have not consideredthis question as yet.Now we let c b>0 denoteREACH (c b�; c b ; T ), the set of states that satisfy [� 8U  ]>0(S>0 of Section 3) and de�nec b? = �x:(c b>0[x] ^ :c b [x])which represents the set of states where the probability of satisfying � U  is still unknown(S? in Section 3). We also want to identify all the transitions that leave from states of c b?.To this purpose we de�ne the Boolean vectorc t? = �xk:(c b?[x]):Observe that the rules of extending the domain of a function without changing the relatedBDD representation are still valid. All our arguments are up to such extensions. Indeed nowwe need to de�ne a Boolean matrix that identi�es the relevant elements of the transitionmatrix T :B = �xky:c t?[x:k] ^ c b?[y];which is essentially c t? �c b?t, where (�)t denotes transpose. Taking care to match the sizesof T and B, de�neT 0 = APPLY (T;B; �)to be the pointwise multiplication between T and B 3, which represents the set of constraintsfor the linear programming problem to be solved. LetI = �xky:(x = y)denote the identity matrix on the states, irrespective of the transition enabled. Then wede�neA = APPLY (I; T 0;�)A is the matrix part of the tableau. In order to use the the simplex algorithm on Awe need to add slack variables: increase (double) the size of A to an m by 2m matrix by3 APPLY (M1;M2;�), where � is a binary operation on [0; 1], is an operator which applies �pointwise to the matrices M1 and M2 in MTBDD form.



appending the identity matrix Im;m to the right-hand side of A. It is assumed that theunused columns are identically 0.Next we compute a column vector called c q (represented on the right- or left-hand sideof the matrix in the usual tableau presentation of simplex, see e.g. [23]). Letc q = Tc bt express the probability that each transition reaches a state satisfying  . Recall that eachline of T denotes one transition and that c b denotes the states that satisfy  .The cost function is de�ned to be r cost = �c b?t, a row vector. The problem that weneed to solve is to maximize r cost � x under the constraint Ax = c q. The vector x willdenote the probabilities with which each state satis�es � U  (of course, only the xi's thatrepresent states).We start by de�ning the base with all the slack variables, i.e., a row vector base withm 0's followed by m 1's. Then we implement the simplex algorithm with Bland's rule basedon [23].5.2 Implementing Simplex in MTBDDsOne iteration of the simplex algorithm is as follows.First we �nd the column entering the basis { this is the column at the position of the �rstnegative element of the cost vector. To do this we build a Boolean vector (called c enter)whose only true element (1 element) is the smallest i such that r cost[i] < 0. To do this,�rst we compute the pointwise predicate that tests for negativity, and �nd the position ofthe �rst negative element through a BDD operation.Next we extract the actual column that enters the basis by computing c enter d =A � c enter. Then we compute the pointwise division operation between c q and c enter dwhere division by 0 gives 1 and negative results are treated as 1 as well. Finally, wecompute the minimum index minimum element of the result of the division, leading to avector r exit with a structure similar to c enter (c enter has 2m elements; r exit has melements).Then we extract the vector r exit d of the row identi�ed by r exit by computingr exit d = r exit �A. Finally, we compute the vector that identi�es the column that leavesthe base as r leave base = base ^ r exit d (a value di�erent from 0 is regarded as true;note that only one element of base is di�erent from 0 in r exit d), and we compute thenew base as (r leave base xor base) _ c enter, where all operations are taken pointwise.Note that only one element of r leave base is not 0.It remains to change the basis: we know from c enter what column will enter the baseand we know from r exit what row will represent the entering column. Our objective isto update the entering column so that all elements except for the element in the positionidenti�ed by r exit are 0 and the element identi�ed by r exit is 1. Furthermore, we needto update the cost vector so that it has a 0 in the position identi�ed by c enter. This isdone through the following steps:1. Calculate new matrix A of the tableau by subtracting from each row of A the rowr exit d multiplied by an appropriate factor, then normalizing r exit d so that it has1 in the position identi�ed by c enter.2. Compute new cost r cost by subtracting from it the row r exit d multiplied by anappropriate factor so that it has a 0 in the position identi�ed by c enter.3. Compute new c q similarly to r cost.The iteration process terminates as soon as optimal vector is found, i.e. the new c enteris zero.



5.3 Computing Validity of \until" FormulasFinally, given the solution vector x of probabilities we need to compute the validity ofthe initial formula [� 8U  ]w�. Taking appropriate care of the slack variables, this canbe achieved by computing pointwise the operation x[i] � �, which is an ordinary BDDoperation.The case of formulas of the form [� 9U  ]w� can be dealt with by transposing thematrix A 4, the extra column and the cost function, then using the same simplex algorithmfor thus reformulated problem which becomes: maximize c qt � y subject to the constraintsAty = r costt (where At takes appropriate care of slack variables).Example: For the PBTL-structure S of Figure 1 and � = [a 9U b]> 14 . The linear program-ming problem that � gives rise to is: minimizexr + xs + xtsubject to the constraints:xr � xr � 0 (y0)xr � xt � 0 (y1)xs � 14 (y2)xs � 12xt � 0 (y3)� 12xs + xt � 12 (y4)and yields xr = 23 , xs = 13 and xt = 23 as optimal. When reformulated to the dual problem,this reduces to: maximize14y2 + 12y4subject to the constraints:y1 � 1y2 + y3 � 12y4 � 1�y1 � 12y3 + y4 � 1which can be solved by the same method as before. The values for xr, xs and xt can beread o� the optimal tableau.The calculations needed for satisfaction with respect to fairness constraints follow by asimilar method through the reduction to the equivalent optimization problem described inSection 3.2.6 Experimental ResultsWe have implemented an experimental symbolic model checking tool in terms of the CUDDpackage [32]. This package provides support for BDDs and MTBDDs, together with thematrix multiplication as given in [1] and the times-plus method proposed by E. Clarke. TheCUDD package uses its own memory management, and hence its memory requirement isrelatively high (typically over 50MB for medium size examples). The running times, on theother hand, are fast (i.e. a fraction of a second for small examples run on an Ultra 10).Our tool accepts as input a real-valued, sparse matrix description of a concurrent prob-abilistic system5, the type of satisfaction required, and a PBTL formula �, and outputs the4 Technically speaking, since A already contains slacks, we transpose its left-hand side half only,excluding the slack variables, and add new slacks.5 We defer the implementation of the system description language till later, in the meantime usingthe TIPPtool [21] to construct case studies.



states that are satis�ed by �. Our implementation relies on the matrix-by-vector multipli-cation obtained from the matrix-by-matrix multiplication supplied with the CUDD package(we use the above mentioned times-plus algorithm). We work with double-presision 
oatingpoint arithmetic, which is standard for numerical calculations. Due to the approximate na-ture of probabilities we do not expect the need for in�nite precision to arise. However, weanticipate that our algorithms can be modi�ed to cater for rationals represented by integerfractions that would guarantee better precision, potentially at a higher performance cost.The model checking of unbounded \until" properties has been implemented by twomethods. The �rst is based on the Jacobi method for iterative re�nement, which has theadvantages that it relies only on the matrix-by-vector multiplication, does not change thematrix representing the system, is numerically stable (has no build up of round o� errors)and admits improvements to numerical precision. However, it can be ine�cient in casesof slow convergence (we have encountered examples requiring over 10,000 iterations). Ouralternative, the simplex method, is numerically not as stable as it involves subtraction, andalso destroys the original matrix. However, there are cases which require fewer iterations ofsimplex than the corresponding number of iterations.We have tested the simplex component of our tool on several small and medium-size ex-amples (such as the example in Figure 1, the randomized dining philosophers and the mutualexclusion [25]), and have veri�ed all the liveness properties stated in [25]. The veri�cation ofthese properties involves conventional BDD reachability analysis (cf the set REACH (:; :; T )of Subsection 5.1) and Boolean operations, together with one linear optimization for eachnested \until" property. It turns out that many liveness properties reduce to reachabilityanalysis followed by a linear optimization that can be solved by simplex or iteration in 0 or1 iterations.Because the above problems are not a good test of the performance of simplex, we haveset up an experiment based on the models as above, but using single universal \until"properties chosen so that both methods require a non-trivial number of iterations. For bothsimplex and the iterative re�nement we compare the performance of our algorithms withequivalent Matlab implementations using sparse matrices (note that we implement thebasic tableaux simplex as in [23] in Matlab). The results are very encouraging, see thesummary below which shows the time in seconds on an Ultra 10 with 380MB and, in squarebrackets, the number of iterations required.Example from Figure 1:[a 8U b]> 14 Iterative SimplexVerif Matlab Verif Matlabj= 0.01 [4] 0.02 [4] 0.01 [2] 0.13 [2]j=fair 0.01 [4] 0.02 [4] 0.01 [3] 0.01 [3]Randomized Dining Philosophers [25]:3 Philosophers, 770 states and 2845 non-zeros in transition matrix.Property Iterative SimplexVerif Matlab Verif Matlab1 0.19 [19] 1.19 [19] 0.49 [59] 7.64 [59]2 0.30 [19] 1.02 [19] 1.26 [154] 21.25 [154]3 1.59 [44] 0.82 [44] 45.49 [360] 439 [360]4 1.71 [49] 0.83 [49] 220 [404] 1092 [417]4 Philosophers, 7070 states and 33405 non-zeros in transition matrix.



Property Iterative SimplexVerif Matlab Verif Matlab1 0.28 [14] 102.42 [14] 0.94 [59] 58.23 [59]2 1.79 [22] 108.60 [22] 20.44 [387] 833 [387]3 1.73 [24] 97.41 [24] 25.44 [435] 1151 [435]Randomized Mutual Exclusion [25]: 3 processes, 2680 states and 9646 non-zeros intransition matrix.Property Iterative SimplexVerif Matlab Verif Matlab1 3.73 [58] 15.08 [58] 8.19 [438] 261 [441]2 4.78 [58] 13.21 [58] 17.27 [669] 722 [672]Shortly we intend to investigate e�ciency improvements such as SOR for the iterativemethod and the revised simplex method [27].7 ConclusionWe have proposed MTBDD-based symbolic model checking for the probabilistic branching-time temporal logic PBTL of [7, 5] including fairness, and implemented an experimentaltool using the CUDD package, with the view to investigate the feasibility of an integratedtool combining BDD-based model checking with probabilistic and performance analysis.Our experiments so far point to potential practical advantage in using MTBDDs as a repre-sentation for very sparse probability matrices. In particular, the MTBDD implementationconsistently outperforms the equivalentMatlab implementation of the basic simplex, withthe iterative re�nement being faster on the majority of the examples tested. This is becausethe model checking is a combination of BDD and MTBDD operations, and hence the gainis through the compactness of the representation and e�ciency of the BDD operations.It should be noted that, similarly to the Gaussian elimination described in [1], thestructure of the simplex algorithm does not match the recursive structure of the MTBDDwell (it works on a column-by-column basis, not subblock-by-subblock). In addition, it doesnot preserve the sparsity of the matrix (the matrix �lls up as the computation progresses,which is evident in the time per iteration increasing). Nevertheless, for the very sparsematrices it performs unexpectedly well.There are many e�ciency improvements that are worth investigating, to mention heuris-tics concerning the variable ordering, caching policy, the use of iterative squaring, and fur-ther known improvements to the iteration and the simplex method, see e.g. [27]. Further-more, we would like to implement an algorithm for computing stationary state probabilitiesfor labelled Markov chains. A generalisation of the model checking procedure to incorporatealternative fairness notions, see e.g. [5, 14], is relatively straightforward.Finally, we believe that the MTBDD version of the simplex algorithm that we haveimplemented is of independent interest. It would be interesting to investigate recursiveanalogues to linear algebra operations, and whether they can be e�ciently coded withMTBDDs.References1. R. I. Bahar, E. A. Frohm, C. M. Gaona, G. D. Hachtel, E. Macii, A. Pardo, and F. Somenzi.Algebraic decision diagrams and their applications. Journal of Formal Methods in SystemsDesign, 10(2/3):171{206, 1997.2. C. Baier. On algorithmic veri�cation methods for probabilistic systems. Habilitation thesis,submitted, 1998.
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