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Abstract— Current implementations of TCP suffer from load and underload thereby leading to inefficient resource
performance problems like bias against flows with higher utilization. Synchronization can be attributed to two rea-
round tr.iptimes (RTTSs), synchronization ofyvindows, phase ggns: (1) the sliding window flow control of the TCP,
sgectzln. flows .ar?d correla_llted losses Iear?mg to throughput \yhich produces bursts of packets and (2) the Drop Talil

gradations with Drop Tail queues. In this paper we pro- queue at the bottleneck, which drops all packets when the

pose a solution to these issues by introducing randomization . g .
into the network in the form of Randomized TCP. Instead Pufferis full [8]. Phase effectsefer to conditions where in

of sending back-to-back packets, Randomized TCP spacesthe bandwidth-delay product of the path of a flow is not an
successive packet transmissions with a time intervah = integral multiple of the packet size [6]. Phase effects cause
RTT(1 + x)/cwnd, where z is a zero mean random num- a specific section of competing flows to experience recur-
ber drawn from an Uniform distribution. We show thatthe  rent drops causing unfair distribution of bandwidth and in-
proposed scheme is better than Paced TCP as well as TCPeregsed latency. Phase effects are manifested in the net-
Reno in terms of throughput, fairness, loss rates, timeouts work preferentially dropping packets from a specific sub-

and latency in various single and multi-bottleneck scenar- tof f thereby reducing their th hout
ios. We also show that Randomized TCP reduces phase efSEL OTTIOWS Ihereby reducing their throughput.

fects and synchronization even when multiplexed with TCP Random Early Drop or RED [7], tries to solve the prob-
Reno. Also, we extend randomization to other window based |em of full queues, flow synchronization and phase effects
schemes like the Binomial schemes and show that fairessyy dropping packets probabilistically if the queue length is
to TCP Reno increases dramatically. Network wide bene- 5,46 some threshold thereby avoiding burst losses. How-
fits like fairness, reduction of phase effects, synchronization ever, it was shown in [11] that the number of consecutive

and burst drops can be obtained even when only a subset L . . .
of the flows are randomized thereby motivating incremental 9"0PS is higher with RED than Tail Drop, suggesting RED

deployment. might not help as anticipated with the synchronization of
Keywords—TCP, flow synchronization, fairness, phase ef- flows. TCP Pacing was propqsed in [15] to solve the Pbe'
fects lem of bursty losses by pacing the packet transmission

times at the sender. In [2], it is shown that while pacing
reduces synchronization for long flows, short Paced TCP
flows get synchronized. Also, it was shown that paced

Current TCP implementations have been known to sdf€P cannot compete fairly when placed together with TCP
fer from a number of phenomena which limit their effeReno flows. The effect of pacing in solving the phase ef-
tiveness and degrade performance, the primary amorfgets has not been investigated in literature.

them being: synchronization of congestion windows (andthe pasic idea behind our scheme is that introducing
thus the loss instances) causing alternate overloading @fifjomization into the system can break synchronization.
underloading of the bottleneck [12], [14], [15]; phase efjso by introducing the randomization, we avoid burst
fects wherein a certain section of flows face recurrggkses, thereby making the loss events “distributed”. This
losses [6]; unfairness to flows with higher RTTs [S]; dgnen helps in solving the problem of phase effects. Though
lays and losses due to the bursty nature of TCP traffic [1REp can introduce randomization in networks to some ex-
[2]. Inthis paper we look at a comprehensive solution to gt it is not widely deployed due to variety of reasons
these issues by randomizing the packet transmission timﬁ, [7]. In this paper, we propose a modification to TCP,
in TCP flows. calledRandomized TCRas a mechanism for introducing
Synchronizatiorof windows and loss events for flowsandomization into the network. In Randomized TCP, in-
sharing common links causes alternating periods of ovgfead of sending back to back packets, the packet sending

Supported in part by ARO contract DAAD 19-00-1-0559 and NSimes are randomized. Specifically, successive packets of
contract ANI 9806660 a window are sent after an interval 8f'T'(1 + z) /cwnd,
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wherecwnd is the congestion window in packets ands Section V while Section VIl evaluates the phase effects,
a random number drawn from an Uniform distribution osynchronization and burst losses for Randomized TCP and
[—1,1]. We callI the randomization interval. This solu-TCP Reno. Section VIII compares the performance of
tion is distributed, can be implemented at the end systeRendomized Binomial schemes and Section IX describes
and has just a single parameter to be configured, whibk Linux implementation of Randomized TCP. Finally we
makes it very attractive from an implementation point giresent the conclusions and future work in Section X.
view.

The increased randomization increases the entropy of |- BACKGROUND AND RELATED WORK
the system which correspondingly reduces the queue sizeBate based schemes, in contrast to window based
thereby improving the stability of the system [18]. Owchemes, send out packets at regular intervals thus avoid-
results show that Randomized TCP performs better thag burst transmissions. Since rate based schemes loosely
or as well as Paced TCP and TCP Reno, independenbbéerve the packet conservation principle they can at times
the capacity and buffer size at the bottleneck and for boiiless responsive to network congestion. TCP Pacing [15]
short and long flows. The performance improvemeri¢sa hybrid approach between window based schemes and
can be seen in throughput, fairness, loss rates, timeaute based schemes. In pacing, packets to be sent in a win-
and latency of the flows. We also show that Randomizédw are spaced byA = RTT/cwnd. This spacing of
TCP reduces phase effects and synchronization even whatkets avoids back to back transmissions and hence re-
multiplexed with TCP Reno flows. We also investigat@oves the burstiness of TCP.
the impact of randomization on a class of slowly vary- Pacing was first suggested in [15] as a correction for the
ing congestion control schemes called Binomial schemggnpression of ACKs due to cross traffic. Since then the
[3]. We show that by incorporating randomization in thes@ncept of pacing has been applied to slow-start, after a
schemes, the fairness increases dramatically when competket loss and after an idling time in case of web traffic.
ing with TCP flows in drop tail queues. In other words, oWor details on TCP pacing, we refer the reader to [2] and
scheme can emulate the beneficial effects of RED in a dise references therein. In [2] it is shown that with long
tributed manner without the complexities and unfavoralflews Paced TCP removes synchronization, improves fair-
aspects of RED. In addition, the benefits of randomizatinsss over TCP Reno and achieves the same throughput as

can be reaped even when it is partially deployed. TCP Reno. However, in presence of short flows the au-
In short, the main contributions and conclusions of thisors show that Pacing gets synchronized causing larger
paper are as follows: latencies. Also, the authors show that when Paced TCP

« It proposes a distributed mechanism to introduce rayempetes against TCP Reno, it gets an unfair share of the
domization in network flows to prevent synchronizatidmandwidth.

and phase effects A madified version of pacing is also evaluated in [9]. In

« Phase effects with Drop Tail queues which persist wif8] the spacing interval is defined gu%, where V is

TCP Reno are removed if Randomized TCP is used the tunable parameter, which controls the aggressiveness
« The presence of a single Randomized TCP flow cahthe pacing. However, the effect of this scheme on the
break the synchronization and phase effect at the bottgnchronization of flows is not investigated. They observe

neck motivating incremental deployment that with bulk data transfer the modified pacing shows re-

« Randomized TCP tries to distribute losses over time, eawlts similar to TCP Reno. However, for a web-like load
ulating the beneficial aspects of RED model, the modified paced TCP exhibits lower packet loss

« Randomized TCP reduces the bias against flows witian TCP and also the average transfer latencies are lower.
longer RTTs in Drop Tail queues The authors, however do not discuss the parameter setting
« Randomization considerably improves fairness of bintwr V and it's effect on the pacing scheme. Also, they do
mial schemes even with Drop Tail queues not consider the case where TCP Reno and Paced TCP are

The rest of the paper examines the Randomized TCPmiltiplexed on the same link.
detail. In Section Il we discuss previous work in this area.
Section Il describes the Randomized TCP scheme, the in-
tuitive reasons as to why it works and the evaluation ofRandomized TCP is similar to Paced TCP in that it
an optimal randomization interval. Section IV describépaces” packet transmissions but instead of spacing the
the implementation details, performance metrics and tn@nsmissions equally, it adds or subtracts a random inter-
simulation setup. Comparison of the performance of Raml to the packet sending times at TCP sources. Packet
domized TCP, Paced TCP and TCP Reno is describedramsmissions are scheduled at intervalgtef (1 + z),

IIl. RANDOMIZED TCP



wherez follows the Uniform Distribution on—1, I]. Evi- TCP Reno. It is well known that TCP’s throughput is di-
dently,/ has to be between 0 and 1. A packet is transmittexttly proportional to the square root of the window in-
at the expiry of the timer, if the window allows a packet torease parameter and inversely proportional to RTT [13].
be sent. If not, upon reception of an ACK, we schedule tie allow Randomized TCP to compete fairly with TCP
packet transmission with a random delay%y, where Reno, we analytically characterize the increased RTT and
y isU(0,I). Setting] to 0 reduces Randomized TCP tanake the increase factor in TCP proportional to the square
Paced TCP. of the ratio of the changed RTT to the real RTT.
In Section V, we investigate the optimal setting of the i .

randomization interval and find that a Uniform distributio’rA]" Analytlcgl Characterization of Increase Parameter for

n [—1,1] is the best. This choice of Uniform distribu- Randomized TCP
tion can be intuitively justified asg) since the distribution In this section we outline the methodology for setting
is centered aroun@, on an average there is “no randonthe increase parameter, for Randomized TCP so as to
ization” and Randomized TCP behaves as Paced BCPmake it compete fairly with TCP Reno. This is required
and a minimum value ofl of randomization implies TCP because randomizing the sending times results in extra de-
Reno implementation. This implies that sometimes viay and hence slows down the window growth. As such
send back-to-back packets and sometimes we send pdicesdikely that Randomized TCP will lose to TCP Reno
packets. Thus with a randomization interval value of Wwhen competing on a single bottleneck.
randomized TCP keeps moving forth between TCP RendConsider a Randomized TCP connection with a constant
and TCP Paced. Intuitively, this entails an early detewindow size ofw. Let the real RTT for the connection be
tion of congestion (when the TCP behaves as Reno) @ndonstant denoted Y. Each packet is sent after a time
an even distribution of losses and throughput (when T€gual toR(1 + z)/w wherez is a Uniform random vari-
behaves as Paced). Thus Randomized TCP takes the &lalst betweeti—1, I] (The optimal value of this interval is
of both Reno and Paced TCP and ensures lesser dropsgbewn to be 1 in section V, but presently we treat it more
cause of early congestion detection) and fairer throughmenerally). Let the first packet be sent at titne 0. Then

In Paced TCP packets from each source reach the lioe timer for thew + 1" packet of the connection will be

tleneck at an uniform rate which can lead to near perféeheduled at time, say, such that
interleaving. Such situations can cause all sources to lose w
packets thereby resulting in all the sources decreasing their t1 = R(1+ — Z ;) 1)
windows together, resulting in synchronization. But with v

randomization, the rate is not uniform at the bottleneck agflerez; is the random value for th#" packet in the win-
packets from flows are dropped after differing times duedew. Thez;s are independent and identically distributed.
the extra delay incurred due to randomization. This meaife effective RTT of the flow is the given by the time when
that sources decrease their windows at different times %Hﬂ_;_ 1)th packet is sent. In the absence of random varia-
hence the periods of increase and decrease are not ast@ffs in real RTT, the ACK for the first packet comes ex-
chronized as in Paced TCP. Also due to non-uniform raietly after timeR. If Y%, z; > 0 thent; > R and we will

a single source may lose two packets while some otl@hd the(w + 1) packet at time;. Else, the(w + 1)
source may not lose packets at all for the time being. So ket will be sent after a random tm@y after the

congestion epochs for different flows get out of sync apgK arrival, wherey is drawn from an uniform distribu-
the network utilization is higher. But the nice property thgbn on [0, ].

comes because of randomization is that the source whiclthys the effective RTT can be expressed as

has lost packets once is very less likely to lose again (this |

may not be the case with deterministic TCP for some parT, ., — { R(1+ X o) wp. P{X}%, x; > 0}
rameter settings [6]), thereby ensuring that over a larger R(1+ ) w.p. P{33i2, z; <0}
time scale the rate distribution is fair. We also note that the (2)
probability of two packets coming nearly back to back Yéhere w. p. is short for “with probability”. Then, the mean
significant only when the window size is large. This meagective RTT RTT.sy, can be expressed as

that the probability of multiple packet drops will be very w w

low if the window size is small, thereby reducing timeouts. RTTe;; = {R(1+ wE Z zi | Z z; > 0)]
Randomizing the sending times results in extra delays y "
causing the RTT to increase artificially. This causes Ran- P{Z 2 >0} + {R(1 + } P{Z z; < 0}@3)
1 g 13

domized TCP to get beaten down when competing with



wherey is the mean ofy equal to//2. Sincexz; follows SL1
an Uniform distribution around zero, its easy to see that
P{SP 2, >0} = P{X%,2; <0} =05 ¥

Assuming that the window size is sufficiently large to .
. . Rout Rout
invoke the the Central Limit Theorem we get '
w
>z ~ N(0,07) (4) s
Fig. 1. Topology used in the simulation.
where 9
o2 = w r (5) We evaluate the performance of randomized TCP for the
3 following set of metrics: average throughput, fairness, loss
The pdf ofy_iZ, z; conditioned or}_;”, z; > 0 can be rates, timeouts, latency and synchronization. We charac-

found out to be twice that of the Gaussian pdf multipliedrize fairness using the modified Jain’s fairness index; [4],
by the Unit step function. From this we can derive the]. Jain's fairness index is defined as
conditional mean as

w w - Fe (Xiy - RTT;)?
B> ai | (X ai >0)] = 1:; (6) n(X7 (i RTT;)?)
=1 =1

_ _ _ where z; is the throughput of thé” flow, RT'T; is the
Plugging these back into the equation #1"7.;r, We  round-trip time of flowi andn is the number of competing

(8)

obtain flows.

5 To study the synchronization of flows we use the co-
= 1 2wl I ; . . )
RTT.;; =R+ _( _) @) variance between the congestion w_lndov_v of tyvo _compet

3m ing flows. Flows would be synchronized if their windows

For Randomized TCP with increase parametand ef- increase and decrease simultaneously. In this case both
fective mean RTTRTT,, the throughput is proportionalflows’ windows (sayw; andw, ) would be above or below
to X2 . To make the throughput same as that of TGPeir mean values at any timei.e. (wi (t) —wi)(w(t) —
RTTeff ., w,) > 0. So the cross-covariance coefficient of synchro-
Reno (witha = 1 andRTT = R), we setx = RT;;” for nized flows would be positive. In the case where the flows
randomized TCP. In the real implementation, since wiare totally out of sync(w, (t) — wi)(wa(t) — w2) < 0,
dow value changes with timé&7'T, s changes with time since when one flow has a large window, the other would
and so we change the value@flso with time. have a smaller window and vice versa. So the cross-
covariance coefficient of out of sync flows would be neg-
ative. This shows that the cross covariance coefficient of
We have implemented Randomized TCP in the netwagkeater than O implies in-phase synchronization while less
simulatorns For our implementation, we used the congeti¥an 0 implies out-of phase synchronization. However, too
tion control and loss recovery mechanisms of TCP Relaosge a negative value of cross-covariance denotes that syn-
and thus Randomized TCP has the usual slow-start and ésonization effects still persist albeit in a negative sense.
recover and retransmit mechanisms. For the simulatidns[15] the authors also argue that out-of-phase synchro-
reported in this paper, we disabled the delayed acknomikzation is not good. Hence a value equal to or close to 0
edgments option. Also we used the modified window ifer cross-covariance coefficient should be the optimal.
crease parameter for Randomized TCP implementation. In the following sections we present the simulation re-
Figure 1 shows the topology used in the simulatiorsults. We first, observe the effect of bottleneck bandwidth,
The access links were configured at a rate 4 times greduaffer sizes and RTTs on our tunable parameter, the ran-
than that of the bottleneck link. All the links use Drop Tadomization intervall in section V. Using these simula-
gueues unless otherwise specified. Default settings for tileas we propose a value of the interval for optimal perfor-
simulations are a round-trip time of 100ms, a bottlenegkance.
bandwidth of 4Mbps and a buffer of 25 packets. The max-We then evaluate the performance of Randomized TCP
imum advertised window is set sufficiently high so thatwith both bulk and short transfers. For bulk transfers
does not constrain the actual window. We use a Maximume consider two cases, (a) when all the flows have the
Segment Size of 500 bytes. same RTT and (b) when each flow has a different RTT

IV. IMPLEMENTATION AND SIMULATION SETUP
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Fig. 2. Loss Rate, Throughput and Timeouts for 30 flows as a function of randomization interval, for different values of bottleneck
bandwidth.

and the results are reported in Section VI-A. Randomizasl the randomization interval increases to 1, the loss rates

TCP’s performance for Web like transfers is investigatedamd the timeouts reduce, while the throughput increases or

sectionVI-B. For this case we vary the transfer load froramains almost the same. Figures 3 (a), (b) and (c) show

10 packets to 2500 packets. In Section VI-C, we invessimilar plots for losses, throughput and timeouts for a set

gate the interaction between Randomized TCP and Remicb0 competing flows. Again, it can be inferred from Fig-

for fairness, throughput, losses and timeouts. ure 3 that a randomization interval value of 1 is the best
Section VII shows the performance of Randonfer almost all cases.

ized TCP with respect to phase effects, synchronization

amongst flows and burst losses. In Section VII-A w@. Different Buffer Sizes

show the reduction in phase effects with Randomized TCRp, order to evaluate the effect of buffer sizes, we vary

for both single and multiple bottleneck topology. We algfe puffer size at the bottleneck from one-fourth of band-
calculate the degree of synchronization in Section VII-Ridth delay product to one bandwidth delay product. The
using covariance coefficients, of Randomized , Reno a§ttieneck link is of 4 Mbps and the end-to-end propaga-
Paced TCP for both Bulk and short data transfer. Sectiggh delay is 100ms. Thus we vary the buffer size from
VII-C describes the reduction in burst losses with Raps packets (one-fourth bandwidth delay product) to 100
domized TCP over TCP Reno. In Section VIII we eXte'}Slackets (one bandwidth delay product). Again, we plot
the randomization to Binomial Congestion Control Algahe |osses, throughput and timeouts for 30 flows as a func-
rithms and evaluate the fairness properties of Randomigg@ of randomization interval. Figure 4 show the effect of
Binomial schemes competing with Randomized TCP.  pyffer size. From the Figure 4 it can be inferred that a
randomization interval value of 1 gives us the best results
vis-a-vis throughput, loss rate and the number of timeouts.
The randomization interval has a significant impact on
the performance of Randomized TCP, and hence its cHar-Different RTT

acterization is of utmost importance. In this section we|n this simulation setup every flow had a unique RTT
study the effect of change in bottleneck bandwidth, buffigr the range 80ms to 120ms. The RTT for tie i €
size, number of flows and round-trip times on throughpyd, .. N —1) flow was80 + i * (120 — 80) /N whereNis
number of IOSSGS, timeouts as a function of the randome total number of Competing flows. In Figure 5 we p|0t
ization interval. Through these simulations we obtain thge |osses, throughput and timeouts for 30 and 50 flows as
optimal value of randomization interval. The default se4-function of randomization interval. From the Figure 5
tings for this section are a bottleneck link of 1 Mbps, all thge can conclude that a randomization interval value of 1
other links of bandwidth 4 Mbps, end-to-end propagatieits almost all the simulation metrics.
delay of 100ms and a Drop Tail queue of 25 packets at thgrom the above simulations it is evident that a higher
bottleneck. Simulation settings are assumed to be defgliie of randomization interval results in increased
(as that mentioned in IV unless specifically specified.  throughput and lower losses and timeouts. Randomization
interval of 1 implies that inter-packet time intervals can
lie anywhere betweefl and 2RT'T /cwnd. This means
Figures 2 (a), (b) and (c) plot the loss rates, throughghbat packets are randomized the most and this results in
and timeouts respectively, for a setup of 30 flows as a fumeereased scope for breaking the synchronization, thereby
tion of randomization interval. The buffer size is limited teesulting in better performance.
one-fourth the delay bandwidth product. It can be seen thatThis choice of randomization interval can be intuitively

V. PARAMETER TUNING

A. Different Bottleneck Bandwidth
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Fig. 5. Loss Rate, Throughput and Timeouts for 30, 50 flows as a function of randomization interval, for varying RTT. The RTT
varies from 80ms-120ms, the bottleneck bandwidth is 4Mbps and the buffer size is 25 packets.

explained as following. With a randomized interval valuesehaves as Reno) and an even distribution of losses and
of 1, randomized TCP keeps moving forth between T@Roughput (when TCP behaves as Paced). Thus Random-
Reno and TCP Paced. (This is because, since randarad TCP takes the best of both Reno and Paced TCP and
ization interval is Uniform on [-1,1] therefore when thensures lesser drops (because of early congestion detec-
randomized value is -1 then the packets are sent immeiuin) and fairer throughput.

ately after receiving an ACK akin to TCP Reno. Since the

randomization interval is centered around 0, on an aver-

age Randomized TCP behaves as Paced TCP.) Intuitively,

this entails an early detection of congestion (when the TCP



VI. THROUGHPUT, LOSS TIMEOUTS, FAIRNESS AND  of 4Mbps with a round-trip time of 0.1 seconds. The buffer
LATENCY was fixed at one fourth the delay-bandwidth product. 25

In this section we compare the performance of Randoﬂr‘?—""S were _always mamtalne_d n the network. As soon as
ized TCP with TCP Reno and Paced TCP. We evaluate &V flow finishes, a new flow initiates transfers. We varied
these three schemes for both Bulk data transfers and Smlyvorkload from 10 packets to 2500_ packets.

Web like transfers. Specifically, we compare the following Figure 8 (6_‘ and b) plots the latencies fo_r Reno, Paced
metrics: average throughput, loss rate, timeouts for piRd Randomized TCP. For very short flows, i.e. for a work-

data transfers and latency for small web like transfers. \W@d of 1,0 packets to 200 packets, TCP Reno perform; the
also assess the interaction of Randomized TCP and Tla§t,whlle Paced TCP performs the worst Randpmlzed
Reno on a single bottleneck for the metrics througthE’PS performance though better than Paced TCP is not as

loss rate and timeouts. good as Reno’s. This can be attributed to the randomness
which has been introduced in pacing intervals. Because
A. Bulk Data Transfer of this randomization, Randomized TCP breaks ties and
achieves better performance than Paced. Reno however,
A.1l Same RTT

sends packets in bursts and is able to complete most of
Figure 6 plots the throughput, loss rate, number of timgre transfers in the slow start. For workloads greater than
outs and fairness for Reno, Paced and Randomized T2} packets, Reno still performs the best, though the dif-
Though Reno, Paced and Randomized TCP have the sggnence in the latencies for Reno and Randomized reduce
throughput the losses are more for Paced. This is lg-the workload increases. For Pacing, new flows starting
cause in slow start, Pacing delays the congestion siginalhe slow start saturate the network. Due to late con-
and hence looses a larger number of packets. As the ng@stion signals in Pacing, many flows, even those who are
ber of flows increase Randomized TCP tends to do the hastongestion avoidance, simultaneously drop packets thus
of the lot. severely diminishing Paced TCP’s performance [2]. Reno
) performs better because Reno flows send packets in clus-
A.2 Different RTT ters, a burst from a particular flow in slow start has only
To study the performance of Randomized TCP with dilecal effect; it does not effect all flows [2].
ferent RTT values for flows, we varied the RTT of each _ _ _
flow. The RTT of flows were in the range of 80ms t&- Interaction of Randomized TCP with TCP Reno

120ms. The RTT for the”,i € (0,..., N — 1) flow was In this section we will look at the effects of multiplexing
80+ (120 —80) /N whereN s the total number of com- TCP Reno and Randomized TCP on the same link. In [2],
peting flows. Figure 7 shows the throughput, fairness, lake authors show that Paced TCP gets beaten down by TCP
rates and timeouts as the number of flows are increagesho, when multiplexed on the same link. This is because
from 10 to 50. Randomized TCP is the most fair and algosingle paced connection is more likely to have at least
the throughput achieved is marginally higher. Howeverghe of its packets encounter severe congestion when mul-
is interesting to note that Pacing also achieves almost tiptexed with a bursty connection [2]. This problem is the
same performance as Randomized TCP. TCP Reno maime as a source’s packets getting synchronized with the
tains its bias against flows with longer RTT (TCP througluffer overflow event. Hence that flow faces a dispropor-
put is inversely proportional to the RTT), which is showtionate number of losses and a lower throughput [6]. This
by the fairness graph. Because of this bias, Reno’s fajffect is reproduced in our simulations as shown in Ta-
ness curve is lowest. In [1], the authors contend that bigig | where the throughput is considerably lesser for Paced
of TCP against longer RTT flows is considerably reduca@CP (351.86 Kbps) as against TCP Reno (480.21 Kbps).
with RED gateways due to uniform distribution of losseshe end-to-end propagation delay for this experiment was
over time. The similarity of our simulation result to this in100ms, the bottleneck link’s capacity was 1 Mbps and it

dicates that randomization succeeds in distributing losges configured with Drop Tail queue with 25 packets of
over time (to a certain extent), thereby decreasing TCBisffer.
bias towards long flows.

However, when Randomized TCP is multiplexed with
TCP Reno, the fairness improves considerably. This is

In this section we present the performance of Randoseen in Table Il where the throughput for the Randomized
ized TCP for short flows. This is more representative ®fCP is 408.92 Kbps when compared to 389.31 Kbps for
Web transfers. In this simulation we used a bottleneck liiiCP Reno. This is primarily due to two reasons. Firstly, by

B. Short Web Like Transfers
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modifying the increase parameterof Randomized TCP distribution of drops.
we account for the extra delay being introduced by ran-

domization. Secondly, by reduction of synchronization of

the source to buffer overflow events, we ensure equitable
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TCP Type| Throughput| Losses| Timeouts Randomized TCP catches up with TCP Reno.
Reno 480.21 118 6 « Randomized TCP and TCP Reno can compete fairly at
Paced 351.86 202 28 a bottleneck. This is primarily because of the modification

of the increase parametes, of the congestion window
growth in Randomized TCP. However, Paced TCP loses
out to TCP Reno as already shown in [2].

TABLE |
COMPARISON OFTHROUGHPUT(IN PKTS/SEC), LOSSES
AND TIMEOUTS FORTCP RENO AND PACED.

VIl. PHASE EFFECTS SYNCHRONIZATION AND
BURSTLOSSES

TCP Type| Throughput| Losses| Timeouts
Reno 389.31 162 22 A. Reduction of Phase effects
Random | 408.92 210 32 A.1 Single Bottleneck
TABLE Il In [6] the authors show that phase effects with drop-tail
COMPARISON OFTHROUGHPUT(IN PKTS/SEC), LOSSES  queues can cause a source’s loss events to get synchronized
AND TIMEOUTS FORTCP RENO AND RANDOM. with the full queues. Consequently it loses a large number

of packets and gets a very low throughput. The authors
also note that an appropriate randomization included in the
delay would reduce the phase effects. We performed simu-
lations with two flows, one shorter RTT source(60 ms) and
To summarize the observations of this section: another longer RTT source (80 ms) and for differing link
« For bulk data transfer Randomized TCP performs eapacities to demonstrate the phase effects. We varied the
well as or better than TCP Reno and Paced TCP in almbsttleneck capacity but kept the buffer size constant at 25
all scenarios. packets with Drop Tail queues.
« Specifically, for bulk data transfer with same RTT If we assume that both flows see the same drop rate then
amongst different flows, with higher multiplexing (othe throughput for the two flows would be distributed as
flows) Randomized TCP performs the best by increasimyersely proportional to the RTT (Throughpuit 1/RTT)
the throughput and fairness, reducing losses and timeo[#8]. Thus here the throughput should be distributed as
« For bulk data transfers where flows have different RT8/14 (0.57) and 6/14 (0.43) of the bottleneck capacity,
Randomized TCP clearly out-performs TCP Reno amathongst the 60ms and 80ms sources respectively. Now
Paced TCP. This is important because this is more reprensider the case when the bottleneck bandwidth is 2
sentative of the Internet. Mbps and both the longer as well as the shorter flow use
« In the scenario where all flows have different RTT andTl&CP Reno. The throughputs for the longer and the shorter
Drop Tail queue at the bottleneck, randomization redudtsv in this case are 119.81 Kbps and 298.93 Kbps respec-
the TCP bias against longer RTT flows and achieves a perely. The share of the bottleneck for the two flows is 0.29
formance similar to RED gateways as mentioned in [1](long flow) and 0.71 (short flow) as against the theoretical
« With short web like transfers, Reno out performs Rawmalues of 0.43 (6/14) and 0.57 (8/14) respectively. There-
domized TCP. However as the workloads start to incredeee, we find that when both the sources use TCP Reno,

D. Summary



10

phase effects exist as expected. However, with the same 2 Capacity: 2Mbps
Mbps bottleneck, if we randomize one source (in this case] RTT Type | Throughput| Losses| Time-
the shorter source), we find that phase effects are consid pkts/sec outs
erably reduced as seen in Table lIl. In fact the throughput Long || Reno 119.81 684 176
for the 80ms and 60ms flows are 166.11 Kbps and 196.3 Short Reno 298.93 581 34
Kbps respectively. Also their share of the bottleneck are Long Reno 166.11 320 52
0.46 (long flow) and 0.54 (short flow) as against the theo-ghort T Random 196.3 353 43
retical values of 0.43 (6/14) and 0.57 (8/14) respectively. Capacity: 3Mbps

A similar statement about the phase effects can be mad
for the other case where the bottleneck is of 3 Mbps. There
too when both the flows use TCP Reno the bottleneck ig Cong Reno 508.05 558 64
shared as 0.34 (208/(408.42+208)) for the long flow an Short ™ Reno 208.42 551 8
0.64 (408.4/(408.4+208)) for the short flow instead of 0.43 :
and 0.57 respectively. But when one of flows uses Rani LONg | Reno 241.64 253 43
domized TCP while the other uses TCP Reno, the bottle{ Short| Random]  300.08 316 29
neck is shared as 0.44 (241.6/241.6+300) for the long flow TABLE IlI
and 0.56 for the shorter flow. These two examples elicits PHASE EFFECTS DISTRIBUTION OF THROUGHPUT IN
that the phase effects are present with TCP Reno and apgoprorTIoN OFRTTS WITH RANDOMIZED TCP SHOWS
removed with Randomized TCP. REDUCTION OF PHASE EFFECTS IN CONTRAST TOCP

We investigated another simulation setup with a bot- RENO.
tleneck of 1 Mbps, a Drop-Tail queue of 25 packets an@CP. Table V tabulates the results for different simulation
10 flows. In this experiment we had 5 sources each wgbtups.
RTTs of 60ms and 80ms. We first show the occurrence ofwe can see from the Table V that there exists phase ef-
phase effects when all these sources used TCP Reno,fag when all the flows use TCP Reno (displayed by the
then we show the removal of phase effects when all thegmsiderable difference in their throughputs) and is subse-
sources used Randomized TCP. But more interestingly, §(gntly removed when all the flows use Randomized TCP.
demonstrate a reduction in phase effects even vdm®n However, an interesting observation again is that when the
onesource uses Randomized TCP and the rest use T§pBrt flows use Randomized TCP while the long flows use
Reno. This implies that a presence of evesirgleRan- TCP Reno, we see reduction in phase effecthis fur-
domized TCP at a bottleneck might be helpful in reducimger supports our argument that a presence of even a sin-
the phase effects. Thus even an incremental deploymenjiefrandomized flovat every bottleneck is sufficient to re-
Randomized TCPs would benefit the entire group of usedgice the phase effects and thus achieve a better fairness
The results of this simulation are tabulated in Table IV.amongst flowsln another simulation setup where the long
flows use Randomized TCP and the short flows use TCP
Reno, we see that the phase effects persists. This is in-
tuitively true too. The long flows are the only sources of

In this section we evaluate the performance of TGfotential randomness at the bottleneck, which is visible
Reno and Randomized TCP with a multiple bottleneek the first bottleneck. However, at the second bottleneck
topology. The topology is shown in Figure 9 consisthe streams arrive in phase because the randomness at the
of two bottleneck links of capacity 1 Mbps and delay dirst bottleneck is broken by the “departure process” of the
20ms. All the other links in the figure have a capacityueue. Thus at the second bottleneck there is no random-
of 4 Mbps and delays as shown in Figure 9. The lorigation to break the phase effects. Hence the long flows get
flows have end-to-end propagation delay of 120ms whideaten down and the phase effects persist.
the short flows have an end-to-end propagation delay of
60ms. Our simulation setup consist of 2 long flows (th@&; Synchronization

o over both the bottleneck links) and they are genera T
gy S1 and S2, their destinations) are D1 an D%, (figugé(1 Synchronization in Bulk Data Transfer
9) respectively. The two small flows are generated by S3We ran separate simulations with 2, 3, 10 and 25 flows
and S4, with destinations D3 and D4 respectively and thafyReno, Paced and Randomized TCP and calculated pair-
traverse only one bottleneck. We investigate this topologise (between flows) covariance coefficients of congestion
when (S1,S2) and (S3,S4) use TCP Reno and Randomie&alows. The bottleneck bandwidth was 4Mbps and all

RTT Type | Throughput| Losses| Time-
pkts/sec outs

A.2 Multiple Bottleneck
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RTT | 5 Short Reng 5 Short Random 5 Short Reno 5 Long Reno
5 Long Reno| 5 Long Random 4 Long Reno +| 4 Short Reno +
1 Long Random 1 Short Randoni

Short 62.6 41.50 45.51 50.02
Long 33.35 33.60 35.80 34.71
TABLE IV

COMPARISON OFTHROUGHPUT(IN KBPS) FOR DIFFERENT CONFIGURATION OF COMPETIN® LONG FLOWS(RTT=80MS)
AND 5 SHORT FLows (RTT=60MS)

Source| (S1,S2): Rend (S1,S2): Randomy (S1,S2): Reno | (S1:52) Random
(S3,54): Reng (S3,54): Random (S3,54): Random (S3,5S4) Reno
S1 50.28 61.28 56.12 50.04
S2 44.08 55.64 59.24 55.00
S3 106.18 83.84 85.20 94.50
S4 108.16 84.36 86.00 98.92
TABLE V

COMPARISON OFTHROUGHPUT(IN KBPS) FORMULTI-BOTTLENECK TOPOLOGY

D3
4x Mbps @ D1

Bandwidth| Reno | Paced | Randomized
0 3Mbps | 0.4254] -0.4124] 0.1721
4 Mbps | 0.3152| -0.1839 0.1604

5ms

20ms — 20ms

Router Router Router
tips = Lwbgs 5Mbps | 0.6700| -0.3302]  0.0799
e TABLE VI
o D4 COMPARISON OFCOVARIANCE COEFFICIENT OF

) . . ) . CONGESTIONWINDOW FOR TWO FLOWS FORTCP RENO,
Fig. 9. Multi Bottleneck Topology used in the simulation. PACED AND RANDOMIZED.
the flows had a same round-trip time of 0.1 seconds. The
simulation was run for 1000 seconds and the congestion
window for each flow was sampled using a sample interval (1,2) 0.5183) -0.1454 0.2525
of 0.1 seconds, i.e., the congestion window was sampled (1,3) 0.5416| -0.1537 0.1422
approximately once every RTT. This sample set was then (1.4) 0.3492]| -0.1833 0.1535
used to calculate the pairwise covariance coefficients. The TABLE VII
buffer was kept at one fourth the bandwidth delay product. CompaRISON OFCOVARIANCE COEFFICIENT OF

In our first simulation with 2 flows, we varied the bottle- CoNGESTIONWINDOWS FOR THREE FLOWS FOR CP
neck bandwidth from 3 Mbps to 5 Mbps while keeping the RENO, PACED AND RANDOMIZED.
buffer fixed at 25 packets. Table VI shows the covariance
coefficients for each of the flows. It can be inferred that

tbhe jyr_mdcr;rqnlzatlon N Eeno mcrsasss as tge_rtc):ostlsng%tabulated in the table VII. Again, itis evident that Reno
andwidt Increases. However Randomize €§83he most synchronized and Paced TCP is out of phase
the synchronization low while Paced TCP is out of pha?nchronized. Also, it can be seen that both Paced and

synchron!zeo_l. A!SO' Itis mt_erestlng t(.) ngte that W.h”et andomized TCP lead to reduction in the synchronization.
synchronization increases in Reno with increase in bottle-

neck bandwidth_, it decrea_S(_es in Randomized. Negati‘{q:igures 10(a) and 10(b and c) plot the pairwise covari-
values of covariance coefficient show that Paced TCP,is.o -oefficients for 10 and 25 flows. The y axis of the

out of phase synchronized. graph plots the covariance coefficient against the pair of
flows on x axis, i.e., each unit of x axis corresponds to a

In our second simulation with 3 flows, we kept the bopair of flows, starting in the order (1,2), (1,3),...,(2,3) ....
tleneck bandwidth constant. Covariance coefficient valugisice the graphs for 25 flows are not visible on one graph

Flow Pair| Reno | Paced | Randomized
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we plot it in two. Fig 10(b) plots the covariance for Ren
and Randomized TCP and 10(c) plots it for Randomize
TCP and Paced TCP. Both Paced TCP and Randomi:z
TCP break synchronization while Reno is highly synchrt
nized. Also, as the number of flows start increasing, Ra
domized TCP starts to get better than Paced TCP.
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B.2 Synchronization with Short Web Transfers TCP foratransfer of 2500 packets.

In [2] the authors contend that one of the reasons for Burst Losses

higher latency with Paced TCP in short web like trans- In this section we investigate the proposition that Ran-

fers is that connections seem to get synchronized. In this .
. . get sy - . Qomlzed TCP reduces the burst losses and also that the
simulation setup we have evaluated and verified their gr-

guments. (Simulation setup for this section is identical.cr)OpS with Randomized TCP and Drop Tail queues are

. . . . . in ndent. For testing the first pr ition, we vari
what discusses in Section VI-B.) Connections in Pac é}lepe de or testing the first proposition, we varied

. . . the bottleneck bandwidth from 1 Mbps to 2 Mbps and the
TCP do get synchronized thereby requiring more time 10
. . number of sources from 20 to 30. The end-to-end propaga-
finish the transfers for some flows. This increases the av-

erage latency and hence Paced TCP performs poorly wll%] delay was 200ms, the bottleneck buffer was set as 25

respect to TCP Reno. However, we find that Randomizt%?rc]k;r:z t\rﬁ\éerizzjr;nuerg :]hua:;gfrrgflZ:C()k_rﬁ;/_irascekpaikceig%?S'
TCP is able to break the synchronization and thus achi P

BliFst at the bottleneck will be just 2. We in fact verified the
lower average latency than Paced TCP. . )
argument of burst loss being equal to 2, by cross checking

Figure 11 plots the covariance coefficients of congestigRyith the congestion window trace file for each flow at
windows for Paced and Randomized TCP. A closer lookiik pottleneck.
the figure shows that the covariance for Randomized TCPrapje VIII shows the results average number of burst
is consistently lower than that for Paced TCP. In Pacgses for TCP Reno and Randomized TCP as the bottle-
TCP packets reach the bottleneck at an uniform rate Wifick bandwidth and the flow multiplexing is increased. It
near perfect interleaving. This causes all sources to Igg@ be inferred from the table that as the number of flows
packets, thereby resulting in all the sources cutting doyirease, with the bandwidth kept constant, the number of
their windows together, and hence higher covariance. Bigkk-to-back losses increase in TCP Reno and decrease
with randomization, the rate is not uniform at the bottleeor remain constant) in Randomized TCP. This supports
neck and packets from flows are dropped after differiggr argument that Randomized TCP reduces burst losses.
times due to the extra delay incurred because of randomg «an also be conjectured here that Randomized TCP
ization. This means that sources decrease their windowg;iakiputes the loss uniformly over time. This is because,
different times and hence the periods of increase and @I@;p Reno and Randomized TCP have the same conges-
crease are not as synchronized as in paced, resulting § @ control policy the total number of drops are likely
decreased covariance coefficient between the flows. 5 pe same for both. Thus, by reducing the burst losses

This explains the lower covariance coefficient values fRandomized TCP does distribute losses uniformly over
Randomized as compared to Paced TCP. time. This argument is further supported by the evidence
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No. of 1 Mbps 2 Mbps crease proportionality constants. For any given values of
Flows | Reno| RTCP | Reno| RTCP a andps TCP Compatible BCCS can be definedksyf = 1
20 87 23 1 27 :k>0,1>0. Inverse Increase Additive Decrease or IIAD
25 119 18 100 31 is one such BCCS witk=1, |=0. Similarly Square Root
30 141 15 168 28 Increase and Square Root Decrease or SQRT is defined as
TABLE VIII k=0.5, 1=0.5

In [3], the authors show that these algorithms, specif-
ically IIAD and SQRT, beat down TCP when sharing a
drop-tail gateway and hence suggest the use of RED gate-
in Section VI-A.2. There it was shown that Randomizeglays to maintain fairess. This unfairness is due to un-
TCP is successful in removing the TCP bias against longgfi,a| distribution of drops amongst these flows. This be-
RTT flows with Drop Tail queues. In [1] the authorgyayior is seen in Figure 12 a) and c). When we incorporate
show that TCP bias against long flows can be reducedg\domization into binomial schemes as well and make it
Active Queue Management which distributes losses UBbmpete against randomized TCP, we see a marked im-
formly over time, specifically RED. The similarity of ourprovement in fairness as in Figure 12 b) and d), due to the
simulation results in VI-A.2 indicates that Randomize@&, now familiar reasons of de-synchronization and more
TCP does succeed in distributing losses uniformly ovghiform distribution of losses. The end-to-end propagation
time. delay for this experiment was 100ms, the bottleneck link’s
capacity was 1 Mbps and it was configured with Drop Tail

gueue with 25 packets of buffer.
The observations of this section can be summarized as:

« Phase effects, which persist with TCP Reno with Drap. Phase Effects

Tail queues, are reduced if Randomized TCP is used. In this section we show the presence of phase effects

- Presence of a "single” Randomized TCP flow at every Drop Tail Gateways with TCP Reno as first shown in

bottleneck can reduce the phase effects at that bottlene[%lf. We use the same simulation setup as disucsses by the
« With bulk data transfers randomization reduces the SYithors in [6]

chronization of windows (thus loss events) as against TCPFigure 13 shows the setup for a single bottleneck topol-

Reno. Th|§ should reduce the queue OSC'”at'O_nS', ogy for a 100 ms simulation. The buffer length at the bot-
- Randomized TCP also reduces synchronization Wi neck gateway is 15 packets which is slightly more than
short web-transfers and hence has lower average Iate&gé( bandwidth delay product (13 packets) and the packet
than Pace(_j TCP. : size used in the simulation was 1000B. In this simulation
» Randomized TCP, dras.tlcally reduces j[he nhumber W vary the RTT of source 1 by varying the delay between
burst losses. Specifically its performance increases asstg'ﬁrce 1 and bottleneck. In figure VII-A,VIII-A we plot

number of.flows |ncr§ase. . L the throughput of Source 2 against the ratio of RTTs of
« Randomized TCP is also tries to distribute losses URe

forml . ith Drob Tall he botl 0 e two sources. As can be seen from the figure VIII-
ormly over time with Drop Tail queues at the DOtenecks ot for most of the data points, source 2 sees almost

VIIl. BINOMIAL CONGESTIONCONTROL no loss while for some particular values of the RTT ra-

ALGORITHMS tios (between 1.85-2.05) it sees most of the losses showing

h h | ; i the presence of phase effects. However, we see that the

n [3]_t e aut OfS propose a class ot non-linear Tcﬁ:ﬁase effects are removed if Randomized TCP is used (as
compauple congestion control schemes call_ed B'no,mé?"own in figure VIII-A) and the source 2 never sees dis-
Congestion Control Schemes (BCCS) for audio and V'dgl%portionately higher percentage of network losses. Fig-

appl!catlons. AIMD, can _be considered as one of co res VIII-A and VIII-A plot the percentage share of the
gestion control schemes in the subset of TCP Congl[)—
p

COMPARISON OF AVERAGE NUMBER OF BURST LOSSES IN
RENO AND RANDOMIZED TCP (RTCP).

D. Summary

: _ ) _ ttleneck of Source 2 for Reno and Randomized TCP re-
ible BCCS. FormaI.Iy, the Binomial Congestion Contr ectivelty. Each point in these figures corresponds to the
scheme can be defined as: average throughput for the last 50 seconds of the simula-
Wisr — Wi+ a/WE if noloss 9) tio\r/]\-/ | | 4 Randomized TP f
I e also evaluated Randomize 's performance vis-
Werar & We = bW, if loss (10) a-vis phase effects for a multiple bottleneck topology as
wherek andl are window scaling factors for increase anshown in figure 15. In this simulation we varied the RTT
decrease respectively and and g are increase the de-of source 1 by varying the delay between Source 1 and
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bottleneck 1. The packet size used for the simulation wagurce 3 sees almost 80% losses with TCP Reno while
1000B, the buffer length at each bottlenck was 15 pactke losses are considerably reduced (to about 40%) when
ets (slightly more than 1 bandwidth delay product) afthndomized TCP is used. This further verfies the pres-
the simulation time was 100 ms. In Figures VIII-A anénce of phase effects in Reno and Drop Tail gateways and
VIII-A we plot the percentage losses (of the total lossesmoval of phase effects with the use of Randomized TCP.
at the second bottleneck) as seen by Source 3 againstibares VIII-A and VIII-A plot the percentage share of the

RTT ratios of source 1 and 2. Again it can be seen thaittleneck 2 of Source 3 for Reno and Randomized TCP
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Source Source form to the simulation results. The reader is referred to

@ [16] for more information on the implementation.
X. CONCLUSIONS ANDFUTURE WORK
8 'V(Ijbﬁ]S 8 Mbps ) _
5ms In this paper we presented a methodology to introduce
randomness in networks by proposing a modification to
3 Gateway TCP, called Randomized TCP. In this scheme, we space
successive packet transmissions with a time intefvak
800 Kbps RTT(1+ z)/cwnd, wherez is a zero mean random num-
100 ms ber drawn from an Uniform distribution. We showed that
Randomized TCP reduces the synchronization and phase
Sink effects prevalent with current implementations of TCP as

well as Paced TCP. Multiplexing of Randomized TCP with
Fig. 13. Single bottleneck Simulation Setup to show phase J—CP Reno helps |n.reduc.|ng synchronization a”?’ phase ef-
fects with Reno and Drop Tail Gateways. fects while increasing fairness. Consequently, it has high
incentives for deployment.

For a set of connections with different RTTs it was
shown that Randomized TCP outperforms Paced TCP and
TCP Reno considering fairness, throughput, drop rates and
timeouts. Randomized TCP also reduces the bias against
connections with larger RTTs with Drop Tail queues. The
presence of a single Randomized flow at a bottleneck is
sufficient to reduce the phase effects thereby motivating
incremental deployment. Randomized TCP can also dis-
tribute losses uniformly over time emulating RED like
properties. Additionally, when Randomized TCP is ex-
Fig. 15. Multiple bottleneck Simulation Setup to show phasgnded to Binomial congestion control schemes, there is

effects with Reno and Drop Tail Gateways. a remarkable improvement in fairness, when competing
with Reno.

respectivelty. Each point in these figures corresponds to
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