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Security vs. Energy consumption

Mobile devices are energy-constrained
o New type of DoS: “Sleep deprivation torture”

Security mechanisms are energy-intensive

This conflict leads to nice research topics

o How exactly does the conflict manifest?  (Topic 1)
o How to design for optimal tradeoffs? (Topic 2)
o Can this conflict be a blessing-in-disguise? (Topic 3)



Topic 1: Energy Consumption Protiles

What primitives/operations are expensive?
o Computation

2 Memory access

2 Transmission and reception

System issues

Starting points: [1,2]



Topic 2: Energy-optimal design

How to optimize software and hardware

Implementation of cryptographic primitives?

How to design energy-optimal protocols and

systems?

Optimizing crypto implementations for energy

consumption may open power-analysis

vulnerabilities

o Similarly, protections against side-channels may drive
up energy consumption

Starting points: [3,4] (software) [5,6] (hardware)



Topic 3: Energy constraint as a security
measure

Attackers have to live with the same constraints

Unusual energy consumption pattern may imply
an intrusion

Starting points: [7,8]
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