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Abstract
In this paper, we report on an ongoing project to develop search engines for

software components hosted by object request brokers (ORBS). Behaviora
specification based on hidden algebrais used to allow search by functionalities
rather than syntactic features. An algebraic specification language system
CafeOBJ s used to support automation such as signature matching, refinement
verification, and model checking. The user may test components found by search,
by requesting ORBSs to invoke operations remotely. Following an overview of
hidden algebra and related specification/ verification methodol ogies, we describe
the prototype system that plays role of atrader between the user and the ORBs.
Asthe system uses standard internet protocols and web based interface only, any
type of software service over the internet will be the target component by the
method described in the paper.
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ABSTRACT

In this paper we reporton an ongoing projectto develop

searchenginesfor software componentshostedby object
requestbrokers(ORBSs). Behavioral specificationbasedon

hidden algebrais usedto allow searchby functionalities
rather than syntactic features. An algebraicspecification
languagesystenmCafeOBJs usedto supportautomatiorsuch
as signaturematching, refinementverification, and model
checking.Theusermaytestcomponentsoundby searchby

requestingORBsto invoke operationgemotely Following

an overvien of hidden algebraand related specification/
verificationmethodologiesye describaheprototypesystem
thatplaysrole of atraderbetweertheuserandtheORBs. As

the systemusesstandardinternetprotocolsand web based
interfaceonly, ary type of softwareserviceover theinternet
will bethe targetcomponenby the methoddescribedn the
paper
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INTRODUCTION

With rapid progressof internet technologies,software is
morelikely to be reusedor borroved pieceby piecerather
than be built from scratch as a whole system. How
to find “right” componentswill be an important issue
if technologieslike object requestbrokers (ORBs) and
applicationsenersestablisthemselesasinfrastructuregor
softwareproductionin the future. However, the searchfor
softwareis muchmore complicatedthan ordinary keyword
searchbecausalefiningpreciserequirementgor softwareis
difficult.

Formal methodshave beenexpectedto be useful for this

ToshimiSavada
SRAKey TechnologyLab, Inc.
sawada@ra.co.jp

Kokichi Futatsugi
JapanrAdvancednstituteof
ScienceandTechnology
koki chi @aist.ac.jp

Masakilshiguro
MitsubishiResearchnstitute,Inc.
masa@mi.co.jp

purposeyetverylittle hasbeenachievzed. Traditionalformal
methodsadwcatedatatype specificatiorandrequireoneto
finishcompletespecificatiorbeforedoingarnything, while on
the otherhand,model-base@pproachestressaccessibility
and lack enoughautomationsupport. It is a challenging
taskto resohe trade-ofs betweerprecisionandflexibility so
thatthe searchis conductedncrementallyeven with partial
or incompleteinformationaccordingto the desiredlevel of
abstraction.

In the current project, behaioral specificationbasedon

hidden algebra[7] is usedto describefunctionalites of

softwarecomponents. The CafeOBJ[8] systemhasbeen
developedas a languagesystemfor hiddenalgebraand in

fact it is the only systemthat supportsautomationsuchas
signaturematchingjnvariantcheckingrefinementhecking,
andcoinduction.Theinferenceengine(calledPigNose)uilt

on top of CafeOBJ the specificationrepository andORBs,
andatraderthatmanagesiserinterfaceconstitutethesearch
service.

From users viewpoint, the overall procedurelooks as
follows:

1. The componentproviders preparespecificationfor the
components and register them in the specification
repositoryaswell asto ORBSs.

2. The user gives the requirement specification of the
componentsn need.

3. The interfacepart of the specificationis matchedto the
onesin specificatiorrepository(signaturematching),

4. Checkif thematchingfoundin theprevioussteppreseres
the requirementspecificationin the target specification
(refinementverification).

5. Check,if necessaryinvariantpropertiesof the candidate
specificationginvariantchecking)

6. Testthe componenby invoking operationghroughORBs
(remoteinvocation)

Although the systemis still prematureand the examples
we have tried so far are simple and someavhat artificial,



the experience has been positive and the technological
implication of the experimentaluseof the prototypesystem
seemsexciting.

OVERVIEW OF HIDDEN ALGEBRA
Thissectionpresentsquick overview of hiddenalgebraWe
will not go into technicaldetails,for which the readersare
referredto [7, 4].

Behavioral specificationbasedon hidden algebra differs
from traditional algebraic specificationin its ability to
defineabstractstatemachinesaswell asabstractatatypes
in the same algebraic formalism. State transitions are
parameterizedy datatypesandit makeseasyto specify
behaiors of persistentobjects. However, hidden algebra
doesnot force identificationof statesets. Instead,they are
definedasa resultof behavioral abstraction, which means
“two statesare equialent if and only if they cannotbe
obsereddifferentthroughexperiments.

As ansimpleexample,we give a behaioral specificatiorof
aflag objectusingCafeOBJ4] notationbelow. A flagobject
is eitherup or down, andtherearemethodgo putit up,to put
it down, andto reverseits state.

nod* FLAG {
*[ Flag ]~
bops (up_) (dn_) (rev.) Flag -> Fl ag
bop up?_ : Flag -> Bool
var F : Flag
eq up? up F = true .
eq up? dn F = fal se .
eq up? rev F = not up? F .
}

With CafeOBJspecifickeywords suchas mod*, *[ ...
]1* andbop aside,the meaningof the FLAG specification
shouldbe clear However, someof the intendedbehaiors
of the flag object, for example, a behaioral equation
rev rev F = F cannot be deducedfrom the FLAG
specificationusing ordinary equationalreasoning. One
will notice, however, thatrev rev F andF cannotbe
distinguishedby ary meansof method application and
attribute obsenation, and also that there are only two
distinguishablestatesjn whichtheflagis eitherup or down.
Hiddenalgebrais formalizedto capturethisintuition.

Figurel: FLAG statemachine

up, rev

dn, rev

In FLAG example,hiddenalgebraallows oneto specifythe

statemachinein Figurel withoutsayingthatFl ag consists
of two elements. The numberof the FI ag elementsis

not determineda priori, but ratherit is determinedby the

equivalenceclassonthe“behaviors” definedby theequations
in the FLAG specification.

Recentstudieq3, 5, 13, 11] show thatthe proof systemdor
hiddenalgebracanbe automatedo someextentby symbolic
calculation such as rewriting and resolution. Invariant
checkingfor hiddenalgebra[11] is particularly promising,
in which hidden algebrais regardedas a (infinite) state
machineand well-known iterative calculationof fixpoints
(also called closures)is applied. The study shows that
verifying dynamic propertiesof softwaresystemsis much
more manageablevith behaioral specificationthan with
datatype specification.

CafeOBJKeywords

Let us briefly explain the correspondencéetweenhidden
algebraconceptsand CafeOBJkeywords so that the reader
caninterpretCafeOBJcodein hiddenalgebra.

The keyword nod* meansthat the module has a loose
behaioral semanticsn contrastwith atight (initial algebra)
semanticspecifiedby the keyword nod! . A pair of starred
brackets [ ] * isusedfor sortdeclaratiorof hidden
sorts. Visible sorts are declaredwith [ ]. The
keyword bop declareshehaioral operationsij.e., attributes
andmethods Ordinaryequationsaredefinedwith keywords
eq, ceq where ceq standsfor conditional equations.
Similarly, hiddenequationgredefinedwith keywordsbeq,
bceq.

AUTOMATION FOR BEHAVIORAL SPECIFICATION

This section gives an overview of automated proof
techniquedor hiddenalgebrathat are relevant to software
componensearch.

Signature matching

Signature matching [14, 6] is a techniqueto construct
signature morphisms from one specification to another
without looking atthe equationpartof the specification Let
usgive adefinitionof hiddensignaturemorphisms.

Definition 1 A hidden signature morphisme : ¥ — ¥’
is a signatue morphism that preserveshidden sorts and
behavioal opeations.y is alsocalleda view.

There are variations of signaturematching as to which
amgumentsareto be substituted.We put a strongrestriction
thatonly hiddensortsaresubstitutedvhile visible sortsmust
be matchedexactly. This maybejustifiedon the groundthat
visible sortsmodelstaticdatatypesin hiddenalgebra.One
canusethe namesenerto controlnamespacdf necessary

1we do not give a definition of signaturesand signaturemorphismsin
thispaper Thesearefoundin introductoryarticlefor algebraicspecification.



Coinduction

As we have mentionedearlier behaioral equationsuchas
rev rev F = F of FLAG cannotbe proved by ordinary
equationalreasoning. Coinductionis a techniqueto prove
equationf hiddensort.

A hiddenequationcan be regardedan invariant statement
that the given pair of states always have the same
attribute values. For example, insisting on behaioral

satisfactiorofrev rev F = Fisthesameassayingthat
up? F = up? F is a relationalinvariant startingfrom

(rev rev F, F). This statements trivially true if we

admitdoublenegationlaw of booleansin generakcaseone
hasto performsafetymodelchecking.

Model checking

In orderto performmodelcheckingoninfinite-statesystems,
we needsymbolicrepresentatioif setsof states.Onemay
representa set of statesof hidden sort h by a predicate
P(X:h). For example, a predicateP(F : Flag) = up?(F)
representshe setof FLAG statesn whichtheflagis up.

A nice thing aboutthis predicateabstractions that thanks
to the syntacticrestrictionsof hidden algebrathe set of

previous statescan be easily obtained through predicate
transformersimply by replacingthe basevariable of the
predicatewith an expressioncomposedof methodswith

appropriatesxistentially quantifiedvariables. For example,
Q(F) = P(rev(F)) representghe setof stateswhose next

statesvia rev operationwill have the flag up. By

taking disjunction of all possibletransition (i.e., method
application),we canobtainthe setof (all) previous stateof

P(X :h):

pre(Py(X :h))w (X;0) = \/ (3V:w) P(c(V,X b))y,

o:wh!—h

By aluseof notation,welet v : w be a sequencef variable
bindings v : wy,...,V, 1w, for a string of sort symbols
w =W ...W,. 10 handlemary-sortedcasesnoreprecisely

we shall consider a family (conjunction) of predicates
Auen Pu(X - h) eachof which rangesover a hidden sort

h € H. When consideringpredicateranging over only one

hiddensorth, P,/ (b’ # h) may beregardedast r ue. For

the matterof simplicity, we assumdor the restof the paper
thatthe target systemhasonly one hiddensortto modelits

stateelements.

As a matter of well-knovn fact [15], pre is the
only prerequisitefor an abstract(safety) model checking
assuminghe classicfixpoint theorem.The backwardsafety
model checkingcan be formulatedas iterative calculation
of the least fixpoints. Shawing that the predicate P is
safestartingfrom the setof initial states/ is equivalentto
shavingthat] ¢ pre*(—P) wherepre* (P) = yZ.PVpre(Z)
is theleastfixpoint of pre including P. pre*(P) represents
the set of statesfrom which a state satisfying P may be

reachedIf onefindsthat/ C pre*(—P) duringtheiteration,
a countergampleis found.

By Kleene/Knaster/drski fixpoint theorem, one can
calculatepre*(P) by asimpleiteration. The key obsenation
is that the corvergenceof the iteration can be judged by
predicatedcalculusby checkingimplication. To perform
this, we have developeda theoremprover called PigNose
on top of the CafeOBJsystemfor mary-sortedfirst-order
predicatelogic with equality It is basedon resolutionand
paramodulatiorand sharesmary featureswith Otter [12]
while Otter does not supportmary-sorted calculus. The
featuresncludethe setof supportstratey, hyperresolution,
demodulationand atomic formula rewriting. PigNoseis
seamlesslyintegrated into the CafeOBJ system in that
CafeOBJaxioms are transparentlycorverted to PigNose
clausesfor theoremproving while the useronly seesthe
CafeOBJsyntax.

The model checking procedure belov implements the
iterationwith slight simplificationdueto thefactthatthe set
of possibletransitions(i.e., methodapplications)is exactly

the samein eachstatein hiddenalgebra. The procedure
maintainsanindexed family F* (i > 0) of setsof predicates
andanaturalnumbem. LetF(X : h) bethedisjunctionof all

predicatedn F* (i > 0) andnoteagainthatweonly consider
the casewith only onehiddensort.

Model checkingprocedureMC( | , P)
(I: initial stateP: safetypredicate)
1. F* = {-P(X:h)};Fi=¢ (i>0);N=1

p. for eachformulaq € Fi—1

for eachmethods : wh — h, let

G(X :h) be(3V :w) Q(c(V,X: h)) anddo
(a) if (VX : h) G(X) = F(X) is provablethenskip
(b) if G(1) is provablethenexit with f ai | ur e
(c) if —G(I) is provablethenadda to F* andskip
(d) exit with unknown

3. if F' = ¢ thenexit with success
4. N =N+ 1; goto Step2

The theoremprover is invoked when checking provability

of the implication formulas. Since the task of first-

order theoremproving is not decidablein general,it must
be terminated when exceeding the predefinedlimit of

computationalresourcessuch as the numberof generated
clausesndthetimespentjn whichcasetheresultis reported
as“unprovable”.

By applyingthis modelcheckingprocedurdo pairsof states
andrelations(ratherthanto statesand predicates)pne can
performcoinduction.Theinitial pairof stateswill betheone
for whichthebehaioral equivalencearein questionandthe
safetyrelationwill beattributeequivalence(i.e.,asetof pairs



with the sameattribute values).

Refinementverification

Signature matching narrovs the search by rejecting
componentshat cannotmeetthe requirementst the syntax
level. Thenext stepis to checkif thecomponentasindeed
the required functionalities. This is known as refinement
verification. A purely model-theoreticdefinition is given
below.

Definition 2 A hiddensignatue morphismy : (X, F) —
(X', E') is a refinementiff for every (X', E')-algebra M’
we havee M’ Ex E. (p¢M' denotesM’ viewedas a X-
algebm.)

It can also be shown that ¢ is a refinementiff all visible
consequencesf the sourcespecificationhold in the target
specificatio{10].

Proposition1 A hiddensignatue morphismsy : (3, F) —
(X', E') is arefinementff E/ = ¢(c[e]) foreah e € E
and ead visible X-contet ¢, whee if e is the equation
(VX)t = t', thenc[e] denotesheequation(VX) c[t] = ¢[t'].

Thereforeto checkif aview ¢ :
refinementpnedoesthefollowing:

e Apply ¢ to eachequatione in £ (denotedby e * ¢) to
obtainatranslatiore’;

¢ If e is notbehaioral, useordinaryequationateasoningo
seeif ¢/ canbededucedrom E’;

e If e is behaioral, do coinductionfor ¢’ in (X', E’)
usingmethodsonly comingfrom (X, F') whencalculating
pre(pa(X)).

This procedureis also implementedin CafeOBJusing the

PigNoseengine.

(S,B) - (X, E) is a

Overview of Prototype System

An architectureof the prototypesystemis shovn in Figure2.
The systemconsistsof four units: 1) a trader 2) CafeOBJ
systemwith PigNoseengine, 3) a specificationrepository
and4) ORBs. The systemis distributed in the sensethat
eachunit can be locatedon ary host. The useraccesses
the servicefrom the traderthrough a web browser The
trader make arrangementbetweenthe user and the other
units, passingrequestsand results. CafeOBJand PigNose
dothemostimportant‘enginepart” job of thesearchsuchas
signaturematching,coinductionandrefinementverification,
and invariant checking if necessary The specification
repositorystoresspecificationgor thecomponentsegistered
to the ORBs as well as the information concerning
the correspondenceébetween specification and interface/
implementationmaintainedby the ORBs. This includes
mappingsof module names,operations,and sorts (types);
andmoreimportantlythe objectreference®f corresponding
componentson the ORBs. The last information is

essentialfor remote execution. The ORBs accommodate
componentskeeping them ready for execution, maintain

interface/implementatiorepository andtakecareof remote

execution.

In the prototypesystem,the traderis implementedn Java
and the specificationrepository is designedusing XML

for future enhancement.JavalDL is usedfor the ORB as
mentionedearlier Only standardcommunicatiorprotocols
areusedsuchashttp, CGIl, TCP/IPsocketsandUnix pipes.

ORB
Pi ?Nose
(Gle®) Interface
Reposi tory
hj ect
User Tr ader Adapt or
@
peci fication Reposi tory
Repository
Figure2: Searchsystemoverview
UseScenario

A typical usescenarioof the systemlooks asfollows. This
is alsoaroughspecificatiorfor the prototypesystem.

The componentsregistered to the ORBs must have

correspondingspecificationsn the specificationrepository
andtheentriesfor the namesener. The userissuesasearch
requestwith a requirementspecificationthrough a web
browser Thenthetraderpasseshisinformationto PigNose.
PigNoserespondswith a list of views if signaturematchis

successful. The traderreceizes the result and displaysit

on the users web browser The useris presentedvith an
optionsto check refinementfor eachview constructedoy

PigNosesignaturematching. If the userasksfor refinement
verification, the trader again passesthis information to

PigNose. PigNosethis time respondswith yes/noanswer
Thetraderdisplaystheresultson thewebbrowser

The user can always ask for information about candidate
specifications/componentsThis includesthe information

storedin the specificatiorrepository code,namesandobject
references.The useralsocanexaminepropertiesaboutthe

candidatespecificatiorby issuingCafeOBJcommandsuch

asinvariantchecking.

If the useris satisfied,he or shecantestthe componenty
remoteinvocationthroughthe ORB. Thetraderlooksinto the
specificatiorrepositoryandinterfacerepositoryto getthethe
objectreferencdvia the namesener), thenumberandtypes
of the agument,andreturnvaluetypesfor eachmethodof
the requesteccomponent. The trader preparesa GUI page
on the users web browserin which the userchoosesthe



methodto invokeproviding appropriatarguments With this
information, the traderpreparesa requestdatafor dynamic
invocationinterface(known asmarshalling)andpassesdt to
the ORB. The ORB deliversthe requestto the components
implementationreceves the return value, and passest to
thetrader Traderagaindisplaystheresulton the browser

AN EXPERIMENT
In this section,we describea simple experimentsusingthe
prototypesystem.

Container ClassSeairch

This experimentis to find container componentswhose
newly addedelements alwaysvisible. A number(thirteen)
of containerspecificationssuchas stack, list, one-capacity
buffer, cell and queueare registeredin the specification
repository

nod* CONTAI NER( X : :
*[ Container ]*

TRIV) {

op enpty : -> Container

bop store : Elt Container -> Container
bop val Cont ai ner -> Elt

var E: El't var C : Container

eq val (store(E, Q) = E .

Figure3: RequiremenCONTAI NER specification

We first give the requirementspecification CONTAI NER
shavnin Figure3. Figure4 shavs theuserinterfacefor this,
in which the userselectghefile containingthe requirement
specification,provides the module name, and pressedhe
searctrequesbutton.

.
Gl
Windaw ~L
A

4' Wetzcape: Software Component Search
IrAll FE KRR Vel T

Software Component Search

I dule Marne:

CDNTRINEIJ:

Mo dule File:

g
i

I_é,{home,-' amocifICSEZO00 containers/ container. mod

Searchl Resetl |
1= 100% | o

Figure4: Searcluserinterface

Theresultis shovn in Figure5. Six moduleshaspassedhe
signaturematching,but BUF and QUEUE 6 do not passthe
requirementverification, which is not surprisingsince one

cannotseethe new elemenin a queueunlesst hasonly one
elementandabuffer maynothave a“new” elementf it was
full.

. .
4' Netscape: Software Component Search System | JI |

Frll WE O &T YT Window ~AL
e A
| Modile iView Refinement Command
Invoke
BUF Wil MO II —I
Invoke
CONTAIMER 'W#1 (YES I —I
Invioke
QUEUE Wi WO I —I
Invoke
CELL Vil YES I —I
Invoke
LIST Vil YES I —I
Invoke
STACK il YES I —I
Closel
]
1= 1002 | I

Figure5: Searchresults

Note thatthe abore procesds completelyautomaticandno

extrawork is neededrom the user To seewhatinformation

is exchangedbetweenthe trader and CafeOBJ(PigNose),
we shav in Figure 7 the CafeOBJsessiorof the signature
matchingandrefinementverificationbetweenCONTAI NER

andQUEUE.

mod* QUEUE(X :: TRIV) {
[ Queue ]~
op enpty : -> Queue
bop front Queue -> EI't
bop enq : El't Queue -> Queue
bop deq : Queue -> Queue

vars DE: Et var Q: Queue
beq deq(enq(E, enpty)) = enpty .

beq deq(enq(E, enq(D, Q)) = enq(E, deq(enq(D,Q)) .

eq front(enq(E enpty)) = E .
eq front(enq(E enq(D, Q)) = front(enq(D Q) .

Figure6: QUEUE specification



Caf eOBJ> si gmat ch ( CONTAI NER) to ( QUEUE)
(V#1)
Caf eOBJ> show vi ew V#1
view V#1 from CONTAI NER(X) to QUEUE(X) {
sort Elt -> ElIt
hsort Contai ner -> Queue
hsort ?Contai ner -> ?Queue

op (Container : -> Sortld) -> (Queue : -
> Sortld)
op (EIt : -> Sortld) -> (El't -> Sortld)
op (_=*=_: Container Container -> Bool) ->
(_=*=_: _ Huniversal _ _ Huniversal _ -
> Bool )
op (empty : -> Container) -> (enpty : -> Queue)
bop (val Container -> Elt) -> (front : Queue -
> Elt)
bop (store : EIt Container -> Container) ->
(enq : EI't Queue -> Queue)
}
Caf eOBJ> check refinenment V#1
no
eq val (store(E, Q) = E
Caf eOBJ>

Figure7: CafeOBJsessiorfor containerclasssearch

CONCLUSION AND FUTURE WORK

In this paper we have reportedon a project to develop
a searchenginefor softwarecomponenthostedby object
requesbrokers.We adwcateusingbehaioral specification
basedon hiddenalgebrafor automationsuch as signature
matching, refinement verification and model checking.
Althoughthe projectis still in anearlystagewe have gained
positive experiencethroughthe useof the prototypesystem
presentedn the paper

We have receved criticism about the cost of formal
specification and the scalability of the methods. As
for the cost, we regard behaioral specificationjust as a
sophisticatedorm of programmingandbelieve thataryone
who wishesto offer softwarein public should be able to
write specificationsMoreover, behaioral specificatiordoes
not requirecompletespecificatiorandonecouldjust write a
partialsignatureandafew equationghatis absolutelycritical
for the functionality of the software. Although we do not
have a firm answerfor the scalability question,we like to
stresghatourgoalis notto makea miraclebut to offer tools
that cando simpletasksautomatically We believe thatthe
searchenginefor softwarecomponentss a plausibletarget
in thisregard.

As for future plans, there are mary things to be worked
on. Amongthemwe are currentlylooking at the following
topics:

e An IDL compiler for CafeOBJ. This involves further
examinationof the CafeOBJ/IDLmapping.

¢ How to maintainmoduleconstructsuchasparameterized
modulesfor the componentimplementationson ORBs.
Thisincludesthestudyof remoteexecutionmechanisnfor

compoundcomponents.
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