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Abstract ：  

 In this paper, we report on an ongoing project to develop search engines for 
software components hosted by object request brokers (ORBs). Behavioral 
specification based on hidden algebra is used to allow search by functionalities 
rather than syntactic features. An algebraic specification language system 
CafeOBJ is used to support automation such as signature matching, refinement 
verification, and model checking. The user may test components found by search, 
by requesting ORBs to invoke operations remotely. Following an overview of 
hidden algebra and related specification/ verification methodologies, we describe 
the prototype system that plays role of a trader between the user and the ORBs. 
As the system uses standard internet protocols and web based interface only, any 
type of software service over the internet will be the target component by the 
method described in the paper. 
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ABSTRACT
In this paper, we report on an ongoingproject to develop
searchenginesfor softwarecomponentshostedby object
requestbrokers(ORBs). Behavioral specificationbasedon
hidden algebrais usedto allow searchby functionalities
rather than syntactic features. An algebraicspecification
languagesystemCafeOBJis usedtosupportautomationsuch
as signaturematching, refinementverification, and model
checking.Theusermaytestcomponentsfoundby search,by
requestingORBsto invoke operationsremotely. Following
an overview of hidden algebraand related specification/
verificationmethodologies,wedescribetheprototypesystem
thatplaysroleof atraderbetweentheuserandtheORBs.As
the systemusesstandardinternetprotocolsandweb based
interfaceonly, any typeof softwareserviceover theinternet
will bethetargetcomponentby themethoddescribedin the
paper.
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INTR ODUCTION
With rapid progressof internet technologies,software is
morelikely to be reusedor borrowed pieceby piecerather
than be built from scratch as a whole system. How
to find “right” componentswill be an important issue
if technologieslike object request brokers (ORBs) and
applicationserversestablishthemselvesasinfrastructuresfor
softwareproductionin the future. However, the searchfor
softwareis muchmorecomplicatedthanordinarykeyword
searchbecausedefiningpreciserequirementsfor softwareis
difficult.

Formal methodshave beenexpectedto be useful for this

purpose,yetvery little hasbeenachieved.Traditionalformal
methodsadvocatedatatypespecificationandrequireoneto
finishcompletespecificationbeforedoinganything,while on
the otherhand,model-basedapproachesstressaccessibility
and lack enoughautomationsupport. It is a challenging
taskto resolve trade-offs betweenprecisionandflexibility so
that the searchis conductedincrementallyeven with partial
or incompleteinformationaccordingto the desiredlevel of
abstraction.

In the current project, behavioral specificationbasedon
hidden algebra [7] is used to describefunctionalities of
softwarecomponents. The CafeOBJ[8] systemhas been
developedas a languagesystemfor hiddenalgebraand in
fact it is the only systemthat supportsautomationsuchas
signaturematching,invariantchecking,refinementchecking,
andcoinduction.Theinferenceengine(calledPigNose)built
on top of CafeOBJ,thespecificationrepository, andORBs,
anda traderthatmanagesuserinterfaceconstitutethesearch
service.

From user’s viewpoint, the overall procedure looks as
follows:

1. The componentproviders preparespecificationfor the
components and register them in the specification
repositoryaswell asto ORBs.

2. The user gives the requirement specification of the
componentsin need.

3. The interfacepart of the specificationis matchedto the
onesin specificationrepository(signaturematching),

4. Checkif thematchingfoundin theprevioussteppreserves
the requirementspecificationin the target specification
(refinementverification).

5. Check,if necessary, invariantpropertiesof the candidate
specifications(invariantchecking)

6. Testthecomponentby invoking operationsthroughORBs
(remoteinvocation)

Although the systemis still prematureand the examples
we have tried so far are simple and somewhat artificial,



the experience has been positive and the technological
implication

�
of theexperimentaluseof theprototypesystem

seemsexciting.

OVERVIEW OF HIDDEN ALGEBRA
Thissectionpresentsaquickoverview of hiddenalgebra.We
will not go into technicaldetails,for which the readersare
referredto [7, 4].

Behavioral specificationbasedon hidden algebra differs
from traditional algebraic specification in its ability to
defineabstractstatemachinesaswell asabstractdatatypes
in the same algebraic formalism. State transitions are
parameterizedby data types and it makeseasyto specify
behaviors of persistentobjects. However, hidden algebra
doesnot force identificationof statesets. Instead,they are
definedasa resultof behavioral abstraction, which means
“two statesare equivalent if and only if they cannot be
observeddifferentthroughexperiments.”

As ansimpleexample,we give a behavioral specificationof
aflagobjectusingCafeOBJ[4] notationbelow. A flagobject
is eitherupor down,andtherearemethodsto put it up,to put
it down, andto reverseits state.

mod* FLAG {
*[ Flag ]*
bops (up_) (dn_) (rev_) : Flag -> Flag
bop up?_ : Flag -> Bool
var F : Flag
eq up? up F = true .
eq up? dn F = false .
eq up? rev F = not up? F .

}

With CafeOBJspecifickeywords suchasmod*, *[ ...
]* andbop aside,the meaningof the FLAG specification
shouldbe clear. However, someof the intendedbehaviors
of the flag object, for example, a behavioral equation
rev rev F = F cannot be deduced from the FLAG
specificationusing ordinary equational reasoning. One
will notice, however, that rev rev F and F cannotbe
distinguishedby any means of method application and
attribute observation, and also that there are only two
distinguishablestates,in which theflag is eitherupor down.
Hiddenalgebrais formalizedto capturethis intuition.

up,rev

dn,rev

dn upup?=false up?=true

Figure1: FLAG statemachine

In FLAG example,hiddenalgebraallows oneto specifythe
statemachinein Figure1 withoutsayingthatFlag consists
of two elements. The number of the Flag elementsis
not determineda priori, but rather it is determinedby the
equivalenceclassonthe“behaviors” definedby theequations
in theFLAG specification.

Recentstudies[3, 5, 13, 11] show thattheproof systemsfor
hiddenalgebracanbeautomatedto someextentby symbolic
calculation such as rewriting and resolution. Invariant
checkingfor hiddenalgebra[11] is particularly promising,
in which hidden algebra is regardedas a (infinite) state
machineand well-known iterative calculationof fixpoints
(also called closures)is applied. The study shows that
verifying dynamicpropertiesof softwaresystemsis much
more manageablewith behavioral specificationthan with
datatypespecification.

CafeOBJ Keywords
Let us briefly explain the correspondencebetweenhidden
algebraconceptsandCafeOBJkeywordsso that the reader
caninterpretCafeOBJcodein hiddenalgebra.

The keyword mod* meansthat the module has a loose
behavioral semanticsin contrastwith a tight (initial algebra)
semanticsspecifiedby thekeywordmod!. A pair of starred
brackets*[ ... ]* is usedfor sortdeclarationof hidden
sorts. Visible sorts are declaredwith [ ... ]. The
keyword bop declaresbehavioral operations,i.e., attributes
andmethods.Ordinaryequationsaredefinedwith keywords
eq, ceq where ceq stands for conditional equations.
Similarly, hiddenequationsaredefinedwith keywordsbeq,
bceq.

AUTOMATION FOR BEHAVIORAL SPECIFICATION
This section gives an overview of automated proof
techniquesfor hiddenalgebrathat are relevant to software
componentsearch.

Signature matching
Signature matching [14, 6] is a technique to construct
signature morphisms from one specification to another
without looking at theequationpartof thespecification.Let
usgive a definitionof hiddensignaturemorphisms.

Definition 1 A hidden signature morphism ������� �	�
is a signature morphism
 that preserveshiddensorts and
behavioral operations. � is alsocalleda view.

There are variations of signaturematching as to which
argumentsareto be substituted.We put a strongrestriction
thatonly hiddensortsaresubstitutedwhile visiblesortsmust
bematchedexactly. Thismaybejustifiedon thegroundthat
visible sortsmodelstaticdatatypesin hiddenalgebra.One
canusethenameserver to controlnamespaceif necessary.�

We do not give a definition of signaturesandsignaturemorphismsin
thispaper. Thesearefoundin introductoryarticlefor algebraicspecification.



Coinduction
As we� have mentionedearlier, behavioral equationssuchas
rev rev F = F of FLAG cannotbe proved by ordinary
equationalreasoning. Coinductionis a techniqueto prove
equationsof hiddensort.

A hiddenequationcan be regardedan invariant statement
that the given pair of states always have the same
attribute values. For example, insisting on behavioral
satisfactionof rev rev F = F is thesameassayingthat
up? F = up? F’ is a relational invariant starting from
(rev rev F, F). This statementis trivially true if we
admitdoublenegationlaw of booleans.In generalcase,one
hasto performsafetymodelchecking.

Model checking
In orderto performmodelcheckingon infinite-statesystems,
we needsymbolicrepresentationof setsof states.Onemay
representa set of statesof hidden sort 
 by a predicate����� ��
�� . For example, a predicate

����� � ������� �	� "!�#�$ ��� �
representsthesetof FLAG statesin which theflag is up.

A nice thing aboutthis predicateabstractionis that thanks
to the syntactic restrictionsof hidden algebrathe set of
previous statescan be easily obtained through predicate
transformersimply by replacing the basevariable of the
predicatewith an expressioncomposedof methodswith
appropriateexistentially quantifiedvariables. For example,%&��� � � ����'�(�)���� �*� representsthe set of stateswhosenext
states via rev operation will have the flag up. By
taking disjunction of all possible transition (i.e., method
application),we canobtainthesetof (all) previousstatesof����� ��
�� :
# '�(&����+,��� �,
��-� +/.*��� �10 
 � � � 2

3�4 5 + .76 +
�18�9 ��:�� ���<;=��9�>-� � �,
 � �-� +�?

By abuseof notation,we let
9 ��: bea sequenceof variable

bindings
9�@ �,: @A>B?A?A?/>*9�C �,: C for a string of sort symbols:  : @D?A?B? : C . To handlemany-sortedcasesmoreprecisely,

we shall consider a family (conjunction) of predicatesE +GF,H ��+���� ��
�� each of which rangesover a hidden sort
JILK . When consideringpredicaterangingover only one
hiddensort 
 , ��+ . � 
��NM 
�� may be regardedastrue. For
thematterof simplicity, we assumefor the restof thepaper
that the target systemhasonly onehiddensort to model its
stateelements.

As a matter of well-known fact [15], # '�( is the
only prerequisitefor an abstract(safety) model checking
assumingtheclassicfixpoint theorem.Thebackwardsafety
model checkingcan be formulatedas iterative calculation
of the least fixpoints. Showing that the predicate O is
safestartingfrom the setof initial statesP is equivalent to
showing that PLMQ # '�(SR��<TU� � where# '�(VR���� � � "WDX ? ��Y # '�(�� X �
is theleastfixpoint of # '�( including O . # '�(VR���� � represents
the set of statesfrom which a statesatisfying O may be

reached.If onefindsthat P Q # '�( R �1T=� � duringtheiteration,
a counterexampleis found.

By Kleene/Knaster/Tarski fixpoint theorem, one can
calculate# '�(VR���� � by asimpleiteration.Thekey observation
is that the convergenceof the iteration can be judged by
predicatedcalculusby checkingimplication. To perform
this, we have developeda theoremprover called PigNose
on top of the CafeOBJsystemfor many-sortedfirst-order
predicatelogic with equality. It is basedon resolutionand
paramodulationand sharesmany featureswith Otter [12]
while Otter does not supportmany-sortedcalculus. The
featuresincludethesetof supportstrategy, hyper-resolution,
demodulationand atomic formula rewriting. PigNoseis
seamlesslyintegrated into the CafeOBJ system in that
CafeOBJaxioms are transparentlyconverted to PigNose
clausesfor theoremproving while the user only seesthe
CafeOBJsyntax.

The model checking procedure below implements the
iterationwith slight simplificationdueto thefact thattheset
of possibletransitions(i.e., methodapplications)is exactly
the samein eachstatein hiddenalgebra. The procedure
maintainsanindexedfamily

�[Z	�-\^]`_ � of setsof predicates
anda naturalnumbera . Let

����� ��
�� bethedisjunctionof all
predicatedin

� Z �-\^]`_ � andnoteagainthatweonly consider
thecasewith only onehiddensort.

ModelcheckingprocedureMC(I,P)
(I: initial state,P: safetypredicate)

1.
��b  dc T=����� �,
��fe ; � Z  hg �*\jik_ � ; a  ml

2. for eachformula
% I ��npo @

for eachmethod
; �,:�
q�r
 , lets���� �,
�� be

�<8�9 �,:�� %&�1;=��9�>-� �,
��*� anddo

(a) if
�7t&� �,
�� s���� �=u ����� � is provablethenskip

(b) if
s��wv � is provablethenexit with failure

(c) if
T=s��wv � is provablethenadd

s
to
��n

andskip

(d) exit with unknown

3. if
�Sn  xg thenexit with success

4. a  azy l ; go to Step2

The theoremprover is invoked when checkingprovability
of the implication formulas. Since the task of first-
order theoremproving is not decidablein general,it must
be terminated when exceeding the predefined limit of
computationalresourcessuch as the numberof generated
clausesandthetimespent,in whichcasetheresultis reported
as“unprovable”.

By applyingthismodelcheckingprocedureto pairsof states
andrelations(ratherthanto statesandpredicates),onecan
performcoinduction.Theinitial pairof stateswill betheone
for which thebehavioral equivalencearein question,andthe
safetyrelationwill beattributeequivalence(i.e.,asetof pairs



with thesameattributevalues).

Refinementverification
Signature matching narrows the search by rejecting
componentsthatcannotmeettherequirementsat thesyntax
level. Thenext stepis to checkif thecomponenthasindeed
the requiredfunctionalities. This is known as refinement
verification. A purely model-theoreticdefinition is given
below.

Definition 2 A hiddensignature morphism �{� � � >/| �}�� �	� >p| �~� is a refinement iff for every
� �	� >p| ��� -algebra �x�

we have �=�x��� ��� |
. ( �=�x� denotes�x� viewed as a � -

algebra.)

It can also be shown that � is a refinementiff all visible
consequencesof the sourcespecificationhold in the target
specification[10].

Proposition 1 A hiddensignature morphisms��� � � >p| �=�� �	� >p| �~� is a refinementiff
| ���  � �1�,���p� � for each

� I |
and each visible � -context

�
, where if

�
is the equation�7t&� ���  �-� , then

�,���p�
denotestheequation

��t[� � �,� � �  ��� �-� � .
Thereforeto check if a view ��� � � >p| �L� � �	� >/| �~� is a
refinement,onedoesthefollowing:� Apply � to eachequation

�
in
|

(denotedby
��� � ) to

obtaina translation
� � ;� If

�
is not behavioral, useordinaryequationalreasoningto

seeif
� � canbededucedfrom

| � ;� If
�

is behavioral, do coinduction for
� � in

� �	� >p| �~�
usingmethodsonly comingfrom

� � >p| � whencalculating# '�(&� # CV��� �-� .
This procedureis also implementedin CafeOBJusing the
PigNoseengine.

Overview of Prototype System
An architectureof theprototypesystemis shown in Figure2.
The systemconsistsof four units: 1) a trader, 2) CafeOBJ
systemwith PigNoseengine,3) a specificationrepository,
and 4) ORBs. The systemis distributed in the sensethat
eachunit can be locatedon any host. The useraccesses
the servicefrom the trader through a web browser. The
tradermakearrangementsbetweenthe user and the other
units, passingrequestsand results. CafeOBJandPigNose
dothemostimportant“enginepart” job of thesearchsuchas
signaturematching,coinductionandrefinementverification,
and invariant checking if necessary. The specification
repositorystoresspecificationsfor thecomponentsregistered
to the ORBs as well as the information concerning
the correspondencebetween specification and interface/
implementationmaintainedby the ORBs. This includes
mappingsof modulenames,operations,and sorts (types);
andmoreimportantlytheobjectreferencesof corresponding
componentson the ORBs. The last information is

essentialfor remoteexecution. The ORBs accommodate
componentskeeping them ready for execution, maintain
interface/implementationrepository, andtakecareof remote
execution.

In the prototypesystem,the traderis implementedin Java
and the specificationrepository is designedusing XML
for future enhancement.JavaIDL is usedfor the ORB as
mentionedearlier. Only standardcommunicationprotocols
areusedsuchashttp,CGI, TCP/IPsockets,andUnix pipes.

User

 PigNose
(CafeOBJ)

Interface
Repository

Implementation
  Repository

Specification
 Repository

Object
Adaptor

ORB

Trader

Figure2: Searchsystemoverview

UseScenario
A typical usescenarioof the systemlooksasfollows. This
is alsoa roughspecificationfor theprototypesystem.

The components registered to the ORBs must have
correspondingspecificationsin the specificationrepository
andtheentriesfor thenameserver. Theuserissuesa search
requestwith a requirementspecification through a web
browser. Thenthetraderpassesthis informationto PigNose.
PigNoserespondswith a list of views if signaturematchis
successful. The trader receives the result and displaysit
on the user’s web browser. The user is presentedwith an
options to check refinementfor eachview constructedby
PigNosesignaturematching.If theuserasksfor refinement
verification, the trader again passesthis information to
PigNose. PigNosethis time respondswith yes/noanswer.
Thetraderdisplaystheresultson thewebbrowser.

The user can always ask for information about candidate
specifications/components.This includesthe information
storedin thespecificationrepository, code,namesandobject
references.The useralsocanexaminepropertiesaboutthe
candidatespecificationby issuingCafeOBJcommandssuch
asinvariantchecking.

If the useris satisfied,he or shecantestthe componentby
remoteinvocationthroughtheORB.Thetraderlooksinto the
specificationrepositoryandinterfacerepositoryto getthethe
objectreference(via thenameserver), thenumberandtypes
of the argument,andreturnvaluetypesfor eachmethodof
the requestedcomponent.The traderpreparesa GUI page
on the user’s web browser in which the userchoosesthe



methodto invokeproviding appropriatearguments.With this
information,� the traderpreparesa requestdatafor dynamic
invocationinterface(known asmarshalling)andpassesit to
the ORB. The ORB delivers the requestto the components
implementation,receives the return value, andpassesit to
thetrader. Traderagaindisplaystheresulton thebrowser.

AN EXPERIMENT
In this section,we describea simpleexperimentsusingthe
prototypesystem.

Container ClassSearch
This experiment is to find container componentswhose
newly addedelementis alwaysvisible. A number(thirteen)
of containerspecificationssuchas stack,list, one-capacity
buffer, cell and queueare registered in the specification
repository.

mod* CONTAINER(X :: TRIV) {
*[ Container ]*
op empty : -> Container
bop store : Elt Container -> Container
bop val : Container -> Elt
var E : Elt var C : Container
eq val(store(E,C)) = E .

}

Figure3: RequirementCONTAINER specification

We first give the requirementspecificationCONTAINER
shown in Figure3. Figure4 shows theuserinterfacefor this,
in which theuserselectsthefile containingthe requirement
specification,provides the module name,and pressedthe
searchrequestbutton.

Figure4: Searchuserinterface

Theresultis shown in Figure5. Six moduleshaspassedthe
signaturematching,but BUF andQUEUE 6 do not passthe
requirementverification, which is not surprisingsinceone

cannotseethenew elementin a queueunlessit hasonly one
element,andabuffer maynothave a“new” elementif it was
full.

Figure5: Searchresults

Note that theabove processis completelyautomaticandno
extra work is neededfrom theuser. To seewhatinformation
is exchangedbetweenthe traderand CafeOBJ(PigNose),
we show in Figure7 the CafeOBJsessionof the signature
matchingandrefinementverificationbetweenCONTAINER
andQUEUE.

mod* QUEUE(X :: TRIV) {
*[ Queue ]*
op empty : -> Queue
bop front : Queue -> Elt
bop enq : Elt Queue -> Queue
bop deq : Queue -> Queue
vars D E : Elt var Q : Queue
beq deq(enq(E,empty)) = empty .
beq deq(enq(E,enq(D,Q))) = enq(E,deq(enq(D,Q))) .
eq front(enq(E,empty)) = E .
eq front(enq(E,enq(D,Q))) = front(enq(D,Q)) .

}

Figure6: QUEUE specification



CafeOBJ> sigmatch (CONTAINER) to (QUEUE)
(V#1)
CafeOBJ> show view V#1
view V#1 from CONTAINER(X) to QUEUE(X) {

sort Elt -> Elt
hsort Container -> Queue
hsort ?Container -> ?Queue
op (Container : -> SortId) -> (Queue : -

> SortId)
op (Elt : -> SortId) -> (Elt : -> SortId)
op (_=*=_ : Container Container -> Bool) ->

(_=*=_ : _ HUniversal _ _ HUniversal _ -
> Bool)

op (empty : -> Container) -> (empty : -> Queue)
bop (val : Container -> Elt) -> (front : Queue -

> Elt)
bop (store : Elt Container -> Container) ->

(enq : Elt Queue -> Queue)
}

CafeOBJ> check refinement V#1
no

eq val(store(E,C)) = E
CafeOBJ>

Figure7: CafeOBJsessionfor containerclasssearch

CONCLUSION AND FUTURE WORK
In this paper, we have reportedon a project to develop
a searchenginefor softwarecomponentshostedby object
requestbrokers.We advocateusingbehavioral specification
basedon hiddenalgebrafor automationsuchas signature
matching, refinement verification and model checking.
Althoughtheprojectis still in anearlystage,wehavegained
positive experiencethroughtheuseof theprototypesystem
presentedin thepaper.

We have received criticism about the cost of formal
specification and the scalability of the methods. As
for the cost, we regard behavioral specificationjust as a
sophisticatedform of programmingandbelieve thatanyone
who wishesto offer softwarein public should be able to
write specifications.Moreover, behavioral specificationdoes
not requirecompletespecificationandonecouldjust write a
partialsignatureandafew equationsthatisabsolutelycritical
for the functionality of the software. Although we do not
have a firm answerfor the scalability question,we like to
stressthatourgoalis not to makea miraclebut to offer tools
that cando simpletasksautomatically. We believe that the
searchenginefor softwarecomponentsis a plausibletarget
in this regard.

As for future plans, there are many things to be worked
on. Among themwe arecurrentlylooking at the following
topics:
� An IDL compiler for CafeOBJ. This involves further

examinationof theCafeOBJ/IDLmapping.� How to maintainmoduleconstructssuchasparameterized
modulesfor the componentimplementationson ORBs.
Thisincludesthestudyof remoteexecutionmechanismfor

compoundcomponents.
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