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Abstract

The success of model checking for large programs depends cru
cially on the ability to efficiently construct parsimonioabstrac-
tions. A predicate abstraction is parsimonious if at eadhtrcd
location, it specifies only relationships betweanrent values of
variables, and only those which are required for provingextr
ness. Previous methods for automatically refining predicdd-
stractions until sufficient precision is obtained do nottegsati-
cally construct parsimonious abstractions: predicatesliyscon-
tain symbolic variables, and are added heuristically atenoéni-
formly to many or all control locations at once. We use Craigi-
polation to efficiently construct, from a given abstractoertrace
which cannot be concretized, a parsominous abstractianréha
moves the trace. At each location of the trace, we infer tlevamt
predicates as an interpolant between the two formulas &fatel
the past and the future segment of the trace. Each interpiglan
a relationship between current values of program varialaled is
relevant only at that particular program location. It carfdaend by

a linear scan of the proof of infeasibility of the trace.

We develop our method for programs with arithmetic and pint
expressions, and call-by-value function calls. For fumctcalls,
Craig interpolation offers a systematic way of generatialgvant
predicates that contain only the local variables of the fiancand
the values of the formal parameters when the function wdsedal
We have extended our model checkerABT with predicate dis-
covery by Craig interpolation, and applied it successftdl¥C pro-
grams with more than 130,000 lines of code, which was notipless
with approaches that build less parsimonious abstractions

Categories and Subject Descriptors:D.2.4 [Software Engineer-
ing]: Software/Program Verification; F.3.1 [Logics and Me&s

*This research was supported in part by the NSF grants CCR-
0085949, CCR-0234690, and ITR-0326577, by the AFOSR grant
F49620-00-1-0327, by the DARPA grant F33615-00-C-1698| an
by the ONR grant NO0014-02-1-0671.

Permission to make digital or hard copies of all or part o thiork for personal or
classroom use is granted without fee provided that copiesiar made or distributed
for profit or commercial advantage and that copies bear thiis@ and the full citation
on the first page. To copy otherwise, to republish, to postesmess or to redistribute
to lists, requires prior specific permission and/or a fee.

POPL’'04,January 14-16, 2004, Venice, Italy.

Copyright 2004 ACM 1-58113-729-X/04/0001 ...$5.00

Rupak Majumdar

Kenneth L. McMillan

Cadence Berkeley Labs.
Berkeley, CA, U.S.A.

edu mcmi | | an@adence. com

of Programs]: Specifying and Verifying and Reasoning alféna:
grams.

General Terms: Languages, Verification, Reliability.

Keywords: Software model checking, predicate abstraction, coun-
terexample analysis.

1 Introduction

Increasing dependency on software systems amplifies thefoee
techniques that can analyze such systems for errors and premn
safe. The two most desirable features of such analysestitha
be preciseand scalable Precision is required so that the analy-
sis does not report errors where none exist, nor assertatnass
when there are bugs. Scalability is necessary so that theaahet
works for large software systems, where the need for armlgsi
most acute. These two features are often mutually excluive
based interprocedural analyses [11, 15] achieve scaiabiylifixing

a small domain of dataflow facts to be tracked, and compute flow
functions over the abstract semantics of the program orfittesl
set. For complicated properties, if the set of facts thatraeked is
too small, many false positives are reported. Model cherkased
approaches [25] on the other hand offer the promise of petes
they are path-sensitive, but they often track too many factstate
explosion comes in the way of scalability.

To avoid the pitfalls arising from using a fixed set of factsjah re-
cent interest has focused on interprocedural analysesitiatati-
cally tune the precision of the analysis using false pasdtive.,in
acounterexample-guidedanner. These start with some coarse ab-
stract domain and successively refine the domain by addictg fa
that make the abstraction sufficiently precise to refuterisps
counterexamples [4, 5, 8, 12, 19]. The “facts” are prediaieat
relate values of programs variables. While this approadtshihe
promise of precision, there are several obstacles that beuster-
come before it can be scaled to very large programs. The figdt c
lenge is how to efficiently analyze a false positive and |éeom it

a small set of predicates such that the refined abstraction does not
contain the spurious error trace. The second, closelye@l|ptob-
lem is how to use the discovered predicates parsimonioukie
number of facts that one needs to track grows with the sizéef t
program being analyzed. However, most predicates are ooaflly
useful,i.e.,only useful when analyzing certain parts of the program,
and irrelevant in others. If locality is not exploited, thiére sheer
number of facts may render the abstract system too detailée t
amenable to analysis, as the size of the abstract systens grow
ponentially with the number of predicates.



We solve both problems using the following observation: réee
sonwhy an abstract trace is infeasible is succinctly encoded in
proof that the trace is infeasible, and so the appropriate alistrac
can be culled from the proof. The difficulty in extracting ttede-
vant facts from the proof is that the proof uses the entirtohjsof
the trace, while our analysis, and hence our facts, shotgd atall
points of the trace only to relationships between the “aufreal-
ues of program variables. Inspired by the use of Craig |mtietppn
for image-computation in [22], we introduce a method by \khiwe
proof can be sliced to yield the relevant facts at each pdithe
trace. Given an abstract trace, we construtiaae formula(TF),
which is the conjunction of several constraints, one peruasion,
such that the TF is satisfiable iff the trace is feasible. & ttace
is infeasible, then we use Craig’s interpolation theoreirt@9ex-
tract, for each point of the trace, the relevant facts froegtoof of
unsatisfiability of the TF. Given two formulag™ and$™*, whose
conjunction is unsatisfiable, ti@raig interpolantof (¢—,¢™) is a
formulay such that (i}p~ impliesy, (i) YA ¢ is unsatisfiable,
and (i) § contains only symbols common o~ and¢™. If ¢~ is
the part of the TF that represents a prefix of an infeasibtetrand
¢* encodes the remainder of the trace, then the Craig interpola
Y consists of precisely the facts, as relations between cuwad-
ues of the variables, which need to be known at the cut-pdititeo
trace in order to prove infeasibility.

In this paper, we make the following contributions. Firsg show
how a proof of unsatisfiability ob~ A ¢ can be mined to build
the interpolanty. The method is efficient in that it uses the same
theorem proving effort as is needed to produce a proof oftisfza
bility: the interpolant is generated by a linear scan of treofs Sec-
ond, we show how to infer from the interpolants, at each @itp
of an infeasible abstract trace, enough facts to rule outrdmee.
Moreover, the cut-points provide precise information atahtpro-
gram locations the inferred facts are useful, thus enaldiparsi-
monious use of predicates. The method can be combined with on
the-fly lazy abstraction [19], and presents an improvemeitile

in pure lazy abstraction, the set of predicates increase®toni-
cally along a trace, the interpolant predicates may chargge 6ne
control location to the next,e., interpolation provides a procedure
for deciding when a predicate becomes irrelevant, and finereb-
solete. We show that the method is both sound and completteg in
sense that if an abstract trace is infeasible, then thepiolants al-
ways provide sufficient information for proving infeasibjl More-
over, when abstractions are used as certificates for prog@m
rectness following the proof-carrying code paradigm [1fign our
parsimonious use of predicates yields more compact proofs.

We illustrate the method on an imperative language of aetion
and pointer expressions with call-by-value function callsere are
two orthogonal sources of complexity in generating intéapts.
The first is function calls and scoping. We want the analy$ia o
function to be polymorphic in all callersg.,the inferred predicates
should involve only Ivalues that are local to the scope offthne-
tion. Here, interpolation provides a procedure for systiraly
discovering predicates that refer only to (i) the local abtes of
the function and (ii) the values of the formal parameterfiatime
of the function call. This allows us to keep the subsequeat-an
ysis interprocedural [1, 29]. The second issue is the prsef
pointers and aliasing. We want to generate predicates tigiody
and completely capture the semantics of programs with pEnt
and memory allocation. As McCarthy’s theory of arrays [2&gd
not offer suitable interpolants, we need to model memorgtionis
individually.

Finally we report on our experiences with this new kind oftedos

tion refinement. We have implemented the method im8r [19].
Owing to the fact that we only track a few predicates at eveoy p
gram location, we have been able to precisely model check pro
grams considerably larger than have been reported beforEr[7
including a driver that consists of 138,000 lines of C code feund
several behaviors that violate the specification). Evemgha382
predicates are required in total to show correctness, thgorethe
analysis scales is that the average number of relevantgatedi at
each program location is about 8.

2 Overview

Consider the program fragment shown in Figure 1. The prgpest

wish to check is that locking and unlocking alternate,, between

any two calls of ock there must be a call afl ock, and between
any two calls ofunl ock there must be a call dfock. Suppose that
the code not shown does not contain any callisoak or unl ock.

while(*){
1: if (p1) lock (); assume p1l;
if (p1) unlock (); lock ();
assume — pl;
2: if (p2) lock (); assume P2;
lock ();

if (p2) unlock ();

n: }f (pn) lock ();
if (pn) unlock ();

Figure 1. Program; spurious counterexample.

A static analysis that tracks whether or not the lock is hetdnns
false positivesj.e., error traces that arise from the imprecision of
the analysis. One such spurious error trace is shown on ghe ri
in Figure 1. The analysis is fooled because it does not traek t
predicatepl which correlates the first twof statements; either
both happen or neither happens, and either way the errootéen
reached. We would like to make the analysis more preciseato th
this spurious counterexample is eliminated, and we wolel 10
keep refining the analysis until we either have a real coerten-
ple, or, as in this case, the program is proved safe.

Various methods can analyze this particular counterexarapd
learn that the analysis should track the valuepdf Similar coun-
terexamples show that all of the predicatek ..., pn must be
tracked, but as a result, the analysis blows up, becauseat idear
when we can “merge” states with different predicate valses]
without merging there are an exponential number of stafdetice
however that in this program, each predicate is only locadgful,
i.e., eachpi is “live” only at the statements between labéeland
(not including)i + 1. Hence, to make preciseanalysisscalable
we need a method that infers both the predicatesndratethey are
useful. In our experience, many large software systems treve
property that, while the number of relevant predicates grawith
the size of the system, each predicate is useful only in al gasl
of the state spacég.,the number of predicates that are relevant at
any particular program location is small. By exploitingstigrop-
erty one can make a precise analysis scale to large programs.
particular, our algorithm infers the predicatps and also thapi

is useful only between the labelsandi + 1; outside these labels,
we can forget the value gfi. Thus our analysis considers, in this
example, only a linear number of distinct states.

1For this particular example certain state representatiethods
such as BDDs would implicitly merge the states.



1:  x:=ctr; (x,1) = (ctr,0) X = ctr

2: ctri=ctr+1; (ctr 1) = (ctr,0) + x=ctr—1
3 y:=ctr; (y,2) = (ctr, 1) x=y-1
4:  assume(X=m); (x,1) = (m,0) y=m+1
5: assume(y#m+1); (y,2)= (m 0)+1

Figure 2. Infeasible trace; constraints; predicates.

The problem, then, is (i) to prove that an abstract tracefesaisible,
i.e.,it does not correspond to a concrete program trace, and(ii) t
extract predicates from the proof, together with (iii) infaation
where to use each predicate, such that the refined abstramio
longer contains the infeasible trace. This is not alwaysimple

as in the locking example; consider the infeasible tracevahio
Figure 2, where, y, ctr, andi are program variables=denotes an
assignment, andssume represents anf statement.

Preliminary definitions. Suppose that the formuta(over the pro-
gram variables) describes a set of program states, narhelgiates
in which the values of the variables satigfy The strongest post-
condition[16] of ¢ w.r.t. an operatiomp is a formula that describes
the set of states reachable from some statk fry performing the
operatiorop. For an assignmengP.¢.(x:=e) is (3X.¢[X' /X Ax =
eX'/x]), and for anassume we have SP.¢.(assume p) = (¢ A p).
For example(x = ctr) describes the set of states where the value of
x equals that otr, andSP.(x = ctr).(ctr := ctr+ 1) = (Jetr' x =
ctr' Actr = ctr’ +1). The operatoiSP is extended to sequences
of operations bySP.¢.(t1;tp) = SP.(SP.¢.t1).to. A tracet is
feasibleif SP.true.t is satisfiable. Given a s&® of predicates
and a formula¢, the predicate abstractiorof ¢ w.r.t. P, writ-
ten a.P.¢ is the strongest formuld (in the implication order-
ing) such that (i)$ is a boolean combination of predicatesRn
and (ii) ¢ implies §. For example, ifP = {a=0,b > 0}, then
a.P(a=b+cAb=2Ac>0)is ~(a=0)A(b>0). Theab-
stract strongest postconditiarf ¢ w.r.t. the operatiorp and pred-
icatesP is SPp.¢.op = a.P.(SP.¢.op). This is extended to traces
by SPp.¢.(t1;t2) = SPp.(SPp.¢.t1).to. A tracet is abstractly fea-
siblew.r.t. P if SPp.true.t is satisfiable. The problem is, given an
infeasible trace, find a setP of predicates such thatis abstractly
infeasible w.r.tP.

Symbolic simulation. One way to solve this problem is to symbol-
ically simulate the trace until an inconsistent state isheal; such
inconsistencies can be detected by decision procedure#\[6g-
pendency analysis can be used to compute which events iratiee t
cause the inconsistency, and this set of events can therubsthe
cally minimized to obtain a suitable set of predicates [3,There
are two problems with this approach. First, the inconsistenay
depend upon “old” values of program variablesg.,in the trace
shown, such an analysis would use facts kleguals “the value of
ctr at line 1,” and that the “current” value afr is one more than
the “value at line 1.” In general there may be many such old val
ues, and not only must one use heuristics to deduce whichtones
keep, a problem complicated by the presence of pointers rarep
dures, but one must also modify the program appropriatetydier

to explicitly name these old values. Intuitively, howew&nce the
program itself does not remember “old” values of variabéex] yet
cannot follow the path, it must be possible to track relaghips be-
tween “live” values of variables only, and still show infdzkty.
Second, this approach yields no information abetierea predi-
cate is useful.

Example. We now demonstrate our technique on the trace of Fig-
ure 2. First, we build drace formula(TF) which is satisfiable iff
the trace is feasible. The T¢-is a conjunction of constraints, one

per instruction in the trace. In Figure 2, the constraintdach in-
struction is shown on the right of the instruction. Each term)
denotes a special constant which represents the value & garn
able at some point in the trace.g.,(ctr, 1) represents the value of
ctr after the first two instructions. The constraints are esaliynt
the strongest postconditions, where we give new names i@hes
upon assignment [10, 14]. Thus, for the assignment in lineel,
generate the constraif, 1) = (ctr,0), where(x, 1) is a new name
for the value ofx after the assignment, aridtr,0) is the name for
ctr at that point. Notice that the “latest” name of a variablegedi
when the variable appears in an expression on the right. Adse
that the conjunctio of all constraints is unsatisfiable.

To compute the seP of relevant predicates, we could simply
take all atomic predicates that occur in the constraintsamee the
constants to corresponding program variables, create rzames
(“symbolic variables”) for “old” values of a variable.g., for
(ctr,1) = (ctr,0) 4+ 1 create a new name that denotes the value of
ctr at the previous instruction, and add these names as new vari-
ables to the program. However, such aRét often too large, and

in practice [3, 19] one must use heuristics to minimize ths sé
predicates and symbolic variables by using a minimallyasfele
subset of the constraints.

Craig interpolation. Given a pair(¢—,¢*) of formulas, anin-
terpolantfor (¢—,¢7) is a formulay such that (i)p~ implies y,

(i) WA T is unsatisfiable, and (iii) the variables @fare common
to both¢~ ando™. If ¢~ AT is unsatisfiable, then an interpolant
always exists [9], and can be computed from a proof of urfsatis
bility of $— A ¢T. We present an algorithm for extracting an inter-
polant from an unsatisfiability proof in Section 3;#fis a proof of
unsatisfiability ofo ~ A ¢, then we write TP.(¢—,0™).(P) for the
extracted interpolant fofp—, ¢ ™).

In our example, suppose thatis a proof of unsatisfiability for the
TF ¢. Now consider the partition df into ¢, the conjunction of
the first two constraints(,1) = (ctr,0) A (ctr,1) = (ctr,0) + 1),
and ¢§L, the conjunction of the last three constrainty,2) =
(ctr,1) A (x,1) = (M,0) A (y,2) = (m,0) +1). The symbols com-
mon tod, andd; are(x,1) and(ctr,1); they denote, respectively,
the values ofx andctr after the first two operations of the trace.
The interpolant TP.(¢; ,¢7).(P) is Yo = ((x,1) = (ctr, 1) — 1).
Let {1, be the formula obtained from, by replacing each constant
with the corresponding program variables., Ji, = (x = ctr — 1).
Sincey, is an interpolantg, implies Y, and sox = ctr — 1 is
an overapproximation of the set of states that are reaclsitde
the first two instructions (as the common constants denetedh
ues of the variables after the first two instructions). Meexo by
virtue of being an interpolanty, /\(1)‘2F is unsatisfiable, meaning that
from no state satisfyingp, can one execute the remaining three
instructions,i.e., the suffix of the trace is infeasible for all states
with x = ctr — 1. If we partition the TR in this way at each point

i =1,...,4 of the trace, then we obtain from four interpolants
Wi = 1TP.(0;,¢;").(?), whered; is the conjunction of the first

i constraints ofp, andqai+ is the conjunction of the remaining con-
straints. Upon renaming the constants, we arrive at thetftasd);,
which are shown in the rightmost column of Figure 2. We callec
the atomic predicates that occur in the formulasfori = 1,...,4,

in the setP of predicates.

We can prove that the trace is abstractly infeasible vPr.t.In-
tuitively, for each pointi = 1,...,4 of the trace, the formuld);
represents an overapproximation of the statesch thasis reach-
able after the first instructions of the trace, and the remaining in-



structions are infeasible from From Equation 1 of Section 3, it
follows thatSP.({J;).op;,; implies §j;1, for eachi. For example,
SP.(x=ctr—1).(y := ctr) impliesx = y— 1. Therefore, by adding
all predicates from allp; to P, we haveSPp.true.(opy;...;op;j)
implies(jj. Note that, as the trace is infeasiblg; = 5 = false.
Thus,SPp.true.(opy;...;ops) impliesfalse, i.e.,the trace is ab-
stractly infeasible w.r.tP.

Locality. The interpolants give us even more information. Con-
sider the naive method of looking at just the TF. The predisate
get from it are such that we must track all of them all the time.
If, for example, after the third instruction, we forget thaequals
the “old” value of ctr, then the subsequertsume does not tell
us thaty = m+ 1 (dropping the fact about breaks a long chain
of reasoning), thus making the trace abstractly feasible.this
example, heuristic minimization cannot rule out any praths,
so all predicates that occur in the proof of unsatisfiabitifythe
TF must be used at all points in the trace. Using the interfiola
method, we show that for infeasible traces of lengththe for-
mulaSPy, .(...(SPg, .true.opy)).opy is unsatisfiable (see Theo-
rem 1 for a precise statement of this). Thus, at each pdimthe
trace, we need only to track the predicateginFor example, after
executing the first instruction, all we need to knowis ctr, after
the second, all we need to knowds= ctr — 1, after the third, all we
need to know ix=y—1, and so on. This gives us a way to localize
predicate usage. Thus, instead of a monolithic set of patescall

of which are relevant at all points of a trace, we can deducealls
set of predicates for each point of the trace.

Function calls. The method described above can be generalized to
systematically infer well-scoped predicates for an intecedural
analysis [29]. To obtain predicates that contain only Iyceisi-

ble variables, we cut the TF at each pdiim a different way. The
first part¢~ of a formula pair consists of the constraints from the
instructions between and includimgandi, wherei, is the firstin-
struction of the call body to whichbelongs. The second papt"
contains all remaining constraints. It can be shown thatpalants

for such pairg¢—,¢*) contain only variables that are in scope at
the pointi, and are sufficient to rule out the false positive when the
subsequent static analysis is done in an interprocedungtmor-
phic way [1].

Paper outline. Next, we describe how to extract interpolants from
proofs. In Section 4 we describe the syntax and semanticsirof o
language. In Section 5 we show how the predicate inference al
gorithm works for programs without pointers, and in Secttowe
discuss how pointers can be handled. Finally, in Section ifepert

on our experimental results.

3

We now present rules that, given a refutation of a formutan ¢+
in cnf, derives an interpolany for the pair(¢—,¢*). Let FOL
be the set of formulas in the first-order logic of linear edfyal
A term in the logic is a linear combinatiogy + C1X1 + - - - CnXn,
wherexy, ..., xa are individual variables and, ..., c, are integer
constants. An atomic predicate is either a propositionaatse or
an inequality of the form & x, wherex is a term. A literal is ei-
ther an atomic predicate or its negation. A clause is a disian of
literals. Here we consider formulas in the quantifier-freegment
of FOL. A sequent is of the form - A, wherel” andA are sets of
formulas. The interpretation ¢f - A is that the conjunction of the
formulas inl" entails the disjunction of the formulas i
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HyP

Tro €T

FrF0<xrkFO<y

Cowme M-0<cix+cy

€12>0

{¢1,....;m}FO<c

ME=@,...,~ @ c<0

CONTRA

TH{gue r+{-qgue

RE rroue

Figure 3. Proof system.

We use a theorem prover that generates refutations for dets o
clauses using the sequent proof system of Figure 3. In péatiall
boolean reasoning is done by resolution. This system is &mp
for refutation of clause systems over the rationals. We inkda
incomplete system for the integers by systematically tedimg the
literal = (0 < x) to 0 < —1—x, which is valid for the integers.

We will use the notationp < p to indicate that all variables occur-
ring in @ also occur inp. An interpolated sequeris of the form
(¢~,0T) = A [@], wheredp™ andd™ are sets of clauses, is a set
of formulas, and} is a formula. This encodes the following three
facts:

Mo

Note that if(0—,¢™) F_L [g], theny is an interpolant fofd—, ¢ ).
We now give a system of derivation rules for interpolatedusets
corresponding to the rules of our proof system. These rulesa
distillation of methods found in [20, 28]. They are sound ttie
sense that they derive only valid interpolated sequentd, adso
complete relative to our proof system, in the sense that wéraas-
late the derivation of any sequetit U¢™ A into the derivation
of an interpolated sequefd—, ") - A[y].

Qw0 FAand @ =¢FUA

We begin with the rule for introduction of hypotheses. Here dis-
tinguish two cases, depending on whether the hypothesisisif
orot:

HYP-A g ol ¢

Hypr-B

0Z ¢

©707)Fo[T]

We takeT here to be an abbreviation for<00. The rule for in-
equalities is as follows:

(079" FO0<x[0<X]
(6—.¢T)F0<y[0<Y]
(0~,0T) FO<cix+coy [0 < X +coy]

CowmB c12>0

In effect, to obtain the interpolant for a linear combinatiof in-
equalities fromp~ andp™ we just replace the inequalities fropn

with 0 < 0. Interpolated sequents derived using these rules satisfy
the following invariant.

INVARIANT 1. For any interpolated sequent of the form
(0~,07)FO<X[0< X], we haveh™ -0< Y suchthat x= X +V.
Further, for all individual variables v such that# ¢, the coeffi-
cients of v in x and’xare equal.



Using this invariant, we can show that the above rules to igeae
interpolants are sound.

As an example, Figure 4 shows the derivation of an intergdtam
the case wher¢ ™ is (0<y—x)(0<z—y)andp™ is(0< x—z—1).
In the figure, we abbreviat@~,¢") - @ [W] to F @ [@]. Using the
above rules, we derive the sequeénd < —1 [0 < z—x]. Since
0< —1is equivalent taL, it follows that 0< z— x is an interpolant
for (¢—,¢™) (which the reader may wish to confirm).

Inequality reasoning is connected to Boolean reasoninglirsys-
tem via the @NTRA rule. The corresponding interpolation rule is
as follows:

({ar, - act, by, ... bm}) FL Y]
(¢77¢+) F ﬁala"'a"aka"blv'“v“bm
[(mag V-V -a) Vi

CONTRA

This rule is sound because both the consequent and theatastp
it generates are tautologies. Moreover, we apply the sidditon
that all theby are literals occurring ip ™, while all thea; are literals
not occurring ing™. This establishes the following invariant.

INVARIANT 2. For any interpolated sequery—,¢*) - © [W],
the se© is a collection of literals, andab is of the formpV p, where
@is the disjunction of those literals i@ not occurring ind*.

Notice that, provided ~ is in clause form, our two hypothesis in-
troduction rules HP-A and Hyp-B also establish this invariant
(any clause fronp~ can be rewritten into the forrpV p required
by the invariant).

Now, we introduce two interpolation rules for resolutiomeofor
resolution on a literal occurring ih*, and the other for resolution
on a literal not occurring i *:

(07,07 F 9.0 [(evp) VY]
(07,07 F 0,0 [(~oVvp') V]
(07.0%) 0,0 [(pve)V(WVvy)]
(0,07 F@OpVy] (0,07 F-@0 [p' VY]

(67,01 0,0 [(pve)V(WAY)]

RES-A

REs-B

In effect, when resolving a literal on tlge” side (not occurring in
¢™) we take the disjunction of the interpolants, and when késgl
a literal on thep™ side (occurring inp™) we take the conjunction
of the interpolants. Using Invariant 2 we can show that thrakes
are sound.

As an example, Figure 5 shows a derivation of an interpolant f
(6=,0T), whered~ is (b)(—=bVc) andd™ is (—c). Using the res-
olution rule, we derive the sequefli—,¢™) =L [¢]. Thuscis an
interpolant for(¢—, o).

Using the invariants given above, we can also show that feryev
derivation® of a sequentd—, ¢ ™)  @in our original proof system,
there is a corresponding derivatidt of an interpolated sequent of
the form (¢, ") F ¢ [W]. We will refer to the interpolang thus
derived astp.(¢—,$™).(P). Using the same proof but partitioning
the antecedent differently, we can obtain related intempisl. For
example, we can show the following fact:

ITP.(07,0UT).(P)A @ = ITP(0” U@¢™).(P) (1)

This fact will be useful later in showing that a set of intdgrds

derived from an infeasible program trace provides a sufiicet of
predicates to rule out that trace.

We can also give interpolation rules for treating equadiéed un-
interpreted functions. This is omitted here due to spacsidena-
tions. We also note that some useful theories do not havertig C
interpolation property. For example, interpolants do Hoegs ex-
ist in the quantifier-free theory of arrays (wife1 andupd opera-
tors) [21]. For this reason, we avoid arrays in this workhaitgh
the use of array operators would simplify the theory somewha

4 Languages and Abstractions

We illustrate our algorithm on a small imperative languagéhw
integer variables, references, and functions with calisblpue pa-
rameter passing.

Syntax. We consider a language with integer variables and point-
ers. Lvalues (memory locations) in the language are dethead-
ables or dereferences of pointer-typed expressions. Waass
for simplicity that at the beginning of a function, memoryaiko-
cated for each reference variable. Arithmetic compariggomter
equality constitute boolean expressions. For any Ivé|let typ.|
be the type of; typ.x is the declared type of the variabtan the
current scope, angp. x11 isTif typ.l1 isref T (and there is a type
error otherwise). The operatidn= ewrites the value of the expres-
sionein the memory locatioh; the operatiorassume(p) succeeds
if the boolean expressiop evaluates ttrue, the program halts
otherwise. An operatioffi(xy, .. .,%,) corresponds to a call to func-
tion f with actual parametens, to x,, andreturn corresponds to
a return to the caller. We assume that all operations aredsgfee

We represent each functioh as acontrol flow automaton (CFA)
Ct = (Ly, Ef,l?,Opf,Vf). The CFAC:; is a rooted, directed graph
with a set of verticed + C PC which correspond to program loca-
tions, a set of edgds; C Lt x L, a special start Iocatioi? els,

a labeling functiorOps: E — Opsthat yields the operation label-
ing each edge, and a set of typed local variables: Lvals The
setV; of local variables has a subs€t C V¢ of formal parameters
passed tdf on a call, and a variable; € V; that stores the return
value. Aprogramis a set of CFA® = {Cy,,...,Cy, }, where each
Cy, is the CFA for a functionf;. There is a special functionain
and corresponding CFBain, Program execution begins there.

Let PC= U{L¢ | Cs € P} be the set of program locations. ddm-
mandis a pair(op, pc) € Opsx PC. A traceof P is a sequence of
commandgopy : PCy);..-; (opn : PG,), Where (1) there is an edge
(19, ,pC;) in Crain such thatop(19 . . pc;) = opy, (2) if op; is

a function callf(---), thenpg is 19, the initial location of func-
tion f, (3) the function calls and returns are properly matched, so
if op; is areturn, thenpg is the control location immediately af-
ter the call in the appropriate caller, (4) otherwise dff; is not
a function call or return), there is an edgec_,,pG) € Ef such
thatOp(pG_1,pG) = op;j (wheref is the CFA such thabg € Ly).
For a tracet = (opy : p¢;);-.-;(opn : PG,), let Cl.t be a function
such that ifop is a function call, therpc,; ;i is the matching re-
turn, andCl.t.i = n otherwise. For each £ i < n, defineL.t.i to
be maxj | j<i, andopj is a function call, ancl.t.j > i}, and O
if this set is empty, andRt.i = Cl.t.(L.t.i). For a trace = (opq :
pcy);...;(opn i PG,), and 1< i < n, the positionL.t.i has the call
that begins the scope to whieh; belongs, andRt.i has the return
that ends that scope. For simplicity of notation, we assumag¢ t
every function call returns.



Hyp-A Hyp-A

FO<y-x[0<y-X

FO<z-y[0<z-}y]

Co Hvp-B
coms M8 F0<z x[0<z X P 0<x—z-1j0<0]
FO<-1[0<z—X
Figure 4. Deriving an interpolant.
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Figure 5. Deriving an interpolant using resolution.

We fix the following notation for the sequel. We usfor the trace
(op1:pC);...;(opn:PG). For formulasy, @1, @ € FOL, we write
ite..(p1.@p to abbreviatd @A @) V (-QA @).

Semantics.The semantics of a program is defined over thevsst
states. The state of a program contains valuations to dlldgathe
value of the program counter, as well as the call stack. Fopou
poses, we only consider thiata state which is a type-preserving
function from all Ivalues to values. fegionis a set of data states.
We represent regions using first-order formulas with fregaldes
from the set of program variables. Each operatigne Ops de-
fines a state transition relatiod> C v x v in a standard way [23].
The semantics of a trace can also be given in terms oftiioagest
postconditionoperator [16]. Leth be a formula inFOL represent-
ing a region. The strongest postconditiondofv.r.t. an operation
op, written SP.¢.op is the set of states reachable from state$ in
after executingop. The strongest postcondition operator for our
language can be computed syntactically as a predicatddrares.

The strongest postcondition operator gives the concretesgcs
of the program. Our analyses will consider abstract serosuuf
programs. The abstract domain will be defined by a set of patels
over the program variables. As we use decision proceduresnoe
pute predicate abstractions, we require quantifier-freslipates.
For a formulap € FOL and a set of atomic predicatBsC FOL, the
predicate abstractiorof ¢ w.r.t. the setP is the strongest formula
Y (in the implication order) with atomic predicates frofsuch
that¢ impliesy. LetM: PC— 2FOL be a mapping from program
locations to sets of atomic predicates. The operaRy is the ab-
straction of the operat@&P w.r.t. 1. Formally, letp denote a set of
states, and Igbop : pc) be a command. TheBPp.¢.(op : pc) is the
predicate abstraction &P.¢.op w.r.t. M.pc.

Let SP be a syntactic strongest postcondition operation, SPd
its abstraction w.r.t. the mappirid. For any trace, the fracet is
(1) feasibleif there exist statesy, sy, .., Sy € vsuch thas; —J)Sj+1
for j =0,...,n—1, and infeasible otherwise; (BHP-feasibleif
SP.true.t is satisfiable, an&P-infeasibleotherwise; and (3)1-
feasibleif SPp.true.t is satisfiable, andl-infeasibleotherwise.
The two notions (1) and (2) coincide [23].

Subclasses of programs. A program isflat if it is a single-
ton {Cpain}, and there is no edgépc,pc) in Cpain Such that
Op(pc,pc) is a function call or a return. A program fminter-
free if all lvalues and expressions have typet. Specifically, a
pointer-free program does not have any references. In thawfo
ing, we shall consider four classes of programs: (CRi3glat and

pointer-free, (Clas®lIl) pointer-free (but not flat), (Clag3lll) flat
(but not pointer-free), and (ClagdlV) the class of all programs.
For each class, we define a syntactic predicate transfdsfdnat
takes a formula@ € FOL and an operationp € Opsand returns the
strongest postconditioBP.¢.op. We also define the predicate ab-
stractionSP of SP. Finally, we present an algorithExtract that
takes a tracé and returns a mapping from PC to sets of atomic
predicates ifFOL. The following theorem relates the different no-
tions of feasibility.

THEOREM 1. Lett be a trace of a program P of clags, PlI, PIll,
or PIV. The following are equivalent:

1. tisinfeasible (or equivalently, t BP-infeasible).

2. tisSPp-infeasible forl1 = Extract.t.

In particular, Theorem 1 states that our predicate disgopevce-
dureExtract is completeor each class: for an infeasible trage¢he
predicate majfxtract.t is precise enough to make the tre§en-
infeasible {.e.,the infeasible trackis not a trace of the abstraction).
If all integer variables are initialized to some defaulteiger value,
say 0, then all satisfying assignments of 8 of a trace will be
integral even if the&SP is interpreted over the rationals. Thus, if the
trace is infeasible, our proof system can derive the urf&atitity

of the strongest postcondition.

In the next two sections, we describe in detail how we minépre
icates from proofs of unsatisfiability of spurious errorcea. First
we consider programs in the classgsandPIl. We then generalize
our results to the classé&sll andPIV. For a given trace of each
class of program, we define the following operators. First,de-
fine the concrete and abstract strongest postconditioratipetP
andSPp, which take a formula and an operation and return a for-
mula, and we extend them to the entire tractlext, we define an
operatorCon, which returns aconstraint map This is a function
that maps each poinbf the traced to aconstraintthat corresponds
to theith operation of the trace. The conjunction of the constsaint
that are generated at all pointstofs the trace formula (TF) for,
which is satisfiable iff the trace is feasible. Finally, wdide the
procedureExtract, which uses a proof of unsatisfiability of the TF
to compute a functiol that maps each program location to a set
of atomic predicates such that the traée M-infeasible.
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Figure 6. Postconditions and constraints foiPl and PII traces.

5 Programs without Pointers

5.1 Flat Pointer-free Programs:PI

Strongest postconditions and constraints. We first define the
semantics of flat pointer-free programs in terms of a syitact
strongest postcondition operatbP and its predicate abstraction
SPpn (w.r.t. a predicate mafl). In Figure 6 the first three rows de-
fine the operatorSP andSPp for traces ofPl. Each operator takes
a formula inFOL and returns a formula iROL. The operato6Pp

is parameterized by a mdp from PC to sets of atomic predicates.
With this definition ofSP, we can show that Theorem 1 holds.

An Ivalue mapis a function6 from Lvalsto N. The operatotpd:
(Lvals— N) — 2Lvals _, (| vals — N) takes a ma® and a set of
IvaluesL, and returns a map’ such thato’.| = 6.1 if | £ L, and
0.1 =i, for a fresh integer, if | € L. The functionSub takes an
Ivalue mapd and an Ivalué and returngl, 6.1). The functiorSub.8
is extended naturally to expressions and formulasnetv Ivalue

Algorithm 1 Extract
Input: an infeasible trace= (opy : pc;);.-.;(0pn: PGy)-
Output: a mapll from the locations of to sets of atomic predicates.
Mpg:=0forl<i<n
(+,) := Con.(Bo,lNo)
P := derivation ofA\1<j<,I.i - false
fori:=1tondo
07 = Aacj<i -]
O* = Aiyacjenl ]
Yi=1TP.($,07).(P)
MN.pc := M.pG UAtoms.(Clean.)

return T1.
(assume(b>0) : pcy); (b,0) >0
(c:=2xb:pcy); (c,1) = 2% (b,0)
(a:=b:pc); (a,2) = (b,0)
(a:=a—1:pg,); (@3)=(a2 -1 ¢
(assume(a< b) : pcs); (a,3) < (b,0) 'S
(assume(a=cC) : pcg) (a,3) =(c,1)
C

Figure 7. Cutting a Pl trace.

map is one whose range is disjoint from all other maps. We use

Ivalue maps to generate trace formulas (TF); at a point irréee,
if the map isB, then the the paitl,6.1) is a special constant that
equals the value of at that point in the trace. Whenever some

the entire history of the trace in the constraint map. Thi¥ahg
proposition states the correctness of constraint gererati

Ivaluel is updated, we update the map so that a fresh constant isproposiTion 1. [Equisatisfiability] For a trace t let (6,1) =

used to denote the new valuelofor every such constant= (1, i),
let Clean.c = 1. The operatoiClean can be naturally extended to
expressions and formulas BOL.

The constraints are generated by the functiam, which takes

a pair(6,I") consisting of an Ivalue map and a constraint map
N N — FOL, and a commandpc: op) € Cmd and returns a
pair (6',I'") consisting of a new Ivalue map and constraint map.
We generate one constraint per command. For a tracéop, :
pcy);-..; (opn i PGy), if (6,T") = Con.(6,).t for some initiall", 8,
thenr .i is the constraint fobp;, and it can be shown by induction
on the length of the trace, that the TH«j<,I.i is satisfiable iff

SP.true.t is satisfiable. The generated constraints are a skolem-

ized version of the strongest postcondition. The functiam is
defined in the first three rows of Figure 6. If thth operation in the
trace is the assignmert= e, we first update the map so that a new
constant denotes the valuexgfand then we have théh constraint
specify that the new constant farhas the same value as the ex-

Con.(Bp,lMp).t and letd = A1<j<nl.i. The trace t is feasible iff
the¢ is satisfiable. Moreover, the sizefs linear in the size of t.

Predicates from cuts.Given an infeasible trade we want to learn
a set of predicates that exhibit the infeasibility of thec&a Our
method has been described in Section 2 and is made precide in A
gorithm 1. Algorithm 1 first sets the mdp to be the empty map.
It then generates the constraint mafor the entire trace and con-
structs the TF by conjoining all constraints in the rangd ofLet

P be a proof of unsatisfiability of the TF. Then for each pdint
in the trace, wecut the constraints into those from the fifstom-
mands ¢ ) and those from the remaining commands . Using
the proof? we compute the interpolantfor (¢—,4*) and add the
atomic predicates that occurinafter cleaning to the predicate map
for pg. The correctness of this procedure is stated in Theorem 1.

EXAMPLE 1: Consider the infeasible trace from [3] shown on

pressiore (with appropriate constants plugged in). For an assume the left in Figure 7. On the right, the figure shows the resélt o
operationassume (), the constraint stipulates that the constants at Con.(8p,p).t, where the initial Ivalue mafy mapsa, b, andc

that point satisfy the formula. The constants enable us to encode

to 0. To the right of each command is the corresponding con-



(a:=0:pcy); (81)=0

(b:=inc(a) : pcy); (%,2) =(a1)
(assume (X= @) : pGy); (x,3) = (%, 2) ¢
(X::X+1ZDQ3); <X:4>:<X: >+1 -
(r=X:pcy); (r,5) = (x.4) L

(returnr : pcs); (b,6) = (1,5)

(assume(a# b—1):pc) (a,1) # (b,6) —1

Figure 8. Cutting a PlI trace.

straint. When we cut the trace at the fourth location, thelltes
ing pair (¢—,¢™) consists of the conjunctions of the constraints
from above and below the line, respectively. The interpoiiathis
case iga, 3) < (c,1) — 2, which upon cleaning yields the predicate
a < c— 2. Notice that the constants common to both sides of the
cut denote the values of the respective variables after tbiefdiur
operations, and~ implies the interpolant. a

5.2 Pointer-free Programs:PII

We now move on to programs with function calls, but no positer
We assume that there are no global variables, and that each fu
tion returns a single integer. When dealing with such prograhe
analysis of the previous section may learn predicates tfeahat
well-scopedj.e., for some location, we may extract predicates that
contain variables which are out-of-scope at that locatémm such

an analysis is not modular. For a modular interproceduralyan
sis, we need to compute the effect of a function in terms of the
arguments passed to ite., we wish to relate the “output” of the
function to its “input.” The way to do this is to introduce siniic
variables that denote the values the function is called,ypitinform

the analysis using the symbolic variables, and then, atdhlesite,
plug in the actual values for the constants to see the reétitteo
function. This method is known as polymorphic predicatetralos

the constraint for the return is the formula that equategth the
return valuer of the function. To deal with possibly recursive func-
tions, we use a different lvalue map for the constraints efftmc-
tion body, because we do not want assignments to local Vasai
the called function to change the values of variables in Hikng
context. With these definitions, the analogue of Propasitibiolds
for PIl programs.

EXAMPLE 2: Consider the trace in Figure 8. The functioe has
the formal parametecand return variable, and returns a value one
greater than its input. Assume that we start with an Ivalup fipa
which mapsa, b, x, andgy to 0. The constraint€on.(8p, true).t
are shown on the right in Figure 8. a

Predicates from cuts.To get well-scoped predicates, we need only
to generalize the notion of cuts. For each locaiiaf a trace, in-
stead of partitioning the constraints into those due to camus
beforei and those originating from commands afiewe use the
partition shown in Figure 8. Lét (resp.,ir) be the first (resp., last)
command in the call body to which thith command belongs. So
iL is the first command after a function call, and the operatiter a
ir is a return. We consider four sets of constraints: ¢{I)corre-
sponds to the commands between (and includingndi, which
may include commands that call into and return from othecfun
tions, (2)¢* corresponds to the commands from 1 toir, which
may include commands that call into and return from othecfun
tions between + 1 andig, (3) ¢ corresponds to the commands
in the calling context of commandwhich occur before the call
of the function to whichi belongs, and which include the call of
the function, and (4§|>é corresponds to the commands in the call-
ing context which occur after the return of the function toiebhi
belongs, and which include the return. We then construcirthe
terpolant of(¢—, ¢+ A A ¢g ). One can check that the constants

tion [1]. We assume that the program has been preprocessed s&ommon top~ andd™ A¢L are denote the values of locals (includ-

that (1) for every function and every formal parametgthe func-
tion has a new local, so-callesymbolicvariable gy, which holds
the value of the argument when the function is called andveme
written to (the set of symbolic variables éfis syny), and (2) the
first statement of every function isssume(AiX = @), where the
conjunction ranges over the s¢t of formal parameters. Finally, to
avoid clutter in the definitions due to renaming, we assuraedti-
ferent functions have different names for their variabtes] that no
function calls itself directly (a functioti can of course call another
function which, in turn, calls).

Strongest postconditions and constraints. Figure 6 shows the
syntactic strongest postcondition operg®é and its predicate ab-
stractionSPp, for Pl traces. The fourth row shows the case of calls
and returns (we process the entire call-return subtracea)o The
strongest postcondition for this case is computed as fallave re-
placey as for an assignment, we set the symbolic variafpketo the
argument&[y’/y], we then comput&P for the body of the function

t1 w.r.t. true (the first operation in the function will equate the for-
mal parameterg with the ¢'s), and we subsequently quantify out
all locals except the's, which leaves us with a formula that relates
the return variable to the@'s. We then sey to r and quantify out
the@s andr. The abstract postcondition does the same, only it uses
the the abstract postconditi&®Pp of the function body instead of
SP, and then abstracts the resulting formulas using the paeetic
of pc;, the location of the caller after the function returns. Tee-g
erated constraints are again a skolemized version of tbaggst
postcondition. The constraint for the call command is thenida
that equates the@'s with the corresponding actual parameters, and

ing the return variable) at locatiapand that the constants common
to$~ and¢. are denote the values of symbolic variables upon en-
try to the function, which are never changed by the functeml
hence also the values of the symbolic variables at locatithese
are also locals of the called function). Hence the intemppland
thus the predicates we compute, are in terms of variabldsatiea

in scope at location and they refer only to current values of those
variables at location

To see why such an interpolant suffices, consider first thé-par
tion (6~ A9t dg A cpg), namely, into constraints that belong to
the function body and constraints that belong to the calling-
text. The resulting interpolanp contains the symbolic variables
of the function to which the cut-point belongs, as well as e
turn variabler, i.e., the inputs and output of the called function.
Moreover,) abstractly summarizes the information about the func-
tion call which renders the trace infeasible, becapge(¢pc A ™)

is unsatisfiable. Now, at each point inside the function, wech
to know what information is required to show thfatholds at the
end. To get this information, we could compute the interpota
(0~.¢T A—W), but since- is implied bydc A dpt, we can instead
directly compute the interpolant ¢, A (dg A ¢g)). The re-
sulting predicate discovery algorithBxtract for traces ofPIl pro-
grams is shown in Figure 2. The correctness of this proceture
stated in Theorem 1.

ExampPLE 3: Recall the trace and constraints from Figure 8. The
formulas that result from cutting the trace at the fourthaliban
are¢™ = (F.3AT.4) = ((X,3) = (@, 2) A (X, 4) = (x,3) + 1) and



Algorithm 2 Extract
Input: an infeasible trace= (opy : p&;);...;(opn: PGy)-
Output: a mapl1 from the locations of to sets of atomic predicates.
M.pc :=0forl1<i<n
(-,F) := Con.(Bo,Mo)
P := derivation ofA1<j<,I.i - false
fori:=1tondo
(iL,ir) := (Lt.i,Rt.)
=AiLr1cj<il]
OF = Aisacj<inoal
dc = (A1<j<i T-D) A (AiggjenT-1)
Y= I1TP.(0 0% Adc)-(2)
M.p¢ = MN.pG UAtoms.(Clean.y)
return T1.

(assume (X#Y) :pcy); (X 0) # (%.0)
(xx:=0:pc);  (x(x,0),3)=0
(y:=x:pc);  (%4) = (%0) A (%(y,4),5) = (+(x,0),3)
(assume(y=X) 1 pCs);  (¥.4) = (x,0) A (x(y,4),5) = (x(x,0),3)
(xy:=xy+1:pcs);  (x(y,4),6) = (x(y,4),5) + 1A
ite.((x,0) = (y,4))
((x(%,0),7) = (x(y,4),5) +1)
((x(x,0),7) = ({(x(x,0),3)))
(assume(xx=0) : pc) (%(x,0),7) =0

Figure 9. Cutting a PlII trace.

¢t =T.5=((r,5) = (x,4)). Furthermore,¢c = (l.1AT.2) =
((@l) = 0N (p,2) = (1) andof = (T.6AT.7) = ((b,6) =
(r,5) A ((a,1) # (b,6) —1). The symbols common t¢~ and
A (b Add) are(x.4) and (g, 2), which are the values of
and @ at that point. The interpolant ix,4) = (g, 2) + 1, which
yields the predicate = @+ 1. Similarly, when we cut the trace at
the fifth location, the common variables ae5) and (g, 2), and
the cleaned interpolant which summarizes the functiontsakimr
for all calling contexts is = @+ 1. Notice that at this point, which
is the last location of the function body, the interpolangigran-
teed to only use the “input” and “output” variables of the dtion.
When cutting the trace at the sixth location, we get the padi
b =a— 1, which is again well-scoped fqcg, where the variables

X, @k, andr are not in scope. Itis easy to check that these predicates

make the trace abstractly infeasible. ad

6 Programs with Pointers

We now consider programs that deal with pointers. As befoee,
first consider “flat” programs, and then move on to progranth wi
procedures. The only difference with the previous sectin the
constraint generation; the algorithBxtract is exactly the same
as before, only it uses a different functi@eon. In this somewhat
technical section we show how the constraint generatiort tmeis
extended to handle pointers in a sound and complete way.

Stores. The classical way to model the store is to use memory
expressions and the theory of arrays [13, 26, 27], which some
equipped with two special functiongsel andupd. The function
sel takes a memory and an addresa and returns the contents
of the address; the functionupd takes a memory, an address

a, and a valuey, and returns a new memory that agrees with
except that the addressnow has value/.. The relationship be-
tweensel andupd is succinctly stated by McCarthy’s axiom [21]:
sel(upd(M,a,v),b) =ite.(a=h).v.sel(M,b). Fora memory vari-
ableM and a variable, defineM.x = se1(M,X), and for an Ivalue
|, defineM.(xl) = sel(M,M.l). With some slight abuse of nota-

tion, we useM in this way to denote a map from Ivalues to memory
expressions ovevl. We naturally extend the may to expressions
and formulas ofFOL. Expressions and formulas appearing in the
program do not contain memory variables]l, or upd.

Symbolic variables. We must generalize the notion of symbolic
variables, which freeze the formal parameters of a functime:
cause now a pointer may be passed to a function and the func-
tion may change the value of some cell that is reachable using
the pointer. Hence, we have to relate the values of cellsat th
return of a function with the values the cells had upon theecor
sponding function call. For a st of variables, letReach.X =
{*x | x e X andk > 0} be the set of cells that are reachable frgm
by dereferences. As we do not have recursive types, this fiatte
and syntactically computablé (s bounded by the type of. The
set ofsymbolic variable®f f is nowsym = {q || € Reach.X;},
whereX; is the set of formal parameters 6f As before, (1) the
symbolic variables are local variables of the function whare
never written to, and (2) the program is changed, by a syiotact
preprocessing pass, so that each Ivalue that is reachaietfre
formal parameters reads its value from the correspondingpsyic
variable (.e., xfrom ¢, *x from @.x and so on) in the very first
statement of the function (usingssume (A\|creach.x; | = @)). As
before, for modularity we analyze the function using the bgtit
variables, and replace their values with the actual pararsett the
call sites [1, 29]. For a symbolic variablg, define(q |) =1.

Constraints for modeling allocation. Suppose there are two vari-
ablesx andy, each of typeref int. When the program begins,
and the pointers are allocated, the standard semanticatishiir
values are not equal. For completeness, this must be ekpfimdd-
eled by constraints. We modify the transformation, desctibar-
lier, which inserts into every function as first statementaaume
that copies the symbolic variables into the formal paramset®
include another clause that states that every two distivadtiés
I1,I2 € Reach.(V; \ (Xf Usymy)) of reference type are not equal.
Again, as the types are nonrecursive, this clause is quadnahe
size of the function. An example is the firstsume in the trace of
Figure 9.

Constraints for modeling the store with Ivalue maps. Using
sel andupd it is straightforward to generate the strongest post-
conditions for programs with pointers; see Figure 10. Utfor
nately, the theory of arrays does not have the interpolaap-pr
erty, thus we cannot get interpolants from TFs that use tiés t
ory. For example, the conjunction &' = upd(M,x,y) and (a #

b) A (sel(M,a) # sel(M’;a)) A (sel(M,b) # sel(M' b)) is un-
satisfiable, but there is no quantifier-free interpolanhim¢ommon
set of variables, namel§M, M'}. We surmount this hurdle by mod-
eling the memory axioms using (generalized) Ivalue mapd,Ban
instantiating the array axioms on demand. Recall the defirsitof
Ivalue maps andJpd from Section 5. The sefhLval consists of
elementscl generated by the grammat ::= (x,i) | (cl,i), where

i € N. The functionClean of the previous section is extended by
Clean.(x,i) = x andClean.(cl,i) = x(Clean.cl). Eachcl € ChLval

is a special constant that denotes the valu€ledn.cl at some point
in the trace. The functioBub of the previous section is extended to
all Ivalues bySub.8.(+*x) = (x,8.x) if k = 0, andSub.6.(xKx) =
(Sub.6.+K~1x,8.(xKx)) otherwise, and extended naturally to ex-
pressions, atomic predicates, and formulas.

Constraints for assume operations.Modeling the memory with
sel andupd gives us some relations for free,g.,from x =y



(modeled asel(M,x) = sel(M,y)) the equalityxx = xy (mod-
eled assel(M,sel(M,x)) = sel(M,sel(M,y))) follows by con-
gruence. We explicitly state these implied equalities wyemnerat-
ing constraints, by closing a predicate with the operalias* . true:

FOL — FOL, where

(clos™.b.p1) op (clos™.b.pz)  if p= (p1op p2),

~(clos™.(~b).p1) if p=(-p1),
clos™.b.p= ¢ PA Ageken((+K11) = (+KI2)) if p= (1 =12) and
b= true,
p otherwise,

providedtyp.l; = typ.l, = refNint. The formulaclos*.true.p
explicates all equalities inferred by the memory axiomsrirthe
formulap. When generating the constraints &Gfsume(p), we first

“close” p usingclos®, and then generate constraints for the result.

Consider, for example, the constraint for the fourth comehan
Figure 9. For any formulg that can appear in aassume, we
haveM.p < M.(clos*.true.p) in the theory of arrays. Using this
equivalence, we can show the following lemma, which tellthas
the constraints have been modeled adequately. For a prdgram
Ivalue #¥x is well-typed inP if typ.x = ref Nint for someN > k,
i.e.,if x has typeref int, thenxx is well-typed but not x xx. A
formula p is well-typed w.r.t.P if (1) it does nor contain memory
variables;sel, orupd, and (2) each Ivalue that occursiris well-
typed inP.

LEMMA 1. For a programP, two formulas pp' € FOL that are
well-typed w.r.tP, and an Ivalue map, the condition Mp implies
M.p' iff Sub.B.(clos*.true.p) impliesSub.8.p'.

Constraints for assignments.When assigning tel; we must ex-
plicate that for all Ivalues|, such that, = |, the value of«l, is
updated as well. LeEquate be a function that takes a pair of Ivalue
maps(61, 02) and a pair of expressiort, I2), and generates equal-
ities between the names bf and its transitive dereferences under
01, and the names df and its transitive dereferences undet
Formally,

Equate.(81,87).(11,12) = /\ (Sub.By.(+K11) = Sub.02.(xK15)),
0<k<N

wheretyp.l1 = typ.l» = refNint. Define the functiorEqAddr,
which takes a pair of lvalues and returns a formula that is then
the Ivalues have the same address, HgyAddr.(xKixy, xk2xy) =
false if ky = 0 orkp = 0, andEqAddr. (#Kixq, xkexp) = (xK171xg =
«2=1y,) otherwise. For a functiorf (which ismain for flat pro-
grams), letLvals f = Reach.V¢. For an Ivaluel and a function
f, let Alias.f.l = {I' |I' € Lvals f andl’ may be aliased tb}. We
only require thatAlias. f.| overapproximates the set of Ivalues that
can actually alias.

Finally, we define the functioAsgn, which generates appropriate
constraints for an assignmeht=e. The functionAsgn takes a
function namef, an Ivalue ma®, and a pair(l,e), wherel is an
Ivalue ande the expression that is being written iftoand returns
a pair(6',¢') of an updated Ivalue maff and a formulap’. Define
0 = Upd.0.S whereS= {+I" | I’ € (Alias.l)U{I} andk > 0}, and
define

¢ = Equate.(8,0).(1,e)A

( ite.  (Sub.8.(EqAddr.(1,1")). )
A (Equate.(8',8).(I",€)).
I'eAlias. .l I’

The first conjunct ofp’ states that gets a new value, and all
transitive dereferences bande are “equated”i(e., «| gets the new
value e, and so on). The big second conjunctddfstates how
the potential aliasek of | are updated: if andl’ have the same
address, then the new value l6f(given by Sub.8'.l") is equated
with e; otherwise the new value df is equated with the old value
of I’ (given bySub.8."). This generalizes Morris’ definition for the
strongest postcondition in the presence of pointers [24].

LEMMA 2. Let | := e be an assignment in a prograi, let
¢ = SP.true.(l :=e), and let(6',¢') = Con.(Bp, true).t for some
Ivalue mapdy. For every formula g FOL that is well typed w.r.1?,
the formulad implies Mp in the theory of arrays iffy’ implies
Sub.®'.p.

6.1 Flat Programs:PIll

The first three rows of Figure 10 give the definition of the aper

SP using the theory of arrays, as well as the generated contrai
The definition ofSP is the same as before, except that the 68w
operator is used. Notice that the “current” memory is alweefs
resented by. For assignment§P states that the current memory
M is now an updated version of the old memory, which is renamed
M’. We useAsgn to generate the appropriate constraints for deal-
ing with the possible alias scenarios. For assume opegmtiin

is defined as before, except that the constraint generateal tise
“closure” of the predicate usingos*. Constraints for sequences are
obtained by composition. The size of the constraints is ratadin

the size of the trace. By induction over the length of thedraplit-
ting cases on the kind of the last operation, and using Leminas
and 2, we can prove the following theorem.

THEOREM 2. Given a trace t of a progran, let (8/.I') =

Con.(00,lMp).t, let ¢y = SP.true.t, and letd = Ai<j<nl.i. For

every formula pc FOL that is well-typed w.r.tP, the formulad,

implies M p in the theory of arrays ifé impliesSub.®'. p. Hence,
the trace t is feasible iff the formulpis satisfiable.

Given the new definition o€on, the algorithm for predicate dis-
covery is the same d«tract (Algorithm 1), and Theorem 1 holds.

EXAMPLE 4: The right column in Figure 9 shows the constraints
for the trace on the left. For readability, we omit unsatisitsand
uninteresting disjuncts (for the second and third commparisthe
fourth cut-point of this trace, the common variables @y, 4), 3),
(y,4), (x,0), and (x(x,0),3), which denote the values &y, v,
X, and xx at that point in the trace. The interpolant for this cut
is (x(y,2),3) = 0, which gives the predicatey = 0 for the loca-
tion pc. a

6.2 General Programs:PIV

The main difficulty when dealing with functions and pointéssn
handling the semantics of calls and returns, because tleecaby
be passed pointers into the local space of the caller. The@leom
ity arises when we wish to abstract functions polymorpycgl],
because then we have to summarize all effects that the cablge
have had on the caller’s store at the point of return. One walot
this is to imagine the callee starting wittcapyof the caller’s store
and, upon return, the caller refreshing his store apprtgyiaising
the callee’s store. As we shall see, the difficulty is only indeling
this appropriately with strongest postconditions. Follogvthat, it



t SP.o.t

Con.(6,IN).t

(I:=e:pg) IM"(G[M'/M]AM = upd(M',M".I,M".€))
whereM' is a fresh store

(assume(p):pG) GAM.p

t1;t2 SP(SP¢t1)t2
(f(¥) : pG); IM’', My, Mo.symy.
; oIV /M)
(return: pCj) AM' = M| Adig
A ¢'[Mo/M]

A New.(L7P,F\").(Mo,M|)

A M = copy(M’',Mg,R)
whereM’ M, ;Mg are fresh stores

bia = /\(pesym ¢=M ((pi)[y/X]

X are the formals of

R={x@ | pesym}

¢' =3V{ SP.truety

Vi = Vi \sym,

L = Ivalues in scope gic,

P = sym andR = Reach.P

CANE )
wher@®',¢) = Asgn.f.0.(1,e)
f is the function in whiclpg belongs
(6,F[i — Sub.B.(clos*.true.p)])
Con.(Con.(G,F).tl).tz
CHM
where 8' = Upd.8.(Reach.Vs)
dig = /\(p@syn} Equate.(el79).((p, (@)ly/¥)
M =Tl = ¢id]
(907 ro) = COn.(el s F| ).tl
L,PRR as forSP
I =To[j~ New.(L,P,R).(8,8°) Acopy.(8,6',8°).(L,R)]
8 = Upd.6.L

Figure 10. Postconditions and constraints foPlll and PIV traces.

(xy=0:pcy); (%(%,0),1)=0
(inc(y) : pcy); (®,1) = (%,0) A (P, 2) = (+(y,0),1)
(assume (X = @ (%,4) = (@, 1)
/\*X:(P*x):pog,); /\<*<X74>:5>:<*<(D<1)77>
/\(*<X74>75> = <(p*>(2>
(xx:= xxX+1:pCy); (%(x,4),6) = (x(x,4),5) +1
ite.((x,4) = (¢x, 1))
((#(0x, 1),8) = (x(x,4),5) +1)
({0 1),8) = ({0, 1),7)
(return :pcs); ite.((y,0) = (¢, 1))
((%(%,0),9) = (x(x,1),8))
((x(%,0),9) = (x(y,0),1)).
(assume(sy #1):pes)  (x(%.0),9) # 1

Figure 11. Cutting aPIV trace.

is straightforward to generate the constraints, and thénaakfor
learning predicates is again Algorithm 2, only now using tiegv
definition of Con.

As we allow functions to pass pointers into the local storargsi-
ments, to keep the exposition simple, we can assume w.tfmg.
(1) there are no global variables (these can be modeled ynoas
references), and (2) there is no explicit “return” varighlestead,
return values are passed by updating the contents of sofhael
is passed in as a parameter.

changed as a result of the call. This is modeled in§Reseman-
tics by copying the contents of the callee’s store, at thatioos
reachable from the passed parameters, into the callers.sfhe
locations that are reachable from the passed parametefiaen

in the symbolic variables of the callee. It can be shown thiatis

sound for our language. To express the copyin§i we use the
operatorcopy: for a destination memoriyly, a source memorils,

and a dereferenced Ivalug the expressionopy(Mg, Ms, *l ) is the
result of updatingViy such that all cells reachable froithave the
same value as iNs. Formally, we defineopy(Mq,Ms, %) as

upd (Mg, Mg.l, Ms.(xl)) if typ. x| = int,
copy(upd (Mg, Mg.l,Ms.(*l)), Mg, x % 1) otherwise.

We never need to copy into a variabde The functioncopy is ex-
tended to a sequence of lvaldes (! :: i) by copy(Mg,Ms, 1) =
copy(copy(Md,MS,*I),MS,F’). It can be shown that the result is
independent of the order of Ivalues. Hence, we can conskder t
operatorcopy to be defined ovesetsof Ivalues. We can mimic
“copying” by Ivalue maps as follows. Given three lvalue maps
B4, eg,, and®s, an Ivaluexl, and a sequencR of Ivalues, define

copy(ed,ea,es)(ﬂ ’ R) =

Sub.ea.*l = Sub.6y. x| ifR=-,
ite.(Sub.8j.l = Sub.64.¢).

EXAMPLE 5: Consider the trace on the leftin Figure 11. The caller (Equate.(8];,85).(+l, +@)).

(main) passes a pointsrto the store to the calleinc. The callee
updates the memory address(which is called«x in inc). There
are two symbolic variableg, and@.x in inc, corresponding to the
formal parametex and its dereference. Th&sume at locationpc;
loads the symbolic variables into the formal parameters. O

Soundness.Every cell in the caller's store which is modified by
the callee must be reachable from a parameter passed tollie, ca
e.g.,the cell pointed to byy in the caller is the same as the cell
pointed to byx when the functioninc is called, hence upon re-
turn the value ofy should be the value af(@y) (as in the interim,
the callee may have changejl Every cell of the caller which is
unreachable from the parameters passed to the callee remmain

copy.(8q,8y,0s).(+I,R) if R=¢p:R.

Finally, for a setL of Ivalues, definecopy.(8y,6,8s).(L,R) =
/\*|€LCOPY'(edaeaaeS)'(*l’R)'

When a function returns, we update all local variables ofciduéer.
We setfy to the lvalue map of the calldreforethe call, andej =
Upd.B4.L is the Ivalue map of the callafter the call, wherd. =
Reach.{xx| xis a local variable of the calléris the set of Ivalues
of the caller that can change (no local variaklean change as the
result of a call; only dereferences can change). Welsab the
Ivalue map of the callee upon return, aRd= syny is the set of
cells that were passed to the callee, and hence must be dugikd



into the caller. It can be checked that the formulas resyifiom
different permutations dR are equivalent.

Completeness.For completeness, we must ensure that we prop-
erly model the semantics of allocation. It can be shown that
it suffices to ensure that every cell that is being “returnég”
the callee ite., reachable from a symbolic variable of the callee)
is either a cell passed to ii.€., equal to some symbolic vari-
able) or is brand newi.g., different from Reach.V¢, the set of
cells known to the caller). If a cell is different from thosé o
the caller, then transitivity of equality and the same chenkall
subsequent returns ensures that the cell is different fribmre-
viously allocated ones. The check is encoded with the op-
erator New. For an Ivaluel of reference type, a sdt of
Ivalues, and two storell; and M, definediff.(I,L).(M;,M.) =
AreL— (M.l = M_.I"). Given three setg, P, andR of Ivalues,
and a paitMp andM; of stores, defindlew.(L,P,R).(Mg,M) =
(Arer(diff.(r,P).(Mo,M;) = diff.(r,L).(Mo,M;)). HereL =
Reach.Vy is the set of local variables of the callgr, andP = sym

is the set of cells passed to the calleeand R = Reach.sym

is the set of cells returned by the callee. The stbtg is

the store upon return fronf, and M; was the store upon en-
try to f. The formula says that for every cellthat is returned,

if r is different from all cells passed td, thenr is different
from all local cellsL of the caller f’. This is generalized to
Ivalue maps as followsdiff.(I,L).(6;,0L) = Ay ~(Sub.6.l =
Sub.6.lI") andNew.(L,P R).(8,0') = (Arer(diff.(r,P).(6,6")) =
diff(r,L).(6,8")).

Strongest postconditions and constraintsUsing these functions,
we can generate the strongest postconditions and the abistas
shown in Figure 10. Assignments, assume operations, angseg
ing is handled as before; we describe here only functiors cébr
SP, we rename the caller’s store k&' as it will change as a result
of the call. We pass a memol; equal toM' to the callee, equate
the actual parameters with the symbolic variables, and coe$?

of the callee. Then we rename the memory returned by theecalle
to Mo, and copy back the local store modified by the call into

to get the current memoril. Additionally, we add distinctness
constraints to model allocation. The definitionSH is similar to

the one before: before it was the predicate abstractidgPolsing
SPp to analyze the call body; now it is the predicate abstraction
(using the predicates at the return location) of the 1% using
SPp, recursively for the call body. The correctness of the caistr
generation is stated in Theorem 2. The size of the constrént
cubic in the size of the trace. Given the new definitionCan,

the method for predicate discovery is Algorithm 2, and Tleaorl
holds.

ExamMPLE 6: Consider the trace in Figure 11. The right column
shows the constraints that correspond to each command. dfhe ¢
straint from the assignmenry = 0 is (x(y, 1), 1) = 0. First, the con-
straint for the call command is the clauisg, which loads the actual
parameters into to the symbolic constants fat. The first com-
mand in the body loads the values from the symbolic constatts
the formal parameters; notice that we take the “closure”. thiém
build the constraints for the increment operation. Now {y, xy},

P = {@, ®.x}, R= {x@}, andR = {q@, x@, ®.x}. The constraint
New.(L,P,R).(8,8°) simplifies totrue, becauseqy is not a ref-
erence type, andipy, 1) = (y,0), i.e.,it is a cell that was passed to
f. Let &' be the map updating so thatxy is mapped to 9. Fi-
nally, the copy-back constraimbpy.(8,8’,6°).(L,R) is shown to
the right of the return. At the end, the assume operation rgéee
the constraintx(y,1),3) # 1. The set of generated constraints is

unsatisfiable. Consider the fourth cut-point of this traice,, up

to and including the increment operation. The common véggb
are (¢, 1), (x(¢«,1),8), and (@.x, 2); they denote the current val-
ues ofgy, *@, and@.x, respectively. The interpolant for this cut is
(*(@x, 1),8) = (@.x,2) + 1, which upon cleaning gives the predicate
*@ = @.x + 1. This predicate asserts that the present cell pointed to
by @ has a value 1 greater than the cellhad upon entry td. O

7 Experiments

We have implemented the interpolation based abstractifinere
ment scheme in the software model checkemBr [19]. The
algorithm for generating interpolants uses theM#YRE proof-
generating theorem provérFor efficiency, we have implemented
several optimizations of the basic procedure describeldispaper.
First, we treat sequences of assignments atomically. Segando
not cut at every point of a spurious error trace. Instead, @réopm

a preliminary analysis which identifies a subset of the gairsis
that imply the infeasibility of the trace, and only considee in-
structions that generate these constraints as cut-pdirigseasy to
check that the optimized procedure is still complete. Fonteos,
we only generate constraints between expressions of the sqa.
With these optimizations, we find, for example, that the twedp
icatesa < c— 2 andb > 0 suffice to prove the trace in Example 1
infeasible. These are fewer predicates than those geddgtthe
heuristically optimized predicate discovery scheme of [3]

We ran interpolation based BST on several Windows NT de-
vice drivers, checking a property related to the handling/6f
Request packets. The property is a finite-state automattm2ai
states [2]. The results, obtained on an IBM ThinkPad T30olapt
with a 2.4 GHz Pentium processor and 512MB RAM, are sum-
marized in Table 1. We present three sets of numbers: ‘Previ-
ous’ gives the times for running the previous version afABT,
without interpolants; ‘Craig’ uses interpolants to diseoypred-
icates, and drops predicates that are out of scope, but & doe
not track different sets of predicates at individual pregrioca-
tions; ‘Craig+Locality’ uses interpolants and tracks otihe rel-
evant predicates at each program location. The previousiorer

of BLAST timed out after several hours on the drivexar port

and par cl ass. We found several violations of the specification
in parclass. The numbers in the table refer to a version of
par cl ass where the cases that contain errors are commented out.
Both ‘Craig’ and ‘Craig+Locality’ perform better than theqvi-

ous version of BAST. When started with the empty set of ini-
tial predicates, ‘Craig’ is faster than ‘Craig+Localityhecause
‘Craig+Locality’ may rediscover the same predicate at savaif-
ferent program locations. However, since the predicatesracked
extremely precisely (the average number of predicates aigram
location is much smaller than the total number of predicates
quired), ‘Craig+Locality’ uses considerably less memanyg sub-
sequent runs (for example, for verifying a modified versidrthe
program [18], or for generating PCC-style proofs [17]) sastér,
and the proof trees smaller.
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