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Abstract. In this paper, we develop a framework for the automated verification of Web sites
which can be used to specify integrity conditions for a given Web site, and then automatically
check whether these conditions are fulfilled. First, we provide a rewriting-based, formal specification
language which allows us to define syntactic as well as semantic properties of the Web site. Then,
we formalize a verification technique which detects both incorrect /forbidden patterns as well as lack
of information, that is, incomplete/missing Web pages, inside the Web site. Useful information is
gathered during the verification process which can be used to repair the Web site. Our methodology
is based on a novel rewriting-based technique, called partial rewriting, in which the traditional
pattern matching mechanism is replaced by tree simulation, a suitable technique for recognizing
patterns inside semistructured documents. The framework has been implemented in the preliminary
prototype VERDI, which is publicly available.

1 Introduction

The increasing complexity of Web sites has turned their design and construction into
a challenging problem. Systematic, formal approaches can bring many benefits to Web
site construction, giving support for automated Web site verification. This paper presents
an approach to Web site specification and verification based on rewriting-like machinery.
We use rewriting-based technology both to specify the integrity conditions and to for-
malize a verification technique which obtains the requirements not fulfilled by the Web
site, and then is able to diagnose errors by finding out incorrect/forbidden patterns and
missing/incomplete pages.

Although the management of Web sites has received significant attention in recent
years [5,9, 14], few works address the semantic verification of Web sites. In [14], a declar-
ative verification algorithm is developed which checks a particular class of integrity con-
straints concerning the Web site’s structure, but not the contents of a given instance of
the site. In [9], a methodology to verify some semantic constraints concerning the Web site
contents is proposed, which consists of using inference rules and axioms of natural seman-
tics. The framework XLINKIT [12,23] allows one to check the consistency of distributed,
heterogeneous documents as well as to fix the (possibly) inconsistent information. The
specification language is a restricted form of first order logic combined with Xpath ex-
pressions [30] where no functions are allowed. With respect to the correctness of web
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applications, a symbolic model-checking approach is formalized in [10] which constructs
a finite states model of the system in the model checker input language, and then checks
the considered properties which are expressed in CTL logic. For a comprehensive survey
about the general problem of checking constraints between multiple documents, we refer
to [13,11,7].

Our idea in this paper is that term rewriting techniques can support in a natural way
not only intuitive, high level Web site specification, but also efficient Web site verification
techniques. As far as we know, rewriting-based techniques have not been explored in the
context of Web site verification to date. We only know of two rewriting-based approaches
for Web site processing, but they focus on transformation rather than verification issues: a
term rewriting implementation is provided in [20] for (a fragment of ) XSLT, the rule-based
language designed by W3C for the transformation of XML documents, whereas rewrite
rules are used in [3] to perform HTML transformations with the aim of improving Web
applications by cleaning up syntax, reorganizing frames, or updating to new standards.
Our rule specification language does offer the expressiveness and computational power of
functions and is simpler than formalizations of XML schemata based on tree automata
often used in the literature such as, e.g. the regular expression types [17].

Our contribution. We first provide a rewriting-based, formal specification language
which allows us to define conditions on both the structure and the contents of Web sites
in a simple and concise way. For instance, it allows us to recognize erroneous information
inside the Web site and, additionally, to enforce that some information is available at
a given Web page, some links between pages do exist or even the existence of the Web
pages themselves. In our formalism, web pages (HTML/XML documents) are modeled as
Herbrand terms, and, consequently, Web sites are finite sets of terms. Then, we formalize
a verification technique in which a Web site is checked w.r.t. a given Web specification
in order to detect incorrect data and incomplete and/or missing Web pages. Moreover,
by analyzing the error symptoms gathered during the verification process, we are also
able to (1) exactly localize the incorrect/forbidden information and (2) to find out the
missing information which should be provided to repair the Web site. Since reasoning
on the Web calls for formal methods specifically fitting the Web context, we combine a
standard regular expression methodology with a novel, rewriting-based technique called
partial rewriting, in which the traditional pattern matching mechanism is replaced by
tree simulation [16] in order to provide a suitable mechanism for recognizing patterns
inside semistructured documents. The notion of simulation has been already used before
for dealing with semistructured data in a number of query and transformation languages
[5,6]. The reason is twofold: on the one hand, it provides a powerful method to extract
information from semistructured data; on the other hand, there exist efficient algorithms
for computing simulations [16]. To assess the feasibility and efficiency of our approach, we
have implemented the preliminary prototype system VERDI (VErification and Rewriting
for Debugging Internet sites), which is based on the verification methodology that we
propose and is publicly available online. Following the “tolerant” approach of XLINKIT
[12,23], we do not force the immediate repairing of the Web site, but simply provide the
diagnosis information that enables document owners to decide on further actions.



Plan of the paper. Section 2 summarizes some preliminary definitions and notations.
Section 3 is devoted to formalize the specification language, whereas Section 4 formalizes
the partial rewriting mechanism, which is based on page simulation. Section 5 introduces
our verification technique for detecting incorrect as well as missing/incomplete Web pages.
Some notes regarding the implementation of the system VERDI are given in Section 6.
Section 7 concludes.

2 Preliminaries

We call a finite set of symbols alphabet. Given the alphabet A, A* denotes the set of all
finite sequences of elements over A. Syntactic equality between objects is denoted by =.

By V we denote a countably infinite set of variables and Y’ denotes a set of function
symbols, or signature. We consider varyadic signatures as in [8]. 7(X, V) and 7(X) denote
the non-ground term algebra and the term algebra built on X UV and X, respectively.
7(X) is usually called the Herbrand universe over X.

Terms are viewed as labelled trees in the following way: a term in 7(X) is a tree
(V, E,r, label), where V is a set of vertices, F is a set of edges (i.e. pairs of vertices),
r € V is the root vertex and label is a labeling function such that label(v) € (X UV), for
each v € V. Let us see a small example.

Ezample 1. Consider the term ¢ = f(g(a), X) in 7({f,g,a},{X}). Term t can be repre-
sented by the structure (V) E,r, label), where V. = {vg,vi,v9,v3}, E = {(vo,v1),
(vo, va), (v1,v3)}, 7 = Vg, and function label is defined as follows: label(vy) = f, label(vy) =
g, label(vy) = X, label(vs) = a.

Given two vertices v,v" € V of a term t = (V, E, r, label), by v > v/ we mean that v is a
descendant of v" in t. By t|, we mean the subterm rooted at vertex v of t. A substitution
o = {X1/t1, Xo/ts,...} is a mapping from the set of variables V into the set of terms
7(X,V). By Var(t) we denote the set of variables occurring in term t.

In the following, we consider marked terms. Given X and V, we denote the marked
version of X (V, respectively) as X (V, respectively). A syntactic object 0 € X UV is
called the marked version of o € XU V. Given a term t = (V, E,r, label) € 7(X,V), a
marking for ¢ is a (boolean) function pu:V — {yes,no}. The empty marking e for ¢ is a
marking for ¢, such that e(v) = no, for each v € V. We define the marked part of a term
t as

mark(t,n) = {v e V| p(v) = yes}, {(vi,v2) € E | u(vy) = pu(ve) = yes},r, label ).

A walid marking p for a term t = (V) E, r, label) is the empty marking for ¢ or a marking
for t such that the two following conditions hold:

L pu(r) = yes;
2. mark(t,pn) is a term in 7(X, V).



Given a term t = (V, E, r, label) and a valid marking p for ¢, by slightly abusing notation,

a marked term p(t) is a term in 7(XU X, VUY) such that, for each vertex v € V, the label

associated with v in ¢ is replaced by its marked version in p(t), whenever p(v) = yes.
When no confusion can arise, we simply denote the marked term &(t) by ¢.

Example 2. Consider again term t = (f(g(a), X)) of Example 1. Let 11 be a marking for ¢
defined as 1 (vo) = p1(ve) = p1(vs) = yes, pui(vy) = no. Additionally, let ps be a marking
for ¢ such that us(ve) = po(v1) = yes, pua(vy) = pua(vs) = no. Note that py is not a valid
marking for ¢ as the marked part of ¢ is not a term in 7({f, g,a}, {X}), whereas pu, is
valid for ¢ and py(t) = f(g(a), X) is a marked term.

Denotation of Web Sites. In our framework, a Web page is either an XML [29] or
an HTML [28] document, which we assumed to be well-formed, as there are already
programs and online services such as Tidy [24] which are able to validate and correct the
HTML/XML syntax, or Doctor HTML [19], which also performs linkchecking.

Let us consider two alphabets T" and 7ag. We denote the set T* by Text. An object
t € Tayg is called tag element, while an element w € Text is called text element. Since Web
pages are provided with a tree-like structure, they can be straightforwardly translated
into ordinary terms of a given term algebra 7(7ezt U Tag) as shown in Figure 1. Note
that XML/HTML tag attributes can be considered as common tagged elements, and hence
translated in the same way. A marked Web page is defined as p(p), where p € 7(7TextUTag)

<members> members (
<member status="professor"> member (status (professor),
<name> mario </name> name (mario) ,
<surname> rossi </surname> surname (rossi)
</member> ),
<member status="technician"> member (status(technician),
<name> franca </name> name (franca) ,
<surname> bianchi </surname> surname (bianchi)
</member> )
</members> )

Fig.1. An XML document and its corresponding encoding as a ground term p.

and p is a valid marking for p. A Web site is a finite collection of marked Web pages
{e(p1)...€(pn)}- In the following, we will also consider terms of the non-ground term
algebra 7(7extU7ag, V), which may contain variables. An element s € 7(7extU7ag,V) is
called Web page template. j1(s) is a marked Web page template, when s € 7(ZextU7ag, V)
and p is a valid marking for s. In our methodology, (marked) Web page templates are
used for specifying properties on Web sites as described in the following section.

3 Web specification language

In the following, we present a term rewriting specification language, which is helpful to
express properties about the content and the structure of a given Web site. Roughly



speaking, a Web specification is a pair of finite set of rules. The first set of rules describes
constraints for detecting erroneous Web pages (correctNess rules) as well for discovering
incomplete/missing Web pages (coMpleteness rules). Diagnoses are carried out by running
Web specifications on Web sites. The operational mechanism, formalized in Section 4, is
based on a novel rewriting-based technique, which is able to extract partial structure from
a term, and then rewrite it.

The second set of rules R contains the definition of some auxiliary functions which
the user would like to provide, such as string processing, arithmetic, boolean operators,
etc. It is formalized as a canonical (i.e., confluent and terminating) term rewriting system
which is handled by standard rewriting [21]. This implies that each input term ¢ can be
univocally reduced to an urreducible form. Calls to the user functions are restricted to
appear in the right-hand sides of the completeness rules.

Correctness rules allow us to recognize incorrect/forbidden patterns in the Web site
and to locate the wrong Web pages containing these errors. We address the problem
by following the nature of semistructured documents, that is, we combine a structured
pattern search technique with a more standard linear text search. More precisely, the
process is carried out by first extracting a partial structure of a (possibly incorrect) Web
page, and then by investigating it by means of regular expressions. For this purpose, we
will consider an intuitive Unix-like regular expression syntax [25]. Correctness rules are
formalized as follows.

Definition 1 (Correctness rule). A correctness rule has the following form 1 — error |
C, where

1. 1 € 7(Text UTag,V) is a Web page template and error & (Text UTag) is a new fresh
constant;
2. Cis a (possibly empty) sequence

X1 in rexp,... X, in rexp,

with X; € Var(1) and rexp; a regular expression over (TextUTag), i =1,...,n.

When C is empty, we simply write 1 — error.

Given a correctness rule r = (1 — error | C), we call 1 — error the unconditional part
of r and we denote it by 7.

Informally, the meaning of a correctness rule 1 — error | C is the following. If (an
instance of) 1 is recognized in some Web page p, and each structured text, which instan-
tiates variables in C, is contained in the language of the corresponding regular expression,
then p is signaled as an incorrect page.

Completeness rules of a Web specification formalize the requirement that some infor-
mation must be included in all or some pages of the Web site. We use attributes (A) and
(E) to distinguish “universal” from “existential” rules.

Definition 2 (Completeness rule). A completeness rule is either a universal rule of
the form 1 — pu(r) (A) or an existential rule of the form 1 — u(r) (E), where 1,xr €
7(Text UTag, V), 1 is linear, Var(r) C Var(1) and p is a valid marking for r.



Intuitively, the interpretation of a universal rule 1 — u(r) (A) (respectively, an existential
rule 1 — u(r) (E)) w.r.t. a Web site W is as follows: if (an instance of) 1 is recognized in
W, also (an instance of) the irreducible form of r must be recognized in all (respectively,
some) of the Web pages which embed (an instance of) the marked part of r.

Formally, Web specifications are as follows.

Definition 3 (Web specification). A Web specification is a couple (I,R), where I =
Iy W Iy is a finite set of rules such that Iy (respectively, Iy) is a set of correctness (respec-
tively, completeness) rules, and R is a canonical TRS.

Note that, by using the traditional encoding of boolean operations by means of rewrite
rules [22,15], and by introducing non-deterministic rewriting [18], it would be also pos-
sible to extend our framework to a richer specification language providing non-confluent
functions such as those that express disjunctive conditions (of the form that the presence
of information of kind A requires information of kind B or C' to be represented also). For
the sake of simplicity, we do not deal with non-confluent TRSs in this paper. Also, to
simplify the method, we don’t consider more general patterns than regular expressions.

The following example illustrates the definition of a Web specification. Marks are
introduced by the user to select those Web pages for which we want to check the specified
integrity conditions.

Example 3. Consider the following Web specification, which models some required proper-

ties of a research group Web site containing information about group members affiliation,
scientific publications, teaching and personal data.

member (name(X), surname(Y)) — hpage(fullname(append(X,Y)),status) (E)
hpage(status(professor)) — hpage(status(professor), teaching)) (A)
pubs(pub(name(X), surname(Y))) — member (name(X),surname(Y)) (E)
courselink(url(X), urlname(Y)) — cpage(title(Y)) (E)

hpage(X) — error | X in [: TextTag :| * sex [: TextTag :]*

blink(X) — error

The first four rules are completeness rules, while the remaining ones are correctness
rules. First rule formalizes the following property: if there is a Web page containing a
member list, then for each member, a home page should exist which contains (at least)
the full name and the status of this member. The full name is computed by appending the
name and the surname strings by means of the standard append function whose definition
is omitted. The marking information establishes that the property must be checked only
on home pages (i.e., pages containing the tag “hpage”). Second rule states that, whenever
a home page of a professor is recognized, that page must also include some teaching
information. The rule is universal, since it must hold for each professor home page. Such
home pages are selected by exploiting the mark given on the tag “status”. Third rule
specifies that, whenever there exists a Web page containing information about scientific
publications, each author of a publication should be a member of the research group. In
this case, we must check the property only in the Web page containing the group member
list. The fourth rule formalizes that, for each link to a course, a page describing that
course must exist. The verification process is carried out only on Web pages containing
course information as described by marks.



The fifth rule forbids sexual contents from being published in the home pages of the
group members. Precisely, we check that the word sex does not occur in any link by
means of the regular expression [:TextTag:1* sex [:TextTag:1*, which identifies the regular
language of all the strings built over (7ext U Tag) containing that word. Finally, the last
rule is provided with the aim of improving accessibility for people with disabilities. It
simply states that blinking text is forbidden in the whole Web site.

The verification of both kinds of rules is mechanized by means of partial rewriting.

4 Partial Rewriting

In order to mechanize the intended semantics of Web specification rules, in [1] we devised
a mechanism, based on page simulation, which is able to recognize the structure and the
labeling of a given Web page template inside a particular page of the Web site.

Roughly speaking, a Web page p; is simulated by a Web page po, if the tree-structure
of p; is “embedded” into the tree-structure of p,. In other words, a page simulation of a
Web page (i.e. a labelled tree) p; in a Web page ps can be seen as an injective mapping
from the nodes of p; to the nodes of py which preserves the edges and the labelings. We
illustrate the main idea by the following, rather intuitive example.

Ezample 4. Consider the following Web pages (called p; and ps, respectively):

hpage (name, surname, status (professor) ,teaching)

hpage (name (mario) , surname (rossi) ,status(professor),
teaching(course(logicl),course(logic2)),
hobbies (hobby(reading) ,hobby(gardening)))

Looking at Figure 2, we observe that the structure of p; can be recognized inside the
structure of py by considering the injective mapping from the nodes of p; to the nodes of
p2 which is described by the dashed arrows in the figure. This relation essentially provides
the so-called page simulation of py in p2. Note that vice-versa does not hold: no injective
mappings can be found from the nodes of ps to the nodes of p;, which “embed” the
structure of p, into p;. Equivalently, there does not exist a page simulation of py in p;.

Fig. 2. Page simulation between p; and pa.

In general, simulations are just relations among nodes of two given Web page tem-
plates. For our purposes, we are interested in simulations which are injective mappings



from nodes of a given Web page template to nodes of another Web page template (e.g.,
the simulation of Example 2). For this reason, we restrict ourselves to consider the class
of minimal, injective simulations which can be seen as a particular instance of Kruskal’s
embeddings [4] and provides the required set of mappings.

4.1 Rewriting Web page templates

Definition 4. Let s; = (V4, Ey, 11, labely), so = (Va, Ea, 19, labely) € 1(Text U Tag, V).
We say that so partially matches sy via substitution o iff

1. there exists a minimal, injective page simulation S of s1 in sy w.r.t. ~;

2. for each (v,v') € S such that label(v) = X € V, 0(X) = (s2}v)-

In Definition 4, we consider only minimal, injective simulations between Web page tem-
plates s; and s», since this trivially ensures the existence of a substitution o such that
there exists a simulation of s10 in sy w.r.t. ~; in other words, s;o is embedded into s,.

Example 5. Consider the following Web page templates s; and ss:

hobbies (hobby (X)), hobbies (hobby(reading) ,hobby(gardening)) .

We have that s, partially matches s; via {X/reading} and s, partially matches s;
via {X/gardening}.

Now we are ready to define a partial rewrite relation between marked Web page tem-
plates, which includes a simplification stage using the user functions in R. For the sake of
simplicity, in the following, we disregard the conditional part of correctness rules and the
existential /universal quantification of completeness rules. In other words, a rule is just a
pair of (possibly) marked terms 1 — pu(r).

Definition 5. Let s = (V, E,r, label), t € 7(Text UTag,V). Let py and py be two valid
markings for s and t, respectively. Then, py(s) partially rewrites to us(t) via rule r =
1 — p(r) and substitution o (in symbols, pi(s) —7 ua(t)) iff there exists v € V- such that

1. s, partially matches 1 via o;
2. Let r = (Vy, By, 1, label,) and ro = (Viy, Ero, 1, labely,). For each v € Vo,

= {10 ot
H2 p) ifve (Ve \ Vo) A (30 € Vi v >0, label (V') € Var(r))

3. t = Reduce(ro,R), where function Reduce(t,R) computes, by standard term rewriting,
the wrreducible form of t in R ignoring the eventual marks for the functions in R.

When rule v and substitution o are understood, we simply write pi(s) — pa(t).

It is worth noting that we provide a notion of partial rewriting in which the context
of the selected reducible expression s|, of the Web page template which is rewritten is
disregarded after the rewrite step (see point (3) of Definition 5). Roughly speaking, given
a Web specification rule 1 — p(r), partial rewriting allows us to extract a subpart of a



given Web page (template) s, which partially matches 1, and to replace s by a reduced
instance of r; namely, Reduce(ro,R) (see points (1) and (3) of Definition 5). Point (2) of
Definition 5 establishes that rewritten templates inherit marks from the right-hand sides
of the applied rules. More precisely,

— each vertex of ro, not affected by substitution o, maintains the same marking of r;
— each vertex, belonging to a subterm of ro replacing a variable X of r, is marked yes;
— each vertex, belonging to a subterm of ro replacing a variable X of r, is marked no.

Example 6. Consider the Web page p of Figure 1 and the first rule ry; of the Web specifi-
cation of Example 3. Let us suppose that TRS R defines the standard function append for
concatenating strings. Then, Web page template (p) partially rewrites to the following
Web pages by applying r;.

e(p) —r, Reduce(hpage(fullname(append(mario,rossi)),status),R)=
hpage(fullname(mariorossi), status)

e(p) —r, Reduce(hpage(fullname(append(franca,bianchi)), status),R)=
hpage(fullname(francabianchi), status)

Roughly speaking, markings in the right-hand sides of the rules allow us to find sets of
Web pages, which might be incomplete or missing. Then, real buggy pages are detected
inside these sets. We formalize the idea in the following section.

5 The verification framework

In the following, we show how simulation and partial rewriting can be applied to verify
a given Web site w.r.t. a Web specification. More precisely, our analysis allows us to
discover the following kinds of errors: (i) erroneous/forbidden information in the Web site
(correctness errors), and (ii) Web pages which are missing in a Web site or Web pages
which are incomplete w.r.t a given Web specification (completeness errors).

5.1 Detecting correctness errors

In this section, we provide a simple mechanism based on partial rewriting which can
detect erroneous or undesirable data included in a Web site. Our methodology allows us
to precisely locate which part of a Web page does not fulfill the Web specification. We
apply correctness rules to the Web pages of the Web site in order to discover incorrect
patterns. More precisely, given a Web page p, we first try to recognize a given Web page
template 1 into p by partially rewriting p via the (unconditional part of a) correctness
rule 1 — error | C. Then, we analyze the values bound to the variables in C, which are
obtained as a by-product of the rewrite step. If the structured text bound to each variable
in C belongs to the language of the corresponding regular expression, an incorrectness
symptom is raised and p is signaled as wrong to the user.

Definition 6. Let W be a Web site, (IyWIy,R) be a Web specification. Given p € W, we say
that p is incorrect w.r.t. (IyWIy, R), if there exists a rule r = (1 — error|X; in rexp; ...
X, in rexp,) € Iy such that



ag y Yt .
1. p —7 error, where r, is the unconditional part of r;

2. fori=1,...,n, X;o0 € L(rexp;), where L(rexp;) is the reqular language described by
rerp;.

We also say that 1o is an incorrectness symptom for p.

Let us see an example which illustrates the above definition.

Ezample 7. Consider the Web specification (Iy W Iy, R) of Example 3 and the following
Web site W

W = {(1) members(member (name(mario) ,surname(rossi),status(professor)),
member (name (franca) ,surname (bianchi) ,status(technician)),
member (name (giulio) ,surname(verdi) ,status(student))),

(2) hpage(fullname(mariorossi),phone(3333),status(professor),
hobbies (hobby(reading) ,hobby(gardening))),
(3) hpage(fullname(francabianchi),status(technician),phone(5555),
links(link (url(www.google.com) ,urlname (google)),
link (url(www.sexylambdacalculus.com) ,urlname (FormalMethods))),
(4) hpage(fullname(annagialli),status(professor),blink(phone(4444)),
teaching(courselink(url (http://www.algebra.math),
urlname (Algebra)))),
(5) pubs(pub(name (mario) ,surname(rossi),title(blahblahl),year(2003)),
pub(name (anna) , surname (gialli),title(blahblah2),year(2002)))}

Now, consider the correctness rule
r = hpage(X) — error | X in [: TextTag :] * sex [: TextTag :]*.

Note that the only Web page which can rise an incorrectness error by using r is Web page
(3), since (3) can be partially rewritten to error via 7, with the following substitution o

{X/1inks (1ink (url (www.google.com) ,urlname (google)),
link (url(www.sexylambdacalculus.com) ,urlname (FormalMethods)))}

and xo belongs to ﬁ([:TextTag:]* sex [:TextTag:]*).

Additionally, Web page (4) is incorrect w.r.t (Iyw Iy, R), as it rewrites to error by rule
blink(X) — error. The respective incorrectness symptoms of the two incorrect Web pages
are: blink(phone(4444)) and

hpage (1inks ( link(url(www.google.com) ,urlname(google)),

link (url (www.sexylambdacalculus.com) ,urlname (FormalMethods)))) .
Here we would remark the usefulness of incorrectness symptoms: they allow us to precisely
locate which erroneous piece of information must be modified by the user in order to repair
the faulty Web site.

5.2 Detecting completeness errors

Essentially, the main idea to diagnose completeness errors is to compute the set of all
possible marked expressions that can be derived from W via the completeness rules of a
Web specification (Iy W Iy, R) by means of partial rewriting. These marked terms can be
thought of as requirements to be fulfilled by W. Then, we check whether the computed re-
quirements are satisfied by W by using simulation and marking/quantification information.
In summary, the method works in two steps, as described below.



1. Compute the set of requirements Reqy, for W w.r.t. Iy;
2. Check Reqyy In W.

Formally, a requirement is a pair (u(e), q), where u(e) is a marked term and q € {A,E}.
A requirement is called universal whenever q = A, while it is called existential when q = E.
In order to formalize step 1, we define the following operator.

Definition 7. Let T be a set of marked terms and (Iy W Iy,R) be a Web specification.
Then, the immediate completeness requirements operator

Tu(T) =TU {{pa(s2), @) | 3 {u(s1).ar) €T,r = (1= x (q)) € Iy s.t.
pa(s1) = pa(s2)}

where T = {(s,_) | s € T}.

Roughly speaking, the operator in Definition 7 computes all the requirements which are
obtained by partially rewriting the marked expressions in T using the completeness rules of
Iy, and returns the union of the resulting set and T. By repeatedly applying this operator,
it is possible to compute all marked terms that can be derived from an initial Web site
after an arbitrary number of partial rewriting steps. For this purpose, we formalize the
ordinal powers of the operator Jy w.r.t. a Web site W as follows: Jy "0 =W, Jy 1" n =
Iu(F 1" (n—1)), n > 0.

It is immediate to demonstrate that the operator [Jy is continuous on the lattice
consisting of the powerset of the requirements ordered by set inclusion. This ensures that
a least fixpoint of Jy exists and can be reached after w applications of Jy, that is, Jy TV w
where w is the first infinite ordinal. The least fixpoint of Jy contains all the marked
expressions derivable from W via Iy along with their quantification information.

Now, recalling the interpretation of the completeness rules of the Web site specification
given in Section 3, marked terms derived by the application of a completeness rule must
be recognized as (part of) some Web page in the Web site. Therefore, those expressions
in the least fixpoint of Jy provide information that must occur in W. Thus, since the pages
in W trivially occur in the Web site W, we define the set of requirements for W w.r.t. Iy as
Reqyy = Ufp(Ju) \ W, where Ifp(Jy) is the least fixpoint of the operator Jy.

Clearly, the fixpoint of Jy (and hence ReqM’w) for an arbitrary Web specification might
be infinite. Fortunately, the computation of the set of requirements is finite for some
interesting classes of Web specifications (e.g., non-recursive specifications and bounded
specifications [1], where only terms having a bounded size can be derived).

Ezample 8. Consider the Web specification (Iy & Iy, R) of Example 3 and the Web site W
of Example 7. Then, the set of computed requirements Reqy is

{(hpage(fullname(mariorossi), status), E), (hpage(fullname(francabianchi), status), E),
(hpage(fullname(giulioverdi), status), E), (hpage(status(professor), teaching), 4),
(
(

member (name(mario), surname(rossi)), E), (nember (name(anna), surname(gialli)), E),
hpage(fullname(annagialli), status), E), (cpage(title(Algebra)),E)}

Now, we are ready to formalize step 2 above, that is, checking the computed complete-
ness requirements in a given Web site. To accomplish this task, we first use simulation for



checking whether (the marked part of) a requirement is embedded into some Web page of
the considered site, and then consider the quantification attributes in order to diagnose
incompleteness errors.

Definition 8. Let W be a Web site, (Iy W Iy,R) be a Web specification and Reqy be the
set of requirements for W w.r.t. Iy. Let (u(e),q) € Reqyy. The test set w.r.t. (u(e),q) is
defined as

TEST ue),9=1p = (V. E, 7, label) € W| 3 a minimal injective simulation of
mark(e, i) in ppw.r.t. ~, withv € V}.

Roughly speaking, this definition allows us to compute a subset of the Web site containing
all the Web pages which simulate the marked part of a given requirement. These Web
pages might be incomplete w.r.t. the Web specification, since they may not contain the
considered requirement. Let us see an example.

Example 9. Let us consider the completeness rule r

hpage(status(professor)) — hpage( status(professor),teaching)

and the Web site W of Example 7. Rule r allows us to check whether Web pages of professors
contain some teaching information. In order to do this, we use the marking information in
the rhs of r to select the professor Web pages. Let us consider the requirement (s (e:),A) =
(hpage (status(professor), teaching), A), which can be derived from W by means of r. By applying

Definition 8, we get the following test set TEST,, (e,).a)

{(2) hpage(fullname(mariorossi),phone(3333),status(professor),
hobbies (hobby(reading) ,hobby(gardening))),
(4) hpage(fullname(annagialli),status(professor),blink(phone(4444)),
teaching(courselink(url(http://www.algebra.math) ,urlname(Algebra))))}

which contains the two professor Web pages where completeness requirements must be
verified.

In the following, we consider incompleteness errors which refer to incomplete and/or
missing Web pages. We distinguish two cases: the former allows us to discover whether a
universal requirement is not fulfilled by a given Web site, whilst the latter recognizes unsat-
isfied existential requirements. In both cases, our analysis provides the missing/incomplete
Web pages which are associated with those requirements.

Definition 9. Let W be a Web site, (Iy W Iy,R) be a Web specification and Reqy, be the
set of requirements for W w.r.t. Iy. Let re = (u(e), A) € Reqyy be a universal requirement.
Then, re is not satisfied in W if one of the following conditions hold:

1. TEST ye)n = 0;
2. there exists p = (V, E,r, label) € TEST ,e)ay 5.t. no minimal, injective simulation of
e m pj, w.r.t. ~, withv € V, exists.

Vice versa, a universal requirement re is satisfied whenever it is possible to recognize re
inside any Web page of the corresponding test set T EST,.. Let us clarify Definition 9 by
an example.



Example 10. Consider the Web site W of Example 7 and the universal requirement

(u1(e1),A) = ((hpage(status(professor), teaching)), A)

belonging to the set of requirements Reqy,; of Example 8. The requirement simply states
that all professor’s home pages must contain teaching information.

The test set associated with (ju1(eq),A), i.e. TEST,, (e,)n), Was computed in Example
9 and contains all the professor’s Web pages of the considered site. Now, by applying
Definition 9, we detect that (u(eq),A) is not satisfied by W, since there does not exist any
minimal, injective simulation of e; in (a subterm of) Web page (2) w.r.t. ~. In fact, Web
page (2) lacks teaching information.

Finally, an existential requirement re is fulfilled, if it is recognized inside (at least) a
Web page which belongs to the test set TEST,,.

Definition 10. Let W be a Web site, (IyWIy,R) be a Web specification and Reqy, be the set
of requirements for W w.r.t. Iy. Let re = (u(e),E) € Reqyy be an existential requirement.
Then, re is not satisfied in W if one of the following conditions hold:

1. TEST ey e = 0;
2. for each p = (V, E,r, label) € TEST o) 5 no minimal, injective simulation of e in pj,
w.r.t. ~, with v € V, exists.

Ezxample 11. Consider the Web site W of Example 7 and the existential requirement

(u2(e2),E) = (cpage(title(Algebra)),E)

belonging to the set of requirements Reqyy of Example 8. Since T'EST{,,(e,) ) 18 empty,
by Definition 10, re is not satisfied in W. This implies that a Web page containing some

information about the Algebra course should be provided.
Consider now the following existential requirements in Reqy

(member (name(anna), surname(gialli)),E)
(hpage(fullname(giulioverdi), status),E).

We have that TEST,, (e, just includes Web page (1) of W, while TEST,, (e,),r) contains
Web pages (2), (3) and (4). For both requirements, there is no Web page p in the test
sets such that a minimal, injective simulation of e3 (respectively, e4) in (a subterm of)
p w.r.t ~ exists. Therefore, the Web site W does not meet the given requirements. More
precisely, the former unsatisfied requirement states that an entry for Anna Gialli must
be introduced in the group member list, and the latter detects that the home page of
Giulio Verdi is missing.

Finally, let us emphasize that our verification framework is able to detect both the in-
complete /missing Web pages. The requirements which are not fulfilled can be considered
as incompleteness symptoms. This allows us not only to locate bugs and inconsistencies
w.r.t. a given specification, but also to easily repair them by comparing incomplete pages
to incompleteness symptoms, since the latter ones provide the missing information which
is needed to complete the erroneous Web pages.



6 Implementation

The basic methodology presented so far has been implemented in the preliminary pro-
totype system VERDI (VErification and Rewriting for Debugging Internet sites), which
is written in DrScheme v205 [26] and is publicly available together with a set of tests
at http://www.dimi.uniud.it/~demis/#software. A short system description can be
found in [2].

The implementation consists of about 80 function definitions (approximately 1000
lines of source code). VERDI includes a parser for HTML/XML documents and Web
specifications, and several modules implementing the user interface, the partial rewriting
mechanism and the verification technique for detecting incomplete/missing information.
The implementation of the module for the detection of incorrect data is under develop-
ment. The system allows the user to load a Web site consisting of a finite set of ground
terms together with a Web specification. Additionally, he/she can inspect the loaded data
and finally check the Web pages w.r.t the Web site specification. The user interface is
guided by textual menus, which are (hopefully) self-explaining.

We tested the system on several real Web site examples, some of which can be found
at the URL address mentioned above. In each considered test case, we were able to detect
the errors (i.e. missing and incomplete Web pages) efficiently.

7 Conclusions

Conceiving and maintaining Web sites is a difficult task. In this paper, we provide a
rewriting-based, formal specification language which can be used to impose properties
both on the structure (syntactic properties) and on the contents (semantic properties) of
Web sites. Some XML schema languages such as XLINKIT [12] and Schematron [27] can
express some of the semantic constraints we consider; however, our specification language
is richer and can be appreciated much by users who prefer to avoid the encumbrances of
DTDs and XML rule languages. The computation mechanism underlying our language is
based on a novel rewriting-like technique, called partial rewriting, in which the traditional
pattern matching mechanism is replaced by tree simulation [16]. In our methodology, Web
sites are automatically checked w.r.t. a given Web specification in order to detect incor-
rect, incomplete and missing Web pages. Moreover, by analyzing the error symptoms, we
are also able to find out the missing information needed to repair the Web site. We have
also discussed some implementation details of the preliminary system VERDI, a proto-
type implementation of the verification framework which can help Web administrators to
design, check and maintain their Web sites.

Let us conclude by mentioning some directions for future work. We are currently
extending our framework in order to provide a method for synthesizing the marking
information semi-automatically (currently, marks are provided by the user). In order to
consider semi-structured documents containing cycles, a graph rewriting extension of our
framework is also envisaged.
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