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hite
ture ModelJulien S
hmaltz and Dominique BorrioneTIMA-VDS, Grenoble, Fran
eJuly 3, 2003Abstra
tIn this paper, we present an experiment in the modeling of the AMBA-AHB virtual 
om-ponent and the proof of essential properties to validate the model. We prove the 
orre
tnessof 
ommuni
ations for an arbitrary number of masters and slaves.1 Introdu
tionThe design of systems on 
hip (SoC) results in the integration of pre-designed blo
ks, 
alled VirtualComponents (VC). In su
h a design 
ow, building the inter
onne
tion be
omes the 
riti
al step,espe
ially for the veri�
ation. This new paradigm introdu
es two 
hallenges for formal methods:proving VCs and proving their 
omposition. The bus, 
onsidered a VC [VSI01℄ is a parameterizedstru
ture, i.e. it is an unbounded system. In this paper, we present an experiment in the modelingof the AMBA-AHB virtual 
omponent, and the proof of essential properties to validate the model.
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Figure 1: The Virtual BusIn this paper, we address the �rst design step. We start with the spe
i�
ation do
ument writtenwith the traditional mixture of English senten
es, drawings and timing diagrams. We manually
onstru
t a formal model for ea
h generi
 
omponent and prove ea
h one 
orre
t. Then, we modeltheir inter
onne
tions and prove the 
ommuni
ation 
orre
t.A typi
al bus [ARM99, IBM01℄ is 
omposed of four elements: an address de
oder, a bus arbiter,slave (or target) and master (or initiator) interfa
es (Fig 1). The proto
ol is mainly of master-slave type, i.e. based on handshakes. The handshake (or point to point 
onne
tion) is the basi

ommuni
ation s
heme of the AHB bus. The next se
tion presents our modeling and validationapproa
h on this basi
 s
heme. Se
tion 3 introdu
es the AHB bus. Se
tion 4 shows the modelingand the validation of the address de
oder and the bus arbiter. In se
tion 5, the prin
iples exposedin se
tion 2 are applied to the AHB bus. Finally, 
on
lusions are given in se
tion 6.1
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onne
tion s
heme2 Prin
iple of the 
ommuni
ation2.1 Master/Slave 
ommuni
ationMaster/Slave 
ommuni
ation is the basi
 proto
ol for hardware 
omponents. In this 
on�guration,drawn on Fig 2, masters send orders to slaves, whi
h send results as answers. A 
ommuni
ation isalways started by a master. Typi
ally, masters are pro
essors and slaves memories, so, orders aretypi
ally read or write operations to a spe
i�
 address or blo
k of addresses; results are typi
allydata or a blo
k of data and the slave status (e.g. no errors, global errors, not ready ...).Let masterM be a pro
essor performing a divide operation between two integers and slave S bea memory 
ontaining a set of integers. To perform the divide operation, M �rst reads the memoryto obtain the values of the operands, say a and b. Then, it uses a given algorithm divide alg to
ompute the integer division of a by b. Finally, it writes the result, say 
, in the memory. Wesee here, as it was introdu
ed in [RSV97℄, that the 
ommuni
ation operations (read and writeorders) are orthogonal to the 
omputation operation (the divide algorithm). These two kinds ofoperations are separated in two types of 
omponents: the interfa
es and the appli
ations. Thepoint to point 
ommuni
ation s
heme with interfa
es is drawn on Fig. 3. To make the di�eren
ebetween interfa
e-appli
ation and interfa
e-interfa
e 
ommuni
ation 
lear, the former dialogue isdenoted by results and orders, the latter by requests and responses. We represent orders and resultsby the following lists:� order = (O L [D℄), where O is an operation (i.e. read, write), L is a lo
ation and D is thedata to be written. [D℄ is optional for read operations.� result = (status) or (status data)Assume requests and responses are represented by the following list:� request = (R/W addr [Data℄), R/W = 1 means a read operation at the address addr isrequested, R/W = 0 means a write operation of Data at the address addr is requested, the[Data℄ is optional for read operations. 2



� response = (status) or (status data)We distinguish integers a and b from their memory addresses �a and �b. The master appli
ationperforms the following operations:1. a = (read �a) then wait for a result2. b = (read �b) then wait for a result3. (write �a (divide alg a b))The 
ommuni
ation events are the following. First, the master interfa
e re
eives the read orderand produ
es the request (1 �a). The slave interfa
e re
eives this request and transmits the order(read �a) to the slave appli
ation. This appli
ation e�e
tively reads its database and returns thevalue a stored at the address �a through the result (OK a) whi
h is su

essively transmitted ba
kto the master interfa
e, and to the master appli
ation, whi
h is now able to send the next order.The events for the se
ond read operation are similar. For the write operation, let us 
onsider that(divide alg a b) = 
. The master interfa
e re
eives the write order and produ
es the request (0�a 
). The slave interfa
e re
eives this request and 
omputes the order (write �a 
). The result(OK) follows the same way as the read result from the slave appli
ation to the master appli
ation.Now that we have seen the information 
ow, we present our modeling approa
h in the nextse
tion.2.2 Fun
tional modelingOur formalization is fun
tional, i.e. ea
h 
omponent and ea
h transfer is modeled by a fun
tion.Time is abstra
ted away, and fun
tional 
omposition is used to express sequential events.To formalize the previous example of the divide program, we start with the interfa
es (Fig. 4).The master interfa
e has two inputs (the order and the response) and two outputs (the requestand the result), so it is represented by a fun
tion of two parameters returning two obje
ts. Ea
hinput and output is in fa
t a tuple. Pra
ti
ally, there are two ways to model a tuple: either we
onsider the tuple as one input (or output), or ea
h element of the tuple is one input (or output).In the present paper, we 
onsider that ea
h element of a tuple is an input, be
ause it is 
loserto the hardware notion of signal. Con
erning the master interfa
e, ea
h input is a formal of thefun
tion and the output is a list of two lists. The �rst one 
ontains the signals 
onne
ted to theslave interfa
e, and the se
ond one the signals 
onne
ted to the master appli
ation. The de�nitionof this fun
tion is:(defun master_interfa
e (O L D ST SD)(if (equal O 'read)(list (list 1 L D) (list SD ST))(list (list 0 L D) (list SD ST))))To make 
onne
tion of fun
tions 
lear, we de�ne an a

essor fun
tion for ea
h output of theinterfa
e. The a

essors for the master interfa
e are:� (R/W x) = (nth 0 (nth 0 x))� (ADDR x) = (nth 1 (nth 0 x))� (Data x) = (nth 2 (nth 0 x))� (S-master x) = (nth 1 (nth 1 x)) 3
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Figure 4: De�nition of master and slave interfa
es� (D-master x) = (nth 0 (nth 1 x))The slave interfa
e is drawn on Fig. 4 and modeled using the same approa
h:(defun slave_interfa
e (R/W Addr Data SD ST)(if (equal R/W 1)(list (list 'read Addr Data) (list SD ST))(list (list 'write Addr Data) (list SD ST))))The a

essors are:� (O-slave x) = (nth 0 (nth 0 x))� (L-slave x) = (nth 1 (nth 0 x))� (D-slave x) = (nth 2 (nth 0 x))� (SD x) = (nth 0 (nth 1 x))� (ST x) = (nth 1 (nth 1 x))These two interfa
es are 
omposed together (i.e. the 
omponents are 
onne
ted) yielding twofun
tions: one representing a transfer from the master interfa
e to the slave interfa
e, and theother one a transfer from the slave interfa
e to the master interfa
e. A transfer from the masterinterfa
e to the slave interfa
e is de�ned as the result of the slave interfa
e fun
tion applied to theresult of the master interfa
e fun
tion; so, by the following 
omposition:trans M to S (O L D) = slave interfa
e Æ master interfa
e (O L D) (1)whi
h gives the following ACL2 fun
tion:(defun trans_M_to_S (O L D SD ST)(slave_interfa
e ; R/W signal(R/W (master_interfa
e O L D SD ST))4



; ADDR signal(ADDR (master_interfa
e O L D SD ST)); Data signal(Data (master_interfa
e O L D SD ST)); resulting Data(D) and Status (S) given by the slave appli
ationSD ST))Similarly, a transfer from the slave interfa
e to the master interfa
e is de�ned as the 
omposition:trans S to M (D S) = master interfa
e Æ slave interfa
e (D S) (2)whi
h gives the following fun
tion:(defun trans_S_to_M (O L D SD ST)(master_interfa
e O L D ; not 
onsidered; to sele
t the data of the response(SD (slave_interfa
e O L D SD ST)); to sele
t the status of response(ST (slave_interfa
e O L D SD ST))))The slave appli
ation is a memory, and we model it by a list named memo. The read and writeoperations are performed through 
alls of the nth and put-nth ACL2 fun
tions. The fun
tionrepresenting the slave appli
ation is:(defun slave_appli
ation (O L D memo)(if (equal O 'read)(list (nth L memo) 'OK)(list (put-nth L D memo) 'OK))); write orderWithout the slave appli
ation, it is not possible to 
ompose Equations 1 and 2. But, using theslave appli
ation fun
tion, we 
an de�ne a transfer fun
tion modeling the 
omplete exe
ution ofan order, i.e. transmitting the order and getting the result ba
k. A transfer is represented by thefollowing 
omposition:trans order (O L D) = trans S to M Æ slave appli
ation Æ trans M to S (O L D) (3)whi
h 
an be paraphrased as follows. First, transmit the order to the slave appli
ation, thene�e
tively 
ompute the 
orresponding operation and �nally transmit the result to the masterappli
ation. We get the ACL2 fun
tion:(defun trans_order (O L D memo)(trans_S_to_M nil nil nil(nth 0 ; to sele
t the returned data(slave_appli
ation ; operation O(O-slave (trans_M_to_S O L D nil nil)); lo
ation L(L-slave (trans_M_to_S O L D nil nil)); data D(D-slave (trans_M_to_S O L D nil nil))memo))(nth 1 ; to sele
t the returned status5



(slave_appli
ation ; operation O(O-slave (trans_M_to_S O L D nil nil)); lo
ation L(L-slave (trans_M_to_S O L D nil nil)); data D(D-slave (trans_M_to_S O L D nil nil))memo)))))Suppose (divide alg a b) 
omputes the division of a by b, the master fun
tion is:(defun master_fun
tion (a_address b_address 
_address memo)(trans_order 'write 
_address(divide_alg (D-master (trans_order 'read a_address nil memo))(D-master (trans_order 'read b_address nil memo)))memo))whi
h 
ompletes the model of the point to point 
onne
tion.2.3 Proving essential propertiesAs for any veri�
ation pro
ess, we need to de�ne a referen
e. For the point to point 
ommuni
ations
heme, it is a dire
t 
ommuni
ation between master and slave appli
ations (see Fig. 2, page 2).The underlying prin
iple is that the introdu
tion of interfa
es do not modify the 
ommuni
ationfun
tion between the appli
ations. With no interfa
es, if a master appli
ation sends a (read L d)or a (write L D) order, the slave appli
ation re
eives a (read L D) or a (write L D) order. Withinterfa
es, the trans M to S fun
tions, modeling the order transmission, applied to a (read L D) ora (write L D) order should return a (read L D) or a (write L D) order. Theorems 1 and 2 below,proven by the de�nition of master interfa
e and slave interfa
e state it.Theorem 1 (Corre
tness of the read transmission)(defthm trans_M_to_S_read(implies (equal O 'read)(and (equal (O-slave (trans_M_to_S O L D SD ST)) 'read)(equal (L-slave (trans_M_to_S O L D SD ST)) L)(equal (D-slave (trans_M_to_S O L D SD ST)) D))))Theorem 2 (Corre
tness of the write transmission)(defthm trans_M_to_S_write(implies (equal O 'write)(and (equal (O-slave (trans_M_to_S O L D SD ST)) 'write)(equal (L-slave (trans_M_to_S O L D SD ST)) L)(equal (D-slave (trans_M_to_S O L D SD ST)) D))))Let us 
onsider the fun
tion trans S to M that transmits a result. Be
ause the result has thesame stru
ture for read and write operation, there is only one theorem, proven using the de�nitionof master interfa
e and slave interfa
e. This theorem states that if a slave appli
ation sends a (RDRS) result to the slave interfa
e, the master appli
ation re
eives the same (RD RS) result.Theorem 3 (Corre
tness of the result transmission)6



(defthm trans_S_to_M_thm(and (equal (D-master (trans_S_to_M O L D SD ST)) SD)(equal (S-master (trans_S_to_m O L D SD ST)) ST)))These three theorems prove that the 
ommuni
ation between the appli
ations has the samebehavior with and without the interfa
es.Let us now 
onsider the trans order fun
tion. As there are two di�erent operations, we have twotheorems. The �rst one proves that the read operation behaves 
orre
tly, the se
ond one provesthe write operation. The �rst theorem states that the data returned by a 
all to trans order(readL D memo) is equal to a dire
t read (a 
all of nth) in memo:Theorem 4 (Corre
tness of a read order)(defthm trans_order_read(implies (equal O `read)(equal (D-master (trans_order O L D memo))(nth L memo))):hints (("GOAL" :in-theory (disable nth D-master))))Proof. Proof is obtained by theorems 1, 2, 3 and the de�nition rule slave appli
ation. The hintis here of importan
e, be
ause we 
onsider (nth L memo) as a \token" and we do not want it beexpanded. Q.E.D.The se
ond theorem (proven like the one above) states that a write order is equal to a \put-nth"on memo:Theorem 5 (Corre
tness of a write order)(defthm trans_order_write(implies (equal O 'write)(equal (D-master (trans_order O L D memo))(put-nth L D memo))):hints (("GOAL" :in-theory (disable nth D-master))))If the master appli
ation fun
tion is 
orre
t, we should prove, on
e memo has been modi�ed by a
all of master appli
ation, that the data lo
ated at 
 address in memo is equal to the division ofthe integers lo
ated at a address and b address in memo. So, we prove the theorem below.Theorem 6 (Corre
tness of the master appli
ation)(defthm divide_thm(implies (and (< 
_address (len memo))(< 0 
_address))(equal(nth 
_address(D-master(master_fun
tion a_address b_address 
_address memo)))(floor (nth a_address memo) (nth b_address memo)))):hints (("GOAL" :in-theory (disable D-master floor nth Data))))Proof. Obtained by theorem 1, 2 and the \nth-put-nth" lemma of the list-defthms book. Q.E.D.
7
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HREQ(j)Figure 5: Organization of the AMBA AHB ar
hite
ture3 The AMBA AHB bus systemArm pro
essors are widely used in SoCs and embedded systems, so is the Advan
ed Mi
ro
ontrollerBus Ar
hite
ture (AMBA) and parti
urlarly the Advan
ed High-performan
e Bus (AHB). Its globalstru
ture is drawn on Fig. 5.The AHB on 
hip bus allows the inter
onne
tion of n masters (typi
ally: pro
essing units) andm slaves (typi
ally: memory units), where n and m are parameters. There are three di�erentbuses: HRDATA 
onveying data to be read, HWDATA for data to be written, and HADDRfor the addresses. The 
ommuni
ation involves four 
omponents:1. a de
oder: it re
eives an address and a
tivates the 
orresponding slave2. an arbiter: it reveives requests and grants the bus to a unique master3. master interfa
es: initiate transfers4. slave interfa
es: answer to master requests
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Figure 6: (Simpli�ed) S
hemes of the de
oder and the arbiterThe de
oder (Fig 6) is used to sele
t the slave that owns the required data. Address de
odingdepends on memory organization, and details about it are given in se
tion 4.1. The de
oder8



a
tivates a slave x by setting the x'th bit of the HSEL signal to 1 and the others to 0.The role of the arbiter (Fig 6) is to grant bus a

ess to one master requesting it. The arbiter isunique in a given ar
hite
ture and uses a priority s
heme to sele
t a master. This algorithm is notspe
i�ed in [ARM99℄ but must obey some rules. The most important is to preserve the mutualex
lusion of bus a

esses. The AHB ar
hite
ture is not a tri-states bus, so a default master isgranted when no master requests the bus. We sele
t master number 0. The slave interfa
e (Fig 7)
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Figure 7: (Simpli�ed) S
hemes of the master and slave interfa
esuses the HSELx signal to determine if it is a
tive or not. If HSELx is high, the slave answersthe master read or write request in one 
y
le, or it splits the transfer. The master interfa
e (Fig7) produ
es all the signals needed for a transfer.4 Memory and bus arbitrationIn this se
tion, we formalize the two main 
omponents of the bus proto
ol (the address de
oder andthe bus arbiter) and we prove them 
orre
t with respe
t to [ARM99℄. As we deal with fun
tionalmodels, reset and 
lo
k signals are ignored in our formal representation.4.1 Address de
odingLet Card S be the number of slaves, a generi
 parameter of the de
oder of type natural. Theaddress de
oding 
orresponds to the sele
tion of an element of a set. The de
oder fun
tion asso-
iates a set of addresses to a slave. As we abstra
t addresses to naturals, the input domain of thede
oder fun
tion is the set of naturals. The output domain is the interval [ 0 ; Card S � 1 ℄. Sidenotes the slave number i, i 2 [ 0 ; Card S � 1 ℄.Ea
h slave is 
onne
ted to a memory of MEM SIZE addresses, and the global system memory isthe produ
t Card S � MEM SIZE. During transfers, the master puts the global address, whi
hranges from 0 to Card S � MEM SIZE � 1, on the HADDR bus, and the slave sele
ted bythe de
oder reads or writes the data to its lo
al address UNADDR. A data has 
onsequently twoaddresses - a global and a lo
al address- related by the following equation:UNADDR = HADDR mod MEM SIZE (4)The slave possessing the data at the HADDR address is Si, where i is 
omputed by the equation:i = HADDRMEM SIZE (5)The de
oder is modeled by the fun
tions sele
t(Card S SEL) and de
oder( MEM SIZE, Card S,ADDR) below: 9



(defun sele
t (Card_S SEL)(
ond ((not (integerp Card_S)) nil)((<= Card_S 0) nil)((equal SEL 0)(
ons 1 (sele
t (1- Card_S) (1- SEL))))(t(
ons 0 (sele
t (1- Card_S) (1- SEL))))))(defun de
oder (MEM_SIZE Card_S HADDR)(sele
t Card_S (floor HADDR MEM_SIZE)))Fun
tion sele
t is re
ursive over Card S, the number of list elements. It returns the empty listif Card S is not a natural integer. Otherwise, it 
on
atenates 1 (if sel = 0) or 0 (if sel 6= 0) to thelist resulting from the re
ursive 
all of sele
t over Card S � 1 and sel � 1. Thus sele
t 
onstru
tsa list of Card S elements, all equal to 0 ex
ept the sel'th one, provided 0 � sel � Card S.The main property to prove on these fun
tions is that they sele
t only one slave possessing thedesired data. Clearly, on
e the proof is made on sele
t, the proof on de
oder is straightforward dueto equation 5. We prove the following theorems.Theorem 7 (Sele
tion of the right slave)(defthm ith_sele
t_=_1(implies (and (integerp i) (integerp Card_S)(>= i 0) (> Card_S i))(equal (nth i (sele
t Card_S i )) 1)))Proof. We �rst prove a lemma stating the property is true if i = 0. This lemma 
ould beavoided but eases the proof. ACL2 proves the theorem automati
ally by indu
tion over Card Sand i. Q.E.D.Theorem 8 (Uniqueness of the sele
tion)(defthm pth_sele
t_=_0(implies (and (integerp p) (integerp Card_S)(<= 0 p) (< p Card_S)(not (equal p i)))(equal (nth p (sele
t Card_S i)) 0)):hints (("GOAL":indu
t (fun
tion_hint_th2_sele
t p Card_S i))))Proof. As for theorem 1, we prove a lemma stating the �rst element of sele
t is 0 when i 6= 0.We prove another lemma stating sele
t returns a 
ons-pair. The indu
tion s
heme suggested by(sele
t Card S i) is over Card S and i. Here, we need an indu
tion hypothesis on Card S, i andp. We de�ne a fun
tion 
alled fun
tion hint th2 sele
t that suggests the needed indu
tion s
hemeand ACL2 proves the theorem automati
ally. Q.E.D.4.2 Bus arbitrationThe bus arbiter determines whi
h master should be granted bus a

ess, using a priority s
hememodeled by a priority matrix (Fig 8). The number P of lines sets the number of priority levels andthe number N of 
olumns is the number of masters having the same priority. Lines and 
olumnsare numbered from 0. The matrix elements 
orrespond to a single master, and the master number10



Master Number P*N−1
Least Priority

Highest Priority
Default Master
Master Number 0

Figure 8: The matrix modeling the priority s
hemeis 
omputed from line l and 
olumn 
 by: master num = l*N + 
. Master number 0, the defaultmaster, has the highest priority. The input domain of the arbiter fun
tion is the set of NxP bitmatri
es MREQ representing the master requests. The output domain is the set of bit ve
tors oflength NxP where only one bit is 1. The fun
tion uses the following algorithm to sele
t the masterthat should be granted bus a

ess:� determine the �rst line RLINE 
ontaining at least one request (Stage P)� determine the next requesting master to be granted the bus, a

ording to a round robins
heme on the line (round robin)� 
ompute the number of this master master num from the line number and build the outputlist HGRANT where bit number master num is 1 (master num and arbiter)In order to model these fun
tions we need to de�ne some predi
ates. The predi
ate no requestpmatrix(MREQ) re
ognizes a matrix 
ontaining no request, i.e. all its elements are 0. The predi
ateno requestp(L) re
ognizes a line with no request. So, the �rst line 
ontaining at least one requestis the �rst element of the priority matrix MREQ su
h that no requestp(
ar MREQ) does not hold.The number of this stage is 
omputed by the fun
tion stage P(MREQ) below:(defun stage_P (MREQ) ; returns the line number(
ond ((endp MREQ) 0) ; for the highest priority request((no_requestp_matrix MREQ) 0) ; if empty list or no request returns 0((not (no_requestp (
ar MREQ))) 0); we 
ount the number of stages(t ; 
ontaining no request until we meet(+ 1 (stage_P (
dr MREQ)))))) ; a stage with at least one requestWe 
onsider the fun
tion 
orre
t if prior stages to the returned one 
ontain no request, and if thereturned stage in non-empty. We prove the following theorems:Theorem 9 (Respe
t of the priority s
heme)(defthm prior_s
heme ; we prove that ea
h stage j prior(implies (and (equal (stage_P MREQ) i) ; to the returned one i 
ontains(< j i) (<= 0 j) ; no request(no_requestp (nth j MREQ))))Proof. The proof is made by indu
tion over j and MREQ. The proof is fully automati
 and ACL2uses type-pres
ription rules of the fun
tions no requestp, no requestp matrix and stage P. Q.E.D.Theorem 10 (Chosen stage is not empty, provided there is at least one request)11



EndStart

Last granted positionFigure 9: Cir
ular traversal of a line of the priority matrix(defthm 
hosen_stage_not_empty(implies (and (equal (stage_P MREQ) i) (not (no_requestp_matrix MREQ)))(not (no_requestp (nth i MREQ)))))Proof. The proof is made by indu
tion over MREQ and uses the same type pres
riptions rules asfor theorem 9. Q.E.D.The next important step is the 
omputation of the next master of the returned stage. Ona given line, masters have the same priority, and the a

ess poli
y is \round robin". A 
ir
ulartraversal of the stage is performed from the last granted position to the next requested position(Fig. 9).We split a stage after the last granted position; if the end part 
ontains at least one request, the
ir
ular traversal starts with the �rst element of this part. Otherwise, the traversal begins with the�rst element of the stage. The \start" part is obtained with the fun
tion �rstn(n L) that returnsthe �rst n elements (without the n'th) of L; the \end" part is obtained with the fun
tion lastn(nL) that returns the last n elements (with the n'th) of L. We de�ne the fun
tion �nd next 1(L) thatreturns the position (starting from 0 and 
ounted from the �rst element of L) of the �rst 1 metin L. The 
omputation of the next master in a given stage RLINE is represented by the followingfun
tion:(defun round_robin (RLINE Last_Granted); RLINE is (nth (stage_P MREQ))(
ond ((no_requestp RLINE) 0) ; if the end part of the line 
ontains((no_requestp (lastn (1+ Last_Granted) RLINE)); no request, find_next_one(find_next_1 (firstn (1+ Last_Granted) RLINE))); 
omputes the position(t ; of the next 1 in the first part of the line(+ (1+ Last_Granted) ; else we pro
eed in the last part(find_next_1 (lastn (1+ Last_Granted) RLINE))))))The main property that should hold is that there is e�e
tively a round robin. In parti
ular, assumethe master (number k) whi
h was last granted a

ess to the bus still requests a

ess the next timethe line is sele
ted, and one or more other requests are also present on that line, then the next busa

ess is not granted to master number k. This is expressed by the following theorem:Theorem 11 (No Deadlo
k)(defthm no_deadlo
k(implies (and (integerp i) (<= 0 i)(equal (nth Last_Granted RLINE) 1) (list_of_1_and_0 RLINE)(not (equal Last_granted i)))(implies (equal (nth i RLINE) 1)(not (equal (round_robin RLINE Last_Granted) Last_Granted)))):hints (("GOAL" :use (:instan
e lemma1_no_deadlo
k):in-theory (disable lemma1_no_deadlo
k firstn)))12



:rule-
lasses ((:rewrite :mat
h-free :all)))Proof. The de�nition of round robin suggests three 
ases. The hypothesis (equal (nth i RLINE)1) is in 
ontradi
tion with the �rst one. The third 
ase is obvious. The remaining 
ase is proven bythe lemma used in the hint. This lemma proves the theorem if i is lower than 1 + Last Granted.Q.E.D.Now, let E be the stage number, N its length and New the position in the stage of the newbus owner. The master Mi should be granted bus a

ess, where i is 
omputed a

ording to thefollowing equation: i = New + N � E (6)This is done by the fun
tion below:(defun master_num (MREQ N Last_Granted)(+ (* (stage_P MREQ) N)(round_robin (nth (stage_P MREQ) MREQ) Last_Granted)))The last step is to build the output ve
tor HGRANT that sele
ts the right master. This isdone using the fun
tion sele
t de�ned for the de
oder:(defun arbiter (N P MREQ Last_Granted)(sele
t (* N P) (master_num MREQ N Last_Granted)))On this fun
tion, we prove the uniqueness and the 
orre
tness of the sele
tion by proving twotheorems similar to those proven on the sele
t fun
tion. For instan
e, the theorem similar totheorem 7 is :Theorem 12 (Sele
tion of the right master)(defthm nth_arbiter_=_1(implies (and (integerp N) (< 0 N) ; there is at least one master unit(integerp Last_Granted) (<= 0 Last_granted)(integerp P); P is the number of line in the priority matrix(equal P (len MREQ)); N the number of elements of ea
h line(equal (len (
ar MREQ)) N)(not (no_requestp_matrix MREQ)) ; there is at least one request(uniform_listp MREQ) ; ea
h line of MREQ has the same length; the last_granted master has a valid number(< (1+ Last_granted) N)(
onsp MREQ)(
onsp (
dr MREQ)); the returned line 
ontains bits(list_of_1_and_0 (nth (stage_P MREQ) MREQ))) (equal (nth (master_num MREQ N Last_granted)(arbiter N P MREQ Last_granted)) 1)):hints (("GOAL" :use (:instan
e master_num_<_P*N):do-not-indu
t t:in-theory (disable master_num_<_P*NDISTRIBUTIVITY))))13



Proof. We prove that master num returns a positive integer less than the number of existingmaster units P �N , then the hypotheses of theorem 7 
an be relieved. Q.E.D.5 Validation of the 
ommuni
ationAny 
ommuni
ation on the bus takes pla
e between one master and one slave. The proofs of
orre
tness of the de
oder and the arbiter mean that these two 
omponents are 
orre
tly 
hosenamong an arbitrary number of units. Here, 
orre
tly means that the master involved in the
ommuni
ation owns the bus, and the slave the required lo
ations of data. So, we redu
e the bus
ommuni
ations to a \generi
" point to point s
heme and are ba
k to the 
ase exposed in se
tion2. So, to have a similar model, we add the signals between interfa
es and appli
ations (ordersand results) to the AHB interfa
es. The signals O, L, D, D-master are added to the AHB masterinterfa
e, and the signals O-slave, D-slave, L-slave, SD are added to the AHB slave interfa
e. Thesignals between AHB interfa
es are those of se
tion 2, but with new names, whi
h are:� R/W = HWRITE� ADDR = HADDR� Data = HWDATA� ST is not used anymore (always \OK" in the modeled slave appli
ation)� SD = HRDATA5.1 Interfa
es modelingThe slave interfa
e is a
tive when the HSEL signal is high. The slave interfa
e fun
tion returns alist of two lists of signals if HSEL is equal to 1, and simply nil otherwise. The �rst list 
ontains thedata sent to the master appli
ation as a response. As the status of our slave appli
ation (presentedin the se
ond se
tion) is always \OK" we do not model it. The se
ond list 
ontains the signalsgiven by the master appli
ation and sent to the slave appli
ation. So, the interfa
e fun
tion is verysimple; in fa
t its task is to transfer signals and to 
ompute the lo
al address. The ACL2 
ode ofthe slave interfa
e fun
tion is:(defun slave_interfa
e (HSEL HWRITE HADDR HWDATA SD MEM_SIZE)(if (equal HSEL 1)(list (list (if (equal HWRITE 0)'read'write)(mod HADDR MEM_SIZE) HWDATA)(list SD))nil))As in se
tion 2, we de�ne a

essors for the slave interfa
e outputs:� (O-slave x) = (nth 0 (nth 0 x))� (L-slave x) = (nth 1 (nth 0 x))� (D-slave x) = (nth 2 (nth 0 x)) 14



� (HRDATA x) = (nth 0 (nth 1 x))The master interfa
e fun
tion is a
tive when the HGRANT signal is high. The master interfa
efun
tion returns a list of two lists of signals if HGRANT is equal to 1, and nil otherwise. Thefun
tion is very simple; its task is to transmit signals and to assign the HWRITE signal to 1 in
ase of a read transfer and to 0 in 
ase of a write transfer. The ACL2 
ode of the master interfa
efun
tion is given below:(defun master_interfa
e (O L D HRDATA HGRANT)(if (equal HGRANT 1)(list (list (if (equal O 'Read)10)LD)(list HRDATA))nil))We de�ne the following a

essors for the master interfa
e outputs:� (HWRITE x) = (nth 0 (nth 0 x))� (HADDR x) = (nth 1 (nth 0 x))� (HWDATA x) = (nth 2 (nth 0 x))� (D-master x) = (nth 0 (nth 1 x))5.2 Transfers modelingFor the AHB bus, transfers are modeled using 
ompositions similar to those proposed in se
tion2. The prin
ipal di�eren
e 
onsists in the addition of the de
oder and the arbiter, and thus of theHSEL and HGRANT signals. In fa
t, this just adds one input to the master interfa
e fun
tionand one input to the slave interfa
e fun
tion. The ACL2 
ode of the trans M to S fun
tion is:(1)(defun trans_M_to_S (O L D N Card_S P Last_Granted MREQ Slave_Number(2) SD MEM_SIZE)(3) (slave_interfa
e(4) (nth Slave_Number(5) (de
oder MEM_SIZE Card_S(6) (HADDR(7) (Master_interfa
e O L D SD(8) (nth (master_num MREQ N Last_Granted)(9) (arbiter N P MREQ Last_Granted))))))(10) (HWRITE(11) (Master_interfa
e O L D SD(12) (nth (master_num MREQ N Last_Granted)(13) (arbiter N P MREQ Last_Granted))))(14) (HADDR(15) (Master_interfa
e O L D SD(16) (nth (master_num MREQ N Last_Granted)(17) (arbiter N P MREQ Last_Granted))))(18) (HWDATA 15



(19) (Master_interfa
e O L D SD(20) (nth (master_num MREQ N Last_Granted)(21) (arbiter N P MREQ Last_Granted))))(22) SD MEM_SIZE))On lines (3) to (9), the slave interfa
e is 
onne
ted (through the HSEL signal) to the de
oder, whi
his itself 
onne
ted - on lines (6) to (9) - to the master interfa
e (through the HADDR signal). Themaster interfa
e is 
onne
ted - on lines (7) to (9), (12) and (13), (16) and (17), (19) and (20) - tothe arbiter (through the HGRANT signal). On lines (10) to (21), the master interfa
e is 
onne
tedto the slave interfa
e. Finally, on line (22) we have the data SD given by the slave appli
ation anda parameter (the size of the slave memory).The ACL2 
ode of the trans S to M fun
tion is:(1) (defun trans_S_to_M (O L D SD MEM_SIZE Card_S MREQ N P(2) HWRITE HADDR HWDATA Slave_Number Last_granted)(3) (master_interfa
e O L D ;not 
onsidered in slave to master transfers(4) (HRDATA(5) (slave_interfa
e(6) (nth Slave_Number(7) (de
oder MEM_SIZE Card_S L))(8) HWRITE HADDR HWDATA ; not 
onsidered(9) SD(10) MEM_SIZE))(11) (nth (master_num MREQ N Last_Granted)(12) (arbiter N P MREQ Last_Granted))))On lines (4) to (6) the HRDATA output of the slave interfa
e is 
onne
ted to the master interfa
e.The signals O,L,D, HWRITE, HADDR and HWDATA are used in transfers from the master tothe slave interfa
e, but they are not involved in transfers from the slave to the master interfa
e,and 
an therefore be set to a 
onstant value, 'undef, when one 
alls trans S to M (see for instan
etheorem 13).5.3 Transfers validationTo validate the transfers we would like to establish theorems 
lose to theorems 1, 2 and 3 of se
tion2. The �rst theorem states that a read order emitted from the master appli
ation is 
orre
ltyre
eived by the slave appli
ation. The SD input of trans M to S has no importan
e in this way,and is set to 'undef.Theorem 13 (Corre
tness of the read transmission)(defthm trans_M_to_S_thm(implies (and; P is the number of priority level(s)(integerp P) (equal P (len MREQ)); N is the length of ea
h level(equal (len (
ar MREQ)) N); at least one master(integerp N) (< 0 N); ea
h level has the same length(uniform_listp MREQ); the last owner has a valid number16



(integerp Last_Granted) (<= 0 Last_Granted)(< (+ 1 Last_granted) N); at least one request(not (no_requestp_matrix MREQ))(
onsp MREQ) (
onsp (
dr MREQ)); ea
h level is a line of bits(list_of_1_and_0 (nth (stage_P MREQ) MREQ)); at least one slave unit(integerp Card_S) (< 0 Card_S); L is a valid address(integerp L) (<= 0 L) (< L (* Card_S MEM_SIZE)); the size of the slave memory is at least one(integerp MEM_SIZE) (< 0 MEM_SIZE); the slave is a
tive(equal Slave_Number (floor L MEM_SIZE)) ; *hypothesis*)(and (equal (O-slave(trans_M_to_S O L D N Card_S P Last_Granted MREQSlave_Number 'undef MEM_SIZE))'read)(equal (L-slave(trans_M_to_S O L D N Card_S P Last_Granted MREQSlave_Number 'undef MEM_SIZE))(mod L MEM_SIZE))(equal (D-slave(trans_M_to_S O L D N Card_S P Last_Granted MREQSlave_Number 'undef MEM_SIZE))D))))Proof. In the 
onsidered bus ar
hite
ture, every transfer takes pla
e between one master andone slave, so, we redu
e the 
ommuni
ation between an arbitrary number of masters and slavesto a point to point 
onne
tion between a well 
hosen master and a well 
hosen slave. Theseassumptions are expressed through the *hypothesis* marked above and in lines 8-9, 12-13, 16-17and 20-21 of the trans M to S fun
tion. The *hypothesis* relieves the hypotheses of theorem 7 ofse
tion 4.1 and we obtain , on
e trans M to S has been expanded, that (nth slave number (de
oderMEM SIZE Card S L)) = 1 , i.e. the slave unit is a
tive. When we 
onne
t the arbiter, the 
all(nth (master num MREQ N Last Granted) (arbiter N P ...) in trans M to S (see de�nition onpage 16) and the hypotheses of the above theorems indu
e that theorem 9 holds, i.e. the masterowns the bus. The 
ommuni
ation is now redu
ed to a simple 
ommuni
ation between the twointerfa
es and by the fun
tions de�nitions we prove the theorem. Q.E.D.The next theorem is proven in a similar way, and deals with a write order:Theorem 14 (Corre
tness of the write transmission)(defthm trans_M_to_S_write(implies (and ...same hypotheses as for trans_M_to_S_readex
ept that the order is write:(equal O 'write))(and (equal (O-slave 17



(trans_M_to_S O L D N Card_S P Last_Granted MREQSlave_Number 'undef MEM_SIZE))'write)(equal (L-slave(trans_M_to_S O L D N Card_S P Last_Granted MREQSlave_Number 'undef MEM_SIZE))(mod L MEM_SIZE))(equal (D-slave(trans_M_to_S O L D N Card_S P Last_Granted MREQSlave_Number 'undef MEM_SIZE))D))))Finally, we prove:Theorem 15 (Corre
tness of the result transmission)(defthm trans_S_to_M_thm(implies (and ...hypotheses of the previous theoremswithout the one on O...)(equal (D-master(trans_S_to_M O L D SD MEM_SIZE Card_S MREQ N P HWRITE HADDRHWDATA Slave_Number Last_Granted))SD)))We have proven theorems on a stru
ture 
ontaining an arbitrary number of interfa
es, onede
oder and one arbiter. We 
an go a little further be
ause every slave appli
ation is a memory. Amemory is modeled by the following fun
tion (whi
h is very 
lose to the one presented in se
tion2.2):(defun slave_memory (MEMO O UNADDR D)(
ond ((equal O 'write)(list (put-nth UNADDR D MEMO) D))((equal O 'read)(list MEMO (nth UNADDR MEMO)))))Using Equation (3), we model a single transfer as follows:(defun single_transfer (O L D N P Card_S Last_Granted MREQ Slave_NumberMEM_SIZE MEMO)(list(trans_S_to_M O L D(nth 1(slave_memory MEMO(O-slave(trans_M_to_S O L D N Card_S P Last_GrantedMREQ Slave_Number 'undef MEM_SIZE))(L-slave(trans_M_to_S O L D N Card_S P Last_Granted18



MREQ Slave_Number 'undef MEM_SIZE))(D-slave(trans_M_to_S O L D N Card_S P Last_GrantedMREQ Slave_Number 'undef MEM_SIZE))))MEM_SIZE Card_S MREQ N P O L DSlave_Number Last_Granted)(nth 0(slave_memory MEMO(O-slave(trans_M_to_S O L D N Card_S P Last_GrantedMREQ Slave_Number 'undef MEM_SIZE))(L-slave(trans_M_to_S O L D N Card_S P Last_GrantedMREQ Slave_Number 'undef MEM_SIZE))(D-slave(trans_M_to_S O L D N Card_S P Last_GrantedMREQ Slave_Number 'undef MEM_SIZE))))))The �rst part of the list represents the signals re
eived by the master appli
ation. The se
ondreturns the modi�ed memory and is useful to reason on the memory.On this fun
tion, we �rst prove that a read operation returns the same data as a dire
t read in thememory (through a 
all of nth):Theorem 16 (Corre
tness of a read operation)(defthm single_read_transfer(implies (and ...hypotheses of trans_S_to_M_thm...(equal O 'READ))(equal (D-Master(nth 0(single_transfer O L D N Card_S P Last_Granted MREQSlave_Number MEM_SIZE MEMO)))(nth (mod L MEM_SIZE) MEMO))))Then we prove that if we read the memory after a write operation of a given data, we obtain thisdata:Theorem 17 (Corre
tness of a write operation)(defthm single_write_transfer(implies (and (equal O 'WRITE)...hypotheses of trans_S_to_M_thm...; the size of MEMO is MEM_SIZe(equal (len MEMO) MEM_SIZE))(equal (nth (mod L MEM_SIZE)(nth 1 19



(single_transfer O L D N Card_S P Last_Granted MREQSlave_Number MEM_SIZE MEMO)))D)))This 
on
ludes the proof of our model single transfer. The proof of this fun
tion 
ould now beused to prove 
orre
t master appli
ations, like the divide program of se
tion 2.6 Con
lusionThe formalization involves around twenty fun
tions, more than sixty theorems and the total prooftime, on a 400 Mhz bi-pro
essors SUN server, is about thirty se
onds. As we model the bus usinglists, we use the books list-defuns and list-defthms. We also use the books arithmeti
/top and
oor-mod. More details on the AMBA bus and its fun
tional model 
an be found in [SB03℄, withsome di�eren
es in the details of the ACL2 
ode, whi
h has sin
e been 
lari�ed and extended.This work should be extended to 
apture pipelined and out-of-order transfers. Finally, we aim atverifying hardware designs and these should be tested against our formal spe
i�
ation.Referen
es[ARM99℄ ARM. AMBA Spe
i�
ation, 1999.[IBM01℄ IBM. 128-bit Pro
essor Lo
al Bus, Ar
hite
ture Spe
i�
ations Version 4.4, 2001.[RSV97℄ James A. Rowson and Alberto Sangiovanni-Vin
entelli. Interfa
e-Based Design. InDesign Automation Conferen
e, pages 178{183, 1997.[SB03℄ J. S
hmaltz and D. Borrione. Formalization and Veri�
ation of the AMBA-AHB Com-muni
ation Ar
hite
ture Using the ACL2 Theorem Prover. Mar
h 2003. Resear
h ReportTIMA-RR-03/03-01-FR, http://tima.imag.fr/publi
ations/�les/rr/fva 170.pdf(A shortversion of this report was published in the pro
eedings of the IEEE Workshop on Designand Diagnosti
s of Ele
troni
 Cir
uits and Systems (DDECS'03), pp 93-100, Poznan,April 2003).[VSI01℄ VSI Allian
e. Virtual Component Interfa
e Standard Version 2 (OCB 2 2.0), April 2001.
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