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Abstract

Privacy concerns over the proliferation of gathering of
personal information by various institutions over the inter-
net led to the development of data mining algorithms that
preserve the privacy of those whose personal data are col-
lected and analyzed. A novel approach to such privacy pre-
serving data mining algorithms was proposed where the in-
dividual datum in a data set is perturbed by adding a ran-
dom value from a known distribution. In these applications,
the distribution of the original data set is important and es-
timating it is one of the goals of the data mining algorithm.
This distribution is estimated via an iterative algorithm such
as the Expectation Maximization (EM) algorithm which was
shown to have desirable properties such as low privacy loss
and high fidelity estimates of the distribution. Each iteration
of EM requires computation that is proportional to the size
of the data set and can require large computation time to es-
timate the distribution. In this paper we propose two ways
to reduce the amount of computation. First, we show that
the problem can be recast as a deconvolution problem and
signal processing algorithms can be applied to solve this
problem. In particular we consider both a direct method
and iterative methods which are more robust against noise
and ill-conditioning. We show that the Richardson-Lucy de-
blurring algorithm is equivalent to EM after quantization.
The signal processing approach also shows how the choice
of perturbation affects information loss and privacy loss
and allows us to clarify some points made in the literature.

In the second part of this paper, we propose a scheme for
perturbing data which also has the nice properties of arbi-
trarily small privacy loss and arbitrarily high fidelity in the
estimate. The main advantage of the proposed scheme is the
simplicity of the estimation algorithm. In contrast to itera-
tive algorithms such as EM, the proposed scheme estimates
the unknown distribution in one step. This is significant in
applications where the data set is very large or when the

data mining algorithm is run in an online environment.

1 Introduction

The proliferation of data mining algorithms to extract
statistics and trends from large sets of user supplied data
results in the need for data mining algorithms which pre-
serve privacy. In [3, 4, 6] this problem is addressed from a
cryptographic standpoint where data mining computations
among several parties are performed on the combined data
sets of the parties without revealing each party’s data to the
other parties and the problem is solved using multi-party
secure computation. This approach is not suitable for sce-
narios where a single party collects data from many users
who do not talk to each other and where this single party
performs data mining operations on this data. An exam-
ple of this is a survey that is conducted over the internet.
In [2], a novel approach to address this problem is pro-
posed where the data is perturbed by a random value from a
known distribution. The specific random value is generated
at the user’s site and is unknown to the data mining algo-
rithm. This random value is tied to the data, so that repeated
queries return the same perturbed value. The data mining
algorithm can reconstruct or estimate the distribution of the
original data set, yet does not know the exact value of the
individual items. The estimation algorithm is an iterative
algorithm derived from Bayesian analysis. In [1], this prob-
lem is solved with a Expectation Maximization (EM) esti-
mation algorithm which has better convergence properties
and can be shown to converge to the maximum likelihood
estimate (MLE). Furthermore, [1] introduced two new met-
rics, namely privacy loss and information loss to capture the
amount of data in an individual record leaked to the data
mining algorithm and the fidelity of the estimate respec-
tively. One of the design goals of such privacy preserving
data mining is to derive efficient algorithms which can have
a small privacy loss and a small information loss. It is clear



that privacy loss is small when the perturbation is large. In
[1], using a convergence result of EM, it was claimed that
the information loss is arbitrarily small when the data set is
large. We will show that information loss cannot always be
made small.

The EM algorithm is iterative in nature and the entire
data set is used in each iteration. The number of computa-
tions at each iteration is proportional to the size of the data
set and the number of bins used in the estimate. The pur-
pose of this paper is to present two approaches to reduce
the amount of computation in the estimation algorithm. In
the first approach, the problem is studied from a signal pro-
cessing viewpoint and algorithms are proposed to reduce
the computation in the original protocol of perturbation. In
particular, the problem is recast as a deconvolution or de-
blurring problem. We present a Fourier series based method
to compute in one step a good initial estimate of the distri-
bution in order to reduce the number of iteration or elim-
inate the iterative step completely (Section 3.1). This can
be considered a form of direct convolution and we also
propose iterative deconvolution algorithms to compute es-
timates (Section 3.2). These methods also provide a signal
processing perspective to the choice of the perturbation in
order to minimize information loss and privacy loss which
allows us to explain some of the experimental findings in
[1]. We also show that the algorithm in [2] which corre-
sponds to quantization of the perturbed data before apply-
ing the EM algorithm is equivalent to the Richardson-Lucy
deblurring algorithm (Section 3.4). By casting the problem
as a deblurring problem, regularization procedures useful in
image deblurring can be used here to avoid numerical insta-
bility when the problem is ill-posed.

For the second approach, we modify the protocol of data
perturbation to move beyond simple perturbation via addi-
tive noise and propose a novel privacy preserving scheme
for data mining applications which also has arbitrarily small
privacy loss and information loss when the data set is large
(Section 4). The main advantage of the proposed scheme
is that the estimation algorithm is an extremely simple one-
step process. This has significant performance advantages,
especially when the data set is very large or when the data
mining is done in an online dynamic environment. The sim-
plicity of the estimation algorithm also makes it amenable
to a simple analysis and correctness proof.

Finally, we propose other metrics for quantifying pri-
vacy loss and information loss and show that the proposed
scheme can achieve arbitrarily small privacy loss and in-
formation loss. To quantify the loss of privacy, we study
the probability in which an estimate of a single sample is
correct. We also consider a slightly different information
loss metric than the one proposed in [1] which we believe is
more accurate in quantifying the loss of information due to
the perturbation.

2 Problem definition

The basic problem can be abstracted into the following
mathematical problem. Consider a set ofn original data
valuesx1, . . . , xn, each considered as samples taken inde-
pendently from the same random variableX . To create the
perturbation,n valuesy1, . . . , yn are taken independently
from the same random variableY and the perturbed val-
ueszi = g(xi, yi) are created. We also assume thatX and
Y are independent. Given these perturbed valueszi and
the density functionfY (y) of Y , the goal is to estimate the
density functionfX(x) of X . In the example of the internet
survey,xi correspond to the participants’ answers,yi cor-
respond to the perturbations generated andzi correspond to
the perturbed answers which are sent to the computer server
for collection. In [1, 2]xi andyi are real numbers and the
composition functiong is simply addition, i.e.zi = xi +yi.

Here we take the more general view thatxi, yi andzi are
not necessarily real numbers, but live in some spacesSX ,
SY andSZ respectively. In Section 4 we present a proto-
col using a more complicated composition functiong where
yi andzi are both vectors. It may seem unintuitive, but by
using a more complicated functiong the corresponding es-
timation algorithm is very simple and efficient.

3 The case of additive noise (g(x, y) = x + y)

Consider the case as in [1, 2] wherexi andyi are real
numbers andzi = xi + yi. First let us restate the EM
algorithm proposed in [1] for solving this case. The esti-
mated distribution is a piecewise-constant function of the
form:

∑K
i=1 θiIRi whereRi are fixed non-overlapping in-

tervals partitioning the support of the distribution ofX and
IRi is the indicator function ofRi. The measure ofRi is
mi. The determination of the parametersθi is computed via
the following iterative algorithm:

1. Initializeθ0
i = 1

K .

2. θl+1
i = θl

i

min

∑n
j=1

Pr(Y ∈zj−Ri)∑
K

i=1
θl

i
Pr(Y ∈zj−Ri)

3. l = l + 1

4. If termination criterion is not met, return to Step 2.

3.1 Calculating the Fourier coefficients offX

In this section we show how the Fourier coefficients of
fX can be computed in one step to generate an initial esti-
mate offX . Estimating the Fourier coefficients offX be-
longs to the class of orthogonal series estimators [10, 13].
This estimate can be further refined using the iterative meth-
ods of [1,2]. When the one-step estimate is close tofX , the



number of iterations needed in the refinement step is smaller
than in [1,2] (see example below).

Assume that the data are properly scaled so that the sup-
port of X is a subset of[0, 1]. We want to expressfX as
a Fourier series defined on the interval[0, 1]: fX(x) =
a0 +

∑∞
i=1 ai sin(2πix) +

∑∞
i=1 bi cos(2πix). SincefX

is a probability density function,a0 = 1. As
√

2 sin(2πix)
and

√
2 cos(2πix) are orthonormal inf([0, 1]), it follows

thatai = 2E(sin(2πiX)) andbi = 2E(cos(2πiX)). Be-
cause of the independence ofX andY ,

E(sin(2πiZ)) = E(sin(2πi(Y + X)))
= E(sin(2πiY ))E(cos(2πiX))

+E(cos(2πiY ))E(sin(2πiX))
E(cos(2πiZ)) = E(cos(2πi(Y + X)))

= E(cos(2πiY ))E(cos(2πiX))
−E(sin(2πiY ))E(sin(2πiX))

Therefore(
ai

bi

)
= 2

(
E(sin(2πiX))
E(cos(2πiX))

)

= 2A−1
i

(
E(sin(2πiZ))
E(cos(2πiZ))

)

where

Ai =
(

E(cos(2πiY )) E(sin(2πiY ))
−E(sin(2πiY )) E(cos(2πiY ))

)

Since fY is known, A−1
i can be computed in advance

and E(sin(2πiZ)) and E(cos(2πiZ)) are estimated as
1
n

∑n
j=1 sin(2πizj) and 1

n

∑n
j=1 cos(2πizj) respectively.

One of the restriction of this method is that it works well as
long asAi is not close to being singular for the coefficients
that we are interested in. In other words, this method works
well, i.e. has a small information loss, iffY has higher fre-
quency components thanfX . We will see this restriction
again in Section 3.2.

Note that the estimated density function is independent
of the number of bins used in the iterative algorithms of
[1, 2]. As is common in orthogonal series estimators, the
Fourier coefficients need to be smoothed e.g., via finite trun-
cation of the Fourier series or by weighting the coefficients
[11].

To illustrate this estimation method, consider the follow-
ing example whereX is a bimodal distribution, andY is a
uniformly distributed random variable in the range [0, 20].
Fig. 1 shows the estimated probability distribution and the
unperturbed distribution using 500000 samples. The unper-
turbed distribution is computed usingk = 50 bins. The
density function is estimated (after rescaling) using Fourier
coefficientsai, bi, i = 1, 2, ..., 12 and is forced to be non-
negative. Also shown in Fig. 1 is the estimated distribu-
tion using the EM algorithm in [1] after 100 iterations. We

see that the Fourier-based estimate, which is computed in
a much shorter time, is comparable in quality to the EM-
based estimate.
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Figure 1. Plot of distribution of unperturbed
data and the estimated distributions using 1)
Fourier coefficients based method and 2) EM
method. The number of samples is 500000.
The perturbation Y is a uniform distribution
in the range [0, 20]. The EM algorithm is run
for 100 iterations.

Using the same distribution forX andY , in Fig. 2 we
show the unperturbed distribution using 100000 samples.
Also shown is the estimated distribution from Fourier coef-
ficients up to the 10th harmonic and refined using the EM
algorithm for 50 iterations. To compare with the method
in [1] where EM is used starting from a uniform distribu-
tion, we also plot the estimated distribution starting from
a uniform distribution after 92 iterations of EM. The same
stopping criteria for EM are used in both cases. We see that
using the Fourier-based estimate as an initial guess to EM
results in a superior estimate, i.e. a smaller information loss
(as defined in Section 5) while requiring less iterations.

3.2 EstimatingfX by iterative deconvolution

SinceZ = X + Y , the density function ofZ is the con-
volution of the density functions ofX andY , i.e. fZ =
fX ∗ fY . From a signal processing perspective, if we con-
siderfY as a filter, the goal of reconstructingfX from fZ

is a deconvolution or deblurring problem. Since the density
function ofY is known, by estimating a density function of
Z using the techniques in [11], we can estimate the density
function ofX by means of deconvolution or deblurring al-
gorithms. The method in Section 3.1 can be considered as
direct deconvolution by expandingfX into a Fourier series.
If fY corresponds to a low pass filter, then direct deconvo-
lution means filteringfZ with a high pass filter (the inverse
of fY ) to obtainfX . As is well known in deblurring, this is
problematic since noise is amplified by the high pass filter.
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Figure 2. Plot of distribution of unperturbed
data and the estimated distributions using 1)
Fourier based method as an initial guess to
EM and 2) using the uniform distribution as
a initial guess to EM. The number of samples
is 100000 samples. The perturbation Y is a
uniform distribution in the range [0, 20].

In our case, noise corresponds to inaccuracy in estimating
fZ due to the finite number of samples, and is larger as the
number of samplesn is smaller. This can be dealt with by
limiting the magnitude of the frequency response of the in-
verse filter (which corresponds to limiting‖A−1

i ‖ in Sec-
tion 3.1). Another solution is to use iterative deconvolution
algorithms [5,8].

3.3 Spectral properties offX andfY and informa-
tion loss

Since the Fourier transform offZ (denoted asFZ ) is the
multiplication of the Fourier transforms offX andfY (de-
noted asFX andFY resp.), exact reconstruction offX is not
possible (i.e. there is information loss) whenFY (ω) = 0
andFX(ω) 6= 0 for some frequencyω. In this case, reg-
ularization techniques need to be used to the deblurring al-
gorithm to avoid ill-conditioning and instability in the re-
construction process [12] which occurs when|FX(ω)| >>
|FY (ω)| for some frequenciesω. This usually comes with a
cost of loss of resolution.

Therefore to achieve zero information loss, the support
of FX should be a subset of the support ofFY . This is
the same restriction encountered in Section 3.1. To mini-
mize information loss, the support ofFY should be large,
whereas to minimize privacy loss, the support offY should
be large. In [1] it was shown that the EM algorithm con-
structs the MLE estimate offX and claims that this re-
sults in zero information loss. The above discussion shows
that zero information loss is not always possible, i.e. re-
constructing the MLE estimate does not always imply zero
information loss. To illustrate, consider the following ex-

ample wherefX is a uniform distribution on[0, 25] andfY

is a Gaussian distribution withµ = 0, σ = 1, i.e. the per-
turbation is much smaller than the unperturbed data. Figure
3 shows the reconstructed distribution after500 iterations
of EM on 100000 samples with 100 bins which illustrates
the numerical instability due to the ill-conditioning of the
problem.
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Figure 3. Plot of distribution of unperturbed
data and the estimated distribution using EM.
The number of samples is 100000. The distri-
bution of the unperturbed data X is a uniform
distribution in the range [0, 25]. The perturba-
tion Y is a Gaussian distribution with variance
1. The EM algorithm is run for 500 iterations.
We observe Gibbs-like phenomena due to ill-
conditioning of the problem.

In [1] it was also observed via simulation that whenfX is
Gaussian, the choice of whetherfY is uniform or Gaussian
has little effect on the information loss, whereas whenfX is
uniform, the information loss for uniformfY is smaller than
the information loss for GaussianfY . This observation can
be explained by noting that the the spectrum of a Gaussian
distribution drops off faster than the spectrum of a uniform
distribution. This means than it is easier to reconstructfX

whenfY is uniform and it is harder to reconstructfX when
fY is Gaussian, especially whenfX is uniform.

3.4 Quantizingzi and the Richardson-Lucy algo-
rithm

The EM algorithm can be sped up by quantizing the
perturbed valueszi. Let ∆m, m = 1, . . . , M be non-
overlapping intervals partitioning the support ofZ andtm
be the center of the interval∆m. Let nm be the number of



sampleszi which lie in∆m. Quantizingzi to tm if and only
if zi ∈ ∆m and then applying the EM algorithm results in
the modified step 2:

θl+1
i =

θl
i

min

M∑
m=1

nmPr(Y ∈ tm − Ri)∑K
i=1 θl

iPr(Y ∈ tm − Ri)

By choosingM to be much smaller than and indepen-
dent ofn, the resulting algorithm, which was proposed in
[2], executes much faster than the EM algorithm. It is
easy to see that this modified EM algorithm is equivalent
to the Richardson-Lucy algorithm [12] commonly used in
deconvolution problems. In other words, by using the his-
togram ofzi as an estimator offZ and then applying the
Richardson-Lucy deblurring algorithm, we obtain the mod-
ified EM algorithm in [2].

4 A data perturbation scheme with a one-
step estimation algorithm

In this section, we modify the protocol of data perturba-
tion so that a simple one-step estimation algorithm exists
which is guaranteed to approximate the unperturbed dis-
tribution given enough data samples. First recall that the
histogram method to estimatefX(x) is to decomposeSX

into k regions or bins, and count the number of timesxi

lies in each region. Normalized byn and the measure of
the regions, these numbers give estimates offX(x) at these
regions. We propose a data perturbation protocol which es-
timatefX in this way, except that the count is perturbed. As
before, we denote the regions asR1, . . . Rk with measures
mj and indicator functionsIRj . Then the estimate offX

is simply
∑

j θjIRj whereθj = 1
mjn

∑n
i=1 IRj (xi). With-

out loss of generality, let us assume thatmj = 1. We call
χ(x) = (IR1 (x), . . . , IRk

(x)) theindicator vectorof x. We
assume that the regions are non-overlapping and coverSX .
This implies thatχ(x) is a unit coordinate vector, a vector
with zeros and a single1. One can viewχ(x) as a quan-
tization of x, with the quantization becoming finer as the
number of bins increases. We constructyi as ank-vector of
iid samples from a distributionW with meanµ. The vector
zi is defined as thek-vectorzi = χ(xi) + yi. It is intuitive
that by making the variance ofW large, the loss of privacy,
i.e. the ability to reconstructxi from zi can be made small.

The estimation algorithm is very simple and its correct-
ness easily proved. It essentially consists of calculating the
average ofzi’s and subtracting the meanµ. Let zij be the
j-th component of thek-vectorzi. Then 1

n

∑n
i=1 zij − µ =

1
n

∑n
i=1 IRj (xi) + 1

n

∑n
i=1 yij − µ which converges to the

correct estimateθj = 1
n

∑n
i=1 IRj (xi) asn → ∞ by the

law of large numbers. In other words, the information loss

is arbitrarily small for large enoughn. To force the esti-
mate of thej-th bin to be nonnegative, we set it equal to
max(0, 1

n

∑n
i=1 zij − µ). Note that because of the use of

the indicator vector, this data perturbation algorithm is not
equivalent to data perturbation via additive noise (Section
3).

4.1 Choosing the distribution of the random vari-
ableW

What are some of the requirements in choosing the dis-
tribution of the perturbation random variableW? A slightly
simpler estimation algorithm can be obtained by requiring
W to have zero mean (µ = 0). This can be obtained by
subtracting the mean from the samples ofW . On the other
hand, as we will see, it is sometimes helpful to allow a
nonzero mean in order to efficiently store and transmit the
vectorszi. To be able to mask the indicator vectors of the
xi’s, p(W > m) should be non-vanishing for arbitrarily
largem. An obvious choice would be the normal distri-
bution. In this case, eachzi is a k-vector of real numbers
and for largek, the amount of information in the vectorzi

which needs to be stored and transmitted can be too large.
Therefore it is better to chooseW to be a discrete random
variable. This wayzi can be represented as ak-vector of in-
tegers rather than ak-vector of reals. For example, we can
chooseW asγround(N), whereN is a normal distribution
with zero mean and varianceσ. We will call this the dis-
crete normal distribution. Other possible distributions for
W include the Poisson distributionpW (γw) = λwe−λ

w! for
w a nonnegative integer or the discrete random variable with
probability distributionpW (γw) = 6

(2π2−6)(|w|+1)2 for w

an integer1. Hereγ denotes the strength of the perturba-
tion. The higherγ is, the stronger the perturbation is, and
the smaller the privacy loss is. To ensure that one cannot
deducexi from zi, i.e. zi is such that differentxi’s could
have generated thiszi, we chooseγ to be the inverse of a
positive integer,

4.2 Quantifying privacy loss

One way to quantify the loss of privacy is to calculate the
mutual information betweenZ andX [1]. Another way to
quantify the loss of privacy is by defining it as the probabil-
ity in which an estimate from a single samplezi is correct
assuming we know the probability distribution of bothX
andW .

We show here two cases where the privacy loss defined
in this sense approaches0 as the number of bins increases.
First we consider a distribution forW for which we can eas-

1Note that this distribution does not have a mean, but by symmetry we
can useµ = 0 in the estimation algorithm.



ily calculate the maximum likelihood estimate (MLE). Be-
causeχ(x) is a many-to-one map, the MLE cannot distin-
guish betweenxi’s lying in the same regionRj . Therefore
we will estimatexi by finding the region it belongs to. Let
us defineSn =

∑∞
k=1

1
kn which exists forn > 1. Consider

the following mass function forW : pW (k) = 1
S3k3 , k > 0.

The mean isS2
S3

≈ 1.368. The MLE given a samplezi is
Rj∗ wherej∗ = argminj{zij |zij ≥ 2}. It can be shown
that the probability that the MLE is incorrect approaches
1 as the number of bins increases, i.e. the loss of privacy
approaches0.

Let S(a) =
∑∞

i=0
1
ai = a

a−1 for a > 1. Consider
the following distribution forW : pW (k) = 1

S(a)ak =
a−1
ak+1 for k = 0, 1, . . .. For this distribution, we can eas-
ily calculate the maximum a posterior estimate (MAP).
The MAP estimate given a samplezi is Rj∗ wherej∗ =
argmaxj{pX(Rj)|zij ≥ 1}. For continuous random vari-
ablesX , it is easy to see that the probability the MAP es-
timate is incorrect approaches1 as the number of bins in-
creases.

5 Information loss metric

By adding perturbation, we lose precision in estimating
fX , the density function ofX . In [1] this is referred to as in-
formation loss and a metric is proposed to quantify this. The
metric, which we will denote asI, is defined as the expected
value of the statistical difference (also called variation dis-
tance [9] or Kolmogorov distance [7]) between the original
distribution ofX and the estimated distribution. In other
words, it is equal to half the expected value of theL1 norm
between the original distribution ofX and the estimated dis-
tribution. Note that this metric depends onk, the number of
bins used in estimating the distribution. This metric is zero
for perfect reconstruction. However, the information loss
metric should measure the additional decrease in precision
in estimatingpX due to the perturbationY , and should be
0 when the perturbationY is zero. This is not the case for
the metricI in [1] since even with the unperturbed samples
there is imprecision in estimatingpX , especially when the
number of samplesn is small. One way to remedy this is
to subtract fromI the value ofI when the perturbation is
0. Therefore, we propose to measure the information loss
by one half of the expected value of theL1 norm between
the histogram ofxi and the reconstructed histogram. This
metric also depends onk. For this metric, its value is0 for
perfectly reconstructing the histogram ofxi, i.e. its value is
0 whenY = 0.

In Section 4 the functionχ(x) classifies points into bins
and is a many-to-one function and there is some loss of in-
formation. On the other hand, calculating the histogram
of the unperturbed data or estimating the distribution using

EM also require classifying points into bins and thus also
incur some loss of information. If the sets of bins used in
these two calculations are the same then it is clear from the
discussion in Section 4 that the information loss as defined
here approaches0 as the number of samplesn increases.

We run the algorithm in Section 4 on 10000 data points
from the bimodal distribution in Section 3.1. The perturba-
tion W is the discrete normal withγ = 0.5, σ = 1. Fig. 4
shows a plot of the estimated distribution and the distribu-
tion of the unperturbed data points. The number of bins is
k = 30.
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Figure 4. Plot of the estimated distribution
and of the distribution of the unperturbed
data points. n = 10000 and k = 30. The per-
turbation is the discrete normal with γ = 0.5,
σ = 1.

In Fig. 5 we show the decrease in the proposed informa-
tion loss metric as the number of samplesn increases for
variousσ of the perturbationW . The perturbationW is a
discrete normal withγ = 1.

6 Extensions

One way the problem in Section 2 can be generalized
is by having each user generate an additional data valueui

that is used to index a parameterized family of perturba-
tion random variables. In particular,yi will be taken from
the random variableYuiwith density functionfYui

(y) =
fY (y, ui). In this caseui is sent along withzi to the
server. At the server, the density of the perturbation func-
tion is constructed as the average of the perturbations, i.e.
1
n

∑n
i=1 fYui

(y) = 1
n

∑n
i=1 fY (y, ui).

We have assumed in Section 4 that the regionsRi are
disjoint. We can extend the method to the case whereRi
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Figure 5. Decrease of information loss as n
increases. The perturbation is a discrete nor-
mal with γ = 1.

are not necessarily disjoint in which caseχ(x) are vectors
with multiple 1’s and0’s (i.e. they are not necessarily unit
vectors). In this case, the data perturbation and estimation
are performed as before. However, an extra step is needed to
recover the histogram ofx from 1

n

∑
i zi −µ. If the regions

Ri are chosen properly, this step can take the form of an
simple linear matrix-vector multiplication. For instance, if
Ri are the intervals[i, i + 2], i = 1, . . .m − 1 andRm =
[m, m+1], then a histogram forX over the nonoverlapping
regionsR̃i = [i, i + 1], i = 1, . . . , m can be obtained by
multiplying the vector1n

∑
i zi − µ by the matrix




1 −1 1 −1 . . .
1 −1 1 . . .

. . .
.. .
1 −1

1




7 Conclusions

We present two ways to speed up the estimation of the
density function of the data in privacy preserving data min-
ing applications where the data is perturbed by samples
from a known distribution. First, we consider the problem
as a deconvolution problem in order the solve it using de-
convolution or deblurring algorithms. Second, we propose
a novel privacy preserving data mining scheme where the
density function of the original data set can be estimated
using a simple one-step algorithm, as opposed to more com-
plicated iterative procedures that have been proposed in the

past. The presentation in Section 4 deals primarily with nu-
merical data (i.e.xi are real numbers), but categorical data
can be handled by considering each region as a separate cat-
egory. Indeed, categorical data is more natural in this set-
ting than numerical data. One potential drawback of the
proposed scheme in dealing with numerical data versus the
scheme in [2] is that when the number of regionsk is large,
the number of bits needed to store/transmit the vectorszi

in the proposed scheme is also large. In practice this is not
a serious drawback, since in many cases,k is quite small
(for instance, a person’s salary is usually categorized into
a few salary ranges or a preference is ranked on a scale of
1 to 5). Furthermore, because the estimation algorithm is
essentially a summation of the vectorszi’s, only a running
total of thezi is needed in storage at any one time. This is in
contrast to the iterative EM algorithm where all the vectors
zi’s are needed at each iteration.

Finally, we also propose metrics for quantifying privacy
loss and information loss.
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