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AbstractThe goal of program analysis is to determine automatically properties of therun-time behavior of a program. Tools of software development, such as compilers,program-veri�cation systems, and program-comprehension systems, are in large partbased on program analyses. Most semantics-based program analyses model the run-time behavior of a program as a trace of execution states and compute a propertyof these states. Typically, this property is drawn from a predetermined language ofsemantic information, such as aliasing descriptions or types of values. The standardmethodology of program analysis is to construct the property as a �xed point, asingle execution step at a time. We explain that these ubiquitous methodologicalchoices|the a priori choice of the describable program properties and the use of a�xed-point computation|have some fundamental limitations and can result in poorprecision.In this dissertation, we present a di�erent approach to semantics-based programanalysis. Our methodology is based on transfer relations that precisely describethe changes between the state of memory one point during execution and the stateof memory at some later point in the execution. We isolate a language TR ofconcise computer-representable presentations of transfer relations. We also give analgorithm � that, given two transfer relations from TR, symbolically constructsa third transfer relation in TR that is semantically equivalent to their relationalcomposition. An analysis designer begins by describing the operational semanticsof a source language as a set of TR-terms that precisely describe the atomic stepsof execution. Then an analysis algorithm repeatedly applies � to build a preciserun-time description of any �nite control path of interest.We show that TR is expressive enough to describe a wide variety of source-language features, including heap-allocated mutable data structures, arrays, point-ers, and �rst-class functions. We then explain how our analysis methodology over-comes some current limitations of program analysis. The transfer relations them-selves are useful program properties and would be di�cult or impossible to formulatewith classical approaches to program analysis. But we also describe some classes ofanalysis applications that are based on transfer relations. For instance, we explainthat the classical limitation of program analysis to build a property a single execu-tion step at a time can result in dramatic loss of precision, but may be overcomeby using � to compose multiple steps before applying a classical analysis. Further-more, we show how to compute precise properties of loops symbolically, avoidingthe inevitable imprecision of a �xed-point computation.
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Part IIntroduction





Chapter 1Some Topics in Program AnalysisThe goal of program analysis is to determine automatically at compile time some propertiesabout the run-time behavior of a program. There are several major applications of programanalysis.� Compiler support. It is reasonably straightforward to implement a correct compila-tion of a program from a high-level language to machine code, but it is not as easy toimplement a high-quality compilation. This is because the program may have a special-ized run-time behavior that the compiler could exploit, but this run-time behavior maynot be easy to detect from a simple examination of the code. Therefore, the compilermust invoke a program analysis to uncover this run-time behavior. For instance, mostcompilers use data-
ow analysis (e.g., [KU76], [MJ81]) and alias analysis (e.g., [CWZ90],[Lan91], [Deu94]) to enable classic optimizations such as common-subexpression elimina-tion, copy propagation, and hoisting of loop-invariant computations [ASU86]. Similarly,some compilers for languages with �rst-class functions use a control-
ow analysis (e.g.,[JM79], [Shi91]) to construct a conservative control graph. Compiler support is far andaway the most common application of program analysis.� Program veri�cation. One would like to check statically that a program will behaveproperly at run time. For instance, an analysis might verify that a C program neverattempts to dereference a dangling pointer; or if it cannot verify a property that strong,it might at least isolate a small number of potential trouble spots in the code. Also,strongly typed languages such as Standard ML [MTH90] verify at compile time that aprogram is well-typed and thus completely eliminate any possibility of a type error at runtime. Furthermore, static type-checking reveals at compile time a remarkable percentageof programmer errors.� Program comprehension. A subject that has been gaining interest in recent yearsis the use of program analysis to aid the human understanding of code. For instance,the work in static debugging [Bou93a, Bou93b] allows the user to specify various kindsof pre- and post-conditions at di�erent points in the program, and then calculates the



4 Some Topics in Program Analysiscorresponding information about the ranges of numeric variables. Also, program slicing(e.g., [HRB90], [FRT95]) isolates the parts of a program that contribute to or depend ona particular variable in the program chosen by the user.
This dissertation presents some new developments in the theory of program analysis. By\theory of program analysis" we mean that we are concerned less with speci�c analysis problemsor speci�c applications of program analysis, and more with generic semantic tools that arepowerful and yet easy to apply to a variety of real programming languages and analysis tasks.To put our goals into perspective, we compare them to the goals of abstract interpretation.Abstract interpretation [CC77] is a general theory of semantics-based program analysis|sogeneral and wide-ranging that the theory itself intentionally does not provide explicit support forparticular language features, such as data structures and functions, or particular applications,such as alias or data-shape analysis. A powerful methodology has been constructed aroundthis theory [CC79, Cou81, Cou90, CC92a, CC92b, CC92d, CC92c, CC94, CC95], including awide range of techniques for designing numeric lattices [Kar76, CH78, Gra89, Gra91a, Gra91b].But when faced with a speci�c analysis task for a speci�c programming language, the analysisdesigner is left largely on his own to cope with the overwhelming generality of the framework.With a deep understanding and skillful use of the methodology, the results can be spectacular,such as the storeless alias analysis of Deutsch [Deu92, Deu94]. But after 20 years, much of thestaggering potential of abstract interpretation still remains largely untapped.In contrast, our methodology is designed around real language features, such as pointers,heap-allocated data structures, arrays, assignment, and to a lesser extent �rst-class functions.Consequently, although our framework does not have the same level of generality as abstractinterpretation, it is more straightforward to apply our tools to real languages and real analysistasks. We aim to strike a balance between analysis theory and analysis design. One of ourgoals is to bring some of the power of semantics-based analysis techniques closer to the user.To accomplish this, we have taken a step back in order to consider the task of program anal-ysis from a fresh perspective. This new perspective has uncovered some fundamental limitationsin the current methodology of program analysis|limitations that are manifest in real analyses.By largely reworking semantics-based program analysis from the beginning, this dissertationprovides some technical answers to these basic limitations.



1.1 Limitations of Single-step Abstract Interpretation 51.1 Limitations of Single-step Abstract InterpretationWe begin with an anecdote. Imagine that you are asked to report the sum to two decimalplaces of the following list of numbers: 2:55481:3475 � 10�19:9713:802 � 10�32:388 � 1025:262Consider these two di�erent approaches:� Algorithm A: Compute the exact sum of all six numbers and then round that sum to twodecimal places.� Algorithm B: Begin with 0, and then add the �rst number, round to two decimal places,add the second number, round to two places, add the third, round again, and so forth.Algorithm A is the procedure that naturally comes to mind for this task, and of course it returnsthe correct answer of 256:73. In contrast, Algorithm B reports a result of 256:71, which is closebut not correct. Why would anyone choose this second approach? One can imagine that thereduction in computation e�ort is worth the potential for accumulated rounding error.In fact, these two algorithms are just the endpoints of a spectrum of possibilities. Forinstance, one could �rst compute the precise sum of adjacent pairs of numbers in the list,yielding a list of three exact partial sums:2:5548 + 1:3475 � 10�1 = 2:689559:971 + 3:802 � 10�3 = 9:9748022:388 � 102 + 5:262 = 2:44062 � 102Then apply Algorithm B to this list, yielding a better but still not exact 256:72. This suggestsa general approach of rounding only every so often during the accumulation of the sum, whereAlgorithm A is the extreme that rounds only at the very end, while Algorithm B is the otherextreme that rounds after every single number in the list.This simple discourse on how to compute rounded sums illustrates by analogy a remarkablyimportant limitation of program analyses. As a very simple example, consider the followingprogram. while n > 0 dof y := x� 3;x := y+ 5;n := n� 1g



6 Some Topics in Program AnalysisSuppose that at any point during an execution of this program, the variable bindings aredescribed by an environment � 2 Env = Var! IntSay we wish to determine the variable bindings at the termination of this program, given anenvironment �0 describing the initial bindings. Because this program always terminates (aslong as n, x, and y are bound in �0), we can in fact just execute the program and return the�nal environment as the answer.By analogy, an entire environment � corresponds to a real number, and the execution of asingle step of the program (which may modify the environment) corresponds to the accumulatedaddition of one number in the list.1 Thus, executing the program corresponds to accumulatingthe exact sum of a list of real numbers (starting with 0). The length of the list is the totalnumber of execution steps, which in this case is always �nite, but may be quite long.But suppose that all we want to know about each variable at the end of execution isinformation about its sign, expressed as one of the following properties of integers ordered byimplication (in other words, sets of integers ordered by inclusion).int% -nonpos nonneg% - % -neg zero pos- " %noneGiven an environment �, one can abstract � by a sign environment �̂ such that (�̂ x) is the sign(either neg, zero, or pos) of (� x) for all variables x.�̂ 2 dEnv = Var! SignBy analogy, �̂ corresponds to the \rounding" of �. Again, we can just execute the programand \round" the �nal environment to a sign environment. This is analogous to Algorithm A,and it will always return the strongest properties.It is well known, however, that this process is infeasible in general. For one, the programmay take a long time to execute. Even worse, we may not know the exact initial environment�0. Finally, some programs do not terminate, and even if we do know �0 beforehand, it isimpossible to determine e�ectively if the execution will eventually halt. So in general we mustsettle for some approximation of the result.The standard approach to program analysis is essentially to perform Algorithm B, abstract-ing at each step. For our example program, the �rst three steps would produce the following1This analogy has the disadvantage that a real number corresponds to both an environment and a single-steptransformation between environments; it is crucial to distinguish these two very di�erent concepts.



1.1 Limitations of Single-step Abstract Interpretation 7sign environments from the initial sign environment shown below:[x; y; n 7! pos; pos; nonneg]while n > 0 dof [x; y; n 7! pos; pos; pos]y := x� 3; [x; y; n 7! pos; int; pos]x := y+ 5; [x; y; n 7! int; int; pos]n := n� 1gBefore the �rst assignment, all that is known about x is that it is positive, but the analysismust calculate x � 3 to determine the value of y. The exact answer is the set of all positiveintegers decremented by 3, which is the set f�2;�1; 0; : : :g, but the abstraction \rounds" thatset to the smallest enclosing element in the sign lattice, which is int. Now, in the next step, allthat is known about y is that it is an integer, and so y+5 is the set of all integers incrementedby 5, which is again the set of integers. So the abstract value of x in the next step is int.However, a little bit of thought reveals that x is actually guaranteed to be positive afterthe second assignment. The reason the analysis has already lost this information is because ofthe abstraction, or \rounding error", between the two assignments. If the set f�2;�1; 0; : : :ghad not been abstracted to int, then its increment by 5 in the next step would yield the setf3; 4; : : :g, whose abstraction is pos. Thus, there are two ways to achieve better results.1. Do not abstract between the �rst and second assignments.2. Abstract after every step as usual, but beforehand enrich the lattice of integer proper-ties with an element corresponding to f�2;�1; 0; : : :g, so that the abstraction of thisintermediate property loses no information.The �rst approach seems promising, but is not in the current repertoire of program analysistechniques. Most of this dissertation develops a a general foundation that one may use for thisapproach; we will return to it shortly.The second approach seems absurd from a practical standpoint and troublesome from a theo-retical standpoint. It clearly does not generalize. For instance, elements such as f�2;�1; 0; : : :gare clearly ad hoc and dependent on the particular run-time behavior of a program. Probablymany new elements would be needed for a reasonably sized program, and for anything moresophisticated than a sign analysis, the space from which these elements may be chosen becomesmuch more complex and rich. Even if one could isolate a small set of useful specialized elementswith which to enrich the property lattice for a given program, it seems di�cult to determinewhich properties would be the most useful without actually running the program itself. Never-theless, there are examples of practical program analyses that essentially use this idea in limitedcapacity for the lack of any other solution; we give an example at the end of this section.



8 Some Topics in Program AnalysisTo continue with the analysis of this program, there is the additional complication that theexecution length (corresponding to the length of the list of numbers) may be unbounded, andso an analysis will typically use some \folding" strategy, usually at every program point, andcompute the solution as an iterative �xed-point calculation. For example, the next step aboveis to calculate pos� 1 = nonneg for n, and then to join the resulting sign environment with theold environment at the loop entry, weakening the properties of x and y to int. The analysisreaches the following �xed point after a second iteration through the loop:[x; y; n 7! int; int; nonneg] -while n > 0 do jf [x; y; n 7! int; int; pos] jy := x� 3; j[x; y; n 7! int; int; pos] jx := y+ 5; j[x; y; n 7! int; int; pos] jn := n� 1 j[x; y; n 7! int; int; nonneg] %g [x; y; n 7! int; int; zero]The last environment is the answer. But the most precise answer (corresponding to the \correct"rounded sum) is [x; y; n 7! pos; int; zero]:As we have suggested, the reason that the analysis reported the �nal sign of x as intinstead of pos is because it used the equivalent of Algorithm B, which is the extreme approachof abstracting at every step. Algorithm A is at the other extreme, which as we have explainedis uncomputable for program analysis. But what about the intermediate approach of \roundingonly every so often"? To understand how that applies to program analysis, consider rewritingthe program to use a parallel assignment:while n > 0 dof x; y; n := x+ 2; x� 3; n� 1gNow apply the approach of Algorithm B: [x; y; n 7! pos; int; nonneg] -while n > 0 do jf [x; y; n 7! pos; int; pos] jx; y; n := x+ 2; x� 3; n� 1 j[x; y; n 7! pos; int; nonneg] %g [x; y; n 7! pos; int; zero]



1.1 Limitations of Single-step Abstract Interpretation 9This returns the most precise answer possible. Note how this approach was able to determinethe precise result for x. Before the assignment, x is pos. So, x + 2 is the set f3; 4; : : :g, whichis then abstracted to pos.Technically, we are still abstracting after every step and using the same sign analysis todo it, but by rewriting the three sequential instructions into a single parallel instruction, weare in e�ect abstracting only after every third step. Recall that in our analogy, a real num-ber corresponds both to an environment (the accumulated result) and a single-step transitionbetween environments (an element of the list). Here, the transitions are done by assignmentstatements, so this transformation from multiple sequential statements to a single parallel state-ment corresponds to adding groups of adjacent numbers in the list before applying AlgorithmB. The above is of course merely a toy example. But it is not hard to �nd examples in realprogram analyses that su�er from this same phenomenon of abstracting after every step. Forinstance, Ghiya and Hendren describe in [GH96] a shape analysis that attempts to determinewhether data structures in a C program are trees, dags, or graphs. Their paper describes adi�culty with their analysis:If a data structure temporarily becomes dag-like or cyclic and then becomes tree-like again, shape analysis cannot detect this, and continues to report its shape asdag-like or cyclic. The benchmark reverse that recursively swaps [the children of] abinary tree represents this case.Although shape analysis for C is quite a bit more complex than a sign analysis for a simple arith-metic while-loop language, it turns out that the di�culty that Ghiya and Hendren describedis precisely the same phenomenon that caused the sign analysis above to fail to detect that xis always positive. The fundamental reason that they cannot detect those temporary changesof shape is that they abstract at every step. In their case, they abstract a C memory state bya \direction matrix" and an \interference matrix"; and whereas our problem in the programabove was that our lattice of sign properties could not precisely express the set f�2;�1; 0; : : :gthat came up after the second step, their problem is that their abstract store cannot expressmany of the possible forms of non-tree or non-dag shapes that may arise temporarily duringexecution.This is a problem not just with Ghiya and Hendren's shape analysis. At the same con-ference, Sagiv, Reps, and Wilhelm presented a shape analysis that attempts to address theseissues [SRW96]. They point out that:The third and fourth common list-manipulation operations|splicing a new elementinto a list and removing an element from a list|can, in many cases, be handledaccurately by our shape-analysis algorithm, even if shape-nodes temporarily becomeshared!



10 Some Topics in Program AnalysisBut they, too, abstract after every single step. In order to achieve good results for someprograms that temporarily alter data shapes, they instead chose to design a rather unusualabstraction of a memory state that can actually express certain kinds of temporary shapealterations that might arise in common programs. In spirit, their solution is item 2 on page 7.As we suggested there, this approach does not generalize very well and is necessarily limited atthe outset; this is indeed the case for their analysis. Because of their specialized lattice design,their analysis determines very little information about any program that allocates at least onepointer that is at some point shared (pointed to by more than one distinct location in memory)and not itself the binding of any variable. Clearly, this eliminates a great many programsfrom consideration|for instance, any program that creates a doubly-linked list or any kind ofdag-like structure. In contrast, the Ghiya/Hendren analysis is not nearly so limited.Our claim is that the methodology of abstracting at every step is a ubiquitous and seriouslimitation of current program-analysis methodology. To understand why, we will revisit abstractinterpretation, the root of semantics-based program analysis, in Chapter 8. This dissertationwill provide a solution, which we will outline in Section 1.3.1.2 Overuse of Abstraction and Fixed-point ComputationOur discussion of the sign analysis in the previous section centered around how to deal with asingle loop iteration. We only touched upon the \folding" process that was necessary to deale�ectively with the unbounded execution length of the program. The issue of how to copewith in�nite execution sequences is of primary importance in program analysis, and almost allanalyses use a similar technique of computing a �xed point over an abstract semantic domain(sign environments in the above example).Our claim that this technique is rather ubiquitous and yet not well suited for many analysistasks. The cause of this state of a�airs is, perhaps surprisingly, strongly related to the causeof the problem described in the previous section: that analyses cannot take multiple steps ofexecution between abstraction. Fortunately, the solutions to these two problems are closelyrelated, as well, and in this dissertation we develop the foundations for both.In Chapter 8 we will see that the foundation of semantics-based program analysis is basedon an observation that a semantics of a language is usually expressed using a �xed point whoseiterative calculation corresponds in some sense to the execution steps of the program. Forinstance, consider the common form of operational semantics as a transition system, in whichprogram execution is modeled by the single-step transitions from machine state to machinestate. This kind of semantics is particularly useful for program analysis because it expressesmany intensional details of execution that might be of interest to analyze; one might say thatit is \close to the iron", in comparison to a more extensional semantics such as a standarddenotational model that only maps program input to program output. We will say more aboutthis in Chapter 4.For now, we are not so much concerned with the appropriateness of a particular semanticmodel for the purpose of program analysis, but rather we wish to illustrate that semantic



1.2 Overuse of Abstraction and Fixed-point Computation 11models of programming languages typically use �xed points that re
ect program execution. Forexample, a transition system of a particular program P will have a binary transition relation7�! � State� Statespecifying the pairs of states that may be adjacent in an execution of that program. Then thesemanticsM[[P ]] of program P is de�ned as an unfolding of this relation into a set of unboundedsequences (where ~ : denotes the extension of state sequence ~ by state  ):~ : 2M[[P ]]  7�!  0~ : : 0 2M[[P ]]If this rule is solved inductively from a base set of initial states, its iterative solution yields all�nite execution pre�xes.2One can rephrase the iterative solution of the above rule as the repeated application of afunction S[[P ]] 2 P(State�)! P(State�)that, given a partial solution ofM[[P ]], applies the above rule once to enlargeM[[P ]] by a singleexecution step.A program analysis based on this transition-system semantics must analyze these potentiallyunbounded sequences. For instance, suppose that in our sign analysis above, a state comprisesa control point specifying the line of the program to be executed next and an environmentspecifying the current variable bindings.State = CtrlPoint� EnvThe analysis that we described informally above can now be formalized as an iteration of(� � S[[P ]] � 
) 2 dState! dStateuntil a �xed point is reached, where
 2 dState! P(State�)� 2 P(State�)! dStateand dState = CtrlPoint! dEnv:Here, a member of dState is a table of abstract environments indexed by control point, just aswe showed next to the program in the examples of Section 1.1. The function 
, given such a2There are similar ways to express the in�nite executions of a program via coinduction, but for the sake ofsimplicity we leave the reader to [CC92b] for a discussion. We do note, however, that the use of coinduction forprogram analysis is powerful technique, especially for the analysis of errors, that is currently not well appreciated.For examples, see [Bou93a].



12 Some Topics in Program Analysistable 	̂, describes the set of all execution sequences whose states satisfy the properties given in	̂. The function � abstracts a set of execution sequences by a table giving the strongest signproperties of the states in those sequences.In the analogy of Section 1.1 in which we compared program execution and analysis to theaccumulation of the rounded sum of a list of numbers, a set of execution sequences correspondsto an \exact" real number, and a member of dState corresponds to a \rounded" real number.The function 
 is given a rounded number representing the accumulated sum at some point inthe middle of the list. Conceptually, 
 \coerces" this number into an exact number by addingzeroes onto the end. Then S[[P ]] corresponds to adding the next number in the list to thissum, and � rounds the resulting sum, usually losing information. The program analysis repeatsthis process until it reaches a �xed point (which does not have a clear analog in our list-sumanecdote).Almost every kind of program analysis is based on a similar notion of �xed-point calculationover an abstraction of the properties of interest. This is not always apparent, because manyanalysis frameworks, such as data-
ow analysis [MJ81], type inference [KMP84], and constraint-based analysis [Hei92, AWL94], are phrased in terms of systems of equations or inference rules.But most of these frameworks reduce to a �xed-point calculation whose iterations correspondin some sense to abstract execution steps of the program. Abstract interpretation is a �xed-point-based theory that uni�es these seemingly disparate approaches.In Section 1.1 we explained that this methodology of abstracting after every step can causesevere precision problems with the analysis. In our small while-loop example, we illustratedthis problem by rewriting the three individual assignments in the loop body as a single parallelassignment. In Chapter 8 we will go further into that topic, but for now we suggest that amulti-step program analysis might amount to �nding the �xed point of(� � S[[P ]] � S[[P ]] � S[[P ]] � 
) 2 dState! dStateinstead of the above function that takes only a single step between applications of the abstractionfunction �. The problem is that there is no general methodology to develop program analysesthat have this kind of 
exibility. But we have developed such a methodology, which we outlinein Section 1.3.Now we may make the following key insight. Once one has a methodology to perform anynumber of steps between abstractions, the need to perform the abstractions and compute the�xed point often evaporates.For instance, shape analyses are often concerned with detecting computations that areshape-preserving. It is common for the success or failure of a shape analysis to be measured byhow well it analyzes routines such as list-insert, list-delete, node swapping, and so forth. Forinstance, one would like to determine that a routine that destructively inserts a node into alinked list preserves the invariant that the structure upon which it operates has the shape of alist. Routines such as these typically take more than one instruction, but still a �nite numberof them. Why would they need an iterative �xed-point calculation to compute their shape-preserving properties? The answer is that they do not, but because the present methodology of



1.3 An Introduction to Our Methodology 13program analysis does not o�er any way to combine multiple execution steps, a shape analysishas no choice but to perform a global �xed point as we did for the sign properties in Section 1.1.1.3 An Introduction to Our MethodologyThis dissertation develops a foundation for a new methodology of program analysis that ad-dresses the problems that we have described above. This foundation is based on a semanticmethodology of programming languages in which it is possible to compute a simple term de-scribing the net e�ect of any given �nite execution path.In Section 1.2 we suggested that an operational semantics based on a transition systembetween execution states is particularly useful for program analysis. For the example programin Section 1.1, an execution state was a pair of a control point and an environment. In general,environments are not expressive enough because they cannot express pointers and other kindsof mutable data structures.In order to address a wide variety of languages, we introduce the notion of a store. A storeis similar to an environment in that it maps variables to values, but it also maps references tovalues. A reference is a pair of two values; the reference (v; v0) is written v:v0 and representscomponent v0 of data structure v. Actually, it is convenient to think of a store as a graphwhose nodes are values and whose edges are labeled by values. Then v is the root node of somedata structure (record, pointer, array, and so on), and its outgoing edges point to its mutablesubcomponents, labeled by their names v0 (�eld names, the C \*" token, integer array indices,and so forth). An l-value is an object that may be dereferenced in a store; it is either a variablex or a reference v:v0. A store is then a map from l-values to values.� 2 Store = Lval! ValLval = Var [ (Val� Val)The set Val of values is left unspeci�ed because di�erent languages will need di�erent values.We consider this parameterized notion of a store, however, to be common to all languages.More speci�cally, the techniques in this dissertation apply to any language in which theexecution(s) of a program can be expressed as a transition relation7�! � State� Statewhere State = CtrlPoint� Storefor some set CtrlPoint of static control points and some set Val of values.Usually, 7�! is de�ned by meta-rules that specify how the individual pieces of programsyntax induce transitions. For instance, one might imagine the following rule for variableassignments. (x := e; t; �) 7�! (t; �[x 7! E [[e]]�])



14 Some Topics in Program AnalysisHere, e is a basic expression, and E [[e]]� denotes the value to which e evaluates in store �. Thecore idea of our technique is to replace these meta-rules with computer-representable composabledescriptions.Our �rst observation is the isomorphismP(State� State) ' CtrlPoint� CtrlPoint! P(Store � Store):This means that a transition relation 7�! is equivalent to a table of binary relations on stores,indexed by pairs of control points. We write the (C;C 0) entry in this table as C;C07�!, and thisrelation de�nes the possible store changes in a single step from C to C 0. Thus,(C; �) 7�! (C 0; �0) i� � C;C07�! �0:For example, one can rewrite the above meta-rule as� (x:=e; t);t7�! �[x 7! E [[e]]�]or, alternatively, as the de�nition(x:=e; t);t7�! = f(�; �0) j �0 = �[x 7! E [[e]]�]g:We call a binary relation on stores a transfer relation. A transfer relation describes a way inwhich a store evolves during execution. For example, C;C07�! is a transfer relation that describeshow the store changes in a single step from C to C 0. A nice property of transfer relations isthat one may compose them to express multiple steps of execution. For instance,C;C07�!;C0;C007�!is a transfer relation that expresses how a store changes in an execution that begins at controlpoint C, progresses in one step to C 0, and then progresses in the next step to C 00. Here, thesymbol \;" is the relation composition operator. In this manner, one can build the transferrelation for any �nite control path.Above, we said that our central approach is to replace the meta-rules of the transition systemwith computer-representable composable relations: computer-representable because they willbe directly manipulated and examined by a program analysis, and composable because wewant a 
exible way of processing multiple execution steps in the analysis before abstracting theresult, as we explained in the example of Section 1.1 and more generally in Section 1.2.Let us examine this more closely. As we explained in Section 1.2, an algorithm for analyzingprogram P works by iteratively applying an abstract step function(� � S[[P ]] � 
) 2 dState! dState



1.3 An Introduction to Our Methodology 15where dState is a set of abstract properties of state sequences (such as the signs of the numericvalues occurring in the states), and the application of this function to 	̂ 2 dState applies thetransition relation 7�! to extend by one step every execution sequence consistent with 	̂ (asgiven by 
) and abstracts the resulting set of execution sequences with �, in general losinginformation (i.e., weakening the property) in the process.However, this function cannot be implemented in these three stages. It is not possible for aprogram-analysis algorithm to manipulate the probably in�nite sets of states or state sequences.Instead, a program analysis performs this three-stage operation in a monolithic fashion, where� and 
 are \baked into" the transition relation 7�! that forms the core of S[[P ]].For example, consider again our example meta-rule for variable-assignment transitions:(x := e; t; �) 7�! (t; �[x 7! E [[e]]�])The program analysis designer will hand-design an algorithm that \abstractly" performs thesetransitions. For instance, if dState is the set of tables of sign environments indexed by controlpoint, as given in Section 1.2, then a straightforward algorithm to compute (� � S[[P ]] � 
) willbe hard-wired to propagate the sign property of expression e at control point (x := e; t) tovariable x at control point t for each variable assignment in P . This makes intuitive sense|the algorithm is \abstractly interpreting" the variable assignments. But of course the analysisdesigner should justify these intuitions by proving that the algorithm actually implements thisfunction.Note that:1. To apply an existing analysis to a di�erent language, one must separately hand-design anew algorithm for the meta-rules of that language. This is an engineering disadvantage.2. Because the abstraction is \baked into" the analysis algorithm, there is no way to performmultiple execution steps abstracting the result. This is a more serious disadvantage be-cause, as we have explained, it can have devastating e�ects on the quality of the analysis.We now consider a di�erent methodology to address these issues. Consider the meta-rule shownabove as the single-step transfer relation(x:=e; t);t7�! = f(�; �0) j �0 = �[x 7! E [[e]]�]g:Imagine a universal computer-representable language of these single-step transfer relations; forinstance the above relation might be written asx 7! e :Then, given some analysis task such as sign analysis or shape analysis, one could implementa universal \back-end" that analyzes this language of transfer relations. Thus, to apply theanalysis to a particular programming language, one merely expresses its semantics in terms ofthis language of single-step transfer relations instead of the usual meta-rule formulation.



16 Some Topics in Program AnalysisImagine further that this computer-representable language of transfer relations is closedunder composition. For instance, the two successive variable assignments(y:=x�3; x:=y+5; t);(x:=y+5; t)7�! = y 7! x� 3(x:=y+5; t);t7�! = x 7! y + 5might be symbolically composed as followsy 7! x� 3 ; x 7! y + 5 = x; y 7! x� 3; x+ 2to yield a computer representation of this two-step execution segment. Then, because theanalysis back-end is designed to analyze any member of the language of transfer relations, it hasmaximum 
exibility to perform any number of steps before abstracting. We demonstrated thebene�ts of the above example in Section 1.1; there, we magically rewrote the source program, butnow we are moving toward a universal language-independent methodology of transfer relations.Of course, the example immediately above is quite simple, as it does not involve importantlanguage features such as arrays, pointers, mutable data structures, or conditionals. The fol-lowing question remains. Is there a computer-representable language of transfer relations closedunder composition that is both� expressive enough to handle a wide variety of imperative and applicative language features,and� simple enough to be the target of a wide variety of important program analyses, such asalias, shape, and value analyses?The answer is yes, and this language of transfer relations is largely the subject of Part II. Thisleads to the following general methodology of program analysis.
?��-PPPPPPPPPq���������1 -PPPPPPPPPq���������1Language 1Language 2Language 3

Analysis 1Analysis 2Analysis 3Transfer Relationscompositionstrategy
Given a language and an analysis task, one �rst describes the semantics of the languagein terms of single-step transfer relations. Then, guided by a strategy to suit the analysis taskand particular program at hand, some of these transfer relations are composed into bigger



1.4 Overview of the Dissertation 17steps, similar to our rewriting of the example program in Section 1.1. Finally, the particularanalysis problem uses these multi-step transfer relations in a manner appropriate to the task.In some cases, such as the sign analysis of Section 1.1 it is appropriate to apply an abstractinterpretation to compute an abstract �xed point of these transfer relations. In other cases,such as the analysis of shape-preserving properties of data-structure maintenance routines, itmay be more appropriate to extract the property of interest directly from the multi-step transferrelations, without designing any abstraction or performing any �xed-point computation.Note that the compositions occur at the language-independent stage of transfer relations,so although they are sometimes analogous to rewriting source-program instructions, as in Sec-tion 1.1, that is not always the case. Also note that the analyses are now de�ned in termsof transfer relations instead of source programs. This means that large parts of an analysisdo not have to be reimplemented for di�erent languages. In general, however, reengineering isnecessary because the language transfer relations will be parameterized by a set of primitiveoperations, and those may change from source language to source language.1.4 Overview of the Dissertation� Part II presents the language of transfer relations and the basic algorithms to composethem and manipulate them, and explains the general procedure for modeling the dynamicsemantics of a programming language with transfer relations.� Part III shows how to model a variety of imperative and applicative language featureswith transfer relations.� Part IV expands on Section 1.1 and Section 1.2 by sketching some ideas for how to designprogram analyses around transfer relations.� Part V concludes.
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Part IIFoundations





Chapter 2Stores and Transfer RelationsThe foundation of our study is the store. A store is a model of an instantaneous state of thememory during program execution. As a program executes, it will at various points examinevariables, data structures, stack frames, and so on, and it will at other points change the valuesof variables, alter the components of data structures, allocate new data structures, create newstack frames, and so forth. All of these operations are modeled as examinations or alterationsof the store. Intuitively, there is one global store that evolves during program execution. Butsemantically, this \global store" is modeled as a trace of stores. Every time the program takesanother step, another store is added to the sequence. If that execution step modi�ed the store,then the modi�cation will be re
ected in the latest store. Otherwise, the latest store will justbe a copy of the previous one. In this way, the program leaves a trace of stores.Now consider the task of analyzing a program's execution. Ideally, one would actually letthe program run, leaving its trace of stores behind. Then, when the program is done, one couldgo back to that trace and analyze everything that happened during that execution. The traceof stores is the entire execution history, and with perfect knowledge of that history all questionsabout the program's run-time behavior could be answered. This is sometimes called pro�ling.This approach to program analysis has some serious problems.� The execution may not terminate, thus leaving behind an in�nite trace of stores. So it isimpossible in general to run a program and then perform a post-mortem analysis on itstrace.� If the initial store (initial data, values of free variables, and so on) is unknown, then itdoesn't make sense to analyze the execution trace of just one execution. One would haveto analyze one execution from all possible initial stores, and in general there are an in�nitenumber of them.� Even if the initial store is �xed and the program terminates, the execution may have alarge number of steps, and it is not feasible to record the entire store at every step.



22 Stores and Transfer RelationsProgram analysis is largely the study of how to cope with these issues. The usual approachbegins with the observation that if there were an e�cient way to represent in a computer someinteresting but in�nite sets of stores, then some interesting questions about a program's run-timebehavior could be answered, or at least approximated, automatically. These representationsof in�nite store sets can be thought of as store properties, and program analysis thus becomesthe computation of properties of the stores that can arise during some execution from a storesatisfying some initial property. For instance, in Section 1.1 we gave an example of an analysisthat determines a sign property of integer-valued variables at every syntactic point in theprogram.Our approach is to begin not by examining the stores themselves, but how stores changeover the course of the execution trace. Suppose that a program analyzer were omnipotent andcould examine and answer any questions about the execution traces, even in�nite ones, fromall possible initial stores. One question of interest might involve examining pairs of stores atdi�erent points along the trace, to see what the di�erences are between the �rst and the second.This would provide information about what happened during the interval of execution betweenthose points. Now reconsider the problems listed above:� The execution may never terminate and thus leave behind an in�nite trace. But even so,there may be an in�nite number of �nite intervals during the execution that exhibit thesame pattern of how the store at the beginning of the interval relates to the store at theend. In fact, this is the case with a loop in the program; each interval corresponds to asingle iteration. If this pattern can be isolated, then it is not necessary to examine theentire in�nite trace. An example of such a pattern is a loop invariant. But this generalconcept goes beyond loop invariants. For instance, one may relate the store at any pointduring a loop or recursion with the store k iterations later for a given k.� Even if the initial store is unknown, there may be a commonality in the change betweenany initial store and the store at some later point in the trace. This is similar to thesituation with loops; a potentially unbounded number of trace intervals share a commonnet e�ect between their initial and �nal stores. Related to this idea is the use of weakestpreconditions to describe the semantics of loops [Dij76, Wan77].� As a practical matter, even if the initial store is �xed and the program terminates, isolatingthe patterns in the trace provides a hope of making the analysis feasible in practice.Such a pattern or commonality in the way one store evolves into another is simply a relationbetween the initial and �nal stores. We call these transfer relations. It turns out that there isa simple language of transfer relations that covers all the patterns that arise during programexecutions. Also, there are ways to compute these transfer relations and use them to reasonabout the executions. In this chapter, we introduce the our model of stores and give thelanguage of transfer relations.



2.1 Stores 232.1 StoresWe make the fundamental assumption that during program execution, any instantaneous stateof the memory can be modeled by a store. A store is parameterized by the following disjointsets. x 2 Var a set of variablesv 2 Val a set of valuesA store is then a function from l-values to values.� 2 Store = Lval! Val storesw 2 Lval = Var [ (Val� Val) l-valuesWe parameterize a store by Val because we would like to develop a semantic framework thatis suitable for a wide variety of programming languages and analysis tasks. However, we willrequire that Val include the booleans true and false and a special value undef.true; false; undef 2 ValThe most natural notion of a store is a partial function, mapping exactly the l-values that arede�ned to their respective values. But instead, for technical reasons in Chapter 3, we require astore to be a total function, mapping all of the \unde�ned" l-values to the distinguished valueundef. Throughout this dissertation, undef refers to an unde�ned or error value. In Chapter 4,we will discuss further the treatment of errors.The \l" in l-value means \location". Intuitively, an l-value represents a location in memorythat might be written or mutated as well as read. There are two kinds of l-values. The �rstkind is simply a variable. The second kind is called a reference; it is a pair of a value v 2 Val,representing a data structure, and a value v0 2 Val, representing an index into a mutablecomponent of that data structure. The l-value (v; v0) 2 Lval is written v:v0.Intuitively, a value represents the contents of a single mutable memory location|or in otherwords, the contents of an l-value. A value might be a simple object such as an integer or aboolean, or it might be a compound object, such as a tuple or vector. In the latter case, however,the compound object must be immutable because it represents the contents of a single mutablememory location. So, for instance, one should not model a (mutable) Scheme [ReC86] cons cell(1 : 2) with a single value, but rather use three values: one for the cons cell itself, one for 1,and one for 2.A store is then a function from l-values to values that describes the contents of the memory.For instance, if v is the cons cell in the previous paragraph, the store would map the referencesv:car and v:cdr to 1 and 2, respectively. Intuitively, a program execution begins in some initialstore �0 describing the initial state of memory, input data, and so forth, and then continuallymodi�es the memory while it is executing, producing a sequence of evolving stores �1; �2; �3; : : :corresponding to the steps of the execution.We stress again the crucial concept that l-values represent the mutable memory locations.Some programming languages include data structures that are not mutable|for instance, the



24 Stores and Transfer Relationstuples, records, and vectors in Standard ML [MTH90]. One would probably model these objectssimply as compound values rather than breaking them up into their components and indexingthose components by separate l-values in the store.Example 1 Consider the C programming language. A value v 2 Val might correspond to anyof the di�erent kinds of C data types:� An integer, real number, or character. In this case, v would be that value.� A pointer. In this case, v would be a token representing the pointer itself. In addition,there would be a value * 2 Val, and the l-value v:* would represent the memory locationto which the pointer refers. A store would then map v:* to the contents of the pointer.� A struct. In this case, v would be a token (pointer) representing the root of the struct. Inaddition, there would be a value f 2 Val for each �eld name f in the structure, and thel-value v:f would represent the memory location of �eld f of the struct. A store wouldthen map v:f to the contents of that �eld of the struct.� An array. In this case, v would be a token (pointer) identifying the array. In addition,every non-negative integer n would be in Val, and the l-value v:n would represent thememory location of the nth array element. A store would then map v:n to the contents ofthe nth element of the array.The above example illustrates that for some programming languages, the set Val of valuesmight include, in addition to the base values of the language, a set of pointers to representmutable data structures. In some operational semantics, these are called \locations" or \heapvalues" [MFH95] and are just taken from an arbitrary in�nite set.Again, we stress that a store is a total function. This is not intuitive, because at any timeduring an execution of a program in any reasonable programming language, there will only bea �nite amount of data actually allocated and accessible by the rest of the execution. But thisis why we require that Val include the distinguished value undef to represent the unde�nedvalue. The intended use of stores is to model the state of memory during an execution of acomputer program. If an l-value w 2 Lval is unde�ned in the memory then the store � modelingthat memory state would map w to undef (i.e., (� w) = undef). Therefore, the fact that werequire stores to be total functions is not a limitation of expressiveness. However, for minortechnical reasons concerning the symbolic composition of transfer relations in Chapter 3, it willbe convenient for stores to be total functions.Stores as graphsIt is sometimes helpful to think of a store � as a graph with directed labeled edges. The set ofnodes is Val [ f tg



2.1 Stores 25where t is a distinguished root node not in Val. The set of labeled directed edges isf -xt v j � x = vg [ f -v0v v00 j �(v:v0) = v00g:Note the following properties of any store graph.� Because a store is a function rather than a general relation, no two outgoing edges of thesame node can have the same label.� Node thas no incoming edges, and all its outgoing edges are labeled with variables.At any particular time during program execution, all the l-values that are unde�ned in the storeat that time will point to undef. Because of this choice of stores as total functions, a storegraph will in general be in�nite. We ignore this technical detail, as our perspective of stores asgraphs is solely for expository purposes.Example 2 Again, consider the C programming language. Assume the set Val includes Cintegers and C characters.� If at some point during an execution, the variable x 2 Var is bound to a pointer to a locationcontaining the integer 42, then the store � at that point of execution would contain thefollowing path from the root node: -xt -*v1 42Here, v1 2 Val represents the pointer itself.� If in addition, y is bound to a struct with a �eld index, which is the integer 618, and witha �eld data, which points to a two-element array whose elements are the chars 0A0 and0Z0, then � would also contain the following paths from the root node:-yt ���*HHHjindexdatav2 618 -*v3 ���*HHHj01v4 0A00Z0Here, v2 2 Val represents the struct, v3 2 Val represents the char-array pointer, andv4 2 Val represents the char array.� If in addition, z is bound to a pointer that dereferences to itself, then � would also containthe following subgraph: -zt v5 * �
�6Here, v5 2 Val represents the pointer itself.



26 Stores and Transfer RelationsThese three subgraphs of � describe precisely the data that is reachable from variables x, y, andz, respectively, at this point of execution.In the next section, we study ways to generate a value from other values in a store. This isdone with primitive operations.2.2 Primitive OperationsOur framework is parameterized by a set Primop of primitive operations. Each operation p 2Primop has an arity, which may be zero or more. A primitive operation describes a way inwhich zero or more values evaluate to a single value. The phrasep(v1; : : : ; vn) ,!� vmeans that the n-ary primitive operation p 2 Primop applied to the values v1; : : : ; vn 2 Valin store � 2 Store evaluates to value v 2 Val. There are several distinct classes of primitiveoperations, which we characterize below.All primitive operations must satisfy the following condition.Condition 1 (De�nedness of primitives) For any n-ary primitive operation p 2 Primop,for any n values v1; : : : ; vn 2 Val, and for any store � 2 Store, there is at least one value v 2 Valsuch that p(v1; : : : ; vn) ,!� v. In other words,8p; v1; : : : vn; �:9v: p(v1; : : : ; vn) ,!� vThis condition states that primitive operations must be de�ned everywhere. Conceptually, thisrequirement is analogous to the requirement that a store is de�ned everywhere (i.e., for alll-values). The condition is required for minor technical reasons in the development to follow.However, as we explained about stores, this condition does not limit the expressiveness of theframework because Val includes undef representing the \unde�ned value".Indeed, the two main parameters of our framework|the set Val of values and the set Primopof primitive operations with associated evaluation relation|truly go hand-in-hand. This willcome out in Chapter 5 when we describe the design of a programming language using ourdevelopment.It is the parameterization of the framework by the set of primitive operations that makesthis methodology particularly 
exible and useful for a variety of applications. Yet, it is not thecase that we are factoring all of the important semantics concepts out along with the primitiveoperations. This is because our concept of a primitive operation is a computation withoutstore modi�cation. The encapsulation of such operations as the main parameter of the analysisframework turns out to be quite useful and powerful.



2.2 Primitive Operations 272.2.1 Deterministic and context-independent primitive operationsIt will be convenient to introduce some terms for some di�erent classes of primitive operations.De�nition 1 (Deterministic and nondeterministic primitive operations) A primitiveoperation p 2 Primop is said to be deterministic ifp(v1; : : : ; vn) ,!� vand p(v1; : : : ; vn) ,!� v0implies that v = v0. Otherwise, p is said to be nondeterministic.A typical programming language will need only deterministic primitive operations, but certainapplications of the framework will make use of nondeterministic operations, and so we includethem in the general framework.De�nition 2 (Context-independent and -dependent operations) A primitive operationis said to be context-independent if for any stores � and �0 and values v1; : : : ; vn; v,p(v1; : : : ; vn) ,!� v () p(v1; : : : ; vn) ,!�0 v:In other words, the evaluation of p does not depend on the store. In this case, we may use theabbreviated form p(v1; : : : ; vn) ,! vfor evaluation. Otherwise, p is said to be context-dependent.The simplest kinds of primitive operations are deterministic context-independent operations.These will come up so often that it is worth introducing a de�nition just for them.De�nition 3 (Simple primitive operations) If primitive operation p is both deterministicand context-independent, then it is said to be simple.2.2.2 Examples of primitive operationsWe present some examples of each kind of primitive operations. Although they are just examplesfor the moment, some of them will play a major role in the development to follow. This sectionassumes that p(v1; : : : ; vn) ,!� undefunless otherwise de�ned below. (Recall that undef 2 Val is represents the unde�ned value.)We also assume that Val includes the integers.



28 Stores and Transfer RelationsSimple operationsRecall that simple operations are operations that are both deterministic, in that they evaluateto only a single value, and context-independent, in that their evaluation does not depend onthe store.Example 3 Each value v 2 Val speci�es a nullary primitive operation v 2 Primop that evalu-ates to v: v() ,! vExample 4 Here are some standard arithmetic primitive operations found in programminglanguages. In these de�nitions, n and n0 are integer values.+(n; n0) ,! (n+ n0)-(n; n0) ,! (n� n0)*(n; n0) ,! (n� n0)<(n; n0) ,! (n < n0)>(n; n0) ,! (n > n0)Example 5 Below are boolean operations for conjunction, equality, and inequality. We willuse the �rst two (& and =) internally in our analysis framework.&(true; v) ,! v&(v; true) ,! v&(false; v) ,! false&(v; false) ,! false=(v; v0) ,! (v = v0)<>(v; v0) ,! (v 6= v0)Note that there are cases in which these operations are given undef and evaluate to a booleanvalue. Intuitively, these are error cases that are allowed to \run wild", and so this choice isreasonable. We will discuss this more in Chapter 4.Example 6 The operation if implements conditional expressions.if(true; v; v0) ,! vif(false; v; v0) ,! v0Example 7 Example 1 demonstrated the need for pointer values to correspond to the roots ofmutable data structures. Suppose that for every natural number n there is a pointer hni 2 Val,and ptr is a unary primitive operation that casts an integer n to the pointer hni.ptr(n) ,! hniWe will return to ptr in Chapter 5.



2.2 Primitive Operations 29Nondeterministic context-independent operationsThese operations may evaluate to more than one value, but do not depend upon the store.These operations are similar to types, and this similarity provides some intuition about why weinclude the possibility of nondeterministic operations. After all, one of the major applicationsof program analysis is to infer types of data objects and expressions.Example 8 The nullary operation pos may evaluate to any positive integer:pos() ,! n if n 2 f1; 2; : : :gExample 9 The nullary operation bool may evaluate to any boolean:bool() ,! truebool() ,! falseDeterministic context-sensitive operationsThese operations always evaluate to a single value, but depend on the store in which theevaluation occurs.Example 10 The binary operation deref dereferences edges in a store. Given values v andv0, it evaluates in store � to the value to which � binds the l-value (v:v0):deref(v; v0) ,!� �(v:v0)This last example is important, which we will see in the next section.The next example hints at an application of our framework to the analysis of the shapes ofdata structures, and also illustrates the point that our notion of primitive operations does notneed to be limited to operations that might be available in a programming language.Example 11 The unary operation tree, when evaluated in store � with value v, evaluates totrue if the subgraph of � rooted at v (possibly representing the root of some data structure) andnot including node undef is a tree (in graph-theoretic terms). Otherwise, it evaluates to false.Although Primop is a parameter of our analysis framework, we demand that it include thefollowing operations described above:true; false; &; =; if 2 PrimopThe �rst two simply provide a way of denoting booleans as expressions. (Recall that thebooleans were the only objects other than undef that we demand to be members of Val.) Thesecond three are used internally in the transfer-relation composition algorithm in Chapter 3.We further remark that any nontrivial application of our methodology will need deref in orderto build expressions that can perform general examinations of the store.



30 Stores and Transfer Relations2.3 Expressions and L-expressionsOur framework is based upon the study of binary relations between stores, called transferrelations, that describe how a store at one point of an execution evolves into a store at somefuture point of the execution. We want to write down these transfer relations, represent themin a computer, and analyze them with algorithms. In order to do this, it turns out that wewill need two languages of computer-representable terms, one to describe the nodes in a storeand one to describe the edges in a store. Later, we will use these two languages to develop alanguage of transfer relations.Elements of the �rst language are called expressions; given a store � 2 Store, an expressione 2 Exp denotes one or more values v 2 Val. If e denotes v in �, then we say that \e evaluatesto v in �". The same expression may evaluate to di�erent values in di�erent stores.Elements of the second language are called l-expressions; given a store � 2 Store, the l-expression l 2 Lexp denotes one or more l-values w 2 Lval. If l denotes w in �, then we say that\l evaluates to w in �". The same l-expression may evaluate to di�erent l-values in di�erentstores.The syntax of the language of expressions and l-expressions is parameterized by a set Primopof primitive operations, described in Section 2.2, and has the following inductive de�nition.e 2 Exp ::= x j p(e1; : : : ; en) expressionsl 2 Lexp ::= x j e:e0 l-expressionsp 2 Primop primitive operations (given)x 2 Var variables (given)There are two types of expressions:� A variable x 2 Var. This expression evaluates in store � 2 Store to the (unique) valuev 2 Val such that -xt v is an edge in �. In other words, x evaluates in � to (� x).� An application of an n-ary primitive operation p 2 Primop to n expressions e1; : : : ; en 2Exp. This expression evaluates in store � 2 Store to value v 2 Val if expression ei evaluatesin store � to value vi, for i 2 f1; : : : ; ng, and p applied to (v1; : : : ; vn) evaluates in store �to v.The phrase pdenotes the nullary primitive application p(). The phrasee p e0denotes the binary primitive application p(e; e0).There are two types of l-expressions:



2.3 Expressions and L-expressions 31� A variable x 2 Var. This l-expression evaluates to itself in any store, and can be thoughtof informally as the dangling edge -xt .� A reference expression e:e0. This l-expression evaluates in store � 2 Store to the l-valuev:v0 2 Lval if e evaluates in � to value v 2 Val and e0 evaluates in store � to value v0 2 Val.This l-value can be thought of informally as the dangling edge -v0v .Formally, the interpretations of expressions and l-expressions are given by the following rela-tions.� The phrase e `� v means that the expression e evaluates in store � to value v.� The phrase l `� w means that the l-expression l evaluates in store � to l-value w.Because a variable is both an expression and an l-expression, this notation may seem ambiguous.But in the former case, the right-hand side will be a value, and in the latter case it will be anl-value.The following rules inductively de�ne these relations.x `� (� x) ei `� vi p(v1; : : : ; vn) ,!� vp(e1; : : : ; en) `� v expression evaluationx `� x e `� v e0 `� v0(e:e0) `� (v:v0) l-expression evaluationThe following lemma states that every expression (l-expression) evaluates to at least onevalue (l-value).Lemma 1 (De�nedness of expressions and l-expressions) For any expression e 2 Exp,for any store � 2 Store, there is at least one value v 2 Val such that e `� v. For any l-expressionl 2 Lexp, for any store � 2 Store, there is at least one l-value w 2 Lval such that l `� w. Inother words:� 8e 2 Exp; � 2 Store:9v 2 Val: e `� v� 8l 2 Lexp; � 2 Store:9w 2 Lval: l `� wProof: From Condition 1 on primitive operations and by straightforward induction on ex-pression and l-expression evaluation. 2It is important to distinguish expressions and l-expressions that do not contain any appli-cations of nondeterministic primitive operations.



32 Stores and Transfer RelationsDe�nition 4 (Deterministic expressions and l-expressions) For expression e 2 Exp (re-spectively, l-expression l 2 Lexp), if neither e nor any subexpression of e (respectively, if nosubexpression of l) is an application of a nondeterministic primitive operation, then we say thate (respectively, l) is deterministic. The phrase determ(e) (respectively, determ(l)) denotes thisfact.The following lemma states that deterministic expressions and l-expressions always evaluate toexactly one value and l-value, respectively.Lemma 2 (Deterministic expressions and l-expressions) For any deterministic expres-sion e 2 Exp, for any store � 2 Store, there is exactly one value v 2 Val such that e `� v. Forany deterministic l-expression l 2 Lexp, for any store � 2 Store, there is exactly one l-valuew 2 Lval such that l `� w. In other words,� determ(e)) 8� 2 Store:9!v 2 Val: e `� v� determ(l)) 8� 2 Store:9!w 2 Lval: l `� wProof: From Lemma 1, from De�nition 1, and from straightforward induction on expressionand l-expression evaluation. 2If all primitive operations in Primop are deterministic, then all expressions are deterministic.But even if there are nondeterministic primitive operations in Primop, it will be important todistinguish deterministic expressions for the symbolic evaluation of certain primitive operationsin Chapter 3.At �rst it may seem as if our language of expressions is too restrictive; why not allow arbi-trary l-expressions instead of just variables. The reason is that one may treat the l-expressione:e0 as an expression by using the deref primitive operation that we introduced in the previoussection. Consider the C expression *x. On the left-hand side of an assignment statement, *xrefers to a memory location, or an l-value in our terms. But on the right-hand side, it refers tothe contents of that memory location, or a value in our terms. But C has a uniform syntax tohandle both cases; they are both expressions. In contrast, in our framework the term on the left-hand side would be an l-expression|namely, x:* (where * 2 Val as in Example 1)|whereasthe term on the right-hand side would be an expression|namely, the primitive applicationderef(x; *).Therefore, deref is a rather distinguished primitive operation in that it provides the abilityto examine the store beyond the level of variables. It is likely that one will almost certainly needit in any analysis application for any language. Therefore, inspired by the above discussion, weintroduce a special syntax for it. The term e:e0will, depending on the context in which it appears, refer to either the l-expression e:e0 or theprimitive-application expression deref(e; e0).



2.4 Simple Transfer Relations 332.4 Simple Transfer RelationsOur central philosophy is that it is advantageous to analyze relations between two stores. Theserelations are called transfer relations. The idea of studying transfer relations is a paradigm shiftfrom most analysis frameworks, as the focus is usually on reasoning about properties of, or setsof, individual stores. Yet a program fragment relates initial stores to �nal stores, and so itseems intuitive to study these relations.2.4.1 Only some relations are naturalAt �rst blush, it seems as if the set of transfer relations is the setP(Store � Store)of binary relations between stores. But such an unrestricted notion of transfer relation has tworelated disadvantages.� For analysis purposes, we will want to design computer representations of transfer relations(ideally, concise representations), and it is impossible to do so for general binary relationsbetween stores.� Earlier, we gave the intuition that for the purpose of static program analysis, a transferrelation corresponds to a fragment of the execution of some program in some programminglanguage. But there are many binary relations between stores that would never come fromany such execution fragment. Indeed, there are many such relations that are not evencomputable. These relations are unnatural in that they do not arise during programexecution, and they are thus of no use for reasoning about programs.The key is to identify the kinds of transfer relations that might actually come about as part of acomputer program's execution. Fortunately, there is a class of such relations that is su�cientlyexpressive and yet conducive to automatic reasoning and analysis. We will demonstrate this inlater chapters, where we model real programming languages with transfer relations and thenuse those relations to analyze source programs.Abstractly, apart from any particular language or program, one basic kind of transfer re-lation is a relation that updates a store graph by assigning or changing the node to which anedge in the graph points. These relations can describe dynamic actions in a programming lan-guage that modify memory in some way. We already have both the language of expressions todenote nodes and the language of l-expressions to denote edges. An assignment relation is thendescribed by an l-expression, denoting an edge to be assigned or reassigned, and an expression,denoting a node to which the edge must point.Another basic kind of transfer relation is a relation that simply �lters through stores thatsatisfy a certain property and rejects the stores that do not. This is the most basic kindof conditional operation, and as such will be necessary to express the dynamic behavior of



34 Stores and Transfer Relationsmost programming languages. Again, we can use the language of expressions to specify theseproperties, and so a �lter relation is described by an expression.One can then build bigger relations from these basic relations.2.4.2 Building natural transfer relationsWe wish to describe a set TrRel � P(Store � Store)of natural transfer relations. By natural, we mean informally that it is reasonable to imaginethat the transfer relation in question might correspond to a fragment of an execution of someprogram in some programming language. In other words, suppose that at a certain point in themiddle of an execution of some program in some language, store �1 describes the state of thememory at that point. As the execution continues from that point, it will produce a sequenceof evolving stores �2; �3; : : : corresponding to the steps of the execution. Then for each n � 0,there there should be some transfer relation � 2 TrRel that relates store �1 to store �n; in otherwords, �1��n:The idea is to keep the set TrRel as small as possible, but still large enough that one couldmodel the operational semantics of realistic programming languages using only these relations.Fortunately, this is quite easy to do in a rather satisfactory and intuitive manner.We will de�ne the set TrRel inductively.� There are four types of basic relations in TrRel:{ The empty relation ;.{ The identity relation �, which relates only between identical stores. Formally:� � �{ The assignment relation l 7! e where l 2 Lexp and e 2 Exp. If l-expression levaluates to l-value w in � and expression e evaluates to value v in �, then l 7! eupdates store � by assigning w to v. Formally:l `� w e `� v� l 7! e (�[w 7! v])Here, �[w 7! v] is the store that maps w to v and is otherwise identical to �. Formally,it is de�ned as follows: (�[w 7! v])w0 = ( v if w = w0� w0 otherwiseNote that if :determ(l) (i.e., if a nondeterministic primitive operation appears in l)then l may evaluate to more than one l-value (and similarly for e), and so l 7! ecan relate a store on the left to several di�erent stores on the right.



2.4 Simple Transfer Relations 35{ The �lter relation e? where e 2 Exp, which relates a store � to itself only if expres-sion e evaluates to the value true in �. Formally:e `� true� e? �� If �;�0 2 TrRel, then their relational composition �;�0 (alternatively, �0 ��) is in TrRel.We use the standard de�nition of relational composition:���0 �0�0 �00� (�;�0)�0Note that the identity relation � can be de�ned as the �lter relation true? , where, asdescribed in Section 2.2.2, true denotes the nullary application of the primitive operationde�ned by true 2 Val. Similarly, the empty relation ; can be de�ned as the �lter relationfalse? . But it is more convenient to have distinguished representations for each of these twospecial cases.2.4.3 Examples of transfer relationsAs described at the beginning of this chapter, our goal for the sake of generality is to developa framework for expressing data and operations on data in a language-independent manner.Nevertheless, it is illuminating at this point to look at some examples of transfer relations andconsider how they might arise during the execution of a computer program.Example 12 The transfer relation x 7! 2 ; x 7! x + 1is equal to (in other words, precisely the same relation as) the transfer relationx 7! 3that assigns variable x to be 3. In other words, it changes any store by redirecting the edge-xt vto -xt 3Here, + 2 Primop, and the integers are included in Val and as nullary operations in Primop.Example 13 The transfer relation (x < 0)? ; x 7! 0 - xrelates any store in which x is bound to a negative number to a store in which x to be theabsolute value of that number and is otherwise equivalent. Furthermore, it relates every storein which x is not bound to a negative number to no store at all.



36 Stores and Transfer RelationsExample 14 Imagine a use of stores and transfer relations to model a language with heap-allocated data structures. One way to model data allocation is to maintain a convention thatthe semantic variable H holds the index of the next available pointer. Then one can use ptrfrom Example 7 to generate that pointer. By convention, we writeptr(e)as heiThen the transfer relationx 7! hHi ; x:car 7! y ; x:cdr 7! z ; H 7! H + 1allocates a new record that has two �elds|car, which is assigned to y's value (which may beundef), and cdr, which is assigned to z's value (which may be undef)|and assigns x to be thisrecord.Example 15 The transfer relationx 7! x:tl ; x 7! x:tl ; x 7! x:tlis equal to the transfer relation x 7! x:tl:tl:tlwhich in a store that includes the subgraph -xt -tlv1 -tlv2 -tlv3 v4assigns x to be v4, producing a store that includes the subgraphHHHj���*xtl v4t-tl-tlv1 v2 v3Although we have written the paths as linear pictures, it is not necessarily the case that v1,v2, v3, and v4 are distinct. Therefore, the paths shown above may actually include cycles. Forinstance, if v1 = v3 then the original subgraph would actually look like-xt -�tltlv1 v2and the transfer relation would modify this to�x-�tltlv1 v2 tExample 16 The transfer relation x:* 7! x



2.5 The Di�culty of Composition 37assigns �eld * of the value bound to x to point to that value itself, thus creating a circular datastructure in the store: -xt v * �
�6The C statement *x = x;performs a performs a similar operation. Before the statement, x is bound to a memory addressv. After the statement, x is still bound to the memory address v, but now that memory addressholds v itself. Our graphical representation above directly re
ects this memory state.Example 17 The transfer relation x:y 7! ztransforms a store � as follows. Suppose x is bound to value v, y is bound to value v0, and z isbound to value v00 in �. Then the outgoing edge of v labeled with v0 is redirected to point to v00.If v0 is an integer then this is equivalent to the C statementx[y] = z;but if v0 is not an integer then this transfer relation has no correspondence in C.Example 18 The transfer relation x:car 7! y ; z:car 7! wacts as follows. For those stores in which x and z are bound to di�erent values, it assigns �eldcar of x's value to be y's value and �eld car of z's value to be w's value. For those stores inwhich x and z are bound to the same value, it assigns �eld car of that value to be w's value.2.5 The Di�culty of CompositionAbove, we de�ned a basic relation to be either the empty relation ;, the identity relation �, anassignment relation l 7! e , or a �lter relation e? . We de�ned any transfer relation that is nota basic relation to be a �nite composition of basic relations. Note that in Examples 12 and 15,the composition of more than one basic relation is equal to another basic transfer relation, butin those cases the single basic transfer relation such asx 7! 3exposes information that is not so clear in the composition itself.Sometimes, though, the composition of more than one basic relation is not a basic relation,as Examples 13, 14, and 18 demonstrate.



38 Stores and Transfer RelationsIt would be convenient if there were a reasonably compact and clear representation schemefor all transfer relations. The explicit composition of 100 basic relations is not only cumbersomeby any reasonable measure, but also quite likely shed little insight on what exactly the transferrelation does. For instance, the description of the transfer relationx:car 7! y ; z:car 7! win Example 18 is not at all obvious from that representation itself. The exercise of decodingthe net e�ect of the transfer relationx:tl:tl 7! y:tl ; y:tl 7! x:tl ; x:tl 7! yis much more di�cult yet. It may seem as if this last example is designed to destructivelyinsert the �rst element of a linked-list y into the second position of a linked-list x. However,that behavior only occurs under certain initial aliasing conditions. It is not an easy exercise todetermine the possible behaviors of this example under di�erent initial aliasing conditions.Fortunately, there is a reasonably simple representation scheme that covers all transferrelations in TrRel. This scheme actually computes the e�ect of any composition, rather thanleaving the composition operation explicit as written directly above, and hence reveals quiteclearly the e�ect of any transfer relation. But the four kinds of basic relations in TrRel are notquite su�cient to express these compositions syntactically. Therefore, we have to extend thelanguage.2.6 The Full Language of Transfer RelationsThe language TR of transfer relations is de�ned inductively as follows.� 2 TR ::= ; j � j e? � �0� 2 ATR ::= l1; : : : ; ln 7! e1; : : : ; enWe have already de�ned ; (the empty relation). Assignment relations are generalized to parallelassignments ATR � TR, de�ned as follows.li `� wi ei `� vi i 6= j ) wi 6= wj� l1; : : : ; ln 7! e1; : : : ; en (�[w1 7! v1] : : : [wn 7! vn])A crucial fact about assignment relations is that the assignment only takes place if all thel-values to be assigned are actually distinct. One can therefore look at an assignment relationwith n assignments and know that whenever it relates an initial store to a �nal store, it performsexactly n distinct assignments.Filter relations are generalized to conditional relations, de�ned as follows.e `� true ���0� e? � �0 �0 e `� false ��0 �0� e? � �0 �0



2.6 The Full Language of Transfer Relations 39We adopt the following syntactic abbreviations.� The empty parallel assignment (i.e., where n = 0) is simply the identity relation � andmay be written as such.� The conditional relation e? � ; may be abbreviated as e? � .� The conditional relation e? ; � may be abbreviated as e> � .In order to avoid confusion, we introduce di�erent notations for syntactic and semanticequivalence of transfer relations. If � and �0 are both the same syntactic term, or in otherwords the same element of the language TR, then we write � = � and say that they aresyntactically equivalent. If � and �0 denote the same relation, then we write � � �0 andsay that they are semantically equivalent. Note that syntactic equivalence obviously impliessemantic equivalence, but semantic equivalence does not necessarily imply syntactic equivalencebecause in this language there may be more than one way to write the same relation. Forinstance, true? � �0 � �;but true? � �0 6= �:In this sense, the language TR is not fully abstract [HP79, Mul87]. If it were fully abstract,then we would have a decidable way of testing semantic equality of transfer relations, but thiswill not be so important for the applications of our analysis framework.A major property of transfer relations is that if all the primitive operations are deterministic,then all transfer relations are actually partial functions. Formally, we have the following lemma.Lemma 3 (Deterministic transfer relations) If Primop is deterministic, then for everytransfer relation � 2 TR and store � 2 Store, there is at most one store �0 2 Store suchthat ���0.Proof: Given �, we proceed by structural induction on �.� ;: By de�nition, there is no �0 such that � ;�0.� e? � �0 : Because Primop is deterministic, we know from Lemma 2 that there existsexactly one v such that e `� v. There are three cases.{ v = true: Then by the de�nition of conditional relations, � e? � �0 �0 only if���0, and by induction there is at most one �0.{ v = false: Analogous, with �0.{ Otherwise: Then by the de�nition of conditional relations, there is no �0 such that� e? � �0 �0.



40 Stores and Transfer Relations� l1; : : : ; ln 7! e1; : : : ; en : Because Primop is deterministic, we know from Lemma 2 thatfor i 2 f1; : : : ; ng, there exists exactly one wi such that li `� wi and exactly one vi suchthat ei `� vi. Then by the de�nition of assignment relations, � l1; : : : ; ln 7! e1; : : : ; en �0only if w1; : : : ; wn are all distinct and �0 = �[w1 7! v1] : : : [wn 7! vn]. There is at mostone such �0.2 This theorem has the following corollary, which is not useful on its own, but which we willuse in some of the proofs in Chapter 3.Corollary 1 If Primop is deterministic, then for any two transfer relations �;�0 2 TR, thefollowing two statements are equivalent:� � � �0� (���0 ) ��0 �0) ^ (��0 �0 ) 9�00: ���00)The main result about this language of transfer functions is that under certain conditions itis closed under composition. In other words, there exists a total syntactic composition function� 2 TR� TR! TRthat, given two transfer relations in the language TR, builds a third transfer relation in TR thatis semantically equivalent to their composition. In other words,(� � �0) � (�;�0)for any two transfer relations �;�0 2 TR. Under weaker circumstances, � � �0 is not guaran-teed to be semantically equivalent to �;�0, but is guaranteed to be a superset of �;�0. But wewill see that the conditions for semantic equivalence will be met by any application of transferrelations to model the dynamic semantics of programming language.In fact, the � function is e�ectively computable, and so we will call it the compositionalgorithm. If there were a combinator in the language of transfer relations that representedcomposition, then the composition algorithm would be trivial. In other words, if we extend thelanguage by � ::= : : : j � � �0and de�ne � � �0 to be the relation �;�0, then the composition algorithm could be simplythe � combinator. But, as we explained above, our goal for the practical purpose of programanalysis is to avoid a syntactic representation of composition. We present the algorithm in thenext chapter.



Chapter 3Composing Transfer RelationsThe composition algorithm for transfer relations is based on a kind of symbolic evaluation. Wewill present the the algorithm in several stages.� Symbolic evaluation of primitive operations. This part of course depends on the particularchoice of the set Primop of primitive operations and their evaluation semantics. The choiceof Primop and design of the symbolic evaluation algorithms for those operations forms thecore of any program analysis designed with our framework.� Symbolic evaluation of expressions and l-expressions. These algorithms are de�ned rela-tive to Primop and its associated symbolic evaluation algorithms.� Symbolic evaluation of conditional relations. This part is also a parameter to the compo-sition algorithm.� Symbolic evaluation of assignment.� Symbolic evaluation of transfer-relation composition.3.1 Symbolic Evaluation of Primitive OperationsThe �rst step of any application of our analysis methodology is the choice of the set Val ofvalues and the set Primop of primitive operations, which will largely depend on the language tobe analyzed.1 The second step is the design of an algorithm to symbolically evaluate primitiveapplication expressions. The heart of our methodology is in this symbolic evaluation, and thepower of our approach comes from the 
exible notion of a primitive operation as potentiallyany computation that does not modify the store, including both non-deterministic primitiveoperations and context-sensitive primitive operations. Yet, the fact that primitive operations1Recall that we require Val to include the boolean constants and undef, and we require Primop to include theboolean constants and the boolean operations &, =, and if.



42 Composing Transfer Relationsare constrained not to modify the store ensures that their symbolic evaluation is never toocomplicated.The framework constructed in this section is for us what the notion of the Galois connectionand associated �xed-point theorem is for abstract interpretation [CC77]. In abstract interpre-tation, one �rst designs a �xed-point-based semantics for the language to be analyzed and thendesigns an abstraction of the semantic domain. Then, for the most part, the framework ofabstract interpretation provides the rest|in particular, a functional for the abstract domaininduced by the semantics whose �xed point is guaranteed to satisfy a certain relation with thesemantics of the language.In our approach, one �rst chooses a set of primitive operations and then designs symbolicevaluation algorithms for them. The various algorithms in this chapter provide much of theremaining work.In Chapter 2, we gave many examples of useful primitive operations. Some of them werecommon and familiar, such as the constants and basic operations over booleans and integers.Others were rather distinguished, such as deref and pos. We will return to many of these inthis section.3.1.1 A �rst cut: symbolic evaluation of simple primitive operationsA term like \symbolic evaluation" would tend to imply that we need an algorithmP 2 Primop! Exp� ! Expthat satis�es the property that(P p (e1; : : : ; en)) `� v () p(e1; : : : ; en) `� v:In other words, P, given an n-ary primitive operation p and n expressions e1; : : : ; en, returnsan expression that is semantically equivalent to the expression p(e1; : : : ; en). The degeneratefunction P p (e1; : : : ; en) = p(e1; : : : ; en)obviously works, but might not produce optimal results. For instance, that function returnsP + (42; 24) = 42 + 24;but it is obvious that in this case P could have actually performed the addition, thus producingthe smaller expression P + (42; 24) = 66where, again, 66 is technically an application of the nullary primitive operation 66. This is called\constant folding" in the compiler literature [ASU86]. Even beyond this, one could imaginethat P might try to use a calculus of arithmetic transformations, perhaps yielding results suchas P + (42; x + 24) = x + 66:



3.1 Symbolic Evaluation of Primitive Operations 43In fact, however, this notion of symbolic evaluation makes sense only for primitive operationsthat are simple, as de�ned in De�nition 3. In the next section, we subsume the notion ofsymbolic evaluation in this section with a more general notion that covers all kinds of primitiveoperations.3.1.2 Generalized symbolic evaluation of primitive operationsIn this section we present the general notion of symbolic evaluation of primitive operations thatworks for all kinds of operations, including non-deterministic operations, de�ned in De�nition 1,and context-sensitive operations, de�ned in De�nition 2.The symbolic evaluation of a set Primop of primitive operations is computed by a functionP 2 Primop! Exp� ! ATR! Expthat, loosely speaking, given� an n-ary primitive operation p 2 Primop,� n expressions e1; : : : ; en 2 Exp, and� an assignment relation � 2 ATR (recall the de�nition of ATR from page 38),produces an expression e = (P p (e1; : : : ; en) �) that satis�es the following property. If (e1; : : : ; en)evaluate to values (v1; : : : ; vn) in some store �, and if p applied to these values evaluates to avalue v in a store after the assignment � is applied to �, then e must evaluate to v in �.The following de�nition formalizes this correctness condition.De�nition 5 (Symbolic evaluation of primitive operations) If whenever � � �0, n̂i=1 ei `� vi!) (p(v1; : : : ; vn) ,!�0 v ) (P p (e1; : : : ; en) �) `� v);then primitive operation p 2 Primop is said to be symbolically evaluated by P. If every p 2Primop is symbolically evaluated by P then P is said to be a symbolic evaluation.It is worth noting that the second implication in the above proposition is not an i�. This meansthat if there are nondeterministic primitive operations in Primop then P is allowed to producea nondeterministic expression (which, recall, is an expression using nondeterministic primitiveoperations) that may evaluate to \extra" values. The reason we allow this is that the onlytime that we will need the reverse implication is when there are no nondeterministic primitiveoperations in the �rst place, and in that case the reverse implication comes for free. This isexpressed by the following lemma.



44 Composing Transfer RelationsLemma 4 (Symbolic evaluation of deterministic operations) If all primitive operationsp 2 Primop are deterministic, then the second implication relationship above is strengthened toan i� relationship.Proof: Because all primitive operations are deterministic, we know that for any p, v1; : : : ; vn,e1; : : : ; en, �, �, and �0:� There is exactly one v such that p(v1; : : : ; vn) ,!�0 v.� From Lemma 2, there is exactly one v such that (P p (e1; : : : ; en) �) `� v.Therefore, an implication relationship between them is equivalent to an i� relationship. 2Special case: context-independent primitive operationsBecause context-independent operations do not use the store, P can safely ignore its assignment-relation argument � for any such operations. This is described by the following lemma.Lemma 5 (Symbolic evaluation of context-independent operations) If p 2 Primop iscontext-independent and p(e1; : : : ; en) `� v ) (P p (e1; : : : ; en) �) `� vthen p is symbolically evaluated by P.Proof: Straightforward. 2This is similar to the statement of correctness that we suggested above for the simpler notionof symbolic evaluation. The above lemma suggests the requirement, without any loss of gener-ality, that for any context-independent primitive operation p, the expression (P p (e1; : : : ; en) �)must not depend on the particular value of �. Because many primitive operations are context-independent, this suggests a simpler notation for their symbolic evaluation in which � does notappear.De�nition 6 (Notation for context-independent operations) Given P, if p is context-independent then ep(e1; : : : ; en)denotes the unique expression P p (e1; : : : ; en) �.For binary primitive operations, we sometimes abbreviate ep(e; e0) with e ep e0.3.1.3 ExamplesIn this section, we give examples of some of the primitive operations given in Section 2.2.2.



3.1 Symbolic Evaluation of Primitive Operations 45Context-independent primitive operationsThere is no reason for any context-independent nullary primitive operation to symbolicallyevaluate to anything other than itself. So, for instance, we have:ev() = v for v 2 Valgpos() = posgbool() = bool (see Example 9)An application of a unary operation such as ptr from Example 7 also typically symbolicallyevaluates to itself. Recall that we write hei for ptr(e). Then:gptr(e) = heiThese are clearly correct symbolic evaluations. In fact, for all context-independent primitiveoperations, the de�nition ep(e1; : : : ; en) = p(e1; : : : ; en)is trivially a symbolic evaluation by Lemma 5 becauseep(e1; : : : ; en) `� v () p(e1; : : : ; en) `� vsimply by de�nition.But there may be some room for simpli�cation. For instance, for binary integer opera-tions (including comparison operations), we could de�ne their symbolic evaluation to performconstant-folding when possible, and otherwise default to the above equation. Here, n and n0denote integers (nullary primitive applications).n e+ n0 = n + n0n e- n0 = n � n0n e* n0 = n � n0n e< n0 = n < n0n e> n0 = n > n0e ep e0 = e p e otherwise (where p 2 f+; -; *; <; >g)Now, we have to prove that those constant-folding clauses are symbolic evaluations. We provethe case for +: (n + n0) `� v) v = n+ n0 de�nition of `, value primitives, and +) (n+ n0) `� v de�nition of value primitives) (n e+ n0) `� v de�nition of e+The constant-folding rules for the other operations are analogous.



46 Composing Transfer RelationsJust like the standard arithmetic operations above, the symbolic evaluation of & performsthe constant-folding taken straight from its de�nition.true e& e = ee e& true = efalse e& e = falsee e& false = falsee e& e0 = e & e0 otherwiseAgain, the last line is trivially a symbolic evaluation, and so we need to prove the other fourlines. The proofs are similar to the example shown above for +.� true e& e (e e& true analogous):(true & e) `� v) e `� v de�nition of `, true, and &) (true e& e) `� v de�nition of e&� false e& e (e e& false analogous):(false & e) `� v) v = false de�nition of `, false, and &) (false e& e) `� v de�nition of e&One can go even further for the symbolic evaluation of =. Here is a somewhat subtlede�nition that depends on whether the argument expressions are deterministic, as de�ned inDe�nition 4: e e= e = true if determ(e)e e= e = bool if :determ(e) (see Example 9)v e= v0 = false if v 6= v0e e= e0 = e = e0 otherwiseIf all primitive operations p 2 Primop are deterministic then all expressions are deterministic,and so the de�nition simpli�es to:e e= e = truev e= v0 = false if v 6= v0e e= e0 = e = e0 otherwiseBut we prove the more general formulation. Again, we need to show that the �rst three linesyield a symbolic evaluation.� If determ(e): (e = e) `� v) 9v0; v00: [e `� v0 ^ e `� v00 ^ =(v0; v00) ,! v] de�nition of `) 9v0: [e `� v0 ^ =(v0; v0) ,! v] because determ(e)) v = true de�nition of =) true `� v de�nition of true) (e e= e) `� v de�nition of e=



3.1 Symbolic Evaluation of Primitive Operations 47� If :determ(e): (e = e) `� v) v = true _ v = false de�nition of ` and =) bool `� v de�nition of bool) (e e= e) `� v de�nition of e=� If v 6= v0: (v = v0) `� v) =(v; v0) ,! v de�nition of value primitives and `) v = false de�nition of =) false `� v de�nition of false) (v e= v0) `� v de�nition of e=For now, we present a very simple symbolic evaluation of if:fif(true; e; e0) = efif(false; e; e0) = e0fif(e; e0; e00) = if(e; e0; e00) otherwiseThe proof is straightforward and similar to the proof shown above for &. However, it is oftenimportant to do a better job of simplifying conditional expressions, and we will give a moresophisticated algorithm in Chapter 9.Context-dependent primitive operationsThe symbolic evaluation of context-dependent primitive operations is much more complicatedthan the symbolic evaluation of context-independent operations, such as the ones shown above.As we explained above, for a context-independent operation p one can always fall back onep(e1; : : : ; en) = p(e1; : : : ; en)which is trivially a symbolic evaluation. But the symbolic evaluation of context-dependent op-erations needs to compute the e�ect of an arbitrary parallel assignment on the operation. So far,the only context-dependent operations we have seen are deref and tree. We introduced treemainly for illustration, but on the other hand deref is a crucial operation for modeling andanalyzing programing languages because, as we explained in Chapter 2, it is the only way to con-struct an expression that examines the components of mutable data structures. It has a rathercomplex symbolic evaluation because of aliasing possibilities. Let � = l1; : : : ; ln 7! e001 ; : : : ; e00n .



48 Composing Transfer RelationsThen P deref (e; e0) � = fif((e e= e1) e& (e0 e= e01);e001 ;fif((e e= e2) e& (e0 e= e02);e002 ;fif( . . .fif((e e= ek) e& (e0 e= e0k);e00k;e:e0) : : :)))where the indices in the setf(e1:e01; e001); : : : ; (ek:e0k; e00k)g = f(li; ei) j i 2 f1; : : : ; ng ^ li 62 Varg:are ordered arbitrarily. Now we show that this is a symbolic evaluation. Suppose that � � �0,e `� v1, and e0 `� v2. By the de�nition of deref, if deref(v1; v2) ,!�0 v then v = �0(v1:v2).We must show that (P deref (e; e0) �) `� v:Recall that we overload the phrase e:e0 to mean not only the l-expression e:e0 but also theexpression deref(e; e0). First, we prove two results. The �rst one shows how to move down thetrue arm of the ith branch in the case that there is a possible alias between e:e0 and the l-valueei:e0i assigned by �.(ei:e0i) `� (v1:v2)) ei `� v1 ^ e0i `� v2 de�nition of `) (e = ei) `� true ^ (e0 e= e0i) `� true de�nition of =) (e e= ei) `� true ^ (e0 e= e0i) `� true e= symbolically evaluates =) ((e e= ei) & (e0 e= e0i)) `� true de�nition of &) ((e e= ei) e& (e0 e= e0i)) `� true e& symbolically evaluates &) e00 `� v ) if((e e= ei) e& (e0 e= e0i); e00; e000) `� v de�nition of if) e00 `� v ) fif((e e= ei) e& (e0 e= e0i); e00; e000) `� v fif symbolically evaluates ifThe second result shows how to move down the false arm of the ith branch in the case thatthere is possibly no alias between e:e0 and the l-value ei:e0i assigned by �.(ei:e0i) `� (v01:v02) ^ (v1 6= v01 _ v2 6= v02)) ei `� v01 ^ e0i `� v02 ^ (v1 6= v01 _ v2 6= v02) de�nition of `) (e = ei) `� false _ (e0 = e0i) `� false de�nition of =) (e e= ei) `� false _ (e0 e= e0i) `� false e= symbolically evaluates =) ((e e= ei) & (e0 e= e0i)) `� false de�nition of &) ((e e= ei) e& (e0 e= e0i)) `� false e& symbolically evaluates &) e000 `� v ) if((e e= ei) e& (e0 e= e0i); e00; e000) `� v de�nition of &) e000 `� v ) fif((e e= ei) e& (e0 e= e0i); e00; e000) `� v fif symbolically evaluates ifNow, there are two possibilities.



3.2 Symbolic Evaluation of Expressions and L-expressions 49� No overwrite: �(v1:v2) = v and � did not assign to v1:v2. Then it must be the case thatfor i 2 f1; : : : ; kg, (ei:e0i) `� (v01:v02) where v1 6= v01 or v2 6= v02. Therefore, by inductionon the de�nition of (P deref) using the second result above to move down the k falsebranches, e:e0 `� v ) (P deref (e; e0) �) `� v:And because in this case �(v1:v2) = v, by the de�nition of deref we indeed have thate:e0 `� v.� Overwrite: � assigned v1:v2 to be v. Then it must be the case that for some i 2 f1; : : : ; kg,(ei:e0i) `� (v1:v2), and for all j < i, (ej :e0j) `� (v01:v02) where v1 6= v01 or v2 6= v2. Therefore,by induction on the de�nition of (P deref) using the second result above to move downi� 1 false branches and then the �rst result above to move down the next true branch,e00i `� v ) (P deref (e; e0) �) `� v:And because in this case � assigned v1:v2 to be v, it must be the case that e00i `� v.3.2 Symbolic Evaluation of Expressions and L-expressionsThis section describes the following algorithms, which are de�ned relative to a set Primop ofprimitive operations with associated symbolic evaluation algorithm P.E 2 Exp! TR! ExpL 2 Lexp! TR! LexpLoosely speaking, the E algorithm, given an expression e and a transfer relation �, computesan expression e0 such that if e0 evaluates to a value v in some store � then e evaluates to v in astore to which � transfers from � (i.e., a store �0 such that ���0). In other words, e0 expressesthe combined e�ects of e and �. The L algorithm is similar, but works on l-expressions ratherthan expressions. Intuitively, given an l-expression l and a transfer relation �, L computes anexpression l0 such that if l0 evaluates to an l-value w before � then l evaluates to w in a storeto which � transfers from �. We distinguish two levels of correctness of E and L, given by thefollowing de�nition.De�nition 7 (Symbolic evaluation of expressions and l-expressions) We introduce thefollowing terms to describe correctness properties of E and L.� If whenever ���0,e `�0 v ) (E e�) `� v respectively, (l `�0 w ) (L l�) `� w);then E (respectively, L) is said to be an upper approximation.� If whenever ���0,e `�0 v () (E e�) `� v respectively, (l `�0 w () (L l�) `� w);then E (respectively, L) is said to be a translation.



50 Composing Transfer Relations3.2.1 The algorithmThe de�nition of E is inductive on the structure of its arguments, and L is de�ned in terms ofE. E e ; = any e0 2 ExpE e e0? � = E e�E e e0> � = E e�E e e0? � �0 = fif(e0; (E e�); (E e�0))Ex l1; : : : ; ln 7! e1; : : : ; en = ( ei if lj = x () j = ix otherwiseE (p(e1; : : : ; en)) � = P p (E e1 �; : : : ;E en �) �Lx� = xL (e:e0)� = (E e�):(E e0�)Notice that the �rst line allows the choice of any expression. This is because the transferrelation ; never outputs a store, and so any expression is trivially correct.Because E is de�ned by structural induction and L is de�ned in terms of E, and becausethe only external algorithm they need is the P algorithm to symbolically evaluate primitiveoperations, we have that if P always terminates then E and L always terminate.These algorithms are not only used in the composition algorithm � to come, but theyare also useful in their own right, as stand-alone applications of our analysis methodology.Chapter 9 gives an application that is centered around the E algorithm.The next two lemmas prove the correctness of these algorithms. If all primitive operationsp 2 Primop are deterministic then the algorithms are translations, and otherwise we can onlyshow that they are upper approximations.Theorem 1 (E and L as upper approximations) If P is a symbolic evaluation then E andL are upper approximations.Proof: By the de�nition of upper approximation in De�nition 7, we must prove that whenever���0, the following properties hold:� e `�0 v ) (E e�) `� v� l `�0 w ) (L l�) `� wWe prove this by mutual structural induction on the arguments to E and L, following theirinductive de�nitions above. There are six cases for E.



3.2 Symbolic Evaluation of Expressions and L-expressions 51� E e ;: By de�nition there is no � and �0 such that � ;�0, and so the theorem statement istrivially satis�ed.� E e e0? � : By the de�nition of conditional relations, we know that if � e0? � �0 then���0. e `�0 v) (E e�) `� v induction, with above observation) (E e e0? �) `� v de�nition of E� E e e0> � : Analogous to the previous case.� E e e0? � �0 : By the de�nition of conditional relations, we know that if � e0? � �0 st0then either e0 `� true and ���0, or e0 `� false and ��0 �0.e `�0 v) (e0 `� true ^ (E e�) `� v)_ (e0 `� false ^ (E e�0) `� v) induction, with above observation) if(e0; (E e�); (E e�0)) `� v de�nition of if) fif(e0; (E e�); (E e�0)) `� v P is a symbolic evaluation) (E e e0? � �0 ) `� v de�nition of E� Ex l1; : : : ; ln 7! e1; : : : ; en : Note that if li = lj = x then i = j, because otherwise li andlj could not evaluate to di�erent l-values and it could not be the case that � � �0.x `�0 v) �0 x = v de�nition of `) (li = x ^ ei `� v) _ (� x = v ^ :9i: li = x) de�nition of assignment relations) (li = x ^ ei `� v) _ (x `� v ^ :9i: li = x) de�nition of `) (Ex l1; : : : ; ln 7! e1; : : : ; en ) `� v de�nition of E� E (p(e1; : : : ; en)) �:(p(e1; : : : ; en)) `�0 v) 9v1; : : : ; vn: [(Vni=1 ei `�0 vi) ^ p(v1; : : : ; vn) ,!�0 v] de�nition of `) 9v1; : : : ; vn: [(Vni=1 (E ei �) `� vi) ^ p(v1; : : : ; vn) ,!�0 v] induction) (P p (E e1 �; : : : ;E en �) �) `� v P is a symbolic evaluation) (E (p(e1; : : : ; en)) �) `� v de�nition of EThere are two cases for L.� Lx�: x `�0 w) w = x de�nition of `) x `� w de�nition of `) (Lx�) `� w de�nition of L



52 Composing Transfer Relations� L (e:e0)�: (e:e0) `�0 w) 9v; v0: [e `�0 v ^ e0 `�0 v0 ^ w = v:v0] de�nition of `) 9v; v0: [(E e�) `� v ^ (E e0�) `� v0 ^w = v:v0] induction) ((E e�):(E e0 �)) `� w) de�nition of `) (L (e:e0)�) `� w de�nition of L 2Theorem 2 (E and L as translations) If all primitive operations p 2 Primop are determin-istic and P is a symbolic evaluation then both E and L are translations.Proof: We prove the statement for E. Because P is a symbolic evaluation, we have fromTheorem 1 that E is an upper approximation. Because all primitive operations are deterministic,we know from Lemma 2 that for any e, �, �, and �0:� There is exactly one v such that (E e�) `� v.� There is exactly one v such that e `�0 v.Therefore, the implication relationship in the de�nition of upper approximation of E is equiv-alent to an i� relationship, and therefore E is a translation. The proof for L is analogous.2
3.2.2 ExamplesThe E algorithm not only is required for the composition algorithm � that we will present laterin this chapter, but is also useful on its own for the analysis of how values relate to each other atdi�erent times of program execution. For instance, dependency analysis [ASU86] is concernedwith such properties. In Chapter 9 we will see some example applications of E.Here, we will give some examples of how E works. The L algorithm is just an applicationof E, so we will not demonstrate it separately. The simplest examples are those in which theexpression given to E as input does not contain any context-dependent primitives. Here are



3.2 Symbolic Evaluation of Expressions and L-expressions 53some examples, where x 6= y are variables.E x y 7! 3 = xE y y 7! 3 = 3E x + y y 7! 3 = x + 3E y + y y 7! 3 = 6E x + y x; y 7! 3; 4 = 7E x (x = 3)? x 7! 4 y 7! 5 = if(x = 3; 4; x)A more complicated case, however, is when E is given an expression that uses the context-dependent operation deref to examine the store. Recall that we overload the phrase e:e0to mean not only the l-expression e:e0 but also the expression deref(e; e0). In the followingexamples, v 6= v0 are members of Val that are included as constant (nullary) primitive operations.Examples of such values that might occur in a real programming language are record �eldnames, the C * token, and integers representing array indices. Also, x 6= y 6= z are variables.In the following examples, some of the equality terms in the symbolic evaluation of deref aresimpli�ed to true or false due to the symbolic evaluation of equality on values (v and v0 inthis case), and thereby simplify the resulting symbolic evaluation of if.E x:v x 7! y = y:vE x:v x:v 7! 3 = 3E x:v y:v 7! 3 = if(x = y; 3; x:v)E x:v y:v0 7! 3 = x:vE x:v y:v; z:v 7! 3; 4 = if(x = y; 3; if(x = z; 4; x:v))E x:v x:v:v 7! 3 = if(x = x:v; 3; x:v)E x:v y:v0:v 7! 3 = if(x = y:v0; 3; x:v)E x:v x:v; y:v 7! 3; 4 = 3E x:v y:v; x:v 7! 4; 3 = if(x = y; 4; 3)The last two examples may seem strange. Recall that the symbolic evaluation of deref, givensome assignment relation, chooses an arbitrary order of its assignments and then builds a linearsequence of nested if expressions. In the above examples, we choose the left-to-right orderto demonstrate that the order does indeed play a practical role in the quality of the output.



54 Composing Transfer RelationsThe penultimate example �rst checks x for equality against x, which simpli�es to true andthus simpli�es the entire result to 3. The justi�cation of this general procedure is given in therather intricate proof of the symbolic evaluation of deref. Intuitively, in this case the outputexpression does not have to check for aliasing because the semantics of assignment relationsguarantees that if � x:v; y:v 7! 3; 4 �0 then x and y are bound to di�erent values in �. Becauseorder of assignment is irrelevant, 3 would have thus been a correct output for the last example,as well. However, E instead outputs if(x = y; 4; 3). The reason that it tests the equality x withy �rst, which cannot be simpli�ed. This suggests that the symbolic evaluation of deref shouldinstead choose an order that places �rst any alias test that simpli�es to true. In this case, thelast example would indeed outputE x:v y:v; x:v 7! 4; 3 = 3If the second argument of a deref expression (i.e., the expression to the right of the dot) isnot a value, then the symbolic evaluations cannot perform as many simpli�cations. An exampleof such a case that might occur in a programming language is an array access where the indexis a non-constant expression. Here are some more complicated examples, where e 6= e0 are non-value expressions. We �rst note that nondeterministic primitive operations may produce a morecomplex output expression. For instance, if determ(e) (i.e., if e contains no nondeterministicprimitive operation) then E x:e x:e 7! 3 = 3as expected, but if :determ(e) thenE x:e x:e 7! 3 = if(bool; 3; x:e)where bool is a nondeterministic operation that evaluates to both true and false. The reasonis justi�ed in the proof of the symbolic evaluation of =. Intuitively, because e contains anondeterministic primitive operation, it may evaluate to two values v 6= v0, and in that case theexpression e = e evaluates to both true and false.In the remaining examples, we assume determ(e) and determ(e0).E x:e x:e0 7! 3 = if(e = e0; 3; x:e)E x:e y:e 7! 3 = if(x = y; 3; x:e)E x:e y:e0 7! 3 = if((x = y) & (e = e0); 3; x:e)3.3 Symbolic Evaluation of Conditional RelationsThe remainder of the composition algorithm is parameterized by an algorithm that constructsa conditional transfer relation from a conditional expression and a transfer relation for each ofthe two branches. C 2 Exp! TR! TR! TRAs for E and L, we distinguish two di�erent correctness conditions.



3.4 Engineering Flexibility 55De�nition 8 (Symbolic evaluation of conditional relations) We introduce the followingterms to describe correctness properties of C.� If � e? � �0 �0 ) � (C e��0) �0then C is said to be an upper approximation.� If � e? � �0 �0 () � (C e��0) �0then C is said to be a translation.The following lemma makes it easier to prove the stronger property about C in the case thatall primitive operations are deterministic.Lemma 6 If all primitive operations p 2 Primop are deterministic, C is an upper approxima-tion, and � (C e��0) �0 ) 9�00: � e? � �0 �00then C is a translation.Proof: From Corollary 1. 2The most obvious choice for C is simplyC e��0 = e? � �0 :But it is sometimes possible to simplify the resulting transfer relation. For example,C true��0 = �:3.4 Engineering FlexibilityThe P and C algorithms provide an engineering 
exibility for the composition algorithm. Thereare many correct choices for the syntactic composition � � �0, but most of the di�erencesinvolve how far primitive applications are simpli�ed and how far conditionals are simpli�ed.Di�erent algorithms P and C will allow a tradeo� between the cost of computing a compositionand its quality.



56 Composing Transfer Relations3.5 Symbolic Evaluation of Assignment MergingThe most di�cult part of the composition algorithm, which we will present in full in Section 3.6,is the composition of two assignment relations � and �0. Consider the compositionx 7! 3 ; y 7! x :The �rst issue is that the l-expression y and the expression x that occur in y 7! x are evaluatedin a store after the assignment x 7! 3 takes place. But to build a transfer relation in TRthat is equivalent to this assignment, we must �rst build a corresponding l-expression and acorresponding expression that are to be evaluated in a store before the assignment x 7! 3 . TheL and E algorithms accomplish this task. First of all, we computeL y x 7! 3 = y:This expresses the fact that the l-expression y evaluates to the same l-value (which happens tobe y) both before and after x 7! 3 . Then, we computeE x x 7! 3 = 3:This expresses the fact that the expression 3 evaluates before the assignment x 7! 3 to thesame value to which x evaluates after the assignment.So, we replace y by y and x by 3, yielding the assignment relationy 7! 3 :Now we must merge the �rst assignment, x 7! 3 , with this new assignment, yieldingx; y 7! 3; 3for the composition.This \merging" is not the same as composition. Simply mergingx 7! 3with y 7! xyields x; y 7! 3; xwhich is not semantically equivalent to their compositionx; y 7! 3; 3 :



3.5 Symbolic Evaluation of Assignment Merging 57The merging operation is simpler than composition, because it does not use E and L generatethe \adjusted" expressions and l-expressions. This section presents an algorithm to performassignment merging, and the composition operation � will use this merging operation as asubroutine, in the manner we described above.The reason that we need an algorithm to perform assignment merging is that it is not alwaysas trivial as merely concatenating two lists of l-expressions and expressions, as we did for theexample above. For example, consider mergingx; y 7! 2; 3with x; z 7! w; y :The literal concatenation of these two isx; y; x; z 7! 2; 3; w; ywhich is semantically equivalent to the empty relation ; because there are two l-expressions xthat always evaluate to the same l-value x. The merging that we are looking for isx; y; z 7! w; 3; ythat replaces the assignment to x in the �rst relation with the assignment to x in the secondrelation.Note once again that this is not semantically equivalent to the composition of the tworelations because the composition will perform the assignment to y before evaluating y in thesecond assignment. In the merging of two assignment relations � and �0, the l-expressions andexpressions in both � and �0 are considered to be evaluated in the same initial store.The merging of � with �0 is written � 
 �0. (This operator 
 should not be confused withthe composition operator �.) It is not symmetric, because, as in the example above, if � and �0both assign to the same l-value, the con
ict is resolved in favor of �0. Recall that the semanticsof an assignment relation � = l1; : : : ; ln 7! e1; : : : ; enrequires that the n l-values to which l1; : : : ; ln evaluate must be distinct in order for the assign-ment to take place. Given the above assignment relation and a second assignment relation�0 = l01; : : : ; l0m 7! e01; : : : ; e0m ;the relation � 
 �0 de�ned by the following rule:li `� wi ei `� vi i 6= j ) wi 6= wjl0i `� w0i e0i `� v0i i 6= j ) w0i 6= w0j�0 = �[w1 7! v1] : : : [wn 7! vn][w01 7! v01] : : : [w0m 7! v0m]� (� 
 �0)�0



58 Composing Transfer RelationsAgain, note that � 
 �0 is not necessarily semantically equivalent to the concatenationl1; : : : ; ln; l01; : : : ; l0m 7! e1; : : : ; en; e01; : : : ; e0mbecause the above rule allows wi to be equal to w0j for some i and j. Intuitively, � 
 �0 cannotmerely union the assignments in � and �0 because an assignment in the latter may overwrite anassignment in the former.In this section, we present an algorithm 
 to compute 
, which is one of the most di�cultparts of the composition algorithm �. The algorithm 
 is inductive, and for ease of notation inits correctness proof we generalize 
 to take an additional parameter J to re
ect this induction:a set of indices of the assignments in the right-hand relation. The following rule de�nes thisgeneralized 
J . li `� wi ei `� vi i 6= j ) wi 6= wjl0i `� w0i e0i `� v0i i 6= j ) w0i 6= w0jj 2 J ) w0j 62 fw1; : : : ; wng�0 = �[w1 7! v1] : : : [wn 7! vn][w01 7! v01] : : : [w0m 7! v0m]� (� 
J �0) �0In the relation � 
J �0, J is a set of indices into the list of assignments in �0. If j 2 J , then thejth l-expression in �0 must not overwrite any assignment in �. The relation � 
; �0 is simply� 
 �0. If the length of �0 is m, then the relation � 
f1;:::;mg �0 is semantically equivalent to theliteral concatenation of � with �0 as we described above.Before we present 
, we need an auxilliary algorithm� 2 Lexp� Lexp! Expthat, given two l-expressions l and l0, generates an expression that tests if the l and l0 canevaluate to the same l-value or to di�erent l-values. It is de�ned to be false except for thefollowing cases: x � x = truee1:e2 � e01:e02 = (e1 e= e01) e& (e2 e= e02)Formally, we have the following properties of �.Lemma 7 If P is a symbolic evaluation, then:� If 9w: [l `� w ^ l0 `� w] then (l � l0) `� true.� If 9w;w0: [w 6= w0 ^ l `� w ^ l0 `� w] then (l � l0) `� false.Proof: Straightforward. 2Now we present the algorithm
 2 ATR� ATR�P�n(Nat)! TR



3.5 Symbolic Evaluation of Assignment Merging 59to compute 
 as follows: �
J �0 = �0l1; : : : ; ln 7! e1; : : : ; en 
J �0 = �kwhere � = l2; : : : ; ln 7! e2; : : : ; en�0 = l01; : : : ; l0m 7! e01; : : : ; e0mfj1; : : : ; jkg = f1; : : : ;mg � J ordered arbitrarily�0 = �
J[fm+1g l01; : : : ; l0m; l1 7! e01; : : : ; e0m; e1�i = C (l1 � l0ji) (�
J[fjig �0)�i�1The order of j1; : : : ; jk is arbitrary; the correctness proof will make no assumption as to theirorder. There may be engineering advantages to choosing a particular order dynamically, becausea particular choice of C might produce di�erent results with di�erent orderings. This is similarto the situation with the symbolic evaluation of deref that we illustrated with the examples inSection 3.2.Intuitively, �
 �0 examines each assignment of � in turn, to see which ones might be over-written by �0 and thus should be eliminated, and which ones might not be overwritten by �0 andthus should remain. The assignments in � are so processed from left to right. The l-expressionof each one is tested in turn, via �, against the l-expressions of �0 not already in the set J .Whenever an l-expression in � might be equal to some l-expression l0j in �0, that l-expressionnever needs to be tested for equivalence again, and so j is added to J . It is this handling of Jthat is rather subtle, but the correctness proof explains this in detail.Because 
 is de�ned by structural induction, and because the only external algorithmsit needs are the P algorithm to symbolically evaluate the primitive operations in � and theC algorithm to symbolically evaluate conditional relations, we have that if P and C alwaysterminate then 
 always terminates.Now we may proceed with the proof of 
. First we show that 
 computes a relation thatincludes 
.Lemma 8 If P is a symbolic evaluation, C is an upper approximation, and � (� 
J �0) �0, then� (�
J �0)�0.Proof: By induction on the size of �. If � = � then the result is immediate. Otherwise,without loss of generality, let� = l1; : : : ; ln 7! e1; : : : ; en �0 = l01; : : : ; l0m 7! e01; : : : ; e0m



60 Composing Transfer Relationsand let fj1; : : : ; jkg = f1; : : : ;mg�J , where the order of j1; : : : ; jk is arbitrary. Let w1; : : : ; wn,v1; : : : ; vn, w01; : : : ; w0m, and v01; : : : ; v0m be as given by the de�nition of 
J . By that de�nition,we know that� w1 62 fw2; : : : ; wng, and� w1 62 fw0j j j 2 Jg.There are two cases.� Case 1: There is some j 62 J such that w1 = w0j. Because P is a symbolic evaluation wehave by Lemma 7 that (l1 � lj) `� true:In this case, the update to w1 in store � is overwritten by the later update to w0j, andso in this case it may be removed from the de�nition of �0 in the rule that de�nes 
J .Furthermore, because w1 = w0j we have that w0j 62 fw2; : : : ; wng, and so j may be addedto J in the rule that de�nes 
J . Therefore,� ( l2; : : : ; ln 7! e2; : : : ; en 
J[fjg �0)�0:By induction, we have that� ( l2; : : : ; ln 7! e2; : : : ; en 
J[fjg �0)�0:� Case 2: There is no j 62 J such that w1 = w0j, and soĵ 62J (l1 � l0j) `� false:In this case, w1 62 fw2; : : : ; wn; w01; : : : ; w0mg. Hence, the update of w1 to v1 in store � isnot overwritten and thus may be moved to the end of the list of updates in the de�nitionof 
J . Therefore,� ( l2; : : : ; ln 7! e2; : : : ; en 
J[fm+1g l01; : : : ; l0m; l1 7! e01; : : : ; e0m; e1 ) �0:By induction, we have that� ( l2; : : : ; ln 7! e2; : : : ; en 
J[fm+1g l01; : : : ; l0m; l1 7! e01; : : : ; e0m; e1 ) �0:Therefore, because C is an upper approximation, either all of the branches in �
J �0 will evaluateto false in �, in which case � (�
J �0)�0 by Case 2, or at least one the branches will evaluateto true in �, in which case � (�
J �0) �0 by Case 1. 2Now we show that if all primitive operations are deterministic, 
 computes a relation thatis precisely 
.



3.5 Symbolic Evaluation of Assignment Merging 61Lemma 9 If all primitive operations p 2 Primop are deterministic, P is a symbolic evaluation,C is a translation, and � (�
J �0)�0, then � (� 
J �0) �0.Proof: By induction on the size of �. If � = � then the result is immediate. Otherwise,without loss of generality, let� = l1; : : : ; ln 7! e1; : : : ; en �0 = l01; : : : ; l0m 7! e01; : : : ; e0mand let fj1; : : : ; jkg = f1; : : : ;mg�J , where the order of j1; : : : ; jk is arbitrary. Because all prim-itive operations are deterministic, we know from Lemma 2 that each l-expression (expression)evaluates to a unique l-value (value). Let w1; : : : ; wn, v1; : : : ; vn, w01; : : : ; w0m, and v01; : : : ; v0m,correspond to � and �0 as shown above. There are two cases.� Case 1: There is some j 62 J such that(l1 � l0j) `� trueand � ( l2; : : : ; ln 7! e2; : : : ; en 
J[fjg �0)�0:By induction, � ( l2; : : : ; ln 7! e2; : : : ; en 
J[fjg �0)�0:Hence, by the de�nition of 
J[fjg we have that{ w2; : : : ; wn are distinct,{ w01; : : : ; w0m are distinct,{ k 2 J ) w0k 62 fw2; : : : ; wng, and{ w0j 62 fw2; : : : ; wng.But because P is a symbolic evaluation, we have by Lemma 7 that w1 = w0j . Hence,{ w1 62 fw2; : : : ; wng,{ k 2 J ) w0k 6= w1, and{ an assignment to w0j overwrites an earlier assignment to w1.Therefore, by the de�nition of 
J , � (� 
J �0) �0:� Case 2: � ( l2; : : : ; ln 7! e2; : : : ; en 
J[fm+1g l01; : : : ; l0m; l1 7! e01; : : : ; e0m; e1 ) �0:By induction,� ( l2; : : : ; ln 7! e2; : : : ; en 
J[fm+1g l01; : : : ; l0m; l1 7! e01; : : : ; e0m; e1 ) �0:Hence, by the de�nition of 
J[fm+1g we have that



62 Composing Transfer Relations{ w2; : : : ; wn are distinct,{ w01; : : : ; w0m; w1 are distinct,{ k 2 J ) w0k 62 fw2; : : : ; wng, and{ w1 62 fw2; : : : ; wng.Therefore, because the assignment to w1 does not overwrite any preceding assignment, itmay be moved to the front, and hence by the de�nition of 
J ,� (� 
J �0) �0: 23.6 The Composition OperationFinally, we are ready to present the syntactic composition operation� 2 TR� TR! TRDe�nition 9 (Syntactic composition of transfer relations) We introduce the followingterms to describe correctness properties of �.� If � (�;�0)�0 ) � (� � �0) �0;then � is said to be an upper approximation.� If � (�;�0)�0 () � (� � �0) �0;then � is said to be a translation.The de�nition of the � algorithm is as follows.; � � = ;� � ; = ;e? � �0 � �00 = C e (� � �00) (�0 � �00)� � e? � �0 = C (E e �) (� � �) (� � �0)� � l1; : : : ; ln 7! e1; : : : ; en = �
; L l1 �; : : : ; L ln � 7! E e1 �; : : : ;E en �We have shown that if the P and C algorithms terminate then E, L, and 
 algorithms terminate.So because � is de�ned by structural induction, it thus always terminates.



3.6 The Composition Operation 63We will give some examples of the composition algorithm later when we use transfer relationsto model the semantics of programming languages. For the remainder of this chapter we givethe correctness proofs of �.Theorem 3 (� as an upper approximation) If P is a symbolic evaluation and C is anupper approximation then � is an upper approximation.Proof: Because P is a symbolic evaluation, we have from Theorem 1 that E and L are upperapproximations. We proceed by structural induction. There are �ve cases.� (;;�) � ; = (; � �)� (�; ;) � ; = (� � ;)� ( e? � �0 ;�00):� ( e? � �0 ;�00)�00) 9�0: [� e? � �0 �0 ^ �0�00 �00] relation composition) 9�0:[((e `� true ^ ���0)_ (e `� false ^ ��0 �0)) ^ �0�00 �00] de�nition of conditional relations) (e `� true ^ � (�;�00)�00)_ (e `� false ^ � (�0;�00) �00) relation composition) (e `� true ^ � (� � �00)�00)_ (e `� false ^ � (�0 � �00) �00) induction) � e? (� � �00) (�0 � �00) �00 de�nition of conditional relations) � (C e (� � �00) (�0 � �00))�00 assumption about C) � ( e? � �0 � �00)�00 de�nition of �� (�; e? � �0 ): Let e0 = (E e �).� (�; e? � �0 )�00) 9�0: [� � �0 ^ �0 e? � �0 �00] relation composition) 9�0: [� � �0 ^ ((e `�0 true ^ �0��00)_ (e `�0 false ^ �0�0 �00))] de�nition of conditional relations) 9�0: [� � �0 ^ ((e0 `� true ^ �0��00)_ (e0 `� false ^ �0�0 �00))] E is an upper approximation) ((e0 `� true ^ � (�;�) �00)_ (e0 `� false ^ � (�;�0) �00)) relation composition) ((e0 `� true ^ � (� � �) �00)_ (e0 `� false ^ � (� � �0) �00)) induction) � e0? (� � �) (� � �0) �00 de�nition of conditional relations) � (C e0 (� � �) (� � �0))�00 assumption about C) � (� � e? � �0 )�00 de�nition of �



64 Composing Transfer Relations� (�; l1; : : : ; ln 7! e1; : : : ; en ): For i 2 f1; : : : ; ng let l0i = (L li �) and e0i = (E ei �).� (�; l1; : : : ; ln 7! e1; : : : ; en )�00) 9�0: [� � �0 ^ �0 l1; : : : ; ln 7! e1; : : : ; en �00] relation composition) 9�0: [� � �0 ^ 9w1; : : : ; wn; v1; : : : ; vn: [(i 6= j ) wi 6= wj)^ (Vni=1 li `�0 wi ^ ei `�0 vi)^ �00 = �0[w1 7! v1] : : : [wn 7! vn]]] de�nition of assignment relations) 9�0: [� � �0 ^ 9w1; : : : ; wn; v1; : : : ; vn: [(i 6= j ) wi 6= wj)^ (Vni=1 l0i `� wi ^ e0i `� vi)^ �00 = �0[w1 7! v1] : : : [wn 7! vn]]] E and L are upper approximations) � (� 
 l01; : : : ; l0n 7! e01; : : : ; e0n )�00 de�nition of 
) � (�
; l01; : : : ; l0n 7! e01; : : : ; e0n )�00 Lemma 8) � (� � l1; : : : ; ln 7! e1; : : : ; en )�00 de�nition of � 2Theorem 4 (� as a translation) If all primitive operations p 2 Primop are deterministic, Pis a symbolic evaluation, and C is a translation, then � is a translation.Proof: We know from Theorem 3 that � is an upper approximation. Therefore, from Corol-lary 1, we need only show that� (� � �0)�0 ) 9�00: � (�;�0)�00to establish that � is a translation. From Theorem 2 we have that E and L are translations.We proceed by structural induction. There are �ve cases.� (; � �) = ;, and so � (; � �)�0 must be false.� (� � ;) = ;, and so � (� � ;) �0 must be false.



3.6 The Composition Operation 65� ( e? � �0 � �00):
� ( e? � �0 � �00)�0) � (C e (� � �00) (�0 � �00))�0 de�nition of �) � e? (� � �00) (�0 � �00) �0 C is a translation) (e `� true ^ � (� � �00) �0)_ (e `� false ^ � (�0 � �00)�0) defn. of conditional relations) (e `� true ^ 9�00: � (�;�00)�00)_ (e `� false ^ 9�00: � (�0;�00)�00 induction) (e `� true ^ 9�0: ���0 ^ 9�00 �0�00 �00)_ (e `� false ^ 9�0: ��0 �0 ^ 9�00 �0�00 �00) relation composition) 9�0; �00: [((e `� true ^ ���0)_ (e `� false^ ��0 �0)) ^ �0�00 �00] distributivity) 9�0; �00: [� e? � �0 �0 ^ �0�00 �00] defn. of conditional relations) 9�00: � ( e? � �0 ;�00) �00 relation composition

� (� � e? � �0 ): Let e0 = (E e �).
� (� � e? � �0 )�0) � (C e0 (� � �) (� � �0))�0 de�nition of �) � e0? (� � �) (� � �0) �0 C is a translation) (e0 `� true ^ � (� � �)�0)_ (e0 `� false ^ � (� � �0) �0) defn. of conditional relations) (e0 `� true ^ 9�00: � (�;�) �00)_ (e0 `� false ^ 9�00: � (�;�0) �00) induction) 9�0; �00: [� � �0 ^ ((e0 `� true ^ �0��00)_ (e0 `� false ^ �0�0 �00))] relation composition) 9�0:�00: [� � �0 ^ ((e `�0 true ^ �0��00)_ (e `�0 false ^ �0�0 �00))] E is a translation) 9�0:�00: [� � �0 ^ �0 e? � �0 �00] defn. of conditional relations) 9�00: � (�; e? � �0 ) �00 relation composition



66 Composing Transfer Relations� (� � l1; : : : ; ln 7! e1; : : : ; en ): For i 2 f1; : : : ; ng let l0i = (L li �) and e0i = (E ei �).� (� � l1; : : : ; ln 7! e1; : : : ; en ) �0) � (�
; l01; : : : ; l0n 7! e01; : : : ; e0n )�0 de�nition of �) � (� 
; l01; : : : ; l0n 7! e01; : : : ; e0n )�0 Lemma 9) 9�0; w1; : : : ; wn:[� � �0 ^ (i 6= j ) wi 6= wj) ^Vni=1 l0i `� wi] de�nition of 
) 9�0; w1; : : : ; wn:[� � �0 ^ (i 6= j ) wi 6= wj) ^Vni=1 li `�0 wi] L is a translation) 9�0; �00: [� � �0 ^ �0 l1; : : : ; ln 7! e1; : : : ; en �00] de�nition of assignment relations) 9�00: � (�; l1; : : : ; ln 7! e1; : : : ; en ) �00 relation composition 2



Chapter 4Semantics via Transfer RelationsIn Chapter 2, we introduced the store as an object for modeling the state of memory duringa point of program execution. We also introduced the notion of relating a store at one pointin an execution to some later point in the execution; these relations are called transfer rela-tions. For the sake of automatic program analysis, we developed in Chapter 3 a computerrepresentation for the kinds of transfer relations that might naturally correspond to such exe-cution segments, and we gave an algorithm for composing these representations, to build biggerexecution segments out of smaller ones.However, those chapters presented these concepts in an abstract manner, apart from anyparticular programming language. Although we gave examples designed to spark intuition aboutactual programming languages, we never described how these transfer relations correspond toany kind of a semantics of a programming language. In this chapter, we describe a semanticmethodology of programming languages that is founded upon transfer relations, and as such isparticularly useful as a basis for program analysis.4.1 Denotational and Operational SemanticsThe semantics of programming languages is a topic both broad and deep, and we can onlytouch on some of the overarching issues here, in order to put our work in a larger perspective.A denotational semantics [Sto77] uses structural induction to assign each term in the sourcelanguage an object in some abstract model. The spirit of denotational semantics is to modelfunction terms in the source language with actual functions. This turns out to be di�cult;Dana Scott solved the underlying problems [Sco70, Sco76, Sco82]. On the other hand, Jean-Yves Girard in [GLT89] makes the following philosophical observation about the �, �, and �equations of �-calculus [Bar84]:In fact, these equations may be read in two di�erent ways, which re-iterate thedichotomy [in logic] between sense and denotation:



68 Semantics via Transfer Relations� as the equations which de�ne the equality of terms, in other words the equalityof denotations (the static viewpoint).� as rewrite rules which allows us to calculate terms by reduction to a normalform. That is an operational, dynamic viewpoint, the only truly fruitful viewfor this aspect of logic.Of course the second viewpoint is under-developed by comparison with the �rstone, as was the case in Logic! For example denotational semantics of programs(Scott's semantics, for example) abound: for this kind of semantics, nothing changesthroughout the execution of a program. On the other hand, there is hardly anycivilised operational semantics of programs (we exclude the ad hoc semantics whichcrudely paraphrase the steps toward normalisation). The establishment of a trulyoperational semantics of algorithms is perhaps the most important problem in com-puter science.The dichotomy between sense and denotation in logic to which Girard refers is the comparisonbetween Tarski's classical view, in which for instance the meaning of A ^ B is its truth valueand is given by a truth table on the meanings of A and B, and Heyting's intuitionistic view,in which the meaning of A ^ B is a proof and is given by a proof of A coupled with a proofof B. This leads to the study of proof theory, of which the most famous result is the Curry-Howard isomorphism between natural deduction and the simply-typed �-calculus in which typescorrespond to sentences, terms correspond to proofs (meanings, in the Heyting view), andreduction of terms corresponds to rewriting of proofs. Girard points out that \the fundamentalidea of denotational semantics is to interpret reduction (a dynamic notion) by equality (a staticnotion)".This discussion provides some insight into the role of semantics in program analysis. Strictlyspeaking, a program analysis does not answer questions about a program, it answers questionsabout a program's semantics. This is a rather specialized and practical application of semantics.As Girard points out, denotational semantics is concerned with the equality of programs|anotion that is undecidable for most languages. One of the practical bene�ts of a well-designeddenotational semantics is to shed light upon or otherwise aid in the reasoning about programequivalence. It stands to reason, then, that the purpose of a program analysis based on adenotational semantics must be to provide some automatic support for reasoning about programequivalence.Almost as soon as abstract interpretation arrived on the scene, to make a connection betweenprogram analyses and the semantics of programming languages, a great amount of e�ort wasspent in adapting it to denotational semantics. For some examples, see [Myc81], [Nie84], [Nie86],and [AH87]. As one would expect, this body of work o�ers some of the most estheticallypleasing formulations of program analyses, but it also has found little use beyond a narrowrange of applications such as strictness analysis [BHA86].In general, however, one would like a program analysis to produce some information abouta dynamic interpretation of a program rather than this static denotation. This is why most



4.2 Modeling a Program as a Transition System 69program analyses are based on an operational semantics that describes how a program reducesduring execution.This is also perhaps why the �eld of program analysis continues to struggle for acceptance inprogramming-language theory. As Girard says, operational semantics tend to be \uncivilised",and despite the frameworks of structural operational semantics [Plo81] (generalized to in�nitebehaviors in [CC92b]) and natural semantics [Kah87], operational semantics does not havenearly the developed and re�ned theory of denotational semantics. Even worse, despite ane�ort by Schmidt in [Sch95] to begin to develop a sub-framework of abstract interpretation fornatural semantics, most program analyses use what Girard calls the \ad hoc semantics thatcrudely paraphrase the steps toward normalisation". The reason is that a program analysisis usually designed to answer questions about \the run-time behavior" of a program, whichrequires this crude notion of operational semantics: ad hoc because it is modeling the executionof a program on some kind of machine, and paraphrasing normalization steps because they areprecisely the steps of execution on this machine.Therefore, whether they are presented in this manner or not, most useful program analysesare founded upon semantics based on transition systems. These semantics mimic the executionof a program on a particular abstract machine that re
ects the properties of interest. In ourwork, the store is the heart of such an abstract machine. We designed the store with thisapplication in mind.4.2 Modeling a Program as a Transition SystemTypically, a dynamic semantics of a programming language must model two components ofexecution: data and control. By data, we mean the state of memory. In our framework, thedata is modeled by a store. By control, we mean the state of the code itself. For instance, thecontrol might be modeled by a label describing the position in the code that is scheduled to beexecuted next.In some operational semantics, the control state and the data state are intertwined. Forinstance, in context semantics [FF86], a state of execution is simply a syntactic term; the controlstate is encoded in as the next redex to be reduced, and the data state is modeled with syntacticconstructs (such as substitution or the heap variables in [MFH95]) and folded into the termitself. But much of program analysis is concerned with analyzing the patterns of data accessduring execution, and so we wish to keep control and data explicitly separated.This inspires a semantic methodology in which a program is modeled by a transition system.As described in Chapter 2, given a set Var of variables and a set Val of values, one can de�nethe set Store of stores that model the instantaneous states of data. We must introduce a newset CtrlPoint of control points, such as labels, that model the instantaneous syntactic positionof execution. A transition system is then a tuplehCtrlPoint;Var;Val; 7�!i



70 Semantics via Transfer Relationswhere 7�! � (CtrlPoint� Store)� (CtrlPoint� Store)is a single-step binary transition relation between adjacent control-store pairs in an execution,where Store is de�ned from Var and Val as in Chapter 2:Store = Lval! ValLval = Var [ (Val� Val) l-valuesIn other words, (C; �) 7�! (C 0; �0)if execution can proceed in one step from a state at control point C 2 CtrlPoint and store� 2 Store to a state at control point C 0 and store �0.As we described in the Chapter 2, stores have rich structure for analysis. A control pointis typically much simpler. For instance, if the subterms (e.g., commands, expressions) in aprogram are uniquely labeled, then a control point often can be simply the label of the nextsubterm to be executed. Or the control point might be the unlabeled subterm itself. As anotherexample, the control point of a machine-language program is the value of the program counter,while the rest of the registers and memory are modeled by the store.There are many examples of other kinds of transition systems as models of programminglanguages. Most of these systems do not use our precise notions of control and store, butthey all have some notion of a control state and a data state. These systems are also calledabstract machines. Our notion of a store is expressive enough to encompass all of these, withthe appropriate choice of the set Val of values.The heart of a transition system is the de�nition of the transition relation 7�!. Almostalways, 7�! is de�ned by a set of meta-rules that de�ne how each occurrence of a certain kindof syntactic term in the program induces a family or families of transitions. We give a concreteexample of this in Section 5.8.2, and the rules in that section are indeed quite standard. But forthe rest of this chapter we instead describe a di�erent approach. This novel approach replacesthe traditional meta-rules with our computer-representable transfer relations, thus opening thedoor to a wide range of program-analysis possibilities.4.3 Modeling a Program as a Table of Transfer RelationsIn the previous section, we suggested modeling the semantics of a program with a transitionsystem. We explained that a transition system is a tuplehCtrlPoint;Var;Val; 7�!iwhere 7�! � (CtrlPoint� Store)� (CtrlPoint� Store)



4.3 Modeling a Program as a Table of Transfer Relations 71is a single-step binary transition relation between adjacent control-store pairs in an execution,where Store is de�ned from Var and Val as in Chapter 2.Observe, however, the following isomorphism:P((CtrlPoint � Store)� (CtrlPoint� Store)) ' CtrlPoint� CtrlPoint! P(Store � Store)Therefore, given any transition relation7�! � (CtrlPoint� Store)� (CtrlPoint� Store)one can view 7�! as a table of binary relations on stores, indexed by pairs of program points.If we write the (C;C 0) entry of this table as C;C07�! then the correspondence is as follows.(C; �) 7�! (C 0; �0) i� � C;C07�! �0:Now, recall that transfer relations are binary relations on stores:TR � P(Store � Store)But not all binary relations on stores are transfer relations. In Section 2.4.1, we argued thatsome binary relations on stores are not \natural", in that they will not occur in any reasonableprogramming language. This notion of naturalness motivated the design of our language TRof transfer relations, and our claim is that TR is indeed rich enough to model programminglanguages.The implications of that claim now become manifest. We now claim not only that a tran-sition relation 7�! can be replaced by a table inCtrlPoint� CtrlPoint! P(Store � Store)of binary relations on stores, but that it can indeed be replaced by a table inCtrlPoint� CtrlPoint! TRof terms in our language of transfer relations, again indexed by the control points before andafter the transition. Ultimately, this is more of a philosophical claim than a provable statement.The claim is that the language TR of transfer relations is expressive enough to model all possiblestore changes that may arise as single execution steps of any reasonable programming language.To support this claim, we will demonstrate in future chapters that TR is indeed expressiveenough to model a wide variety of programming-language constructs.Given this claim, one may replace any transition systemhCtrlPoint;Var;Val; 7�!iby a tuple hCtrlPoint;Var;Val;Primop; ~�i



72 Semantics via Transfer Relationswhere ~� 2 CtrlPoint� CtrlPoint! TRand the set TR of transfer relations is de�ned as in Chapter 2 from the sets Var, Val, and Primop.Now, the heart of a semantic de�nition of a programming language is not a set of meta-rulesde�ning a transition relation 7�!, but is instead a description of how to map a program inthe language to a table ~� of transfer relations, one transfer relation for each pair of controlpoints in the program, describing the single steps of program execution. By convention, wewrite ~�(C;C 0) as �C;C0and call these transfer relations the single-step transfer relations of the program.There are jCtrlPointj2 single-step transfer relations. As described above, CtrlPoint is typicallya set of pointers into the text of a program P , and so jCtrlPointj will usually be linear with thesize of P . If that size is n, then this means that there are O(n2) single-step transfer relationsin the semantics of P . However, the vast majority of these will be the empty relation, becausetransitions between most pairs of control points is impossible. For instance, in straight-linecode, the only possible transitions are between adjacent control points, and so there are onlyO(n) non-empty single-step transfer relations, as one would expect.Note that transfer relations thus encode control-
ow information about the program. If�C;C0 = ; then it is not possible for the program in question to take a single step from controlpath C to control path C 0. Similarly, if �C;C0 = e? � then a single step from C to C 0 ispossible only from stores at C in which e evaluates to true.It is interesting to note that each non-empty single-step transfer relation replaces an in�nitefamily of transitions. This is demonstrated with the following simple example.Example 19 Suppose the transfer-relation semantics of program P is the tuplehCtrlPoint;Var;Val;Primop; ~�iand that �C;C0 = x 7! y + 1 for some C;C 0 2 CtrlPoint. Then the transition-system semanticshCtrlPoint;Var;Val; 7�!iof P includes the family of transitions(C; �) 7�! (C 0; (�[x 7! (� y) + 1]))where � 2 Store is any store.4.4 Composing Single-Step Transfer RelationsGiven the single-step transfer relations ~� for a program, one can use the transfer-relationcomposition algorithm � from Chapter 3 to compute the transfer relation for any �nite controlpath in a program.



4.4 Composing Single-Step Transfer Relations 734.4.1 Two-step transition sequencesSuppose the transfer-relation semantics of program P is the tuplehCtrlPoint;Var;Val;Primop; ~�iand, following our convention of notation, we write ~�(C;C 0) as �C;C0 .The single-step transfer relation �C;C0 de�nes all of the transitions from control point Cto control point C 0. The single-step transfer relation �C0;C00 de�nes all of the transitions fromcontrol point C 0 to control point C 00. Therefore, the relation�C;C0 ;�C0;C00de�nes exactly the two-step transition sequences from C through C 0 to C 00.Suppose that all primitive operations p 2 Primop are deterministic, as will be the case inmost programming languages, and that we are given the symbolic evaluationP 2 Primop! Exp� ! ATR! Expas de�ned by De�nition 5 and translationC 2 Exp! TR! TR! TRas de�ned by De�nition 8. Then we know from Theorem 4 that(�C;C0 � �C0;C00) 2 TRis equivalent to �C;C0 ;�C0;C00 and thus de�nes exactly the two-step transition sequences from Cthrough C 0 to C 00. But the profound advantage of �C;C0 � �C0;C00 over �C;C0 ;�C0;C00 is that,syntactically, the former is a (computer-representable) term in our language TR of transferrelations, while the latter is not. The advantage of this is illustrated in the following example,which also serves to remind why we disallowed explicit syntactic composition of transfer relationsin the language TR.Example 20 Suppose �C;C0 = x 7! y + 1�C0;C00 = x 7! x - 1Suppose also that all primitive operations p 2 Primop are deterministic, and f+; -g � Primop.Assuming an arbitrary C (because it will not be used here) and the trivial P that is the identityfunction on context-independent operations (such as + and -), we have thatx 7! y + 1 � x 7! x - 1 = x 7! (y + 1) - 1



74 Semantics via Transfer Relationsdescribes exactly the possible net e�ects of the two-step fragment of execution from control pointC through C 0 to C 00. If P instead performs some better symbolic evaluation, � may yield abetter result such as x 7! yEither way, it is more enlightening as to the behavior of this execution fragment than the termx 7! y + 1 ; x 7! x - 1By convention we write �C;C0 � �C0;C00 as �C;C0;C00Suppose that there are nondeterministic primitive operations in Primop. Then from Theo-rem 3 we have that �C;C0 � �C0;C00 is a superset of �C;C0 ;�C0;C00 and thus de�nes at least allof the two-step transition sequences from C through C 0 to C 00. It might, however, relate someinitial stores (i.e., at C) to some �nal stores (i.e., at C 00) that cannot be achieved by such atwo-step transition sequence.We now generalize the above to arbitrary-length sequences of transitions.4.4.2 Arbitrary-length transition sequencesSingle transitions involve two control points, an initial and a �nal. Two-step transition se-quences involve three control points, an initial, a middle, and a �nal. We generalize thisconcept with the following de�nition.De�nition 10 Given a set CtrlPoint of control points, a control path is a sequence of oneor more control points. The set of control paths is written CtrlPoint+. If � 2 CtrlPoint+and �0 2 CtrlPoint+ then �;�0 2 CtrlPoint+ is their concatenation. For any � 2 CtrlPoint+,�0 2 CtrlPoint+, and C 2 CtrlPoint, (�; C); (C;�0) = �; C;�0.A transfer-relation semantics provides the single-step transfer relations of a program thatde�ne all of the program's valid transitions. Transitions are merely execution sequences throughcontrol paths of length two. Concatenating adjacent transitions, or equivalently, composingadjacent transfer relations, produces the execution sequences through control paths of lengththree. Another composition covers the control paths of length four, and so forth.Therefore we de�ne from the �nite collection of single-step transfer relations �C;C0 thein�nite collection of transfer relations �� for all control paths � of length at least 2:��;�0 = �� � ��0Note that this de�nition is nondeterministic, because there are n�2 ways to split up a length-ncontrol path �00 into � and �0 such that �00 = �;�0 because any control point in the path �00other than the end points can act as the \pivot point". In fact, the choice of pivot point willin general produce di�erent syntactic transfer relations. But if � is a translation, which byTheorem 4 will be the case if all primitive operations p 2 Primop are deterministic, then byassociativity of relation composition, all of these transfer relations are semantically equivalent.If on the other hand � is merely an upper approximation, then they may not all be semanticallyequivalent, but they are all supersets of the true composition.



4.5 Treatment of Errors 754.5 Treatment of ErrorsThere are three ways in which an implementation of a programming language treats an error.1. The error may be caught at compile time. For instance, most languages with static typing,such as ML, will prevent at compile time all attempts to add an integer and a booleanvalue.2. An error not caught at compile time may be caught at run time. For instance, ML's statictype system cannot detect out-of-bound array references. Instead, all array referencesperform a test a run time to check if the index is within bounds of the array, and raisean exception if the test fails.3. Finally, an error may not be caught at all. In this case, the semantics of the error isunspeci�ed, and the execution is allowed to \run wild" after the error. In ML, no errorsreach this stage; they are all caught either at compile time or at run time. But in C,for instance, it is possible to extract a value from an uninitialized local variable, but thede�nition of C does not specify this value. Also, one may cast any integer into a pointerand attempt to write into that address in memory. Depending on the implementation, thiscan produce a wide range of errors that are impossible to catch at run time. For instance,the address of a pointer may happen to correspond to a local variable on the stack, andso any write into a pointer changes the value of the variable. Similarly, writing past theboundary of a struct or array may interfere with other data structures. An even moredramatic example of bad behavior resulting from uncaught errors is the overwriting ofcode by bad pointers or out-of-bound array references. The semantics of C is unspeci�edfor such programs; once such an error occurs, the execution may run wild. Dependingon the implementation, the execution may proceed in an unpredictable manner or mayviolate the run-time system, causing a segmentation fault or bus error.We discuss the way in which our methodology addresses these three kinds of errors.1. Because our methodology is appropriate only for a dynamic semantics of a language (inother words, the run-time behavior) and not for a static semantics (for instance, thestatic type system), we do not address errors caught at compile time. We assume thatthe static semantics has already caught these errors and provided the dynamic semanticswith a program that is free of these errors. A dynamic semantics may, incidentally,provide a model for programs that contain compile-time errors, but it does not matterwhat this model is. For example, in Chapters 5 and 6, we will use our methodology tomodel languages with records. These semantics will not model the type of a record (inother words, the names and types of its �elds), and thus allow type-unsafe uses of therecord (for instance, an attempt to read a non-existent �eld). These semantics do providea model for such type-unsafe operations, but it is expected that a static semantics willensure that they will never occur.



76 Semantics via Transfer Relations2. Because our methodology is for the design of a dynamic semantics, modeling the run-timebehavior of programs, it should be able to provide a treatment of errors caught at run-time. Typically, when a run-time error is detected, control proceeds to an error handler.For instance, a run-time error in ML raises an exception which is caught by either auser-de�ned handler or the run-time system's top-level handler. Nothing prevents ourmethodology from dealing with run-time errors in a similar fashion. Suppose that (C; �)is a state in which a run-time error occurs. For instance, in an ML program, control pointC may reference code to take the head of a list object in store �, and that object is nil.Then there will be a transition (C; �) 7�! (C 0; �0)where C 0 is the entry of some error handler, which in the case of ML will be an exceptionhandler.However, in this dissertation we will not give any examples of such run-time errors. Inother words, the languages in Chapters 5, 6, and 7 do not perform any run-time checks.3. We assume that if an error is not caught at compile time or run time, then the run-timebehavior of the program after the error occurs is unspeci�ed. Therefore, our methodologytreats these errors in the same way as it treats compile-time errors: we assign a behaviorto a program that exhibits such an error, but the particular behavior is unimportantbecause conceptually the semantics is unspeci�ed in that case.Generally, the value undef may come about as the result of errors that are allowed to\run wild" and thus have unspeci�ed run-time behavior|in other words, the the �rst and thirdcategories above. For instance, in Chapters 5, 6, and 7 we will give a semantic model in which anattempt to lookup the value of an unbound variable or �eld of a data structure results in undef,and primitive operations are de�ned on undef. For instance, (1 + undef) evaluates to undef,and (undef = undef) evaluates to true. The latter may seem odd, but is perfectly reasonablebecause, once again, the run-time behavior of errors that produce unde�ned is unspeci�ed.Essentially, we need only model the run-time behavior of programs that do not exhibit anyerrors in the �rst and third categories above.It is worth commenting on a phenomenon with transfer relations that should not be confusedwith the treatment of errors. Suppose control path � begins with control point C. Given thetransfer relation �� corresponding to control path �, and given a store �, if there is no �0such that ��� �0, then it means that execution from the state (C; �) cannot progress throughcontrol path �. For instance, C may be a branching point, with path � proceeding down thebranch for when x > 0, but the value of x in � is not greater than 0. This is not intended tobe a way of modeling errors that may have occurred during control path �.
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Chapter 5
A Case Study: The Language Mini-C
In this chapter, we present Mini-C, a simple imperative language with while loops, assign-ment, mutable records, and immutable tuples, but without procedures or arrays. We alsogive a semantics for Mini-C in terms of a transition system. As suggested in Chapter 4, wewill demonstrate two di�erent techniques for de�ning that transition system|the traditionalapproach of meta-rules and our new approach using single-step transfer relations.The main purpose of this chapter is to develop a relatively straightforward case study ofour approach to program analysis.
5.1 SyntaxA Mini-C program is a list of zero or more statements. A statement is either an assignment,an allocation of a new record with n named �elds, a conditional with a statement list for eachbranch, or a while loop with a statement list for a body.S ::= fs1; : : : ; sng (ordered) statement list (n � 0)s ::= L :=E assignment statementj L := ff1 = E1; : : : ; fn = Eng mutable-record allocationj if E then S else S0 conditional statementj while E do S while loopf 2 Field mutable-record �eld names



80 A Case Study: The Language Mini-CWe de�ne the source expressions and source l-expressions slightly di�erently from the expres-sions and l-expressions in Chapter 2.E ::= L location lookupj P (E1; : : : ; En) primitive applicationL ::= x variable locationj E:f data subcomponent locationx 2 Var variablesFinally, the source primitive operations areP ::= c constants (nullary)j + j - j * integer operations (binary and unary -)j < j > j = j <> j & boolean operations (binary)j if conditional expression (ternary)j tuple immutable-tuple construction (n-ary)j �i immutable-tuple component selection (unary)where the set Constant of constants isc ::= n integers (Int)j true j false booleansAll of the source primitives are simple (i.e., deterministic and context-independent). We leavethe set Field of �eld names of mutable data structures open for the moment. Note that constantsare nullary primitive operations, as suggested in Chapter 2. We will sometimes use nil asanother name for false. (One could just as easily add nil as another constant.)We adopt the following syntactic conventions.� The statement list fsg may be written as s. item The expression c() may be written as c(our usual convention).� The expression P (E;E0) may be written in in�x as E P E0.� The expression tuple(E1; : : : ; En) may be written as (E1; : : : ; En).5.2 DiscussionMini-C does not have procedures, but its data features and imperative features of are similarto C. Allocating a Mini-C record with n �elds corresponds to calling the C malloc operationto allocate a size-n block of memory on the heap and then immediately �lling the block withn values. Thus, Mini-C �eld names correspond to structure �eld names in C as well as the *token for pointers.



5.3 Simpli�cation of Syntax 81For simplicity,Mini-C does not have arrays, which add an extra element of complexity in twoways. One, they may be of statically unknown size. Two, the index (which would correspond tothe �eld name of a record) of an array dereference may also be statically unknown. In Chapter 7we will develop a source language with arrays.One feature of C that is not present in Mini-C is low-level control over data layout. C's& operator is not in Mini-C because there is no distinction in Mini-C between an updatabledata structure and a pointer to that structure. Intuitively, all updatable data structures inMini-C are pointers, in much the same way that all arrays in C are pointers. In contrast, Cprovides a mechanism for distinguishing a struct itself from a pointer to that struct; this isuseful for programmer control of data layout|for instance, the inline allocation of a struct as a�eld in another struct. Furthermore, there is no pointer arithmetic inMini-C, and nor is therea notion of casting one updatable data structure to another. All of those features of C existto give the programmer low-level control of data layout. In this dissertation, we will not coversuch issues, and so Mini-C does not include those language features.However, it is in fact possible to model a functionality similar to the C & operator, aswell as pointer arithmetic for an extension of Mini-C with arrays. We discuss this further inSection 5.9.5.3 Simpli�cation of SyntaxAbove we presented the syntax ofMini-C in a form that is intended to be used by a programmer.But it will be much more convenient to describe the semantics of Mini-C programs if we �rstrecast the syntax in a form that more closely �ts our development of transfer relations in theprevious chapters.Our �rst task is to recast source expressions and source l-expressions respectively into theexpressions and l-expressions of the transfer-relation language. We recall their de�nitions here.e 2 Exp ::= x j p(e1; : : : ; en)l 2 Lexp ::= x j e:e0p 2 Primopx 2 VarFirst of all, we include all of the source primitive operations P in the set Primop. For thepurpose of modeling the semantics of Mini-C with transfer relations, we will have to add someoperations to Primop that are not available to the user at source level. First of all, we need toadd the �eld names Field to Primop as nullary primitive operations; then the source l-expressionE:f is a member of Lexp.Secondly, we need to add the context-dependent binary primitive operation deref of Chap-ter 2 to Primop in order to consider the source expressionE:f to be the expression deref(E; f) 2



82 A Case Study: The Language Mini-CExp. Now all source expressions E are in Exp, and all source l-expressions L are in Lexp; hence-forth we will thus call them expressions and l-expressions and use the metavariables e and l,respectively.Our second transformation is to \compile" a statement allocating a record with n �elds intoa statement that allocates new memory followed by n statements that �ll the n �elds with theirvalues. For this purpose, we need the following, as suggested in Chapter 2:� for each natural number m, a pointer value hmi 2 Val� the unary primitive operation ptr that casts an integer m to the pointer hmi (formally,ptr(m) ,! hmi), where we write hei for ptr(e)� a distinguished variable H, initialized to 1 at the beginning of execution, to hold the integerof the next free pointer on the heapWe now perform the following transformation of aMini-C program S. We assume without lossof generality that H does not appear in S. We �rst add the assignment statementH := 1to the beginning of statement list S. Then we rewrite every allocation statementl := ff1 = e1; : : : ; fn = engas the sequence l := hHi;hHi:f1 := e1;...hHi:fn := en;H := H + 1Our resulting program is now in the simpli�ed languageS ::= fs1; : : : ; sng (ordered) statement list (n � 0)s ::= l := e assignment statementj if e then S else S0 conditional statementj while e do S while loopwhere l 2 Lexp, e 2 Exp, and Primop includes the source primitive operations as well as deref,ptr, and f for all f 2 Field.We now wish to design a transition system to describe the semantics of Mini-C programsexpressed in this simpli�ed language. Recall that a transition system is a tuplehCtrlPoint;Var;Val; 7�!i:We already have the set Var of variables; it is one of the syntactic domains of Mini-C. All wehave mentioned about the other three components is that Val includes the collection of pointershni. We now describe each of these remaining three components in turn.



5.4 Control Points 835.4 Control PointsIn order to de�ne a transition system describing the semantics of Mini-C programs, we mustdesign a way to refer to the control points in a program. The control points are merely thestatements in the program, and execution proceeds from control point to control point as itprocesses the statements in order.A control point of a program is an \index" into the syntax tree of the program. Formally,a control point is a �nite sequence of natural numbers.C 2 CtrlPoint = Nat�The empty sequence is written �. If C 2 CtrlPoint, then C:i 2 CtrlPoint and i:C 2 CtrlPointrespectively represent the extensions of the sequence C on the right and on the left by i 2 Nat.Intuitively, the numbers in a control point describe, from left to right, how to descend intothe syntax tree of a program. Formally, this is given below, where S[C] returns the statementwithin statement list S at control point C.fs1; : : : ; sng[i] = sifs1; : : : ; sng[i:j:C ] = Sj[C] if si = if e then S1 else S2fs1; : : : ; sng[i:C ] = S[C] if si = while e do SExample 21 The following Mini-C program is annotated with its control points.f1 if n < 0 then1:1:1 n := -(n)else1:2:1 n := n * 2;2 r := 1;3 while n > 1 dof3:1 r := r * n;3:2 n := n - 1g;4 if r > 60 then4:1:1 r := r - 1;5 x := rgRecall that a one-armed conditional if e then S is an abbreviation for if e then S else fg.Note that a traversal into a conditional statement extends the control point by two numbers|anindex identifying one of the two branches and an index into the statement list in that branch|while a traversal into a while loop extends the control point by only a single number|an indexinto the loop body.



84 A Case Study: The Language Mini-C5.5 ValuesAs described above, the set Var of variables is already given as one of the syntactic domains ofMini-C. So the next stage of the design of the transition system is the set Val of values. Recallthat the states in the system are pairs CtrlPoint� Storewhere stores are de�ned as in Chapter 2:Store = Lval! ValLval = Var [ (Val� Val) l-valuesWe thus need to design an appropriate set of values for this store.5.5.1 Constants, �eld names, and pointersRecall the set Constant of Mini-C constants:c ::= n integers (Int)j true j false booleansAll constants are values.In Section 5.3 we performed a syntactic transformation where �eld names were consideredas nullary primitive operations. Therefore, we include the set Field in the set of values.In the same section, we suggested the approach of using pointer values to model the rootsof mutable records. As we described, there is a pointer hmi for every natural number m. Theset of all pointers is denoted Pointer.5.5.2 Immutable ordered tuplesRecall that Mini-C includes the n-ary primitive operation tuple for tuple construction andthe operations �i for tuple-component selection. Therefore, we would like the set of values toinclude all ordered tuples of values. The ordered tuple of the n values v1; : : : ; vn is written(v1; : : : ; vn).5.5.3 The unde�ned value undefAs we described in Chapter 2, we demand that the set Val of values include the distinguishedtoken undef representing the \unde�ned value". As we explained, this requirement comes fromthe fact that stores are total functions from l-values to values, and thus require such an explicitrepresentation. For instance, at any given point in a Mini-C program, it is reasonable for onlya small set of variables to be de�ned, and the store at that point would map all other variablesto undef.



5.6 Semantics of Primitive Operations 855.5.4 The set of valuesAbove, we described the di�erent kinds of values inMini-C. The set Val is their disjoint union(in order to distinguish pointers from natural-number constants and to distinguish a value fromits unary tuple). It is de�ned inductively as the smallest set satisfying the following equation.v 2 Val = Constant+ Field+ Pointer + Val� + fundefg
5.6 Semantics of Primitive OperationsThe semantics of primitive operations follows the methodology described in Chapter 2. Toreview, the phrase p(v1; : : : ; vn) ,!� v means that the n-ary primitive operation p applied tovalues (v1; : : : ; vn) in store � evaluates to value v. However, the only primitive operation whoseevaluation depends on � (in other words, the only context-dependent operation, as de�ned inDe�nition 2), is deref, so we omit the � parameter for all other operations.Recall from Condition 1 that for any n-ary primitive operation p 2 Primop, for any n valuesv1; : : : ; vn 2 Val, and for any store � 2 Store, there is at least one value v 2 Val such thatp(v1; : : : ; vn) ,!� v. In other words, all primitive operations must be de�ned everywhere. Allprimitive operations in Mini-C are also deterministic; as de�ned in De�nition 1, this meansthat they evaluate to only one value. Therefore, all Mini-C primitive operations are totalfunctions.We de�ne the primitive operations in Mini-C below. We already gave most of these de�ni-tions in Chapter 2. A primitive operation evaluates to undef unless otherwise de�ned below.First, we have the constants and �eld names.c() ,! cf() ,! fNow the integer operations +(n; n0) ,! (n+ n0)-(n; n0) ,! (n� n0)-(n) ,! �n*(n; n0) ,! (n� n0)



86 A Case Study: The Language Mini-CNext, the boolean operations and if.&(true; v) ,! v&(v; true) ,! v&(false; v) ,! false&(v; false) ,! false<(n; n0) ,! (n < n0)>(n; n0) ,! (n > n0)=(v; v0) ,! (v = v0)<>(v; v0) ,! (v 6= v0)if(true; v; v0) ,! vif(false; v; v0) ,! v0Next, the operations for immutable tuples.tuple(v; : : : ; v0) ,! (v1; : : : ; vn)�i((v1; : : : ; vn)) ,! viFinally, we have the operations to support mutable records.ptr(n) ,! hnideref(v; v0) ,!� �(v:v0) (context-dependent)5.7 Semantics of Expressions and L-expressionsThe semantics of expressions and l-expressions are precisely the same as in Chapter 2. Wereview that de�nition here. Formally, the interpretations of expressions and l-expressions aregiven by the following relations.� The phrase l `� w means that the l-expression l evaluates in store � to l-value w.� The phrase e `� v means that the expression e evaluates in store � to value v.We recall the following rules, which inductively de�ne these relations.x `� x e `� v e0 `� v0(e:e0) `� (v:v0)x `� (� x) ei `� vi p(v1; : : : ; vn) ,!� vp(e1; : : : ; en) `� vWe recall Lemma 1, that all expressions (respectively, l-expressions) evaluate to at least onevalue (respectively, l-value). In addition, we know from Lemma 2 that because Primop isdeterministic that this value (respectively, l-value) is unique.



5.8 Transition-system Semantics 875.8 Transition-system SemanticsIn this section we present a transition system that models the executions of Mini-C programs.We consider two ways to de�ne such a system.� The usual approach is to give a meta-rule for each kind of syntactic form in the language.There are one or more meta-rules for each syntactic form in the language (for instance,conditional, assignment, and so forth). These meta-rules describe how any occurrence ofthat syntactic form in the source program induces single-step transitions. The single-steptransitions for the entire program is the collection (union) of all of these transitions.� The second approach is technically equivalent, but uses the framework that we developedin Chapters 2, 3, and 4, thus opening up all the possibilities of our program-analysismethodology for the language. The idea is that each rule introduced by a meta-rule inthe above approach is equivalent to a single transfer relation that describes all of thepossible transitions induced by that rule. Hence, the approach is to give a rule for eachkind of syntactic form in the language that describes how any occurrence of that forminduces a transfer relation describing all of the possible single-step transitions for thatoccurrence.We will illustrate each of these approaches in turn for Mini-C. But �rst, we need a helperfunction to manage control points.5.8.1 The next functionIn most languages, much of the control 
ow is syntactically apparent. Conceptually, the dy-namic semantics of a language should not have to be concerned with syntactically apparentinformation. Of course, the program's 
ow of control must be part of the program's semantics,or else the semantics would not adequately model the program's execution. But for expositorypurposes, it is pleasing to factor out information that is a trivial property of the syntax, sothat the rules of the semantics themselves succinctly capture exactly the dynamic properties ofexecution.To this end, we will need a helper function next to manage the syntactically apparent control
ow in a program. Given the control point C of a statement in program S, if C is in the middleof a statement list then next merely returns the control point of the next statement in the list.Note that if C points to a conditional or a while loop then the next statement is not necessarilythe next control point in the execution.nextS(C:i) = C:(i+ 1) if S[C:(i+ 1)] de�nedIf C points to a statement that is the last in a statement list, then nextS(C) will not be de�nedby the above equation. There are two cases for when this might happen. The �rst case is thatthe statement to which C points is the last statement in the outermost statement list in S



88 A Case Study: The Language Mini-C(i.e., the statement list S itself). In this case next returns the empty control point � to signalprogram completion. nextS(i) = �The second case is that the statement to which C points is not in the outermost statementlist. In that case, we want nextS(C) to return the control point of the next statement to beexecuted, which in this language is simply in a lexically-enclosed statement list and is alwayssyntactically apparent. There are two cases. If C points to the last statement in an arm of aconditional statement s, then nextS(C) should be the next statement after s.nextS(C:j:i) = nextS(C) if S[C] = if : : : then : : : else : : :The second case is that C points to the last statement in a while loop s, in which case nextS(C)should be s itself, as the loop might need to be executed again.nextS(C:i) = C if S[C] = while : : : do : : :The following example demonstrates all of the concepts of the next function.Example 22 Consider the Mini-C program S in Example 21, shown below on the right. Thecomplete de�nition of next is:nextS(0) = 1nextS(1) = 2nextS(1:1:0) = 1:1:1nextS(1:1:1) = 2nextS(1:2:0) = 1:2:1nextS(1:2:1) = 2nextS(2) = 3nextS(3) = 4nextS(3:0) = 3:1nextS(3:1) = 3:2nextS(3:2) = 3nextS(4) = 5nextS(4:1:0) = 4:1:1nextS(4:1:1) = 5nextS(4:2:0) = 5nextS(5) = �

f1 if n < 0 then1:1:1 n := -(n)else1:2:1 n := n * 2;2 r := 1;3 while n > 1 dof3:1 r := r * n;3:2 n := n - 1g;4 if r > 60 then4:1:1 r := r - 1;5 x := rgNote from this example that for every statement list, there is an element in the domain of nextending with 0 and thus not a real control point in the program. The only reason for this isbecause we allow empty statement lists in Mini-C programs. So, for instance, if control pointC points to a conditional expression, then nextS(C:2:0) always returns the next statement inan execution that takes the else arm. So, nextS(1:2:0) = 1:2:1, which is the �rst (and only)statement in the else arm of the �rst conditional in the example program, but nextS(4:2:0) = 5,because the else arm of the second conditional is empty, and thus execution immediatelyproceeds to the statement after the conditional.



5.8 Transition-system Semantics 895.8.2 Transition system via meta-rulesNow we can de�ne the meta-rules that de�ne the transition relation 7�! for a Mini-C programS. There are �ve kinds of transitions. Each statement in S of the formif e then S else S0induces a two families of transitions: the transitions from a successful test of e into S, and thetransitions from a failed test of e into the S0.S[C] = if e then : : : else : : : C 0 = nextS(C:1:0) e `� true(C; �) 7�! (C 0; �)S[C] = if e then : : : else : : : C 0 = nextS(C:2:0) e `� false(C; �) 7�! (C 0; �)Each statement in S of the form while e do S0induces two families of transitions: the transitions from a successful test of e into S0, and thetransitions from a failed test of e to the rest of the code after the loop.S[C] = while e do : : : C 0 = nextS(C:0) e `� true(C; �) 7�! (C 0; �)S[C] = while e do : : : C 0 = nextS(C) e `� false(C; �) 7�! (C 0; �)Finally, each statement in S of the form l := einduces a family of transitions that perform the assignment in the store.S[C] = (l := e) C 0 = nextS(C) l `� w e `� v(C; �) 7�! (C 0; �[w 7! v])Below is an example that illustrates how this transition system models program execution.Example 23 Recall the Mini-C program in Example 21. The transition system de�nes thefollowing execution from a state at the beginning of the program and with an initial store inwhich n is bound to �4 and all other l-values are bound to undef. (The only store mappings



90 A Case Study: The Language Mini-Cshown are the mappings to non-undef values.)(1 ;fn 7! �4g )7�! (1:1:1;fn 7! �4g )7�! (2 ;fn 7! 4g )7�! (3 ;fn 7! 4; r 7! 1g )7�! (3:1 ;fn 7! 4; r 7! 1g )7�! (3:2 ;fn 7! 4; r 7! 4g )7�! (3 ;fn 7! 3; r 7! 4g )7�! (3:1 ;fn 7! 3; r 7! 4g )7�! (3:2 ;fn 7! 3; r 7! 12g )7�! (3 ;fn 7! 2; r 7! 12g )7�! (3:1 ;fn 7! 2; r 7! 12g )7�! (3:2 ;fn 7! 2; r 7! 24g )7�! (3 ;fn 7! 1; r 7! 24g )7�! (4 ;fn 7! 1; r 7! 24g )7�! (5 ;fn 7! 1; r 7! 24g )7�! (� ;fn 7! 1; r 7! 24; x 7! 24g)

f1 if n < 0 then1:1:1 n := -(n)else1:2:1 n := n * 2;2 r := 1;3 while n > 1 dof3:1 r := r * n;3:2 n := n - 1g;4 if r > 60 then4:1:1 r := r - 1;5 x := rg5.8.3 Transition system via transfer relationsThe key idea of using transfer relations to replace meta-rules is that a single transfer relationcan capture the commonalities inherent in each family of transitions de�ned by the meta-rules.For instance, in the meta-rule approach, every if e then S else S0 statement induces an in�nitefamily of transitions, one for each store � in which e evaluates to true, from that statementinto S. Each transition in this in�nite family does exactly the same thing: simply test that eis true in the store on the left-hand side of the transition before proceeding to S.This inspires the idea of de�ning a transfer relation �C;C0 for every pair C;C 0 2 CtrlPoint ofcontrol points in a Mini-C program S. Each one will specify exactly the transitions, as de�nedby the meta-rules above, from C to C. In other words,(C; �) 7�! (C 0; �0) i� ��C;C0 �0:Of course, the vast majority of these transfer relations will be the empty relation ;, becausesingle-step transitions between most pairs of control points are impossible.The semantics of a Mini-C program S is thus de�ned as a �nite table~� = f�C;C0 j C;C 0 2 CtrlPointgof transfer relations, one for each pair of control points in S, such that �C;C0 describes all of the



5.8 Transition-system Semantics 91transitions between control point C and the control point C 0. This table is de�ned as follows.
�C;C0 =

8>>>>>>>>>>>>>>>><>>>>>>>>>>>>>>>>:
e? � if S[C] = (if e then : : : else : : :) and C 0 = nextS(C:1:0)e> � if S[C] = (if e then : : : else : : :) and C 0 = nextS(C:2:0)e? � if S[C] = (while e do : : :) and C 0 = nextS(C:0)e> � if S[C] = (while e do : : :) and C 0 = nextS(C)l 7! e if S[C] = (l := e) and C 0 = nextS(C); otherwiseWe recall that e? � is short for e? � ; and e> � is short for e? ; � , where ; is theempty relation and � is the identity relation (i.e., empty parallel assignment).Example 24 The semantics de�nes 13 non-empty transfer relations for the Mini-C programin Example 21.�1;(1:1:1) = n < 0? � �(3:2);3 = n 7! n - 1�(1:1:1);2 = n 7! -(n) �3;4 = n > 1> ��1;(1:2:1) = n < 0> � �4;(4:1:1) = r > 60? ��(1:2:1);2 = n 7! n * 2 �(4:1:1);5 = r 7! r - 1�2;3 = r 7! 1 �4;5 = r > 60> ��3;(3:1) = n > 1? � �5;� = x 7! r�(3:1);(3:2) = r 7! r * nNote that this semantics does not need any of the mechanism developed in Chapter 3 forcomposing and manipulating transfer relations. Indeed, the transfer relations that it yieldsas the model of program execution are quite simple. But the intent is that the output of thesemantics is merely a �rst step in an application of our program-analysis methodology. Once thesingle-step transfer relations of a Mini-C program are in hand, one can compose these transferrelations to yield a single compound relation that expresses the behavior of any �nite segmentof execution. The following example illustrates that composing single-step transfer relations isanalogous to stringing together transitions de�ned by the meta-rules in the previous section.Example 25 The execution shown in Example 23 has control path1; (1:1:1); 2; 3; (3:1); (3:2); 3; (3:1); (3:2); 3; (3:1); (3:2); 3; 4; 5; �



92 A Case Study: The Language Mini-Cand so its compound transfer relation is�1;(1:1:1);�(1:1:1);2;�2;3; � � � ;�3;4;�4;5;�5;�which relates the input store fn 7! �4gto the output store fn 7! 1; r 7! 24; x 7! 24g:Now, one can use the composition algorithm � of Chapter 3 to perform e�ectively thesecompositions, thereby facilitating the analysis of the program. Recall the convention of Chap-ter 4 of writing �� to represent the transfer relation of control path �, which is a list of controlpoints. Recall that ��;C;�0 = ��;C � �C;�0 :Example 26 A transfer relation expressing the above execution is computed as�1;(1:1:1) � �(1:1:1);2 � �2;3 � � � � � �3;4 � �4;5 � �5;�which, if the symbolic evaluation P for primitive operations and C for conditional relations areboth simply the identity function, is(n < 0)? e1? e2? e3? e4> (e0 > 60)? n; r; x 7! e; e0; e0where e1 = -(n) > 1e2 = (-(n) - 1) > 1e3 = ((-(n) - 1) - 1) > 1e4 = e > 1e = ((-(n) - 1) - 1) - 1e0 = ((1 * -(n)) * (-(n) - 1)) * ((-(n) - 1) - 1)Adding some logic to P to simplify arithmetic operations could (in principle) yield a result assimple as e1 = n < �1e2 = n < �2e3 = n < �3e4 = n < �4e = -(n) - 3e0 = (-(n) * (-(n) - 1)) * (-(n) - 2)Note how the conditional relation expresses the control-
ow constraints on this particular controlpath. Note also that the conjunction of the �rst �ve conditions in the above transfer relation can



5.8 Transition-system Semantics 93only evaluate to true when n is �4. A C algorithm could (in principle) determine this propertyautomatically, dispense with e1 through e4, pass this value of n onto a simple constant-foldingsymbolic evaluation of e and e0, and achieve the extremely simple transfer relationn = �4? n; r; x 7! 1; 24; 24 :Such sophisticated symbolic reasoning about integer arithmetic and conjoined comparison testsmay be di�cult to achieve in general. For the most part, we leave this topic as an open issueand o�er no general algorithms. However, even simple symbolic evaluations can go far wheneverany initial bindings are known. The following example illustrates how this works.Example 27 Suppose that C is the identity function, performing no simpli�cation of condi-tional expressions, and P merely performs constant folding. Thenn 7! �4 � �1;(1:1:1) � �(1:1:1);2 � �2;3 � � � � � �3;4 � �4;5 � �5;�is the transfer relation n; r; x 7! 1; 24; 24 :So far, we have introduced only a single example Mini-C program. This example uses onlyinteger data, and in particular does not allocate or use records. However, much of the sophisti-cation of our methodology lies in its treatment of heap-allocated mutable data structures. Thefollowing example demonstrates record allocation.Example 28 Consider the Mini-C program1 while a <> nil dof new := fcar = a:car; cdr = bg;a := a:cdr;b := newgthat constructs a reverse of list a. Let � be the control path that starts at control point 1,progresses through one iteration of the loop, and ends back at control point 1. Then,�� = (a <> nil)? a; b; new; H;hHi:car; hHi:cdr 7! a:cdr; hHi; hHi; H + 1;a:car; b:cdrrepresents the transfer relation of one iteration and��;� = (a <> nil)? (a:cdr <> nil)? �



94 A Case Study: The Language Mini-Cwhere � = a; b; new; H;hHi:car; hHi:cdr;hH + 1i:car; hH + 1i:cdr 7! a:cdr:cdr; hH + 1i; hH + 1i; H + 2;a:car; b:cdr;a:cdr:car; hHirepresents the transfer relation of two adjacent iterationsNote how an assignment relation can represent multiple record allocations in parallel via theexpressions hHi, hH + 1i, hH + 2i, and so forth. These expressions evaluate to sequential freepointers. The assignment to H re
ects the total number of pointers allocated by the executionsegment that the transfer relation models.Also, note again that the conditional relations encode the conditions under which a partic-ular control path is taken.The following example demonstrates the subtlety of unknown initial aliasing.Example 29 Consider the Mini-C program1 while (a <> nil) dof temp := a;a := a:cdr;temp:cdr := b;b := tempgthat destructively appends the reverse of list a onto list b. If � is the control path that begins atcontrol point 1, progresses through one iteration of the loop, and ends back at control point 1,then �� = (a <> nil)? a; b; temp; a:cdr 7! a:cdr; a; a:cdr; bis the transfer relation of one loop iteration, and��;� = (a <> nil)? (a:cdr <> nil)? (a = a:cdr)? � �0where� = a; b; temp; a:cdr 7! if(a = a:cdr; b; a:cdr:cdr); a:cdr; a:cdr; a�0 = a; b; temp; a:cdr; a:cdr:cdr 7! if(a = a:cdr; b; a:cdr:cdr); a:cdr; a:cdr; b; ais the transfer relation of two adjacent loop iterations. If C were de�ned to propagate the �rsttest of a = a:cdr into its two branches, then the composition algorithm could simplify the ifexpressions and achieve� = a; b; temp; a:cdr 7! b; a:cdr; a:cdr; a�0 = a; b; temp; a:cdr; a:cdr:cdr 7! a:cdr:cdr; a:cdr; a:cdr; b; a



5.9 Modeling & and Pointer Arithmetic 95This example is worth some study. It expresses that the net e�ect of executing two adjacentiterations of the loop in some context (store) depends on whether a was aliased to a:cdr inthat context (in other words, if a is a circular list of length one). If not, then the executionhas the net e�ect of �0, which directly expresses the expected net behavior of two iterationsof a reverse-append routine. On the other hand, if a is initially aliased to a:cdr, then someexamination of � reveals that the net e�ect of two iterations reduces to swapping a and b.This example thus demonstrates that the e�ect of aliasing on data-structure dereferenceand destructive assignment is rather subtle and unpredictable, but the composition operation� on transfer relations reveals this subtlety. Furthermore, it suggests that it is well worth thee�ort to design the C algorithm to look for and simplify syntactically redundant conditionalexpressions. In this dissertation, we do not describe such an advanced C algorithm, and so thisis left for future work.5.9 Modeling & and Pointer ArithmeticThe only reason that we did not include arrays in Mini-C was for simplicity. In Chapter 7we will show how to model arrays in a functional language with our methodology, and it isstraightforward to extend Mini-C in the same manner. In this section, we give a discussion ofhow to add some of the features of C's pointers that are not present inMini-C. For generality,this section will assume that Mini-C includes arrays as described in Chapter 7.C includes the following expressions.&x the address of variable x&(s:f) the address of �eld f of struct s&(a[i]) the address of element i of array aUnlike C, Mini-C has no & operator. Related to this is our choice to treat pointers as recordswith the single �eld *.Alternatively, we could have treated a pointer as a pair value (v; v0) representing the l-value v:v0. In this way, we can treat the latter two of the three cases above via the syntactictranslation &(e:e0) ) (e; e0)where e[e0] is represented as e:e0, as we describe in Chapter 7. Then, we would treat anoccurrence of *e not as a reference (as an l-expression) or dereference (as an expression) of the�eld named * of the record e, but rather as an extraction of the l-value represented by the paire. This would be accomplished by the following syntactic transformation.*e ) (�1(e)):(�2(e))Recall that an occurrence of e:e0 as an expression (as opposed to an l-expression) is short forderef(e; e0).



96 A Case Study: The Language Mini-CIn this manner, we can treat most of the functionality of C's & and * operators. What wecannot do is to take the address of a variable, and there is a good reason why this is the case.Intuitively, & coerces an l-value into a value (so that it may be manipulated as data and soforth), and * coerces a value back into an l-value. Above, we coerce a reference l-value v:v0 asthe pair value (v; v0), which may then be coerced back into the l-value v:v0 (and dereferenced,if treated as an expression). We could attempt a similar approach with variables|for instance,coercing the variable x into the token `x'. In our current formulation, the only l-expressionthat evaluates to x is x itself, and so there is no way to translate an arbitrary expression einto an l-expression that will evaluate to x if e evaluates to `x'. But this is just due to ourparticular language of expressions and l-expressions and our choice to model Mini-C variableswith l-expression variables. In principle, there is no di�culty to extend the notion of & forvariables.With the above model of pointers, it is possible to model C's pointer arithmetic for arrayindices. A pointer to an array element is (v; v0), where v is the array and v0 is the index of theelement (as we explain in Chapter 7). Suppose the expressione " e0represents the increment of pointer e by e0 (which would be written as e + e0 in C). We wouldtranslate this into the Mini-C expression(�1(e); �2(e) + e0):



Chapter 6First-Class Functions: The LanguagePure
In Chapter 5 we presented the imperative while-loop language Mini-C, the primary purpose ofwhich was to introduce the methodology of de�ning a transition-system semantics of a program-ming language with computer-representable transfer relations representing the single steps, andthen using the � algorithm to build multiple steps corresponding to particular control pathsin the program. But Mini-C is a rather simple language, and so in this chapter we considermore advanced language features. Our purpose is to demonstrate that our methodology ofsemantics-based program analysis is reasonably general.The only control constructs in Mini-C are conditionals and while loops. One can get bywithout any other control constructs, but it would be quite inconvenient for most programmingtasks. Real programming languages have some mechanism for de�ning functions. A functionaccepts some input data (parameters) from its caller and returns a result value to the caller.In some languages, such as Haskell [H+92], functions have the same input-output behavior inany context. This is sometimes known as referential transparency [SS90]. We call this kindof function \pure". The vast majority of programming languages, however, provide impurefunctions. In this chapter we model a programming language with pure functions, and in thenext chapter we will extend this language with imperative features and impure functions.In some languages, the functions are said to be �rst class. This means that the functionsare semantic values, and as such can be manipulated by a program like any other value. Forinstance, they may be assigned to variables, placed in data structures, and passed to otherfunctions. The functions in most advanced languages, such as Scheme [ReC86] or Standard ML(SML) [MTH90], are �rst class. In contrast, the functions in C [KR78], Fortran [Knu71], andPascal [Bar81] are not �rst class.In some ways, our methodology must be rather stretched to handle �rst-class functions. Wewill see this below and in Chapter 7, and we will give a summary at the end of Chapter 7.



98 First-Class Functions: The Language Pure6.1 Substitution vs. ClosuresConsider the syntax of �-calculus terms [Bar84]:e ::= x j �x: e j e e0Now consider the following term: (�x: �y: x) (�z: z)Via the reduction rules of the �-calculus, this term reduces in a single step to the (unique upto renaming) normal form: �y: �z: zThis term represents a function that, given any argument, yields the identity function.Much of programming-language theory and practice is based on the notion that reduc-tion of �-calculus terms is a kind of computation. Even further, the Curry-Howard isomor-phism [How80] introduces the connection between proof theory and computation, and conse-quently between logical systems and programming languages. (We refer the curious reader to[GLT89].) Let us consider how the above �-calculus term might correspond to a SML program(chosen rather arbitrarily, simply as an example of a \real" language), and how its reductionmight correspond to the execution of the program. The SML program(fn x => (fn y => x)) (fn z => z)corresponds to the �-calculus term above; indeed, the syntax trees of the two terms are iso-morphic. Now, consider the execution of this SML program. Everyone who has written SMLprograms imagines that the execution of this program will proceed something like this:1. Evaluate (fn x => (fn y => x)).(a) Create a closure f in the heap for (fn x => (fn y => x)).(b) Return f as the result of evaluation.2. Evaluate (fn z => z).(a) Create a closure g in the heap for (fn x => (fn y => x)).(b) Return g as the result of evaluation.3. Apply f to g.(a) Bind x to g.(b) Create a closure h in the heap for (fn y => x) with this binding of x.(c) Return g as the result of evaluation.4. Return g as the result of evaluation.



6.2 Syntax 99There seems to be much more going on in the execution of the SML program than in thesingle step reduction from �x: �y: x (�z: z)to �y: �z: z:The overarching reason is that, as we have suggested, reduction of �-terms is an abstract notionof computation, while SML programs execute on real computers. The salient point that thisexample illustrates is that each step of a �-term reduction builds a whole new term, but itis infeasible to build literally an entire SML program over and over during execution. Morespeci�cally, a reduction of a �-term substitutes the argument of a function for every occurrenceof the parameter of the function in the body of the function. In the above example, the reductionsubstitutes the literal term �z: z for the single occurrence of x in �y: x to build the �nal normal-form term. Theoretically, an implementation of a real programming language could be based ona similar idea. But in practice, it is usually more e�cient to build closures instead of performingsubstitution.The di�erence between closures and substitution lies in the treatment of variables. A pro-grammer is accustomed to thinking of variables as identi�ers that are bound to values whenthe program runs. This deeply ingrained notion that a variable \has a value" is partially anartifact of this implementation issue, and is supported by the standard denotational model ofthe �-calculus which models a term �x: e as a continuous function [Sto77]. In the reductionof �-terms, one must consider variables in a di�erent light; they are placeholders that duringreduction (execution) are replaced with terms and disappear entirely.Because the overarching goal of program analysis is to determine information about therun-time behavior of programs, one must begin by modeling the programming language in away that re
ects or abstracts this run-time behavior. Therefore, because real implementationstypically use closures to model �rst-class functions, we will model functions with closures inour semantics.6.2 SyntaxWe now present the purely functional language called Pure. A program is a member of theset Term of terms, written in a brand of continuation-passing style [LD93].t ::= let x = e in t local bindingj rec g in t recursive function bindingj e(~e) function applicationj if e then t else t0 conditionalj e simple term (Exp)g ::= x(~y) = t0 n-ary function de�nitions



100 First-Class Functions: The Language PureA simple term is an expression as de�ned in Chapter 2.e ::= x variable lookupj p(e1; : : : ; en) primitive applicationx; y; z 2 Var variablesUsually, we use x for a function name or let binding, y for a function parameter, and z to referto a free variable of a term t, the set of which is denoted by FV(t) and de�ned in the usualfashion. Expressions that appear in Pure terms may use the following primitive operations,which are members of Primop.p ::= c constants (nullary)j + j - j * integer operations (binary)j < j > j = j <> j & boolean operations (binary)j tuple ordered-tuple construction (n-ary)j �i ordered-tuple component selection (unary)Constants are the integers and booleans, as in Mini-C.6.3 DiscussionNotice that e(e0)(e00)is not a valid program in Pure. For instance, consider a program that de�nes and then calls acurried addition function. rec f(x) = (rec g(y) = x + y in g)in f(24)(42)This is not a term. One would have to write this by using a continuation function as aninterface between the application f(1) and the application v(2) where v is the result of theformer application. rec f(x; k) = (rec g(y) = x + y in k(g))in (rec k(v) = v(42) in f(24; k))We are moving toward a form of continuation-passing style (CPS). CPS was studied earlyas the subset of �-calculus terms for which call-by-name and call-by-value reduction strategiesare equivalent [Plo75]. The �rst major practical use of CPS was in the Scheme Rabbit com-piler [Ste78], which translated source programs into a restricted syntax much like ours. This waslater done in the Orbit Scheme compiler [Kra88] and then in the SML/NJ compiler [App92].All translations are based on a universal calling convention in which all source functions takea continuation argument and all source applications must thus pass a continuation function



6.4 Semantics 101describing the remainder of the computation. So, for instance, an automatic CPS convertermight produce rec f(x; k) = (rec g(y; k) = k(x + y) in k(g))in (rec k(v) = v(42; top) in f(24; k))for the program above.These translations are well studied, both in theory and practice [Plo75] (see also otherreferences cited above), and so we will not go any further into CPS here. Su�ce it to say thatour syntactic restriction does not limit the expressivity of the language.6.4 SemanticsIn Chapter 5 we modeled a Mini-C program by a transition system in which a state is apair of a control point, representing the current syntactic position of execution, and a store,representing the state of the memory/data. We gave alternate de�nitions of the single-steptransitions induced by a program, one in terms of meta-rules (the standard practice) and onein terms of transfer relations. It is the latter formulation that provides a basis for programanalysis with our methodology. In this section, we discuss semantics of Pure in a similarfashion.6.4.1 Control, data, and execution statesActually, both the notion of control point and the notion of store are simpler in Pure than inMini-C.We designed a whole notation for the control points of a Mini-C program, but it turns outthat one can simply use the subterms of a Pure program to function as control points.1 Thisis intuitively pleasing because the control point itself has meaning: if an execution is at controlpoint t, it means that the rest of the execution is the evaluation of t. (This works because ofPure's CPS-like syntax.) In contrast, a sequence of integers that functions as a control pointof a Mini-C program has no meaning alone; it is only an index into the text of the program.As for stores, because there are no assignable data structures in Pure, much of the complex-ity of stores is not needed to model the data. Recall that a store is a map from l-values, whichare either variables or references v:v0, to values. In Pure there is no need for the references,and so all that is needed is a map from variables to values. This is the familiar notion of anenvironment : � 2 Env = Var! Val environmentsRecall that there were �ve di�erent kinds of values (members of Val) in Mini-C:� constants (members of Constant)1Actually, in Section 6.4.3 we will need to refer to a function de�nition x(~y) = t as a control point. In thiscase, that control point is identi�ed with the control point t. We will discuss this later.



102 First-Class Functions: The Language Pure� �eld names (members of Field)� pointers to assignable data structures (members of Pointer)� immutable tuples (members of Val�)� the unde�ned value undefAgain because there are no assignable data structures in Pure, pointers are not needed, andneither are �eld names. However, Pure has �rst-class functions, and so there must be valuesthat model these functions. As we explained in Section 6.1, it is best for many applications ofprogram analysis to model a function as a closure. A closure has two parts:� a function g (a phrase of the form x(~y) = t)� an environment, providing the values for all free variables of gThe set of closures is thus de�ned as follows:hg; �i 2 ClosureFinally, the set of values is given by the following equation:v 2 Val = Constant+ Closure+ Val� + fundefgNote there is a circularity in the equation for Val, and there is another circularity in the equationsfor Env, Closure, and Val. The actual sets are de�ned by mutual induction, as the least solutionto these three equations.As an aside, an infamous di�culty in designing analyses of languages with either �rst-class functions or data structures lies in how to deal with these circularities in an analysisalgorithm that is guaranteed to terminate. The circularity in the equation for Val arises fromimmutable tuples, and indeed most static analyses of even immutable structured values|notto mention mutable data structures|are quite crude (e.g., [Wad87], [Hei92]). One of thefew satisfactory analyses of structured values is [Deu92], but it is still somewhat ad hoc andalso quite complicated. The other circularity arises from �rst-class functions, and again it isno coincidence that analysis designers have traditionally encountered trouble with �rst-classfunctions. The usual ad hoc approaches are to be found in the work on denotational-basedabstract interpretations, usually applied to strictness analysis [BHA86], the work on �niteapproximations of closures [Shi91], or the work on augmenting higher-order type systems with\e�ects" [TJ92]. None of this work seems satisfactory. What lies at the root of these problemsis the ubiquitous analysis methodology that begins with the design of a (hopefully clever)approximation of an in�nite domain. In contrast, because our methodology is centered aroundthe analysis of the changes to a store (or environment in the case of Pure) rather than the store(or environment) itself, complexities (induction, recursion, in�nite sets, etc.) in the structureof values themselves do not cause any a priori di�culty; rather, the focus is on the complexityof the transitions between states.



6.4 Semantics 103As we explained above, a state of execution comprises the state of control, which is a term,and the state of data, which is an environment.State = Term� EnvWhat remains is to de�ne the transitions induced by a Pure term. These model the singlesteps of execution of the term.6.4.2 Transitions via meta-rulesHere we describe how each kind of term induces transitions. No transition is possible from anexpression term; if an execution reaches the state(e; �)then the execution halts, and the result of the execution is the value v such thate `� vwhich is guaranteed to be unique because Pure is deterministic.Each of the four other kinds of terms take transitions.� let x = e in t. In this case, x is bound to a value to which e evaluates in the currentenvironment, and execution proceeds to t.e `� v(let x = e in t; �) 7�! (t; �[x 7! v])Note that an environment is just a store in which all reference l-values (v:v0) are boundto undef, and so for convenience we use the same de�nition of ` for the evaluation of anexpression in an environment. Similarly, the de�nition of �[x 7! v] is a special case ofstore extension, de�ned on page 2.4.2.(�[x 7! v]) y = ( v if x = y� y otherwiseThis notion of variable binding may seem strange. Why isn't it necessary to rename thevariable x in order to avoid con
icts with other occurrences of x in � that might be neededlater in the computation? It turns out that these other occurrences of x will always becaptured in closures and so will not interfere with the update of env. We will discuss thisfurther in Section 6.5.� rec g in t where g = (x(: : :) = : : :) In this case, x is bound to a closure whose func-tion component is g and whose environment component is the current environment, andexecution proceeds to t. g = (x(: : :) = : : :)(rec g in t; �) 7�! (t; �[x 7! hg; �i])



104 First-Class Functions: The Language Pure� e(~e). For a transition to be possible from this term, e must evaluate to some closurehx(~y) = t; �0i in the current environment. In that case, the new environment is �0 extendedwith the following additional bindings: a binding from x to the closure itself and a bindingfrom the variables ~y to the corresponding values to which the expressions ~e evaluate inthe current environment. Then execution proceeds to t.e `� v (~e)i `� (~v)i v = hx(~y) = t; �0i(e(~e); �) 7�! (t; �0[x 7! v][~y 7! ~v])Note that � is simply \thrown away" in this transition. This is because Pure terms arein continuation-passing style, and so an evaluation returns only when the execution of theentire program is complete. All parts of � that will be needed in the future computationmust be passed through via the arguments ~e, typically in the closure of a continuationfunction.It may at �rst seem unnecessary to have closures in the �rst place. If we appropriatelyrenamed variables during execution, we could ensure that the bindings of the free variablesof a function g are never overwritten later in the execution. In this way, there would beno need to save and restore �0; instead, � may simply be threaded through on functionapplication. We discuss this choice further in Section 6.5.� if e then t else t0. For a transition to be possible from this term, e must evaluate toeither true, in which case evaluation proceeds to t, or false, in which case evaluationproceeds to t0. e `� true(if e then t else t0; �) 7�! (t; �)e `� false(if e then t else t0; �) 7�! (t0; �)6.4.3 Transitions via transfer relationsInstead of using meta-rules to de�ne the transitions, it is possible to represent them directly ina computer as transfer relations. The methodology here is exactly the same as for Pure. Thetransfer relation �t;t0represents all and only the valid single-step transitions from term t to term t0; it is a binaryrelation between the environment at t and the environment at t0.Functions as control pointsIn Mini-C, the de�nition of the single-step transfer relations precisely corresponded to themeta-rules that de�ned the transitions. However, there is a subtle issue concerning �rst-class



6.4 Semantics 105functions. It turns out that to de�ne the single-step transfer relations of a Pure term, we needto have a slightly special treatment for the control points of functions.In particular, we need to use a phrase x(~y) = t as a control point. In this case, that controlpoint is identi�ed with t, but in a rather subtle way. For instance, consider two functions withthe same body t2, but di�erent names and parameters:g = x(~y) = t2g0 = x0(~y0) = t2The transfer relation �t1;gdescribes the single steps from term t1 into the function g, and the transfer relation�t1;g0describes the single steps from term t1 into the function g0. Both of these may be composedwith the transfer relation �t2;t3that describes both the �rst step of function g and the �rst step of function g0.So, in other words, g and g0 are both identi�ed with t2 for the purpose of relating thetransfer-relation formulation of the semantics with the meta-rule formulation, and thus forcomposing a transfer relation that ends with one control point (in this case, g or g0) with atransfer relation that begins with the same control point (in which case, t2). However, one maygive separate de�nitions for both �t1;g and �t1;g0 .Primitive operations to support closuresIt is necessary to add three new families of primitive operations to Primop in order to build andexamine closures. All of these operations are simple.2� There is an n-ary simple primitive operation closureg;(z1;:::;zn) for every function g andvariables z1; : : : ; zn that creates a closure whose function is g and whose environmentbinds the variables z1; : : : ; zn. It is de�ned as follows:closureg;(z1;:::;zn)(v1; : : : ; vn) ,! hg; �iwhere: � zi = vi� z = undef if 81 � i � n: z 6= zi2Note that in general it makes sense only to have simple primitive operations because Pure is a deterministicpure language.



106 First-Class Functions: The Language Pure� There is a unary simple primitive operation codeg for every function g that tests whetherthe function of a closure is equal to g. It is de�ned as follows:codeg(hg; �i) ,! truecodeg(v) ,! false otherwise� There is a unary simple primitive operation envz for every variable z that returns thevalue of the variable z in the environment of a closure. It is de�ned as follows:envz(hg; �i) ,! (� z)envz(v) ,! undef if v 62 ClosureFree variables and bisimulationFor technical reasons that we will explain below, it is necessary to introduce a kind of equivalencerelation on states.One can also easily show that the only variables whose values might be needed in theexecution of term t are the free variables of t. The following bisimulation expresses this precisely.De�nition 11 (Similar values and states) We de�ne the similar relation � on values andstates as follows, where FV(t) denotes the free variables of t, and similarly for FV(g).� Two values v and v0 are said to be similar (written v � v0) if either v = v0 or v = hg; �i,v0 = hg; �0i, and x 2 FV(g)) (� x) � (�0 x):� Two states (t; �) and (t0; �0) are said to be similar (written (t; �) � (t0; �0)) if t = t0 andx 2 FV(t)) (� x) � (�0 x)Proposition 1 (Bisimulation) Let 7�!� be the transitive closure of 7�!. If  1 �  01 and 2 �  02 then  1 7�!�  2 ()  01 7�!�  02:The single-step transfer relationsNow we can de�ne a single-step transfer relation �t;t0 for every two terms t and t0; this relationspeci�es how the environment changes in a transition from t to t0. We also de�ne �t;g forthe transitions into a functions g, as described above. In Mini-C, these transfer relations areindexed by control points instead of terms; because there are only a �nite number of controlpoints in aMini-C program, the number of single-step transfer relations for a Mini-C programis also �nite. The situation is not quite analogous for Pure. A Pure term t does indeed haveonly a �nite number of subterms. However, if t is meant to be executed in an environmentthat initially contains some (non-undef) values|which would typically be the case for partial



6.4 Semantics 107programs, or in other words for terms t that have free variables|then some of those valuesmight be closures that contain terms not in t.In Mini-C the single-step transfer relations precisely mirrored the semantic meta-rules.This is almost the case here, but there is some di�erence due to functions. Above, we gave themeta-rules for each of the four kinds of Pure terms. Here, we do the same for the single-steptransfer relations, all of which are ; unless de�ned otherwise below.� let x = e in t. This case is just like the meta-rule; there is a single-step transfer relationfrom this term to t that describes the new binding to the environment:�(let x=e in t);t = x 7! e� rec g in t. This case is very much like the meta-rule; there is a single-step transfer relationfrom this term to t that describes the binding of the new closure. But there is a subtledi�erence. The meta-rule builds a closure that contains the entire current environment,while the transfer relation builds an environment that keeps the bindings only of the freevariables of the function g. The bisimulation proposition above justi�es this change. Thisrelation uses a primitive operation to create this closure:�(rec g in t);t = x 7! closureg;(z1;:::;zn)(z1; : : : ; zn)where fz1; : : : ; zng = FV(g) (ordered arbitrarily).This di�erence between the meta-rule and the transfer relation is not conceptually deep.We could very well have de�ned the meta-rule to restrict the environment of the closureto the free variables of g, as well, but that choice is unnecessarily cumbersome, not tomention non-standard. On the other hand, there are two reasons why we de�ne thetransfer relation as we do.{ We have less 
exibility in the design of the transfer relation. Because environmentsare not members of Val (in which case we might have imagined a nullary context-sensitive primitive operation that evaluates in � to � itself), it is necessary to buildthe environment explicitly, as we do with closureg;(z1;:::;zn). Therefore, we mustknow the set of variables to be bound, and it is both more convenient and more
exible to examine locally g to see what variables it might need than to examinethe lexical context of g within the larger program to see what variables are merelyallowed to be free in g.{ Transfer relations are actual computer-representable structures, and so for practicalreasons these structures should be as small as possible. Restricting the environmentto the free variables of g is a simple way to reduce potentially the textual size of theclosure.� e(~e). This case is quite di�erent from the meta-rule. Execution from this term willtransition to the function g of the closure to which e evaluates. Thus, the control part of



108 First-Class Functions: The Language Purethe state after the transition not only depends on the environment part of the state beforethe transition, as is the case with conditionals, but is actually taken from the environment.This relationship is no problem for the meta-rule formulation of a transition system,because it is just another example of how one state in an execution depends in somefashion on the previous in the execution. But such transitions are di�cult to express asa single-step transfer relation because the transfer relation itself is already parameterizedover the two control points, in this case terms. In other words, when de�ning �t;g,specifying all transitions from a state at t into the function g (recall that the controlpoint g is identi�ed with g's body), one cannot express how the control point g dependson the environment at the beginning of the transition, because g is �xed.In all transitions inMini-C and all other transitions in Pure, the only dependency of thecontrol part of the latter state on the store part of the former state (or environment part,in the case of Pure) is for conditionals, in which the store (or environment) in the formerstate determines which one of two possible control points is in the latter state. In contrast,function application is fundamentally more di�cult. The reason is that the control point(or term, in Pure) to which execution proceeds is part of the store (or environment)itself. Thus, given an application term t = e(~e), one cannot extract the function g from eas in the meta-rule; rather, one must de�ne �t;g to implement the appropriate conditionthat e will indeed evaluate to a closure whose function is g.This suggests a de�nition of the form�(e(~e));g = codeg(e)? �for some �. The choice of � brings up the second di�culty with functions, and this timenot limited only to �rst-class functions. Namely, the transition from function applicationto function body is the only time in which the environment is changed wholesale. This,too, is somewhat at odds with our particular language of transfer relations. We providedparallel assignment in the language of transfer relations to express a store modi�cation,but not to replace an entire store with a new one. It is not as bad as it seems, however,because Pure uses environments, which contain only variable bindings. Furthermore,one can easily show that the only variables bound (to a non-undef value) when executionis at a term t are the variables in the lexical scope of t, a well-known concept that we donot de�ne formally here.Therefore, one solution would be to de�ne a new nullary primitive operation undef thatevaluates to value undef and then de�ne � to bind all variables in the scope of e(~e) toundef and all variables in the scope of g to their appropriate value, with the latter takingprecedence over the former for any variables in both scopes.However, we choose a di�erent solution, largely for practical reasons. The bisimulationabove tells us that in any transition to g it is su�cient to ensure only that all free variablesof g are bound correctly. The resulting execution may not be identical to the one given bythe meta-rules, but will be equivalent modulo the bisimulation relation �. It is also easyto see that this does not a�ect the �nal result of the program. So we have the following



6.4 Semantics 109de�nition. �(e(~e));g = codeg(e)? z1; : : : ; zn 7! e1; : : : ; enif g = x(~y) = t, fz1; : : : ; zng = FV(t), andei = 8><>: e if zi = x(~e)j if zi = (~y)jenvzi(e) otherwiseThus, the assignment relation, instead of replacing the environment wholesale, as donein the meta-rule, simply ensures that all of the free variables of the function are boundcorrectly.� if e then t else t0. This case is just like the meta-rules; there are two single-step transferrelations, one from this term to t �ltering the true condition, and the other from thisterm to t0 �ltering the false condition:�(if e then t else t0);t = e? ��(if e then t else t0);t0 = e> �Recall that e? � is an abbreviation for e? � ; , and e> � is an abbreviation fore? ; � .Symbolic evaluation of codeg and envzWhenever one adds a new primitive operation to Primop, one needs to de�ne its symbolicevaluation. Almost all primitives are context-independent, and it is safe to use the identityfunction for their symbolic evaluation. This is the case with closureg;~z, codeg, and envz, but inthe case of the latter two it is important to perform some simple but very useful simpli�cations.We de�ne their symbolic evaluations as follows.genvzi(closureg;(z1;:::;zn)(e1; : : : ; en)) = eigcodeg(closureg0;~z(e)) = ( true if g = g0false otherwiseThis is similar to the symbolic evaluation of �i that selects the ith component of a tuple.e�i((e1; : : : ; en)) = eiWe will see why these simpli�cations are important in the following example.



110 First-Class Functions: The Language PureA small exampleConsider the Pure program rec g in f(1)where g = (f(x) = x + y):By the meta-rule formulation of the transition-system semantics, the execution of this programin an environment in which y is bound to n proceeds as follows.(rec g in f(1);fy 7! ng )7�! (f(1) ;ff 7! hg; fy 7! ngi; y 7! ng )7�! (x + y ;ff 7! hg; fy 7! ngi; x 7! 1; y 7! ng)There are two transitions in this execution. The �rst one is described by the transfer relation�(rec g in f(1));(f(1)) = f 7! closureg;(y)(y)and the second one is described by the transfer relation�(f(1));g = codeg(f)? x 7! 1 :The composition of the two transitions is described by the transfer relation�(rec g in f(1));(f(1));g = �(rec g in f(1));(f(1)) � �(f(1));gIf the symbolic evaluations of codeg and envz performed no simpli�cations, then the � wouldreturn codeg(closureg;(y)(y))? f; x; y 7! closureg;(y)(y); 1; envy(closureg;(y)(y))as this composition, which is correct but extremely cumbersome. However, with the symbolicevaluations we de�ned above, � returnsf; x; y 7! closureg;(y)(y); 1; ywhich exploits the fact that the called function is known in order to both eliminate the dynamiccondition on the control 
ow and to propagate statically the value of y through the closure.A subtle point that is unrelated to these symbolic simpli�cations concerns the �nal bindingof f. Note that:� In the execution trace of 3 states shown above, the �nal environment contains a bindingfor f.



6.4 Semantics 111� The transfer relation shown immediately above describes that the net e�ect of this length-3 control path includes an assignment to f.� The value bound to f is the same in both cases.This may seem exactly as expected. After all, we did describe the meta-rules and the single-steptransfer relations as alternate formulations of the same transition-system semantics. But as itturns out, the fact that the net e�ect of both formulations on f are equivalent is an accident inthis case. The explanation lies in the bisimulation relation we de�ned earlier. For this case:� In the meta-rule formulation, the second transition does a whole-scale replacement of thecaller's environment with the closure of the callee and then extends this environment withboth f and x, representing the passing of those two values to the callee.� In the transfer-relation formulation, the second transition binds the free variables of thefunction body, which is the set fx; yg, but does not remove the binding of f that waspresent in the caller's environment.In this case, the two bindings of f happen to be the same, but this will not generally be thecase. However, the bisimulation relation tells us that in a state at term t we may simply \�lterout" all bindings of variables not in FV(t), and then the correspondence between the meta-ruleformulation and the transfer-relation formulation will be exact.In this case, we could thus view the transition trace as(rec g in f(1);fy 7! ng )7�! (f(1) ;ff 7! hg; fy 7! ngig)7�! (x + y ;fx 7! 1; y 7! ng )and the composed transfer relation as x; y 7! 1; y :As a �nal note, we make a note about the �nal state of execution. In general, the �nal stateof an execution is a state (e; �)and the resulting value of the execution is a value v such thate `� v:In the transfer-relation formulation, we may use E to obtain an expression that represents thevalue of a term in terms of the free variables of the term. In the example above, this correspondsto E (x + y) f; x; y 7! closureg;(y)(y); 1; ywhich returns 1 + y:



112 First-Class Functions: The Language Pure6.5 Variable Renaming vs. ClosuresThe semantics that we have given for Pure does not involve variable renaming. For instance,the term let x = 1 in x + zand the term let y = 1 in y + zare distinguished apart in Pure, although they di�er merely by the choice of variable name. Infact, these two distinct terms induce two distinct families of transitions. The �rst term inducesthe family of transitions (let x = 1 in x + z; �) 7�! (x + z; �[x 7! 1])ranging over environments �, while the second term induces the family of transitions(let y = 1 in y + z; �) 7�! (y + z; �[y 7! 1]):But this may seem strange. If � already has a binding for the variable in question (x forthe �rst case and y for the second case) then what assurance do we have that that binding isno longer needed and may be discarded by the environment update? One may expect insteada meta-rule for let-binding transitions that looks something likee `� v � x0 = undef(let x = e in t; �) 7�! (t[x0=x]; �[x0 7! v])where t[x0=x] substitutes the variable x0 for all free occurrences of the variable x. Note that therule does not have the syntactic non-interference condition x0 62 FV(t) because it is covered bythe semantic non-interference condition that � x0 = undef. The notion of variable renaming isbased on �-conversion of the �-calculus [Bar84].We can get away without variable renaming, however. First we describe how we achieve thisand compare this choice with a semantics based upon variable renaming, and then we explainwhy it is desirable for our purposes of program analysis to avoid the need for variable renaming.In this section, we will need a notion of how to examine a transition system to determinethat it is reasonable. We will start by de�ning a notion of well formed states, and then weapply the following test to the transition system.De�nition 12 (Preservation of well-formedness) Given a notion of well-formedness onstates, a transition system is said to preserve well-formedness if, for all well formed states  , 7�!  0 implies that  0 is well formed.Our semantics for Pure uses the following notion of well formed states.De�nition 13 (Well formed states (#1)) A state (t; �) is well formed i� � contains thecorrect bindings for all free variables of t (in other words, all x 2 FV(t)).



6.5 Variable Renaming vs. Closures 113When we say that a binding is \correct" we mean that it is the binding that one would intuitivelyexpect from an execution of the program in question.Now, it is easy to see that the semantics that we have given for Pure preserves well-formedness. For instance, consider the rule for let-binding transitions.e `� v(let x = e in t; �) 7�! (t; �[x 7! v])Note that x 62 FV(let x = e in t) and FV(t) � (FV(let x = e in t) [ fxg). Therefore, if �contains the correct bindings for each y 2 FV(let x = e in t), then �[x 7! v] will contain� the correct bindings for each y 2 FV(let x = e in t) and� the correct binding for x,and thus will contain the correct bindings for each y 2 FV(t).The rule for rec g in t is analogous. It is easy to see that the rule for function applicationworks. e `� v (~e)i `� (~v)i v = hx(~y) = t; �0i(e(~e); �) 7�! (t; �0[x 7! v][~y 7! ~v])Note that � is discarded in the transition. The well-formedness of the state (e(~e); �) thusmerely ensures that function e and the arguments ~e evaluate to correct values. To show thatthe state (t; �0[x 7! v][~y 7! ~v]) is well formed, we must reason that, because �0 came from aprevious well formed state (rec x(~y) = t in t0; �0), that �0 contains the correct bindings for allz 2 FV(rec x(~y) = t in t0) and thus all z 2 FV(x(~y) = t). Therefore, �0[x 7! v][~y 7! ~v] containsthe correct bindings for FV(t).This discussion explains the purpose of closures, which save the bindings in �0 that must berestored upon function application.Alternatively, we could dispense with closures altogether, representing a function at runtime as the function term g instead of the closure hg; �i. This leads to a more complex notionof well formed states.De�nition 14 (Well formed states (#2)) A state (t; �) is well formed i� both� � contains the correct bindings for all x 2 FV(t), and� � contains the correct bindings for all x 2 FV(g) such that � y = g for some variable y.Intuitively, we \
atten out" all the closure environments into a single global environment thatis threaded through the execution. To accomplish this, we will need to create fresh variableson the 
y, which means that we will need to rename variables at run time.



114 First-Class Functions: The Language PureFor instance, the old rule for let-bindinge `� v(let x = e in t; �) 7�! (t; �[x 7! v])no longer works. As, we explained above, x 62 FV(let x = e in t) and thus x may be safelyoverwritten under the �rst notion of well formed states. But with this second, more restrictednotion of well formed states, we cannot be sure that x is not a free variable of some function gin the range of �. Thus, we must rename x to a fresh variable. We showed the resulting ruleearlier in this section: e `� v � x0 = undef(let x = e in t; �) 7�! (t[x0=x]; �[x0 7! v])It is rather easy to see that this rule preserves well-formedness under the second notion becauseit never destroys any values in �.But now we do not need closures, and the rule for function application threads the currentenvironment � through, again renaming the newly bound variables to avoid clashes with vari-ables already bound in �. For simplicity of illustration, we show the case for single-argumentfunctions: e `� v e0 `� v0 v = (x(y) = t) � x0 = undef � y0 = undef(e(e0); �) 7�! (t[x0=x][y0=y]; �[x0 7! v][y0 7! v0])Once again, it is easy to see that this rule preserves well-formedness, because once again werename the bound variables appropriately such that � is extended rather than updated.We have just presented (most of) a di�erent style of transition-system semantics for Purein which we have traded closures for dynamic variable renaming. The resulting semantics isarguably cleaner and more natural, but we have only considered the meta-rule formulation ofthe semantics. To see the fundamental di�culty, consider what the single-step transfer relation�(let x=e in t);tshould be. Without variable renaming it is x 7! e ;but with variable renaming is must be something likex = undef? x 7! eto perform the dynamic test that x does not need to be renamed.But then the composed two-step transfer relation�(let x=1 in let x=2 in t);(let x=2 in t);twill be the empty relation ;



6.5 Variable Renaming vs. Closures 115instead of the expected x 7! 2because the variable x was not renamed along the given length-three control path.So, in summary, the semantics based on variable renaming has the following rami�cationson the transfer-relation form of the semantics:� Whenever an analysis composes the transfer relation for a control path �, it is the re-sponsibility of the analysis to rename (statically) the variables in the terms along � in away that is guaranteed to capture all possible behaviors of any dynamic renaming of theterms in the meta-rule semantics. For instance, in the above length-three control path,the second occurrence of x must be renamed to a variable that is not in FV(t).� A number of tests of the form x = undef will accumulate during composition of a controlpath �, complicating the presentation of the transfer relation. These tests are necessaryfor any �xed control path � because the transfer-relation terms in TR have no facility to bedynamically renamed, and hence each term in TR is de�ned only on initial environmentsfor which the given choice of variables is already satisfactory. But the accumulation ofthese tests is a practical disadvantage.It is because of these factors that we choose a semantics that does not have variable renamingand thus needs closures to store multiple dynamic occurrences of the same static variable.It is possible, however, that there is a di�erent semantic approach, based on a di�erenttreatment of Pure variables in the transfer relations, that would not su�er the above factors.For instance, perhaps the environment could be represented as a list, accessed by de Bruijnindices [dB72] instead of variables.
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Chapter 7Extending Pure with MutableRecords and ArraysImperative features are crucial components of almost all languages, even \functional" languagessuch as Scheme and Standard ML. In this chapter we extend Pure with both assignable arraysand records with assignable �elds. We call the resulting language Impure.7.1 SyntaxWe �rst add some new terms to Pure.t ::= : : :j let x = ff1 = e1; : : : ; fn = eng in t record creationj e:f := e0; t record �eld assignmentj e:f record dereferencej letarray x in t array creationj e[e0] := e00; t array updatej e[e0] array dereferencef 2 Field �eld namesThe array-creation term creates an array whose elements are initially the unde�ned value undef.For simplicity, arrays do not have bounds and are conceptually in�nite.7.2 DiscussionRecords in Impure are not like records in SML; the former are mutable, but the latter areimmutable. It would be simple to add SML records, because they are just a variant on tuples.



118 Extending Pure with Mutable Records and ArraysLike Pure tuples, there would be a special kind of value to model immutable records, supportedby context-independent primitive operations.In Section 4.5, we gave a discussion of various kinds of errors, and the way in which theywould be handled with our semantic methodology. We now return to some of these points.It may seem strange that arrays are in�nite, and that its elements are initially undef. Incontrast, the array creation function in SML takes both a size argument and an argument pro-viding the value to which all elements are initialized. It is not di�cult to add a size componentto our arrays, which could be checked at run time for out-of-bounds errors. But an initializationvalue would require a model for arrays that includes an explicit default value. This would renderthe dereference and assignment operations nonuniform, and thus their syntactic occurrences intransfer relations would be cumbersome. Therefore, we require that programmers write theirown initialization routine.This language is rather primitive in that there is no static typechecking on records andarrays do not have bounds. For instance, the Impure programlet x = fcar = 1; cdr = 2gin x:bad := 3; t�rst creates a two-�eld record and then adds a third �eld. Also, the programlet x = fcar = 1; cdr = 2gin let y = x:bad in tactually binds y to the unde�ned value undef and proceeds to execute t. The behavior of arraysis similar. For instance, the Impure programletarray xin let y = x[3]in x[200] := 55; x[200]binds y to undef (dereferencing an uninitialized array element), assigns 55 to the array element200, and then successfully dereferences the element, returning 55 as the result of the program.Of course no reasonable language would function in this manner. Augmenting this languagewith a static type system similar to SML would reject programs that referenced incorrect �eldnames. But the situation with arrays is more serious, as proper handling of both uninitial-ized elements and bounds checking must be relegated to run-time, and thus to the dynamicsemantics. Our decision to simplify the situation by using in�nite arrays is a compromise aimedto simplify the transfer relations that we will develop to model the dynamic semantics of thelanguage. A full language would have a mechanism for exception handlers, to which controlwould 
ow in the case of array-bounds errors.7.3 Syntax Simpli�cationAs with Mini-C, it will be more convenient to de�ne the semantics of these new features if werewrite the syntax to conform more closely to our language of transfer relations.



7.3 Syntax Simpli�cation 119We would like to consider the terms e:f and e[e0] as expressions. To do this, we need to addthe following primitive operations to Primop.� All �eld names f 2 Field as constant nullary operations.� The context-dependent binary operation deref.Now we rewrite the term e:f as the expression deref(e; f) and the term e[e0] as the expressionderef(e; e0).Similarly, we consider the e:f on the left-hand side of a record-�eld assignment to be anl-expression and rewrite the e[e0] on the left-hand side of an array assignment as the l-expressione:e0.Our next transformation is to \compile" a record-allocation term in exactly the same wayas we did for Mini-C. To review, we need the following:� for each natural number m, a pointer value hmi 2 Val� the unary primitive operation ptr that casts an integer m to the pointer hmi (formally,ptr(m) ,! hmi), where we write hei for ptr(e)� a distinguished value � 2 Val, to be used only in the reference �:� (written as 3) whichis initialized to 1 at the beginning of execution and always holds the integer of the nextfree pointer on the heapWe now perform the following transformation of a Pure program t. We �rst transform theprogram to let 3 = 1 in tand then rewrite every subtermlet x = ff1 = e1; : : : ; fn = eng in tin t as the term let x = h3iin x:f1 := e1; x:fn := en; 3 := 3 + 1; tNext we \compile" arrays in a similar fashion. We rewrite every subtermletarray x in tas the term let x = h3i in 3 := 3 + 1; t:Note that this treatment of allocation does not equate as many programs as one mightreasonably expect. For instance,let x = fcar = 3; cdr = 4g in y



120 Extending Pure with Mutable Records and Arraysand let x = fcar = 1; cdr = 2g in let y = fcar = 3; cdr = 4g in yhave di�erent meanings because they use di�erent pointer values to construct the record boundto y. This is a simple case of the well studied problem with full abstraction for languages thatcombine assignment and procedures [OT95, Sie94].At this point, we have simpli�ed the new imperative constructs into a set of primitiveoperations and a generic assignment term. Here is the �nal extension of Pure syntax fortransformed Impure programs.t ::= : : :j e:e0 := e00; t assignmentp ::= : : :j f �eld name (nullary)j deref dereference (binary)j ptr allocation (unary)7.4 SemanticsThe semantics of Pure required only an environment mapping variables to values. But likeMini-C, the mutable data structures require the expressiveness of stores. There are thus twosteps to de�ne the semantics of these new imperative features:� Recast the semantics of Pure in terms of stores rather than environments, in order tosupport the mutable data structures of Impure.� Give the semantics of the assignment term e:e0 := e00; t.It is fairly straightforward to recast the semantics of Pure to use stores instead of envi-ronments. As we described in the design of Pure, an environment is just a restricted form ofstore. Indeed, the isomorphism Store ' Env � Heapwhere Heap = Val� Val! Valmakes this recasting convenient. The \heap" handles the bindings of references.1 Below arethe meta-rules of Pure rewritten such that a state pairs a term with a store rather than withan environment: State = Term � Store1Note that in the literature, a heap is often called a store. But we have already used the term \store" forsomething else.



7.4 Semantics 121In the following meta-rules, we freely switch notation between the isomorphic forms � 2 Storeand (�; 
) 2 Env� Heap. The only rules that are not essentially identical to the correspondingrule of Pure are those for function creation and application. The interesting part about thoserules is that only the environment component of the store is saved in the closure and restoredupon application; the \heap" component is instead threaded through.e `� v(let x = e in t; �) 7�! (t; �[x 7! v])� ' (�; 
)(rec x(~y) = t in t0; �) 7�! (t; �[x 7! hx(~y) = t0; �i])e `� v (~e)i `� (~v)i v = hx(~y) = t; �0i � ' (�; 
)(e(~e); �) 7�! (t; (�0[x 7! v][~y 7! ~v]; 
))e `� true(if e then t else t0; �) 7�! (t; �)e `� false(if e then t else t0; �) 7�! (t0; �)All that remains is to give the rule for the generic assignment term, which is quite straight-forward: e `� v e0 `� v0 e00 `� v00(e:e0 := e00; t; �) 7�! (t; �[v:v0 7! v00])Again, we would like to give a formulation of this transition system in terms of single-steptransfer relations instead of meta-rules. Because we designed transfer relations to be relationson stores and not simply environments, the single-step transfer relations for Pure work withoutchange for Impure. But recall that those de�nitions made use of the bisimulation relation �on both values and stores. So, two tasks remain:� Extend the bisimulation relation to states with stores.� De�ne the single-step transfer relations for the generic assignment term.The �rst task is straightforward; two heaps are similar if all corresponding nodes (values) aresimilar. This is given by the following de�nition.De�nition 15 (Similar states with general stores) Two states (t; (�; 
)) and (t0; (�0; 
0))are said to be similar (written (t; (�; 
)) � (t0; (�0; 
0))) if (t; �) � (t0; �0) and 
(v:v0) � 
0(v:v0)for all values v; v0 2 Val.



122 Extending Pure with Mutable Records and ArraysThe second task is also straightforward, as it is very similar to the assignment statement inMini-C. �(e:e0:=e00; t);t = e:e0 7! e00Note that the transfer relations conceptually treat both let binding and assignment as specialcases of assignment of l-expressions.7.5 Final Words on First-Class FunctionsWe have seen several ways in which our model of a language with �rst-class functions is not quitenatural. For one, the transfer relations that save an environment in a closure and restore theenvironment upon function application process each free variable separately. This approach isan artifact of the natural choice to model language variables with store variables. Alternatively,one could model an environment as a record whose �eld names are the language variables, andmaintain only a single store variable E that is always bound to the environment. This requiresan extra level of indirection, through E, for variable operations. But for that price, one gainsthe ability to save and restore environments in closures easily, because they are simply records.Related to this issue is the l-value 3 that points to the index of the next free heap location,used for the creation of new records and arrays. In Mini-C, we used the variable H for thispurpose, but we cannot use a variable in a language with �rst-class functions because in thatcase it could be saved in a closure and restored on function application. Instead, we need aglobal assignable variable. To avoid the need to treat a distinguished variable di�erently fromall others, we instead chose to use a reference 3 = �:�. Again, this problem would have a nicersolution if we modeled environments as we suggested in the preceding paragraph. Then therewould be only two variable bindings in the store: E, bound to the current environment, and H,bound to the index of the next free heap location.



Part IVAnalysis Applications





Chapter 8Multi-step Program Analysis
In Chapter 1 we isolated a methodological di�culty with program analyses: they apply anabstraction between every execution step of the analyzed program. We explained that thisseverely cripples the quality of an analysis on source programs for which a desired property istemporarily weakened during a period of a few program steps. As an example, we gave a simpleanalysis of the signs of integer-valued variables, but we also explained that this is a problemfor other kinds of analyses, such as shape analyses.For instance, consider the following Impure program that destructively reverses a binarytree. 1 rec reverse(x; k) =2 if leaf(x)3 then k()4 else rec k1() =5 rec k2() =6 let temp = x:l7 in x:l := x:r;8 x:r := temp;9 k()A in reverse(x:r; k2)B in reverse(x:l; k1)C in reverse(x; k)One would like a shape analysis to determine that when reverse is called with a data structurethat actually is a binary tree, that the data structure is still a tree on termination of theprocedure. Most shape analyses cannot determine this information. To our knowledge, only[SRW96] can achieve this result, but it is highly specialized for this and similar cases andrequires quite restrictive conditions, as explained in Section 1.1.But for now we wish to point out why this program is so di�cult to analyze. Consider the



126 Multi-step Program Analysisfollowing informal description of what happens every time execution reaches term 6.6 : x is a tree with subtrees L and R7 : x is a tree with subtrees L and R8 : x is not a tree: its left and right links both point to subtree R9 : x is a tree with subtrees R and LProgram analyses infer, or abstract, a property at every step, and so it is di�cult to cope withthe states at term 8. An analysis would need to have the ability to describe the special propertyat 8 with su�cient detail to infer that the assignment at 8 changes x back to a tree. In fact,that is what [SRW96] does to solve this particular problem.But there is a much more general solution, and that is to avoid the necessity to infer aproperty at every step, and instead allow multiple steps of execution before abstracting. Inorder to explain why this is not already a part of program-analysis methodology, we must takea step back and examine the foundations of semantics-based program analysis.8.1 A Review of Abstract InterpretationAbstract interpretation [CC77] is a general framework for expressing semantics-based programanalyses. In fact it is more than that; it is a general framework for relating di�erent semanticsof a language, some of which may be e�ectively computable for all programs and therefore ingeneral approximate, or inadequate, as a semantic de�nition of the language. Such computable\semantics" are program analyses, and with abstract interpretation they are always related tosome adequate semantics of the language.A semantics of a language is a functionM2 Prog ! SemObjmapping program texts to semantic objects. The main observation of abstract interpretationis that M[[P ]] is usually de�ned as a �xed point, and the potential that its iterative de�nitionmay be trans�nite directly re
ects the potential that P may not terminate. In other words,M[[P ]] = �x (S[[P ]])where S 2 Prog ! SemObj! SemObjand SemObj is equipped with a partial order and �x computes some �xed point of its parameter|usually the least, but sometimes the greatest, depending on the particular semantics.Abstract interpretation explains how to relate such a semantics to a more abstract semantics.One �rst designs a partial order dSemObj of abstract semantic objects and then de�nes thefunction � 2 SemObj! dSemObj



8.2 Abstract Interpretation of Transition Systems 127called the abstraction function that projects a semantic object onto the abstract semanticdomain. If � is additive, then one can induce a unique corresponding concretization function
 2 dSemObj! SemObjde�ned as 
 y = tSemObjfx 2 SemObj j (�x) v dSemObj ygthat \coerces" an abstract semantic object into the more concrete semantic domain. Then from[CC79], the function Ŝ 2 Prog ! dSemObj! dSemObjde�ned as Ŝ[[P ]] = � � S[[P ]] � 
corresponds to S in such a way that the �xed point �x (Ŝ[[P ]]) is an abstraction of the semanticsM[[P ]]. In other words, �(M[[P ]]) implies the property �x (Ŝ [[P ]]). We omit the formal detailsof this correspondence and refer the reader to [CC79]. Intuitively, an abstract semantic objectis like a semantic object, but with some information missing, and Ŝ[[P ]] �rst applies S[[P ]] tothe information still present and then abstracts the result. We give an example below.Sometimes, the information missing from abstract semantic objects is not necessary tomodel the language. For instance, much of the study of pure semantics is concerned with�nding semantic objects that are as abstract as possible while still adequate as a semanticde�nition; the ultimate goal here is full abstraction [Mul87]. But for the purpose of programanalysis, it is necessary to abstract away crucial information for the sake of computability. Thechoice of what to abstract away de�nes the program analysis.A central intuition is that the function S[[P ]] typically corresponds in some sense to a \step"of an execution of P . We cannot formalize this correspondence because that would require asemantic de�nition of \execution step" in the �rst place, resulting in a meaningless circularde�nition. Nevertheless, this intuition is an invaluable aid in visualizing a semantic de�nition.In fact, the word \interpretation" in abstract interpretation comes from this intuition, becauseone can view the repeated applications of S[[P ]] in its iterative �xed-point computation as thesteps of an interpreter, or an \abstract interpreter" in the case of Ŝ[[P ]].8.2 Abstract Interpretation of Transition SystemsThe preceding discussion does does not specify or even impose any serious limitations on thesemantic objects. Because the seminal work on abstract interpretation ([CC77]) uses a rathersimple transition-system semantics for expository purposes, abstract interpretation is oftenmisunderstood to be limited to 
owchart-based semantics of while-loop languages. However,appearing soon after that seminal paper, Patrick Cousot's thesis ([Cou78]) showed the fullmaturity of the framework.



128 Multi-step Program AnalysisBut in Chapter 4 we argued that a transition system is indeed particularly useful as abasis for program analysis, despite much work elsewhere. Our methodology is designed aroundtransition-system semantics, and so we would like to examine abstract interpretations based ontransition systems.As explained in Chapter 4, a state of a transition system is a pair of a control point and astore: State = CtrlPoint� StoreThe transition relation de�nes the single execution steps of a particular program P as pairs ofstates: 7�! � (State� State)As introduced in Chapter 1, the transition-system semantics of a language is a functionM2 Prog ! P(State�)that, given a program P , returns a set of �nite execution pre�xes, represented as state sequences,de�ned inductively by unfolding the transition relation from a base set of initial states (length-one sequences): ~ : 2M[[P ]]  7�!  0~ : : 0 2M[[P ]]Above, we claimed that M[[P ]] should be expressible as a �xed point �x (S[[P ]]). Here,S[[P ]] 2 P(State�)! P(State�)is the function S[[P ]] ~	 = ~	 [ f~ : : 0 j ~ : 2 ~	 ^  7�!  0gde�ned by the above rule to perform one inductive application of the rule. Then the semanticsM[[P ]] of program P is the least �xed point of S[[P ]] above a set 	0 of initial states, and isprecisely the set of (unbounded) �nite pre�xes of executions starting at 	0.For the purposes of abstract interpretation, the set SemObj of semantic objects is the setP(State�) of sets of �nite execution sequences, ordered by inclusion. An abstract interpretationmust provide a partial order dSemObj of abstract semantic objects and an abstraction function� 2 P(State�)! dSemObj:The rest of the abstract interpretation is mechanical. Suppose 	̂ is the least �xed point of(� � S[[P ]] � 
) 2 dSemObj! dSemObjabove an initial abstract semantic object 	̂ 2 dSemObj such that 	0 � (
 	̂). Then as weexplained in the previous section, 	̂ abstracts M[[P ]]. In other words, �(M[[P ]]) implies theproperty 	̂, or, equivalently, M[[P ]] � (
 	̂).



8.3 Invariant Properties 1298.3 Invariant PropertiesMost program analyses compute invariant properties, or properties of the states that occurduring program execution. In this case, it is convenient to perform the above abstraction intwo steps. The �rst step abstracts a set of execution sequences by the set of states appearingin the sequences. In other words, the abstract semantic object is P(State), and the abstractionfunction � 2 P(State�)! P(State)is de�ned as � ~	 = f j 9~ 2 ~	:  appears in ~ g:The concretization function 
 2 P(State)! P(State�)is induced from � as described above. Pushing this through abstract interpretation de�nes afunction S 2 Prog! P(State)! P(State)de�ned as S[[P ]] 	 = f 0 j  2 	 ^  7�!  0gwhose least �xed point M[[P ]] 2 P(State) above a set 	0 of initial states is precisely the set ofstates reached during an execution from an initial state in 	0.An invariant property is thus a superset of M[[P ]], which is given by an abstract interpre-tation.8.4 An ExampleAs an example, we consider the example in Chapter 1 of the analysis of the signs of integervariables. In this example, an execution state comprises a control point, specifying the syntacticpoint of execution, and an environment. 2 State = CtrlPoint� EnvThe step function S[[P ]] of a program P maps a set of states to their successors as given in theprevious section. The semanticsM[[P ]] is the least �xed point of S[[P ]] above f(C0; �0)g; it is theset of states reachable during an execution from the initial control point C0 and environment�0. Following the example in Section 1.1, we de�ne an abstract semantic object as a table ofsign environments indexed by control point.	̂ 2 dState = CtrlPoint! Var! Sign



130 Multi-step Program AnalysisHere, Sign is the complete lattice given in Section 1.1. The function � 2 P(State) ! dStateabstracts a set of states by choosing for each control point C and variable x the strongest signproperty satis�ed by all bindings of x in environments at C.�	C x =^fn̂ 2 Sign j (C; �) 2 	) (� x) = n) n 2 n̂gHere is an example of an abstraction of a set of three states, two of which have the same controlpoint. � 0B@f(C1; [x; y 7! 2; 3]);(C1; [x; y 7! �1; 4]);(C2; [x; y 7! 0; 0])g 1CA = "C1;C2 ! [x; y 7! int; pos];[x; y 7! zero; zero] #As we explained above, the concretization function 
 2 dState! P(State) in induced from � as
 	̂ = f j � f g v 	̂gwhere v is pointwise inclusion (in other words, pointwise property implication), but for illus-tration we give the alternate de�nition that intuitively expands the sign properties into theintegers that they represent:
 	̂ = f(C; �) j (� x) = n) n 2 (	̂C x)gAnother way of thinking about 
 is that it speci�es the states that are consistent with the givensign properties.Next, Ŝ[[P ]] is de�ned mechanically:Ŝ[[P ]] = � � S[[P ]] � 
In other words, Ŝ[[P ]], given an abstract semantic object 	̂, �rst applies 
, yielding all the statesconsistent with the sign properties in 	̂, then applies the transition relation 7�! to these states,yielding their successors, and �nally applies � to these successor states, abstracting them by asemantic object 	̂0 describing their sign properties.Given an initial abstract semantic object 	̂0 such that (C0; �0) 2 (
 	̂0), the least �xedpoint of Ŝ[[P ]] above 	̂0 gives sign properties that hold during the execution of P . For example,if P is the while-loop program presented earlier, the result of the analysis is the the table of�ve sign environments shown in Section 1.1 next to their respective program points, with thelast one corresponding to the \exit" program point.It is worth considering again the analogy given in Section 1.1 of computing the rounded sumof a list of numbers. In this analogy, a semantic object 	 2 P(State) corresponds to a precisereal number, and its abstraction (�	) 2 dState corresponds to the rounding of that number.There is no equivalent of 
 because a rounded real number is still a real number, but in generalwe need 
 to \coerce" a member of dState back into a member of P(State). Then applying Ŝ[[P ]],to take one step of program execution and then abstract, corresponds to processing (adding)the next number from the list and then immediately rounding the result.



8.5 Performing Multiple Steps Between Abstractions 1318.5 Performing Multiple Steps Between AbstractionsAn abstract interpretation computes the �xed point of the abstract step function Ŝ[[P ]]. Onecan write this �xed point as the limit of the sequence:	̂1 = Ŝ[[P ]] 	̂0	̂2 = Ŝ[[P ]] 	̂1 = (Ŝ [[P ]] � Ŝ[[P ]]) 	̂0	̂3 = Ŝ[[P ]] 	̂2 = (Ŝ [[P ]] � Ŝ[[P ]] � Ŝ[[P ]]) 	̂0...This sequence �rst adds in the objects (for instance, states or state sequences) reachable in onestep from 	̂0, abstracts, adds in the objects reachable in the next step, abstracts, and so forth.By the de�nition of Ŝ[[P ]], Ŝ[[P ]] � Ŝ[[P ]] � Ŝ[[P ]]is equivalent to � � S[[P ]] � 
 � � � S[[P ]] � 
 � � � S[[P ]] � 
:This illustrates the abstraction (with �) at every step. But in Section 1.1 we explained thatit is more accurate to defer the abstraction for a few steps. Mathematically, this is easy toexpress: simply remove the occurrences of 
 � � during the desired interval. Thus,� � S[[P ]] � S[[P ]] � S[[P ]] � 
:performs three steps before abstracting, and consequently may yield more accurate results thanapplying Ŝ[[P ]] three times. (The formal justi�cation of this is in [CC92d].) As we explainedabove and in Section 1.1, this increase in accuracy can be striking. This technique yieldedbetter sign properties in our small example of Section 1.1, in which the three steps were thethree assignments of the loop body; but much more importantly, any analysis of propertiesthat might be temporarily lost during execution, such as data shape properties, stands to gainfrom this technique. This class of analyses is quite large.Implementing this technique would seem to be a simple engineering issue: just removethe selected occurrences of 
 � �. This is an illusion, however. The problem is that thefunction Ŝ[[P ]] is speci�ed to be � � S[[P ]] � 
, but is never implemented that way. Indeed,it is not possible to manipulate the semantic objects (members of SemObj, perhaps sets ofstates or state sequences as described above) themselves because they are usually not computer-representable. For instance, consider the sign-analysis example. It is not possible to compute 
,yielding an (almost certainly) in�nite set of states, apply S[[P ]] to �nd their successor states, andabstract the resulting in�nite set of states. Instead, one always designs a monolithic algorithmto compute Ŝ[[P ]], or at least a function above Ŝ[[P ]] in its pointwise ordering, along with asoundness proof. Because this algorithm is cannot be separated into the three stages of 
,S[[P ]], and �, there is no general engineering solution to omit the computation of 
 �� betweentwo iterative applications of the algorithm. We give an example to illustrate this in the nextsection.



132 Multi-step Program AnalysisOne might attempt to attack the problem from the di�erent angle of beginning with asemantics that uses a coarser-grained step function, such asS3[[P ]] = S[[P ]] � S[[P ]] � S[[P ]]:Then the function Ŝ3[[P ]] = � � S3[[P ]] � 
 speci�es an analysis that abstracts only after everythird execution step. However, this di�erent line of attack again encounters a barrier in practice.Although S3[[P ]] is certainly a reasonable mathematical function, any algorithm for Ŝ3[[P ]] mustin general be able to handle all possible combinations of three adjacent steps. For instance,consider just the two interesting adjacent steps in the example of Section 1.1:y := x� 3;x := y+ 5An algorithm that combines these two steps would have to recognize the special pattern oc-curring here that preserves the property that x is positive, and this pattern would have to beincluded explicitly in the algorithm. Again, there does not seem to be a general approach, orat least an approach that is combinatorially reasonable to even specify.To understand this di�culty further, consider a program analysis based on a transition-system semantics. As we explained in Chapter 4 one typically de�nes the single-step transitionrelation 7�! with meta-rules that specify how the individual pieces of program syntax inducetransitions. For instance, the semantics of Pure included the following rule for let-bindingtransitions. (let x = e in t; �) 7�! (t; �[x 7! E [[e]]�])In the typical approach to program-analysis design, one would \bake" the abstraction intosuch a rule. The program analysis designer would hand-design an algorithm that \abstractly"performs this kind of transition. For instance, if dSemObj is the set of tables of sign environmentsindexed by control point, as described above, then a straightforward algorithm to compute Ŝ[[P ]]for some Pure program P will be hard-wired to propagate the sign property of expression eat control point (let x = e in t) to variable x at control point t for each let-binding term inP . This makes intuitive sense|the algorithm is \abstractly interpreting" the let-binding steps.But of course the analysis designer should justify these intuitions by proving that the algorithmfor Ŝ[[P ]] actually implements the function� � S[[P ]] � 
:Hence, the algorithm never directly manipulates states or state sequences, but instead per-forms the function Ŝ[[P ]] in one go, where � and 
 are \baked into" the transition relation 7�!.Note that:1. To apply an existing analysis to a di�erent language, one must separately hand-design anew algorithm for the meta-rules of that language. This is an engineering disadvantage.



8.6 Multi-step Abstract Interpretation with Transfer Relations 1332. Because the abstraction is included in the analysis algorithm and cannot be separatedas a single module, there is no way to perform multiple execution steps abstracting theresult. This is a more serious disadvantage because, as we explained in Section 1.1, it canhave devastating e�ects on the quality of the analysis.The preceding discussion formalizes the intuition behind why both the small program inSection 1.1 and the reverse program at the beginning of this chapter are di�cult to analyzeaccurately. Our solution in Section 1.1 was to change the program itself, rewriting the sequenceof instructions in the loop body with a single parallel instruction. In that way, we achieved ane�ect similar to the S3[[P ]] idea above. Although this \compilation" of the three instructionsinto a single instruction was at the time for expository purposes, we now have the semanticmethodology of transfer relations as a general solution.8.6 Multi-step Abstract Interpretation with Transfer RelationsIn previous chapters, we demonstrated that our language of transfer relations is expressiveenough to model advanced language features such as �rst-class functions and mutable datastructures. We now show that it may be used as a \back end" for a generalized program-analysis methodology based on abstract interpretation in which multiple program steps may beassimilated between abstractions.In Section 8.3 we explained that a common choice of concrete semantic object for programanalysis is a state set (or property). As we described in Chapter 4, in semantic methodologyof transfer relations, a state is a pair of a control point and a store.State = CtrlPoint� StoreA set of states is thus isomorphic to a function from control point C to the set (or property) ofstores occuring in states at C:	 2 SemObj = P(State) ' CtrlPoint! P(Store)Let CtrlPoint be the �nite set of control points occuring in a particular program P . Given abinary relation R, let [R] = �X:fy j x 2 X ^ xRyg. ThenS[[t]] 	C 0 =[C ��C;C0� (	C):Intuitively, the set of stores at control point C 0 comes from the stores at all control points C thatmight precede C 0 by one step in an execution, or in other words by one link in a control-
owgraph of P . But now we can express multiple steps with relation composition. For instanceS2[[t]] 	C 00 = (S[[t]] � S[[t]])	C 00 = [C;C0 ��C;C0 ��C0;C00� (	C) = [C;C0 ��C;C0;C00� (	C):



134 Multi-step Program AnalysisIn general, because the set of control points of a program is �nite, we need only design a joinsemilattice dStore of abstract store properties and an abstraction function � 2 P(Store)! dStore,with induced concretization function 
.	̂ 2 dState = CtrlPoint! dStoreIf � is additive1 then Ŝ[[t]] 	̂C 0 =_C �� � ��C;C0� � 
� (	̂C):But now we may perform any number of steps before abstracting. For instance,Ŝ2[[t]] 	̂C 00 = _C;C0 �� � ��C;C0;C00� � 
� (	̂C):Although the size of this join is O(n2), and in general O(nk) for k steps, a sensible analysiswould only do this in cases such as straight-line code, where it is known beforehand that onlyone control path yields a non-? transfer relation.Thus, an analysis reduces to implementing � � [��] � 
 for any control path � 2 CtrlPoint+.This is done with an algorithm S that describes how any transfer relation maps a pre abstractstore property to a post abstract store property.S 2 TR! dStore! dStoreThen S is a function that, given a transfer relation �� describing control path �, describes howa store property at the control point at the beginning of � propagates through � and yields astore property at the end of �. Conceptually, because S describes the exact net behavior of �,the abstraction step only occurs at the end of �, no matter how long � is.The following picture describes the paradigm of multi-step abstract interpretation.control point store propertyC 	̂C store property at C given by 	̂... ...� execution through control path C;�; C 0... ...C 0 (S�C;�;C0)(	̂C) store property at C 0 after propagationthrough C;�; C 0 and abstraction at C 0Standard abstract interpretation corresponds to the case in which � is always the empty path,and so the propagation is through a single step from C to C 0.As we have described, once one designs the abstract store dStore, the heart of any programanalysis de�ned with the standard methodology of abstract interpretation is the design of an1Usually, � is additive, but otherwise the equality is a property implication and still yields a correct analysis.



8.6 Multi-step Abstract Interpretation with Transfer Relations 135algorithm to \abstractly" interpret each meta-rule of the transition relation 7�! on dStore. Inour methodology, the heart is the design of the S function, which abstractly interprets thetransfer relations in our language TR over dStore. We want S to satisfy(� � [�] � 
) v (S�)where v is pointwise set inclusion. Ideally, the v would be =, but an analysis may alwayssafely weaken the properties. Because our methodology works on the universal intermediaterepresentation of transfer relations, we may at least begin to describe how S should be de�ned,independent of the particular source language or analysis.We assume that dStore is a join semilattice with the false property as its bottom element,written as ?. We also assume that there is a function in Exp ! dStore! dStore that given anexpression e and store property �̂ returns a store property (written e?�̂) that is satis�ed by allstores that both satisfy �̂ and evaluate e to true. In other words,(� 2 �̂ ^ e `� true)) � 2 (e?�̂):We also assume that there is a similar function for false:(� 2 �̂ ^ e `� false)) � 2 (e>�̂)Note that the de�nitions e?�̂ = e>�̂ = �̂trivially satisfy these properties, but in general it may be possible to do better, and so weprovide the facility.Now we may partially de�ne S, independent of the particular analysis or choice of dStore.S�? = ?S ; �̂ = ?S e? � �0 �̂ = (S�(e?�̂)) _ (S�0 (e>�̂))The only remaining case is for assignment relations. Therefore, we have the following \recipe"for the design of a general multi-step abstract interpretation with our methodology.1. Design a join semilattice dStore of store properties.2. De�ne e?�̂ and e>�̂ or use the degenerate de�nitions given above.3. De�ne (S � �̂) for any assignment relation � 2 ATR and store property �̂ 2 dStore such that((� � [�] � 
) �̂) � (S � �̂).Then, as we described above, one may perform a classical abstract interpretation by using thesingle-step transfer relations de�ned by the semantics of the source language, or one may chooseto compose these transfer relations for better precision over selected control paths. It is up to



136 Multi-step Program Analysisthe analysis designer to pick which control paths are of interest, but we suggest a strategy ofcomposing all paths in the control-
ow graph of the source program in which only the �rstand last nodes have multiple incoming edges (candidates for looping points) and performingan abstract interpretation to compute the properties (via �xed-point iteration) for just thosenodes. Such paths roughly correspond to so-called extended basic blocks [ASU86]. Note thatsuch a strategy would automatically compose the sequence of three assignment statements thatposed a problem in the example at the beginning of this chapter. All that remains to solve thatexample, for instance, is to adapt an existing store analysis such as [GH96].8.7 Value AnalysisIn this section, we isolate a subcase of our our methodology for value analyses. The sign analysisof Section 1.1 and Section 8.4 is a simple kind of value analysis. Recall that a store is a functionfrom l-value to value. In a value analysis, a store property is de�ned in terms of a set dVal ofvalue properties (sets) as follows.�̂ 2 dStore = dLval!dValŵ 2 dLval = Var [ (dVal�dVal)A member of dLval speci�es an l-value property (set) as followsx 2 x v 2 v̂ v0 2 v̂0(v:v0) 2 (v̂:v̂0)The abstraction function � 2 P(Store)! dStoreis de�ned as �� ŵ =^fv̂ 2dVal j (� 2 � ^ w 2 ŵ)) (� w) 2 v̂ggiven a lattice dVal of value properties.In our example of sign analysis, dVal = Sign as given in Section 1.1, and we assumed thatthe only l-values were variables (in other words, dLval = Var).The main algorithm that the analysis designer must provide for a particular value analysisis a function P̂ 2 Primop! dStore!dVal� !dValthat \abstractly evaluates" primitive operations. It must satisfy the following conditionCondition 2 (Safety of P̂) It must be the case that0@ ^1�i�n vi 2 v̂i1A ^ (� 2 �̂)) (p(v1; : : : ; vn) ,!� v)implies that v 2 P̂[[p]]� (v̂1; : : : ; v̂n):



8.7 Value Analysis 137Note that the store parameter of P̂ may be ignored for context-insensitive primitive operations,which will typically make up the vast majority of primitive operations in any application of ouranalysis methodology. For instance, the following is a partial de�nition of P̂ for the (context-independent) operation + for sign analysis (where we omit the unused store parameter):P̂[[+]] (pos; int) = intP̂[[+]] (pos; nonneg) = posP̂[[+]] (pos; nonpos) = intP̂[[+]] (pos; pos) = posP̂[[+]] (pos; zero) = posP̂[[+]] (pos; neg) = intP̂[[+]] (pos; none) = noneWe mechanically extend this notion of abstract evaluation to expressions and l-expressions asfollows. Ê 2 Exp! dStore!dValL̂ 2 Lexp! dStore!dValÊ[[x]] �̂ = �̂ xÊ[[p(e1; : : : ; en)]] �̂ = P̂[[p]] �̂ (Ê[[e1]] �̂; : : : ; Ê[[en]] �̂)L̂[[x]] �̂ = xL̂[[e:e0]] �̂ = (Ê[[e]] �̂):(Ê[[e0]] �̂)Lemma 10 For all e 2 Exp and v 2 Val,(� 2 �̂ ^ e `� v)) v 2 Ê[[e]] �̂;and for all l 2 Lexp and w 2 Lval,(� 2 �̂ ^ l `� w)) w 2 L̂[[l]] �̂:Proof: Straightforward induction based on the safety condition of P̂. 2The next step in our \recipe" is to provide the two boolean �lter functions, which are de�nedas follows. e?�̂ = ( �̂ if true 2 (Ê[[e]] �̂)? otherwisee>�̂ = ( �̂ if false 2 (Ê[[e]] �̂)? otherwiseThe �nal step is to provide the functionS 2 ATR! dStore! dStore



138 Multi-step Program Analysisthat describes how, given an assignment relation �, one store property evolves into anotherfrom the assignments in �. To do this, we must assume that we have the following operationson dVal. !v̂ test if v̂ 2dVal is a singleton setv̂ 1 v̂0 test of nonempty intersection in dVal: v̂ \ v̂0 6= ;We extend the last two to dLval mechanically as follows.!x (all variables are singletons)!(v̂:v̂0) if !v̂ ^ !v̂0x 1 x (all variables intersect with themselves)v̂1:v̂01 1 v̂2:v̂02 if (v̂1 1 v̂2) ^ (v̂01 1 v̂02)Now we can de�ne the S algorithm.S l1; : : : ; ln 7! e1; : : : ; en �̂ ŵ = 8><>: Ê[[ei]] �̂ if (ŵ 1 ŵ0)^ !ŵ^ !ŵ0where ŵ0 = L̂[[li]] �̂(�̂ ŵ) _WfÊ[[ei]] �̂ j ŵ 1 L̂[[li]] �̂g otherwiseSome important kinds of analyses are not value analyses. A good example is the shapeanalysis with which we began this chapter. We leave the adaption of such analyses to TR asfuture work.



Chapter 9Analyzing ExpressionsIn Chapters 2 and 3, we gave a framework for designing a language of transfer relations pa-rameterized by a set Primop of primitive operations, and we gave an algorithm to compose onetransfer relation � with another �0 to get a third transfer relation �00 = � � �0. In Chapter 4we further described a semantic methodology in which� �� is a term representing the net behavior (modeled as a modi�cation to a store) of anysegment of execution through control path � (a string of control points),� ��0 is a term representing the net behavior of a segment corresponding to control path�0, and� if � ends with the same control point with which �0 begins, ��;�0 = �� � ��0 representsthe net behavior of the �rst execution segment followed by the second execution segment.(Recall that a control path �1; C ending with control point C may be combined with acontrol path C;�2 beginning with C with the ; operation as (�1; C); (C;�2) = �1; C;�2.)For program analysis, composing transfer relations thus forms the core of reasoning aboutadjacent pieces of code, or even pieces of code that are not syntactically adjacent, but thatmight follow each other in an execution. An example of the latter is a piece of code thatleads to a function call, followed by a piece of code at the beginning of the function body.We formalized these concepts in Chapter 4, which presented a methodology of programming-language semantics based on transfer relations. This methodology provides a uniform way tocompute the transfer relation for any �nite control path in a program. We demonstrate thismethodology in Chapters 5, 6, and 7 for imperative and functional programming languages.In this chapter, we show how one can use this methodology to analyze how the valuesof an expression change during program execution. This will turn turn out to be relativelystraightforward for �xed �nite control sequences, but rather subtle for executions that arein�nite, or at least potentially in�nite.



140 Analyzing Expressions9.1 Analyzing Finite Control PathsGiven a program in any language that has been de�ned using the semantic methodology ofChapter 4|and given any �nite control path � 2 CtrlPoint+, one can compute a transferrelation �� 2 TR that gives a description of how a store at the start of � can change into astore at the end of �. If all of the primitive operations in the language are deterministic, as is thecase forMini-C, Pure, and Impure, and as will likely be the case for any reasonable language,then �� will be an exact description, in that it de�nes the semantics of the control path �.In Chapter 3, we called this a translation. If the language includes nondeterministic primitiveoperations, then �� will not necessarily be an exact description, but it will be a superset of thesemantics of the control path �; in other words, all possible executions along control path � willbe represented in ��. In Chapter 3, we called this an upper approximation. In this chapter, wewill assume that all primitive operations in the source language are deterministic.Much of the �eld of static program analysis is centered around the common motivation ofanalyzing the values of variables or expressions. Usually this is done with a �xed-point compu-tation, as in abstract interpretation. But in this chapter we present an alternate approach.Suppose that one wants information about the value of x 2 Var when execution reaches theend of control path �. In our methodology, one computesEx��:The result is an expression e such that in any possible execution fragment through control path�, e at the beginning of that execution fragment is semantically equivalent to x at the end ofthat execution fragment. If Primop is nondeterministic, then e is an upper approximation ofx, in that it is guaranteed to evaluate before the execution fragment to any value to which xevaluates after the execution fragment. In general, x can be an arbitrary expression; it neednot be a variable. In other words, E e0��is an expression e such that in any possible execution fragment through control path �, e at thebeginning of that execution fragment is semantically equivalent to e0 at the end of that executionfragment. These properties are not new; they are simply rephrasings of Theorem 2. But becausethis notion of expression analysis is a central part of this application of our methodology, weintroduce a new term.De�nition 16 (Transfer of expressions) Ife `� v () e0 `�0 vwhenever execution from store � 2 Store through control path � 2 CtrlPoint+ results in store�0 2 Store, then we say that � transfers e to e0.The following theorems and corollary are the keystone of this chapter.



9.2 Analyzing Adjacent Loop Iterations via Exponentiation 141Theorem 5 For any programming language all of whose primitive operations are deterministic,if �� is the transfer relation for control path � and (E e0��) = e, then � transfers e to e0.Proof: Rephrasing of Theorem 2. 2Theorem 6 If � transfers e to e0 and �0 transfers e0 to e00 then �; �0 transfers e to e00.Proof: Straightforward from the de�nition of expression transfer. 2Corollary 2 For any programming language all of whose primitive operations are determinis-tic, if �� is the transfer relation for control path � and ��0 is the transfer relation for controlpath �0, and if (E (E e0��0)��) = e, then �; �0 translates e to e0.9.2 Analyzing Adjacent Loop Iterations via ExponentiationConsider the Mini-C program while e do sthat repeats the execution of the code s until e becomes true. Suppose s is simply a pieceof straight-line code, and � is the control path that tests if e is true and then performs s.As described in Chapter 5, one can automatically compute a transfer relation �� for � thatrepresents the net behavior of the test of e and execution of s. So,� �� represents the net behavior of any single iteration,� �� � �� represents the net behavior of control path �; �, which is the control path ofany two adjacent iterations,� �� � �� � �� represents the net behavior of control path �; �; �, which is the controlpath of any three adjacent iterations,� etc.We adopt the notation �n to mean n timesz }| {� � � � � � �and the notation �n to mean n timesz }| {�; : : : ; � :Then ��n = (��)n.Suppose that one wants to analyze how the data in a store � at the beginning of the loopbody gets used and updated over a period of three iterations of the loop|in other words, during



142 Analyzing Expressionsany segment of execution along the control path �3. Then one simply computes (��)3, whichgives a description of the store three iterations later1 in terms of �.It is worth pointing out that this is a fundamentally di�erent|and fundamentally advan-tageous|approach from those of standard program analyses. Standard approaches cannotdi�erentiate between an in�nite number of loop iterations, but the above approach can. Forinstance, suppose the loop is while x <> nil do x := x:tlthat traverses x down a list to its end. The semantic methodology in Chapter 4 would compute�� = x <> nil? x 7! x:tlto describe one iteration of this loop. One could then compute, for instance,(��)2 = x <> nil? x:tl <> nil? x 7! x:tl:tlto describe two adjacent iterations, or(��)3 = x <> nil? x:tl <> nil? x:tl:tl <> nil? x 7! x:tl:tl:tlto describe three adjacent iterations.2 The last transfer relation directly provides the followinginformation: During any three adjacent iterations of the loop, the third component of the list towhich x is bound before those iterations is bound to x after those iterations. This is computedand formalized by the E algorithm; one computes:E x�� = x:tlE x (��)2 = x:tl:tlE x (��)3 = x:tl:tl:tlTherefore:� Whenever the loop goes through any one iteration, the value of x:tl (guaranteed byLemma 2 to be unique because all primitive operations are deterministic) at the beginningof the iteration is equal to the value of x at the end of the iteration. In other words, �transfers x:tl to x.� Whenever the loop goes through any two adjacent iterations, the unique value of x:tl:tlat the beginning of the iteration is equal to the value of x at the end of the iteration. Inother words, �2 (which is �; �) transfers x:tl:tl to x.1In general, one might want to examine all of the transfer relations that accumulated during a left-associativecalculation of (��)3|in other words, the transfer relations that correspond to each pre�x of �3. These inter-mediate transfer relations give descriptions of the store with respect to � at all of the intermediate points ofexecution during a sequence of three iterations, as described in Chapter 4.2These computations assume trivial translations C and P that merely reconstruct their terms.



9.3 The Interaction Between E�ects and Exponentiation 143� Whenever the loop goes through any three adjacent iterations, the value of x:tl:tl:tl(again, guaranteed to be unique) at the beginning of the iteration is equal to the value ofx at the end of the iteration. In other words, �3 (which is �; �; �) transfers x:tl:tl:tl tox.In this sense, our methodology provides a way of distinguishing between a potentially un-bounded number of occurrences of the same control path. Even if the length of the list to whichx is bound at the entry of the while loop is unknown, and thus unbounded, the above transferrelation provides precise information about how the binding of x at iteration k relates to thebinding of x at iteration k+3, and this information is valid for any k. Most approaches to pro-gram analysis that are based on �xed-point calculation would ultimately have to approximatethe data structure to which x is bound at the entry of the while loop, and therefore inherentlycannot produce precise information for an unbounded number of iterations.9.3 The Interaction Between E�ects and ExponentiationAbove, we gave some intuition about how to analyze the value of x in the loopwhile x <> nil do x := x:tl:First, one computes the transfer relation� = x <> nil? x 7! x:tldescribing one iteration of the loop. Then, one can computeE x� = x:tlto automatically determine that one iteration of the loop transfers x:tl to x. Indeed, one cango further by computing�3 = � � � � � = x <> nil? x:tl <> nil? x:tl:tl <> nil? x 7! x:tl:tl:tldescribing three adjacent loop iterations, and thenE x�3 = x:tl:tl:tl:to yield the expected result that, of course, if x traverses one element down the list in oneiteration, then it must traverse three elements down the list in three iterations. Or must it? Inthis program, it is indeed the case, but in general a result such asE x� = x:tl



144 Analyzing Expressionscan be deceptive.To see why, consider the following Mini-C program.while x <> nil dof y :=x;x :=x:tl;y:tl := x:tlgOne would think that this program is designed to modify the list bound to x by splitting itinto two lists|a list of the odd elements in order and a list of the even elements in order. Thefollowing transfer relation describes one iteration of the loop.� = x <> nil? y; x; x:tl 7! x; x:tl; x:tl:tlNow, suppose that one wants to analyze the value of x in this loop. As for the previous program,one could compute E x� = x:tlto automatically determine that one iteration of the loop transfers x:tl to x; in other words, xprogresses to its next element in one iteration. So far, this looks just like the previous program.Going further, one could examine the value of x after two iterations:E x�2 = x:tl:tlThis may not seem very surprising. After all, if x moves down one element of the list in oneiteration, then it seems reasonable that it moves down two elements in two iterations. However,the pattern is broken with the next iteration:E x�3 = if(x:tl:tl = x;x:tl:tl;x:tl:tl:tl)In other words, suppose that the list is a two-element circular list with elements v1 and v2, andx is bound to v1. Then:� After one iteration, x is bound to v2 (i.e., element f2; 4; 6; : : :g of the list).� After two iterations, x is bound to v1 (i.e., element f1; 3; 5; : : :g of the list).� After three iterations, x is still bound to v1.Otherwise, no matter what other kind of circularity or aliasing may be present in the list, xprogresses to the fourth element in its linked structure after three iterations.



9.4 Blowup of Conditional Expressions 145Note that the those two possible behaviors are truly distinct. To illustrate, consider howeach of the two cases appear in a store graph. The �rst case is-xt -�tltlv1 v2where v1 may or may not be equal to v2. The second case is-xt -tlv1 -tlv2 -tlv3 v4where we impose only that v1 and v3 are nonequal (and thus v1 and v2 must be nonequal).After three iterations, x points to v1 in the �rst case and v4 in the second case. But there is nosingle non-conditional expression that works for both cases. The expressionx:tl:tlworks for the �rst case, but not the second; the expressionx:tl:tl:tlworks for the second case, but not the �rst. If v4 is equal to v1, then the expression x wouldwork for both cases, but v4 may not be equal to v1. The E algorithm automatically distinguishesthe cases that need to be distinguished and builds a conditional expression that covers all cases.9.4 Blowup of Conditional ExpressionsThese conditional expressions can become large. Letx:tln = x: n timesz }| {tl: : : : :tlAfter four iterations of the loop in the previous section, we haveE x�4 = if(e = x:tl;e;if(e = x; x:tl2; e:tl))where e = if(x:tl2 = x; x:tl2; x:tl3):Unlike the expression (E x�3) for three iterations, this expression is rather complex for humanunderstanding (although still much easier than hand-generating all initial aliasing conditionsthat might be relevant and hand-executing four iterations of the loop under all such cases).Some study uncovers the following interpretation for the value of x after four iterations:� If the second element points to the �rst (special case: the �rst element points to itself),then the value is x.



146 Analyzing Expressions� Otherwise, if the third element points to the second (special case: the second elementpoints to itself), then the value is x:tl.� Otherwise, if the third element points to the �rst, then the value is x:tl2.� Otherwise, the value is x:tl4.Again, these are all distinct behaviors, and it is probable that the above itemized list is theshortest description of the value of x after four iterations. But clearly the expression computedas (E x�4) is bigger than this itemized list. A better symbolic evaluation of if could reduce itssize. For instance note that as long as all primitive operations are deterministic, the followingtwo expressions are semantically equivalent:if(e1 = e2; e1; e3) � if(e1 = e2; e2; e3)Therefore, fif can substitute one for the other, and for instance choose the small x:tl over thelarge e above, yielding instead:E x�4 = if(e = x:tl;x:tl;if(e = x; x:tl2; e:tl))This is better, but not by much. The key is to distribute the conditional expression e nestedin the condition position of (E x�4) over the two branches of the latter. For this, we have thefollowing rule of semantic equivalence of expressions, where eE denotes any expression that canbe derived from e by optionally replacing occurrences of any subexpression e1 2 E in e by someother expression e2 2 E: e = if(e1; e2; e3)e05 = e5fe; e2; e4g e06 = e6fe; e2ge005 = e5fe; e3; e4g e006 = e6fe; e3gif(e = e4; e5; e6) � if(e1; if(e2 = e4; e05; e06); if(e3 = e4; e005 ; e006)) (9.1)As written, this rule is nondeterministic because there are in general many choices for anexpression eE. But one obvious strategy is simply to pick the smallest expression. This is easyto implement. For instance to compute e05, pick the smallest of fe; e2; e4g and substitute alloccurrences in e5 of the two larger expressions by this small expression.Applying this rule to (E x�4) yields:E x�4 = if(x:tl2 = x;if(x:tl2 = x:tl; x:tl; x:tl2);if(x:tl3 = x:tl;x:tl;if(x:tl3 = x; x:tl2; x:tl4)))



9.4 Blowup of Conditional Expressions 147This is close to optimal, but it is possible to simplify the �rst arm even further using thefollowing generalization of the �rst semantic equivalence above:e03 = e3fe1; e2gif(e1 = e2; e3; e4) � if(e1 = e2; e03; e4) (9.2)Applying this rule to the above expression yields:E x�4 = if(x:tl2 = x;if(x = x:tl; x:tl; x);if(x:tl3 = x:tl;x:tl;if(x:tl3 = x; x:tl2; x:tl4)))Applying the rule again to the conditional in the �rst arm yields:E x�4 = if(x:tl2 = x;if(x = x:tl; x; x);if(x:tl3 = x:tl;x:tl;if(x:tl3 = x; x:tl2; x:tl4)))Finally, we apply the equivalence thatif(e1 = e2; e; e) � e (9.3)to yield: E x�4 = if(x:tl2 = x;x;if(x:tl3 = x:tl;x:tl;if(x:tl3 = x; x:tl2; x:tl4)))This last expression directly corresponds to the bullet list above, and no more simpli�cationsseem possible; the behavior of four iterations of the loop on the binding of x is inherently thiscomplex.Rule 9.3 is subtle; it works only because the primitive operation = returns either true orfalse on any pair of values, even undef.Rule 9.1 of semantic equivalence may seem ad hoc, but it is actually more widely applicablethan it may seem at �rst. Let us look again at the computation of (E x�4), but this time withthe observation that (E x�3) appears in some of its subexpressions.E x�4 = if((E x�3) = x:tl;(E x�3);if((E x�3) = x; x:tl2; (E x�3):tl))



148 Analyzing ExpressionsNow note that the nested conditional in Rule 9.1 occurs exactly where (E x�3) appears above.This is not an accident; often, the behavior of a piece of code (e.g., one iteration of a loop)on an expression (e.g., a variable) will function in more than one possible way depending onproperties (e.g., aliasing) of the result of the preceding piece of code (e.g., the previous loopiteration) on that expression. Hence, it is often the case that (E e�) will appear in the properposition (i.e., as e) in an application of Rule 9.1 to (E e (� � �0)). The rule thus serves toincrementally keep the expressions as 
at as possible.9.5 Computing Closed Forms of LoopsThe previous sections showed how to automatically compute that a single iteration of the loopwhile x <> nil do x := x:tland a single iteration of the loop while x <> nil dof y :=x;x :=x:tl;y:tl := x:tlgboth transfer x:tl to x.It is not di�cult to see that for any n, n iterations of the �rst loop transfer x:tln to x, butwe did not give an algorithm to compute this closed-form solution. However, we demonstratedthat three iterations of the second loop do not transfer x:tl3 to x, and therefore it is not the casethat for any n, n iterations of the second loop transfer x:tln to x. This section addresses thequestion of when such exponentiations are valid, and how to automatically compute a closed-form representation for those exponentiations. The results that we will achieve are much moregeneral than the simple traversal of a linear data structure.9.5.1 An exampleWe begin at an intuitive level by examining why the closed-form exponentiation works for the�rst loop, but not for the second. Consider two adjacent iterations of the �rst loop. We knowthat iteration 1 transfers x:tl to x and iteration 2 transfers x:tl to x. But to link iteration1 with iteration 2, the \output expression" of iteration 1 should be the same as the \inputexpression" of iteration 2. So what we really need is to computeE (x:tl)� = x:tl:tl



9.5 Computing Closed Forms of Loops 149which reports that any one iteration (where � is the transfer relation for a single iteration)transfers x:tl:tl to x:tl. Now we know that iteration 1 transfers x:tl:tl to x:tl, which is thentransferred by iteration 2 to x. This is an application of Corollary 2.Thus, we have simply veri�ed that two iterations transfer x:tl:tl to x, a fact that is ex-pressed more directly by E x�2 = x:tl:tl:But deriving that result in the two steps of Corollary 2 instead of computing it directly suggestsan approach for deriving a closed-form solution for n steps. Note that in the equationE (x:tl)� = x:tl:tlthe expression on the right is a dereference of x:tl by tl, the expression on the left is adereference of x by tl, and we already have that one iteration transfers x:tl to x. Supposean oracle magically provides the statement that for all expressions e and e0, if one iterationtransfers e to e0, then it must be the case that it also transfers e:tl to e0:tl. In other words,E e0� = e ) E e0:tl� = e:tl:Then by induction, we haveE x� = x:tl base caseE x:tl� = x:tl2 application of oracle to aboveE x:tl2� = x:tl3 application of oracle to aboveE x:tl3� = x:tl4 application of oracle to above...And then by another induction, we haveE x� = x:tl base caseE x�2 = x:tl2 Corollary 2 with above line and line 2 of previous resultE x�3 = x:tl3 Corollary 2 with above line and line 3 of previous resultE x�4 = x:tl4 Corollary 2 with above line and line 4 of previous result...The key to this approach is the oracle that provides the statement thatE e0� = e ) E (e0:tl)� = e:tl:Now it becomes clear why the closed-form exponentiation works for the �rst program, but notfor the second. The intuition of this statement is that \the tl �elds of all data structuresare preserved by a single iteration". This is clearly true of the �rst program, which does notperform any assignments to tl �elds. But the second program includes the statementy:tl := x:tl



150 Analyzing Expressionswhich potentially alters the tl �eld of some value in the store. And indeed, the oracle'sstatement is false when � is the transfer function of one iteration of the second program. At�rst, it seems tricky to �nd an expression e0 that makes the statement fail. Neither x nor yserves the purpose, but x:tl does: E (x:tl)� = x:tl:tlbut E (x:tl:tl)� = if(x:tl:tl = x;x:tl:tl;x:tl:tl:tl) :Fortunately, however, there is a general technique for testing if the above oracle statementholds. The insight is that an expression that cannot possibly be altered by the program canact as a \probe" into any point in the store. So one needs merely to choose e to be a variablex that does not appear in the program. It will always be the case that (Ex�) = x, and ifthe oracle statement fails for any e0 then it will fail for x. Furthermore, if the oracle statementpasses for e = e0 = x then it will pass for all expressions e and e0. For instance, for both of ourprograms, E z� = z;but while E (z:tl)� = z:tlfor the �rst program, thus implying that the oracle statement holds and thus the closed-formexponentiation is valid, E (z:tl)� = if(z = x;x:tl:tl;z:tl) :for the second program, thus demonstrating that the oracle statement fails and thus the closed-form exponentiation is not valid.The above is merely an example of exponentiating a tl dereference. Now we generalizethese results to a much larger class of exponentiations.9.5.2 Expression constructorsWe begin with the observation that x:tln is the result of n repeated applications of the function�e: (e:tl)to the expression x. Exponentiating a dereference is thus a special case of exponentiating afunction of type Exp! Exp:In this section, we present a foundation for these kinds of functions and how, given a loop, toautomatically �nd such functions that can be exponentiated in the loop.



9.5 Computing Closed Forms of Loops 151De�nition 17 The set ExpConk of expression constructors of arity k is de�ned as follows.E 2 ExpConk ::= x j p(E1; : : : ; En) j 
1 j : : : j 
kExpConk is isomorphic to Expk ! Exp, and these may be used interchangeably.Intuitively, a k-ary expression constructor is an expression in which \holes" may appear, eachhole labeled with a number from 1 to k. A hole may appear multiple times or not at all. Whena k-ary expression constructor is applied to k expressions (e1; : : : ek), then each occurrence ofhole 
i is \�lled" with ei. Note that ExpCon0, the set of nullary expression constructors, isjust the set Exp of expressions. Also note that ExpConk � Exp for any k because an expressionconstructor need not contain any holes.The de�nition of k-ary expression constructors as Expk ! Exp functions is as follows:x~e = xp(E1; : : : ; En)~e = p(E1 ~e; : : : ; En ~e)
i (e1; : : : ; ek) = eiUnary expression constructors are especially important because they are the only ones thatcan be exponentiated, as they are the only ones with matching domain and codomain. Becausethey are distinguished, we simply call them expression constructors and use slightly specializednotation for them:E 2 ExpCon ::= x j p(E1; : : : ; En) j 
 unary expression constructorsWe also specialize the de�nition above for the case of expression constructors as Exp ! Expfunctions: x e = xp(E1; : : : ; En) e = p(E1 e; : : : ; En e)
 e = eIn the previous section, we considered loops in which one iteration transfers x:tl to x. Westarted by calculating E x� = x:tl:and then computing a test to determine if the \:tl" part could be exponentiated. The discussionin the previous section generalizes elegantly via the following three theorems.Theorem 7 (Abstraction of expression transfer) Let �� be the transfer relation for con-trol path �, E and E 0 be k-ary expression constructors, and x1; : : : ; xk be variables that do notappear in either the syntax of ��, E, or E 0. If� � transfers E(x1; : : : ; xk) to E 0(x1; : : : ; xk), and� � transfers ei to ei for all i 2 f1; : : : ; kg



152 Analyzing Expressionsthen � transfers E(e1; : : : ; ek) to E 0(e1; : : : ; ek).Proof: We need to show that whenever ��� �0,(E(e1; : : : ; ek)) `� v () (E 0(e1; : : : ; ek)) `�0 v:Choose any values v1; : : : ; vk. Because � transfers ei to ei for all i 2 f1; : : : ; kg, we have thatk̂i=1 ei `� vi () k̂i=1 ei `�0 vi:Now let �00 = �[x1 7! v1] : : : [xk 7! vk]�000 = �0[x1 7! v1] : : : [xk 7! vk]Because none of x1; : : : ; xk appears in the syntax of ��, we have that�00�� �000and hence, because � transfers E(x1; : : : ; xk) to E 0(x1; : : : ; xk), that(E(x1; : : : ; xk)) `�00 v () (E 0(x1; : : : ; xk)) `�000 v:Combining the above, we have that k̂i=1 ei `� vi! ^ (E(x1; : : : ; xk)) `�00 v ()  k̂i=1 ei `�0 vi! ^ (E 0(x1; : : : ; xk)) `�000 v:But because none of x1; : : : ; xk appears in E we have that for any �,9v1; : : : ; vk: " k̂i=1 ei `� vi! ^ (E(x1; : : : ; xk)) `�[x1 7!v1]:::[xk 7!vk] v# () (E(e1; : : : ; en)) `� vand similarly for E 0. Therefore,(E(e1; : : : ; en)) `� v () (E 0(e1; : : : ; en)) `�0 v: 2The above theorem is used primarily for the next two theorems, which we will use to computeautomatically closed solutions in loops.Theorem 8 (Left closed-form exponentiation) Given a language in which all primitiveoperations are deterministic, let �� be the transfer relation for control path �, E be a (unary)expression constructor, and x be some variable that does not appear in either the syntax of ��or E. If E e�� = E eand E (E x)�� = E xthen for all n � 0 and k � 0, �n transfers (E(n+k) e) to (Ek e).



9.5 Computing Closed Forms of Loops 153Proof: Straightforward application of Theorems 5, 6, and 6abs-exptr. 2Theorem 9 (Right closed-form exponentiation) Given a language in which all primitiveoperations are deterministic, let �� be the transfer relation for control path �, E be a (unary)expression constructor, and x be some variable that does not appear in either the syntax of ��or E. If E (E e)�� = eand E (E x)�� = E xthen for all n � 0 and k � 0, �n transfers (Ek e) to (E(n+k) e).Proof: Straightforward application of Theorems 5, 6, and 6abs-exptr. 2The following example illustrates the above development.Example 30 Let � be the transfer relation for one iteration of the loop:while x <> nil do x := x:tlNote that variable z does not appear in �. Let E =
:tl and computeE x� = x:tl = E xand E (E z)� = E (z:tl)� = z:tl = E z:By Theorem 8, we conclude that any n iterations of the loop transfers En x = x:tln to x, andfurther that it transfers x:tln+k to x:tlk for any k � 0.9.5.3 Computing closed forms automaticallyIn order to compute these closed forms automatically for expression e and control path �, it isnecessary to determine automatically an expression constructor E such thatE e�� = E ewhere �� is the transfer relation for control path �. In general, there may be many choices forE that make this equation true. For instance, for both of our example while-loops above,E x� = (
:tl) xand E x� = (x:tl) x:



154 Analyzing ExpressionsTo understand this nondeterminism, consider the task of determining from any two expressionse and e0 an expression constructor Eee0 such that Eee0 e = e0. Using the �rst two lines of the abovede�nition of expression constructors as functions, we can derive the following scheme:Eex = xEep(e1;:::;en) = p(Eee1 ; : : : ; Eeen)But this merely reduces to the degenerate Eee0 = e0, an expression constructor without any holes.Taking into consideration the third line of the de�nition, we can add the following equation:Eee = 
Now whenever e0 matches e, we have a choice between applying this equation to introduce ahole or use the �rst two to reconstruct e.One obvious deterministic strategy is to introduce holes whenever possible, yielding thefollowing algorithm: Eee0 = 8><>: 
 if e = e0x if e 6= e0 = xp(Eee1 ; : : : ; Eeen) if e 6= e0 = p(e1; : : : ; en)Example 31 The expression-constructor algorithm computes:Exx:tl= Exx :Extl=
:tlExample 32 The expression-constructor algorithm computes:Eja[j + j]= Eja [Ejj + j]= a[Ejj + Ejj ]= a[
 +
]This suggests the following algorithm for computing closed forms of expression transfer inloops.Algorithm 1 (Closed-forms of expressions in loops) Given the following input:� A control path � 2 CtrlPoint+.� An expression e 2 Exp.Perform the following steps:1. Compute the transfer relation �� for control path � as described in Chapter 4.2. Compute the expression (E e��). Call this e0.



9.5 Computing Closed Forms of Loops 1553. Compute the expression constructor Eee0 as described above. Call this EL.4. Compute the expression constructor Ee0e as described above. Call this ER.5. Choose a variable x not appearing in ��.6. Compute the expression (EL x) as described by the de�nition of expression constructors.Call this eL.7. Compute the expression (ER x) as described by the de�nition of expression constructors.Call this eR.8. Compute the expression (E eL��) and test if it is syntactically equal to eL. If so, output\left(EL)". Otherwise, output \left-exponentiation not found".9. Compute the expression (E eR��) and test if it is syntactically equal to eR. If so, output\right(ER; e0)". Otherwise, output \right-exponentiation not found".If this algorithm given � and e outputs \left(EL)" then for all n � 0 and k � 0, �n transfers(E(n+k) e) to (Ek e). In addition, if it outputs \right(ER; e0)" then for all n � 0 and k 6= 0, �ntransfers (Ek e0) to (E(n+k) e0).Example 33 The above algorithm, given the control path corresponding to one iteration of theprogram while x <> nil do x := x:tland given the expression x, outputs \left(
:tl)" and \right-exponentiation not found".Example 34 The above algorithm, given the control path corresponding to one iteration of theprogram while x <> nil dof y := x;x := x:tl;y:tl := x:tlgand given the expression x, outputs \left-exponentiation not found" and \right-exponen-tiation not found".
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159In this dissertation, we have presented a new way of approaching the problem of staticallyanalyzing a program to determine properties of its run-time behavior.In our methodology, the semantic de�nition of a language is given by a translation fromthe source program to an intermediate form in which all single step transitions between twocontrol points are described by a single transfer relation term in TR. For instance, we haveshown how to translate assignments and let-bindings into assignment relations, conditionalsinto �lter relations, allocation into assignment relations that maintain an explicit heap pointer,and function calls into �lter relations with assignment for argument passing. Our language TRif transfer relations is thus a universal intermediate representation for programming languages,parameterized by a set Val of values and Primop of primitive operations.The semantics itself merely de�nes the single-step transfer relations, which amounts to atranslation of the source program into TR. But the fundamental property of TR that sets itapart from other intermediate representations and makes it useful for program analysis is thatit is closed under composition. We have given an algorithm � to perform this composition.Given this view, one way to think of our analysis methodology is as a kind of symbolicexecution. Given the translation of a source program into TR, one uses � to compose thesteps in order to generate a transfer relation (term in TR) of a particular �nite control path.The single-step transfer relations yielded by the semantics correspond to the length-two controlpaths and are simply a rewriting of the program text. But as an analysis composes these stepswith �, it symbolically uncovers more and more dynamic information about the program.Unlike usual approaches to program analysis that begin by de�ning an abstract language ofrun-time properties, our methodology never discards information about the program. In fact,given a closed program (in other words, no parameters or unknown data), it is possible actuallyto execute the program with �. To do this, build the transfer relation for the control path thatstarts at the beginning of the program. At each point during this incremental composition,all information about the run-time state up to that point will be represented precisely in thetransfer relation, and every time a branch point is reached (for instance, conditional or func-tion call), only one branch will result in a non-; transfer relation. Of course, if the programnever terminates then this process will never terminate. But it demonstrates that our analy-sis methodology includes all information needed to perform a precise execution of the sourceprogram, which sets it apart from other approaches to program analysis.But the point of program analysis is usually to analyze a program or program fragmentthat is not closed. One may want to analyze a function relative to its parameters, or a segmentof C code apart from its surrounding context. Or the entire program itself may not be closedbecause of unknown input data. It is these situations for which our methodology is designed.As the analysis symbolically builds the transfer relation for a control path, it may encounterunknown quantities (variables, heap references, and so forth). The analysis represents theseas expressions and l-expressions in the transfer relations, precisely describing quantities thatare relative to the state of execution at the beginning of the control path. Still, no semanticinformation is discarded. If a transfer relation that describes the de�nition of a variable orvalue on the heap is composed with a transfer relation that includes a reference to that variable



160or heap location, then the � algorithm will inline the data de�ned in the �rst relation into thereferences in the second transfer relation and simplify the result.In short, our primary philosophy is that program analysis should focus on the relationshipbetween an execution state at the beginning of a given control path and the resulting executionstate at the end of the path. Given this philosophy, our primary technical result is that onecan in fact e�ectively compute a concise symbolic description of this precise relationship for a�xed control path.So, our methodology truly is a general framework for program analysis in the sense that itinvolves no abstraction or approximation, and so there is nothing in the framework itself thatnecessarily prohibits the computation of any given computable program property. Of course,this is true of the text of the source program itself! But repeated applications of � reveal moreand more dynamic information about the source program, and in the limit actually representthe entire program execution.One may view repeated applications of � as an imperative analog of the reduction of termsin the �-calculus. The redex rules of the �-calculus are symbolic, just like the composition oftransfer relations, and repeated reductions of a �-term reveal in some sense more and moredynamic information about the original term. The reduction may terminate in a unique (up to�-conversion) normal form, which is a canonical representation of the original term. One maythink of repeated applications of � in a similar way, gradually moving toward a more canonicalrepresentation of the source program, in principle resulting in a single TR-term in the limit. Inour case, these normal forms are not unique. But this is not surprising, given the wide varietyof languages that we can describe in this way|languages with assignment, heap-allocated datastructures, mutable arrays and records, and pointers.A new methodology of program analysis opens up numerous avenues for future work. Inthis dissertation, we have just begun to explore the applications of our methodology to realanalysis problems, but there is much more work to be done. Some thoughts:� There is potential for our methodology to help in software development as a debuggingtool. The transfer relation terms in TR have an intuitive presentation as symbolic condi-tional parallel assignments. Imagine, for instance, dragging a mouse through an executionpath in a source program|around loops, down conditionals, into function calls, and soforth|and watching the transfer relation describing the precise behavior of that pathbuild up incrementally. There may arise a few terms in the transfer relation that wouldcorrespond to the internals of the semantics rather than anything appearing explicitlyin the source program|the variable H that we used as a heap pointer in the Mini-Csemantics, for instance|and the user would have to learn these. But for the most part,the output would appear quite natural. Such a debugger would not only be useful to helpunderstand what the code does, but could catch bugs or potential sources of bugs. In par-ticular, because � computes the precise composition, it is guaranteed to cover all aliasingpossibilities, and these are revealed as aliasing tests in the resulting transfer relation.� We have isolated the problem with existing approaches to program analysis that theyconstruct an abstract property a single step at a time, often resulting in dramatic loss



161of precision. If an existing analysis is retooled to work for TR, then this fundamentallimitation is eliminated because the analysis is free to apply � to compose multiple stepsand thus build the abstract property multiple steps at a time. The great advantage tothis idea is that it is completely general and can potentially improve the accuracy of anyexisting program analysis. For any given existing program analysis, however, there arethe following practical issues.{ Retooling the analysis for TR. The TR language is fairly simple, but still containsparallel assignment, and most existing analyses would need to be extended to han-dle parallel assignment. For some analyses, this is probably not di�cult, and wedescribed a general approach for value analyses. But for others, such as shape anal-yses, a general solution may be more di�cult.{ Designing a strategy of when to apply � to build multiple steps and when to applythe analysis on those compound steps. The obvious general approach to this task is touse � on control paths whose endpoints are control points with potentially more thanone incoming edge in a control graph. This is a generalization of composing stepsin a basic block, but still guarantees termination. There may be instances, however,where further composition would improve precision, and we leave the design of suchstrategies as a problem for future work.� Some analysis problems, such as lifetime analysis and dependency analysis, deal directlywith the relation between one point in the execution and some later point in the execution.Therefore, these analyses are actually abstractions of transfer relations. This impliesthat our methodology may be fundamentally better suited to such problems than thetraditional approach of computing a property of the states reached during execution.� Our methodology is probably well suited for the analysis of concurrent programs. Onemay treat a process-creation point as a branch in the control-
ow graph of a program.Then one may build the transfer relations for each branch of the path, to relate preciselythe data in the old process with the data in the new process, at least up to a certain�nite path of execution in each process. For instance, this is useful for determining thata communication channel is used in a restricted fashion between two processes.� We have demonstrated that it is possible to achieve some symbolic closed-form solutionsthat track data through loops. There may be other ways in which information abouta loop can be computed symbolically. For instance, if we switch the order of the twoarguments of the E function, yielding functionalityE 2 TR! Exp! Exp;then any �xed point of (E�) is an expression that evaluates to the same value beforeand after transfer relation �. If � is the transfer relation of a path through one iterationof a loop, then these �xed points are loop-invariant expressions, and any binary-valued�xed point is a loop invariant. The ability to express a single iteration of a loop as aconcise term � gives some hope that there are useful ways to compute e�ectively these�xed points.



162� Program transformations, such as classical compiler optimizations, are ultimately basedon semantic equivalence of code fragments. One code fragment may be replaced withanother if and only if they are semantically equivalent, for some appropriate notion ofsemantic equivalence. We have given a way of producing a term describing the semanticbehavior of any �nite control path in the source program. This term is not canonical,but it is more abstract than the source program itself and thus is more amenable toreasoning about semantic equivalence. Indeed, syntactic equivalence of composed transferrelations can be quite useful in practice as an approximation to semantic equivalence.There is hope that our methodology could form the basis of a generic calculus of programtransformations for use in optimizing compilers for a wide variety of languages, includingimperative languages.
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