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Abstract

The Science of Network Service Composithas clearly emerged as one of the grand themes driving many of
our research questions in the networking field today [SMo]. This drifimge stems from the rise of sophisticated
applications and new networking paradigms. By “service compositionhean that the performance and correctness
properties local to the various constituent components of a serviceecaatily composed into global (end-to-end)
properties without re-analyzing any of the constituent components irtiolar as part of the whole composite
service. The set of laws that would govern such composition is what aviktitute that new science of composition.

The combined heterogeneity and dynamic open nature of network systaikes composition quite challenging,
and thus programming network services has been largely inaccessthke dwerage user. We identify (and outline)
a research agenda in which we aim to develggpacification languagéhat is expressive enough to describe dif-
ferent components of a network service, and that will incltge hierarchiesnspired by type systems in general
programming languages that enable the safe composition of softwamgooents. We envision this new science of
composition to be built upon several theoriesg(control theory, game theory, network calculus, percolation theory,
economics, queuing theory). In essence, different theories neayder differentianguagesy which certain proper-
ties of system components can be expressed and composed into yastgens We then seek to lift these lower-level
specifications to a higher level by abstracting away details that are irrelfarssafe composition at the higher level,
thus making theories scalable and useful to the average user.

In this paper we focus on services built upon an overlay managemnahiteture, and we use control theory and
QoS theory as example theories from which we lift up compositional spatidhs.
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1 Introduction

Specifying, designing, and developing correct, efficient, and resitigstems is a notoriously hard problem, par-
ticularly when placing these systems in open contexts in which they will interiélctdynamic and unpredictable
environments, peers, and adversaries. From convergence faflthhe BGP routing protocol [GSWO02] to the inter-
action of congestion control/avoidance algorithms with each other to giepef peer-to-peer overlay networks and
the applications they support [SAD2, SMK01] to nascent architectures for sensor networks, questions @fatorr
ness in the face of the wide and deep unknowns of evolving networlstnficiures and protocols remain among the
most pressing challenges to networking research and development.

By “correctness” we mean simply that we can know with certainty somgades invariants of a system based
upon its specification or implementation. Many techniques are already laleaita describe, discuss, and deduce
the invariants of a single software component: type systems, modetingemathematical analyses and countless
derivative tools allow us to speak confidently about méooal invariants While there are many interesting and
useful properties of single software agents for which plausible vetificaystems do not yet exist (and may never
exist), in principle we have a good handle on what invariant propertiesifigle software components look like and
how to go about establishing them. What we do not yet have is a solid gmsphow to describe, discuss, and
deduce the global invariants of open, extensible software systemswotoh(hopefully efficiently) bridge the gap
between local andlobal invariants where global invariants describe the acceptable range of behanbenzergent
properties when the components or agents making up a system interact.

A fundamental challenge in specifying an open system is to ensure thatufsr desirable global properties
(e.g., convergence upon a fair partitioning of bandwidth, absendeaxflock or livelock, finding a statistically useful
estimate of sensor readings across an ad-hoc network, etc.) wilkserdg arise from the verifiable properties
of the individual parties to the system’s execution. For example, cansidéD (additive increase, multiplicative
decrease) congestion control/avoidance in TCP; the original MIMD (nighifive increase, multiplicative decrease)
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window control algorithm, correctly implemented at individual nodes efsiistem, failed to compose together with
other instances of itself over network links in such a way that steady-statbahdth would be fairly partitioned (a
desirable global invariant).

This is not to suggest that there are no techniques for characterizihgratyzing composite systems in general.
Far from it; such disciplines as control theory [GBM3], network QoS analysis [PUAF10], scheduling [SLO3],
queuing theory, game theory, and our own CHAIN methodology [BBKd8 rich in constructs and results well
suited to exploring the properties of such systems, provided the queat®rightly framed. Consider, as an example,
the application of control theory to inform the design of a new complex niebsystem. For the system'’s architect
to take advantage of the proverbial “bag of control theoretic trickstentty available, she must derive an abstract
description of her system suitable for control theoretic analysis (i.e.rinstef transfer functions) which preserves
the essential qualities of the original system (no small task, particularlprerunfamiliar with control theory’s
nuances), perform her analyses, and then re-iterate through aofyddsign and evaluation until a solution which is
both practically workable and theoretically stable is found.

We envision a specification and development environment which is abl&aaeaults and contributions from
valuable but less accessible (to the average programmer) appsadactemposite system verification, and integrate
their analyses automatically and mechanically into the design and implemergaticesses for composite and dis-
tributed applications. In essence, we seek to lower the bar of expertjszae to take advantage of these tools by
encouraging system designers and programmers to make intuitivelyatééiams about the behavior of individual
component programs and desired invariants for the behavior of tinglete system, automatically selecting appro-
priate algorithms for deducing whether stated local invariants hold, whiteér éocal invariants can be mechanically
inferred, and whether these invariants are sufficient to deduce theityeof invariants of the composite system as a
whole.

Paper Organization

We begin in Section 2 by presenting a motivating application—that of buildiega@y management services. We use
our Internet Traffic Managers (ITM) architecture [BU] and the eTiGRneling service [GBM 03] as an example.
Section 3 briefly introduces several well-established theoretical basegly control theory and QoS theory, for the
analysis of composite systems such as overlays. Sections 4 and 5 owlmepiping of abstract theoretic models to
type hierarchies and presents some of the type theoretic basis for the-tegtl analysis of such systerh§ection

6 offers a survey of future directions for this work.

2 Traffic Controllers as Building Blocks

The scalability of the Internet (and any other large-scale extensiblenttetized network) hinges upon our ability
to tame the unpredictability associated with its open architecture. For exathelmherent burstiness of traffic at
all layers of the architecture from link to network to transport to applicatlonfW94, GCMO00, CB97] leads to
a dramatic trade-off between provisioning for peak demands and riEmr@riong-term utilization. This motivates
exploration of basic control strategies for reducing traffic burstindgsiwcan make this trade-off more manageable.
Such strategies could be implemented through services offered byedaymanagement architecture. An exam-
ple is our architecture of Internet Traffic Managers (ITMs)—speauiivork elements strategically placed throughout
the Internet€.g, in front of clients/servers or at exchange/peering points betweemiadrative domains) [BU]. We
believe that the incorporation of such control functionalities will be key toathiéty of the network infrastructure
to sustain its own growth and to nurture the Quality-of-Service (QoS) nekeemerging applications by imposing
a useful set of invariants upon traffic flowing into a network and (thgreipon that traffic’s behavior within the
network itself. Suctsafetyproperties range from basics of protocol implementation and semantiighdevel sta-
tistical metrics of performance. Conceptually, this approach supplentiem end-to-end Internet architecture with a
composite edge-to-edge architecture where end-to-end servicassambled by composing controllers on the edges
and boundaries of the Internet’s constituent networks to act on thélestusf to exact some particular property from
the network. The challenge in building ITMs is in ensuring they conform to #iated correctness conditions and
performance goals.e., ensuring that desirable global invariants are maintained by imposinghvesiants upon the
ITMs themselves.

2.1 Motivation

The best-effort nature of the Internet poses a significant obstacle tethloyment of many applications that require
guaranteed bandwidth. Elastic TCP Tunneling (eTCP) [GBIg, GBM™04] is a novel approach that enables two
edge/border routers (ITMs) to use an adaptive number of TCP ctions to set up a virtual tunnel maintaining the

1In a follow-up expanded report, we provide further detaild avidence for several of our claims, as well as prove thedwess and complete-
ness of the type system presented in Section 5.



desired bandwidth between them. The number of TCP connections isimgpthis tunnel is elastic in the sense that
it increases/decreases in tandem with competing cross traffic to maintaiargfeed bandwidth level; the ingress
and egress ITMs multiplex and demultiplex (respectively) over these d@Pections any packets belonging to
the application requiring the bandwidth guarantee. Unlike many propasations that aim to deliver soft QoS

guarantees, the elastic-tunnel approach does not require anysitppocore routers (as with IntServ and DiffServ),
is scalable in the sense that core routers maintain no per-flow state (as\@#nd), and is readily deployable in a
variety of contexts, whether within a single ISP or across multiple ISPs.

The eTCP approach to delivering soft bandwidth guarantees betwegotnts is to adaptively adjust the demand
from the underlying best-effort network so as to match the request& @e do so in a way that is consistent with
the proper use of the network—namely, through the use of the Trariemi8sntrol Protocol (TCP) for bandwidth
allocation. Specifically, to maintain guaranteed bandwidth between two poithits imetwork, our approach calls for
the establishment of an elastic tunnel between these points. An elasticitisingbly a set of TCP (or TCP-friendly)
connections between two ITMs whose cardinality is dynamically adjustedhlrtinee so as to maintain a desirable
target bandwidth.

Creating a suitable control function to drive the ordinality of the connectasi psed to implement eTCP tun-
neling is no trivial problem. Our first instinct may be to implement &aaontroller which adjusts the width directly
in proportion to the current width’s under- or over-achievement otsingeted bandwidth.e.,

mit+1)=—

wherem(¢) is the number of TCP connections at timeB is the target bandwidth value, ab¢) is the measured
bandwidth achieved at time However, such a controller has a number of undesirable propeitiesids to react
very aggressively to mismatches between the target and measured,\aften introducing dramatic over-corrections
and prolonged settling processes whenever the environment ch@mgading the startup transient).

Control theory offers us several more steady controllers with lessbwet and jitter, namely thié (proportional)
andPI (proportional-integral) controls:

P control: m(t+ 1) Ao(B —b(t))

> AB bt~ 1)

Pl control: m(t + 1)

whereA is a vector of weightsgaing determining how aggressively the controller should respond to themtlyrob-
served error {o, calledx later in this paper) and compensate for the sum of previously obsemard @41, Ao, .. .).

As illustrated in Figure 1Pl is significantly more steady than theimacontroller, reducing burstiness experienced by
routers along the tunnel’s path, whiokayin turn have beneficial effects upon the ability of the network to predictably
and stably meet its capacity demands.
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Figure 1: Achieved Bandwidth (a) and eTCP tunnel width (bhgishe Nave, PIl, and no controls.



2.2 Implementing ITM Features

eTCP tunnels are implemented usitrgBencha kernel- and user-space programming environment for ITMSND\?3].

In general, an itmBench service is a collection of event-handling functitwizh classify, monitor, process, and con-

trol packets and network abstractions (such as sockets and TCRetionsgat several points in the packet-processing
pipeline (pre-routing, application IP-in, IP-forward, application IR;@md post-routing). For example, the eTCP ser-
vice would comprise a classification function which would identify which gaslshould be scheduled over which

eTCP tunnel (if any), a monitoring function which tracks the effectivedvédth being achieved by each tunnel, a
processing function which does the actual packet scheduling for telgitor preferentially drops packets), and a
control function which adjusts the number of TCP connections within theefunn

While this architecture affords the programmer tremendous flexibility awdep, it does not as yet afford us a
great deal of analytical power with which to reason about the beha¥iarsingle service or about the behavior of
services when composed with one another. Is it “safe” for an itmBprarammer to replace single functions within
a serviceg.g, replace &I controller with aPID controller? How about to connect two eTCP tunnels end-to-end?
Route the traffic making up one eTCP tunnel through another nested?uwtet if other servicese(g, DiffServ)
are cascaded or nested within or without an eTCP tunnel?

Theories like control theory and QoS theory do afford us conceptodd teith which we can, by manual effort,
begin to grapple with these questions. However, it requires the architedtige the chasm between the engineering
details needed to develop an actual implementation (as sketched abdteg @onceptual models needed to perform
control- or QoS-theoretic evaluation of a system (sketched below). @airig to find ways to integrate these by
taking advantage of natural subset and abstract limit descriptionslaeditethe control and QoS theoretic spaces.

3 Theories for Compositional Analysis

Many conceptual tools exist for the analysis of composite system®coess. While this paper looks primarily at
control theory as a tool for verifying the safety of a system specificati@do not believe our techniques are in any
way limited to control theory; as such, we also mention other theoretic framnks which would work equally well

in control theory’s place (for assessing their own ranges of “ctmess").

3.1 Control Theory

A controller is any artifact (whether actual software, a protoett) used to affect the parameters and behaviors of
system components in response to observations of the system; TG&stiongontrol, admission control algorithms,
size-aware routing [GM01, GM02b, GM02a], and the eTCP tunnel widtttroller we will discuss below are all
examples of useful controllers we would like to be able to analyze in isolatidriracomposition with each other
and other controllers. Notice that interesting controllers are often bgsadfeedback the controller alters some
parameter, makes an observation of the effects of that changedaptsagain based upon the comparison of that
observation with some target result.

Say we are proposing a new controller for a novel network applicatiberd are a number of questions we can
ask about the behavior of that controller, many of which may be impottetine stable and resilient behavior of our
system:

e Does the system converge to the targeted value or not? Does it oscillatet Diverge?

e What is the mean steady-state error of the controller?

e How long does it take for the controller to first reach or cross its target@ge\(rise time)?

e Can the controller cause the system to exceed its targeted value (umdeed)eor not (over-damped)?

How long does it take for the system to converge, within some acceptalbtgmnud error, upon the targeted
value (convergence time)?

3.1.1 Simple Controllers

Consider the simple controller depicted in Figure 2. Such a system is eXyreimple to analyze; by depicting the
evolution ofy(¢) given a fixed targef” and no delay (see Figure 3(a)), we can see that this controller carsvefgr
T + 1 units of time with zero steady-state error. But when we add delay to thedekgath, this controller takes on
some undesirable properties (Figure 3(b)): while it still reachiés T' + 1 time units, it then overshoots the target
and enters a perpetual cycle with a periodldf+ 2, with d steady-state error.

Consider also the MIMD controller depicted in Figure 4. If there is no feellldelay § = 0) and0 < « < 1,
this controller asymptotically approaches the target value, with error atitohél — «)® x T, as depicted by the first
curve in Figure 6.
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Figure 2: AIAD Controller with Feedback Delay
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Figure 3: Time domain evolution of an AIAD Controllér, = 10, (a)d = 0 and (b)d = 1
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Figure 4: MIMD Controller with Feedback Delay

3.1.2 Interesting Controllers

All three of the above examples can be easily represented in the time domsaive have done in Figure 3 and
the first plot of Figure 6, making them very easy to characterize mattigaiig For many interesting controllers,
however, this approach to analysis becomes very difficult. The cdmnimotion itself often has more elaborate shapes
(AIMD, SIMD, P, PI, PID,etg. The input to the system may not be a step functioaritil time 0, T" after time0),

but may rather be any functian(¢): steps, impulses, sinusoidal or other periodic waveforms, or geapesiodic
functions. Perhaps most challenging (and our principal concetthi®opaper), controllers are often cascaded, nested,
and generally composed in a variety of ways, giving rise to obvious abitesemergent behaviors which can be very
difficult to reason about in the time domain.

Cascaded Controllers For example, consider a series of three MIMD controllers, the first gpkistep input but
the second taking its input from the output of the first, and the third taking it ilmpm the output of the second
as depicted in Figure 5. While we can describe with an equation the beh&viw first controller, the second and
third controllers then convolve its output, producing a result we can @@umerically (Figure 6) but which lacks a
convenient closed form with which we can reason about precise quaimperties the system.
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Figure 7: Output of MIMD Controllers with (a) Delay= {1, 2, 3}, (b) Periodic Input 1110”

Effect of Feedback Delay Now consider the case of the MIMD controller (Figure 4) with non-zeexdfeack
delay. This has significant qualitative effects upon the controller'senas, as illustrated in Figure 7(a); the system
can easily become under-damped (overshooting its target and hadioigeot later), and if the delay) is sufficiently
large with respect tax (the gain of the controller) the system will become unstable, periodically passing thetta
value on its way to infinitely increasing lower and upper extremes. Agaitvidg a closed form representation of
this behavior in time is not a practical exercise for those who may be degignd specifying a system.

Complex Stimuli  Now envision the MIMD controller of Figure 4, but replacifigwith x(¢), a periodic binary
signal111011101110... (three “on”s followed by one “off”). The result has an interestingmh@rigure 7(b))
which, while it can still be explored numerically, is thoroughly inamicable tditianal closed-form analysis in the
time domain.



Transfer Function (Impulse response of system):
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Figure 8: Transfer Function

3.1.3 Principles of Control Theory

Such complex systems are much more straightforward to represemfietfuency domaithan in the time domain
[Oga]. By applying the Z transform (the discrete version of the Laplagesform) to a signal or function, we are able
to manipulate those signals and functions in Z space:

Z(x(n) =X(z) = z0)+z "x(1)+222@2)+... 42 z(@)+... = Z 2 a (i)

=0

This has the advantage of turning temporal convolutions (compositioordfailers) into simple multiplications.
Thus, we exchange control functions (as we have been using them)dbotransfer functionsvhich describe the
relationship between a controller’s input and output in the Z (frequethagain rather than in time, as illustrated in
Figure 8.

Many of the functions we may wish to be able to model and consider hayesiraple closed forms in the Z
domain. For example:

Impulse Function z(i1)=100000...=2X(2) =1 1)

Step Function z(i)=111111...=X(2) = 1%’271 (2)

Wave Function (high freq) 2(i)=101010... X (2) = ﬁ 3)
Exponential Function  z(i) =1a' a®*a®a*... =X (2) = # (4

P Controller Consider theP controller, where the output is proportional to the error. For an outplaydi, the
time domain description of this controller3s:

y(i+d) = a(z(i) —y(@), a>0
y(t) can be transformed into a transfer function in the Z domain:

Y(z) az?

X(z)  lta’ ®)

Recall the Z transform of our inpuf{(z), the step function) from Equation 2; we can now derive (in the Z domain)
the output of the systen¥{(z)) as the convolution (product) of the step input signil(£)) with the P controlled

system (transfer function(3}),

az(@tD)

(= DT +a)

Y(z) = (6)

2We are simplifying the exposition in this paper by assumingtpet to the controller simply uses a measurement of its ownudutp reality,
the output of a controller usually affects a system (cafiaht in control-theoretic terms), then the output of the systeméssured and fed-back
to the controller.



With this result, control theory can immediately provide us with a qualitativerifgon of the behavior of the
system. For example, to demonstrate that the controller is stable, it iSeiffic demonstrate that the denominator’s
roots foleg of the transfer functior% lie within the unit circle,i.e,, |z| < 1. In the present case, this demands
thata < 1 (independent ofl). Furthermore, because the roots are real, the systawveisdampedji.e., it will not
exceed its target value). It is also straightforward to determine the sttaty/error of the system using the Discrete
Final Value Theorem by taking the limit ¢1 — 2~')Y'(2) asz — 1 to find the steady-state value:

(d+1)
li 1— —1 v — (1— —1 az _ 6] 7
Im(1 ==Y E) = (-2 ) Camray < Tra @)

Thus, theP controlled system has a steady state errqrlof ) or (1 + a)~ !, independent of feedback delay.
Now consider a case analogous to that presented in Figure 5, in whichseade: P controlled systems. The
transfer function of such a system would be:

Y(z) a1 Qs ar . n
X (2) (z+a1) (24 a2) (z + ar) (z+o¢n H z—i—ozZ

i=1

Note that for this system to be stable, it is sufficient to prove that
m%f(ar) <1.

For composition ofP controlled systems, testing stability does not require that we retain the daiesgaof each
individual controller within a composite controller; we only need the maxigaah value across the set of constituent
controllers to make this assessment.

The precise steady-state value (given a step inpuj &

lim (1 — 27" : _ = s
lim(1 -z )quxg(war) E(Hm)

with a steady-state error df —
value:

r—1 {14y~ Notice that the error is bounded from above by thimimumgain

n 1 n
1;[ 1+ozr < (1+min?:1(ar))

While the latter expression clearly represents a looser bound than therfarmlso succeeds in hiding much of the
detail of the makeup of a composite system, making it much easier foriogtpne taking that result and plugging
it into a higher-level framework for evaluating a broad set of corressrcriteria for a system.

PI Controller Assume that all members of the vectbhave value, i.e., the time-domain control function is

t

y(t+1) =Y k(i) - y(0))

i=0

Then the transfer function is

which isstableif & < 2.
Because th@I| controller compensates for the accumulated error of the system, wiel wppect for its steady-
state error to go to zero, which is indeed the case:

il“i“(“‘z_l)(zﬂ:—n) zil) :liiri(l_ﬁllz—l)) =0

Composing P with Pl Suppose we now composéPandPI controlled systems, in that order (denoted Bst
PI"). Then the transfer function fd? @ PI is:

YP(Z) % Yp|(z) _ « « k‘

Xp(z)  Xpi(z) z4+a z+(kE-1)
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Figure 9: Composition of QoS Components

Now, using a step function for input (recall Equation 2), we derive thput of the system in the Z domain:

o k z akz
Y = S aon o1 GG e o)

which indicates that the system is stable ik 1 and0 < k£ < 2. Notice that this result is (perhaps counter-intuitively
at first) independent of the order of the controllers.
The steady-state value Bf® Pl is:

. 1 . 1 akz
Em( =276 = (=) e e T =)
(z—1) akz e

e oG+ G=1) ~ (i+a)
This is identical to the steady-state valueRoin isolation, and therefore that the total steady-state error is also the
same; this makes intuitive sense, becaRkends in steady state toward its input with zero cumulative error. Once
again, it seems that (at least for assessing some first-order pegpéee steady-state error values and accumulated
error) it may be permissible to discard information about the internalscof@posite controllerRls) without losing
the ability to decide the correctness of the system.

3.2 QoS Theory

Another example of theories which we plan to use to create typing hierarghieat ofnetwork calculus or QoS the-
ory. QoS (Quality-of-Service) theory has taken off over a decade ag® and has quite matured since then in the
form of algebras that support the composition of various componeatshieve a composite predictable performance
behavior from networking systems. These algebras include detdgrministiccalculus andstatisticalcalculus—the
former deals withhard guarantees on performance measures such as maximum delay @monadnessage loss,
whereas the latter deals witlirobabilistic guarantees on performance measures such as a bound on the tail of th
message delay distribution or message loss probabdity,Probability that message delay is greater tihais less
thane).

For illustration, consider deterministic QoS calculus. The basic elementaiofhiory are the so-calletrival
envelopeandservice curve Intuitively, thearrival envelopeA(t, t2) describes the worst-case (maximum) amount
of data that a traffic source component could inject into another neteariponent during the time peridt , ¢2).
This traffic source component could be a user source that is extertra@ networking system, or it could be another
neighboring network component that is serving as relay of user traffie service curveS(t¢1,t2) describes the
worst-case (minimum) amount of data that a message service contpmmed serve from a specific set of traffic
streams (flows) during the time perigd , ¢2). Given these two worst-case descriptions, we can characterize worst-
case performance parameters and metrics such as maximum méss&imy in the system, minimum required
service capacity, minimum required buffer space, etc. For examm@eydinst-case (maximum) data backlog during
[tl, tz), Q(tl, tz), is simpIyA(tl, tz) - S(tl, tg).

Consider two example componentsffic shapersaandschedulersA traffic shaperis a component which takes
a traffic flow as input and produces as output another flow that is dhapeprding to a certain characterization.
Many types of shapers exist. For exampléeaky peak-rateshaper (L-shaper) would enforce a maximum rate, say



R;, on the output flowi, or conversely, a minimum spacing between any two consecutive gesssé flowi. A
token-buckeshaper (TB-shaper) would shape the output flogo it won't inject more thaw; + p; X (t2 — t1)
messages ift1,t2), whereo; is @ maximum message burst size ands the (long-term) average message rate of
flow 7. A delay-jittershaper (DJ-shaper) would delay a message if it comes earlier thapected arrival time, thus
every message experiences a fixed delay. Traffic shapers camtposed to yield properties that are composite of
properties of constituent shapers. For example, a TB-shaper fallowean L-shaper yields a shaper which enforces
both a maximum and an average message rate. See Figure 9.

In addition to traffic shapers, important components of any QoS arthitearemessage schedulera scheduler
determines the order in which messages are sent out onto the nexrketmoponent. Many types of schedulers
exist. For example, &Veighted Fair Queuein@VFQ) scheduler approximately emulates a Generalized Processor
Sharing (GPS) scheduler where different traffic flows (or sets ofdjp viewed as “fluid” flows (rather than the
realistic view of message flows), share the maximum service capacityopogion to certain weights. Atatic
Priority (SP) scheduler maintains a certain number of priority levels, where tlosisnap to the highest priority are
served first, and hence these flows would experience lowest deldyeth@f a scheduler provides a certain share of a
resource’s capacity (e.g. WFQ) or a certain low-delay service 9. such service is “best-effort” in natuie. the
performance is not predictable since the number of flows sharingeadatgr and their traffic behavior may change
over time. Thus, this type of schedulers are termest-effort (BE) schedulers

However, a BE-scheduler can be composed with a certain traffic stoaglevate its type to a so-callgdaranteed-
service (GS) schedulewhich provides certain guarantees on performance. For examplepthposition of a TB-
shaper and a WFQ-schedutamyield a GS-scheduler which guarantees a maximum message delaificafigdor
a flow i shaped by a TB-shapés;, p;) served by a WFQ-scheduler at a minimum sharg;pthe maximum delay
experienced by any message from flovg given byg—j + % wherelM is the maximum message size afids the
maximum service capacity The proof of such maximum-delay property follows a worst-caséyaisaas mentioned
earlier. Specifically, over any time perigd , ¢2), assuming “fluid” (ideal) GPS, we have:

Q(t1,t2) = A(ti,t2) — S(t1,t2)
< o4 pi X (b2 —t1)] — pi X (t2 — t1)

Thus, the maximum delay under GPS is upper-boundeu@ﬁi’t—2> = ’;— Since WFQ is a message-oriented

non-preemptive approximation of GPS, there is an approximation efr%, which accounts for the transmission
(service) time of one message served earlier than under GPS. Tiey, WFQ, the maximum message delay is
upper-bounded by + .

Similar to this TB+WFQ composition, a TB+SP is another possible compositicchwields another type of GS-
scheduler. Traffic-engineered (TE) paths could also be compasgeaf such GS-schedulers. Figure 9 illustrates an
example TE-path composed of TB+WFQ followed by TB+SP, whoseggtigs can be computed from the individual
properties of its constituents—for example, the TE-path guarantees ismmmmaxdelay that is simply the sum of the
maximum message delays guaranteed by each of the TB+WFQ and TB$SEhedulers.

Not all compositions would yield desirable global properties. For exantpdfic shapers that only enforce
an average message rate on their output flows would not compose wiithizdelulers to yield hard guarantees on
performance. This is because a peak (maximum) message rate iiedetpucapture the worst-case behavior of an
incoming traffic stream. Even worse, compositions may yield undesieahlrgent behaviorse. the composition
is worse than its parts. For example, the composition of longer chainsva€és&omponentsg.g.a series of L+SP,
may yield worse maximum delay-jitter (and hence increased buffeesgauirement to avoid message losses) than
individual components as traffic burstiness may increase due to fmasitumulated interactions between flows.

The recent work of Shin and Lee [SL03] is an example of a system whédtis abstract descriptions of the prop-
erties of complex components. Rather than working directly with the inteletalls of real-time scheduling systems
(workloads, algorithms, and actual schedules), their periodic resauodel affords a straightforward expression of
the needs and capabilities of real-time schedulers in terms of a small ketaf equations. Schedulability is then
expressed in terms of necessary and sufficient conditions uponéhaséons, allowing us to completely set aside
all internal details of the system while retaining the ability to precisely determivegiver a set of schedulers can be
composed under a super-scheduler in a such a way that they will stiligiea their deadlines will be met.

4 Controllers as Typed Gadgets

Theories like control theory and QoS theory allow us to abstract outgptieg of our building blocks, with the hope
that it will be possible to reason at a higher level about these abstraclibase abstractions in turn have a number of

3For such maximum-delay guarantees to work, an additional coempnalledadmission controllershould ensure that the sum of the total
sharesy " p; allocated to flows going through the scheduler does not ex€ee
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uses. We may impose restrictions on inputs that ensure that (outputofit@ller (or a controlled system) satisfies
some invariants (e.g., minimum period of stimulus). We may infer ptiggeof compositions of controllers or QoS
components by composing the properties of constituent ones (e xxjmora steady-state error by taking minimum
gain). Constraints could be imposed upon compositions to satisfy sonreamvaf the composition (e.g., bounded
feedback delay).

As control and QoS theoretic results may afford us more detail than twallcrequire, there is nothing to prevent
us from “loosening” descriptions of systems and components whege tless precise descriptions are sufficient
to demonstrate some desirable invariants. For example, it may suffigdysimknow whether the controller is
over-damped or not, or whether the total steady-state error desreapenentially, polynomially, or at all with
time, or whether the aggregate signaling path delay exceeds some threstsmme combination of such properties
which circumscribe a larger range of systems than the particular preluésacterization we are able to derive. This
simpler abstraction, in turn, may be suitable for export into non-contr@/peoretic domains which are interested
in reasoning about high-level qualitative properties of the componeatsheeir interactions without getting bogged
down in the minutiae of the particular available analysis technique applied ieedbose underlying conclusions.
This approach is the very essence dfjpe an abstract description of some object within a system which captures
interesting invariants while discarding ancillary details which may clutter theghnitgvel abstract analysis.

All we require of any proof, characterization, or analysis system foreitsilts to be integrated into this model
is the ability to structure its space of characterization results and requiteraera taxonomic partial order, with
the less restrictive characterizatiorssipertypesas parent nodes to more restrictigiftypg ones. This space may
include both qualitative and quantitative dimensions; for example, fortapkar safety criteria it may suffice to treat
P controllers as a special caseRIf controller€, and in which we define classes based upon upper bounds on their
constituent gains (gain of less theus, etc). This creates a simple two-dimensional type lattice,

-u—{mﬂg10}{mﬂgogkﬂmﬂgogkﬂmﬂ<07}»~
) ) 7 7
.u—ﬁaagLokﬂaagugkﬂaagosk{aa<07k%n

Or consider a lattice of types representing the minimum and maximum gaésergrin composite controllers
made up of individuaP controllers, useful for assessing a loose bound on steady-stat@rdavhether the system
is always stable or not:

i
|00<a<10kﬂ01<

)
|&0<a<09}{01<

gLOkﬂQSg

<09}403<

g&Skﬂ03<

<07}403<

<1.0|_,...
<09
<08}+~
<07

glokﬂozg

<09—={02<

<08[—={02<

<0.7]=02<

[0.0<a<08F{01<

|&0<a<07}{01<

- Q| H Q| Q| QO |-
- Q| Q| O | QO je=--
- Q| H Q| Q| QO |-

These are simple and intuitively clear examples of type spaces that czasihe derived from control theoretic
abstractions and results. We have already discussed several ats#ilitees, such as the effects of tRé controller
disappearing in steady state when composed wRitantroller and the delay insensitivity 8fin steady state. These
results, as well as results implying the stability and dampedness of a contalieeasily be integrated as dimensions
in a control-theoretic type lattice. Similarly, a QoS-theoretic type lattice can tznal to infer different properties
such as a bound on bandwidth or delay as we compose several QpSrambts. \We now turn toward an examination
of the mechanisms needed to integrate these results into a model of aclamgy@osite system.

5 Safely Composing Typed Gadgets

In order to develop a system which can mechanically infer propertiesesidts from types like those sketched above
in Section 4, we must formally define a domain of applications and rigty@pecify rules for the construction and
inference of types based upon the elements of those applications. ledlianswve begin by describing a conceptual
structure forflows the building blocks from which composite applications are constructeldidimg rules structuring
the composition of such flows. We then present the syntax by which typessaigned to flows, and offer rules for

4A P controller is aPI controller where only thé™ member of thed vector is non-zero.
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assigning types to the various expression forms making up the specifitatiguage, followed by a brief discussion
of the forms of type analysis we can apply over this class of specifications

5.1 Flows

Figure 10 illustrates the structure of the basic compositions of two contraleflews A and B, with the types
of their corresponding socketst1, f2, f3 and f4 for the forward (signaling) channebl, b2, b3 and b4 for the
backward (feedback) channel.

A
f1 f2 f3 fa
A B B
~ b1 b2 b3 = b4

G (b)
Figure 10: (a) Sequential and (b) Parallel Composition ofsl

Intuitively, the forward channel is a typed signal; its type may include guoperties as its convergence (or lack
thereof), rise time, settle time, whether or not it is over-damped, its stetadly erroretc. The backward channel
is similarly typed to reflect the origins of the feedback signals it carriegtidr and how much delay the feedback
signal(s) experiencestc  As such, a flow is analogous to a function which takes two arguments (toening
sockets) and returns two values (the outgoing sockets), and we wopkdttethe typing of flows to reflect such a
functional relationship. Any single “type” we may assign to or infer forafle.g, “a P controller witha: = 0.4")
will correspond with a 4-tuple of such types describing the allowable inmudsrange of outputs that controller is
compatible with and capable of.

5.2 Specification of Global Flows

We represent a specification of a network application gtobal flow A global flow (or simply aflow) is a com-
posite object, built up fronhocal flowsandflow variables Local flows are single components for which we posess
complete type informatione(g, A and B in Figure 10(a)); these generally represent either a partipbigsical or
logical intermediary or endpoint to a specified system. Flow variable®ptaee holders” in a specification represent-
ing components which are not yet known or fully specified; they coupdegent unknown clients or servers at the
endpoints of a specification, unknown intermediary services or transptworks in the middle, or any compositions
thereof. In general, global flows can be composed with each other)aeihflows, or with flow variables to create
larger global flows.

We represent global flows syntactically using the following BNF:

z,y,z € FlowVar flow variable
A, B,C € LocalFlow local flow
A,B,C € GlobalFlow ::= A | =z

| A;B sequential flow

| A|B parallel flow

|

let z=A in B let-binding

Intuitively, asequential flow4; B is a composition like that in Figure 10(a) in which two flows are placed (logigally
adjacently and joined, while parallel flow .4||B is one in which two flows are placed (logically) parallel, offering
simultaneous rather than serial service and data flow (see Figure.1d{bg sequential operator “;” and the parallel
operator " have the same precedence, and both associate to the left, i.e.,

A1;A2;A3 means ((Al,AQ),A,j)
A1 Az]|As means ((A1]|Az)||As)
A1]|A2; As|As - means (((A1]]Az2); As)||Ad) .
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Here are examples of flow specifications:
1. Ai]|Ag; As
2. x;Aasy
3. let © = A1||A2; Az in let y = As||As in x; Agsy

The first flow isclosed because it does not mention free variables; the seconddag because it mentions free
variablesr andy; and the third ilosed because it does not mention free variables (variablesdy areboundby
lets). The third flow specification above is unambiguously parsed as

let z = Ay||A2; A3 in (let y = As||A¢ in z; As;y)
and can be “executed” to produce the equivalent specification:
Ay ||Az; As; As; (As|| As)

The matching parentheses in this expression cannot be omitted bef#usassociativity rule stated above.

Substitution and flow variables In order to reason about gaps in a global-flow specification (flow viasjo
we must first formalize what it means for those gaps to be filled. Thisrig dby definingsubstitution Substituting
A for z in Bis written [z := A]B. The notion is made precise by induction on the definition of flows:

o A ifz=y,
= Aly = {y it e 4y,

[z :=A]A = A,
[SU = A|(B;C) = ([z:= A]B); ([ := AlC),
[z := Al(B[C) = ([z:= AB)|([z := AlC),
[z:=A](let y=B in C) = (let 3 = [z := A|B in [z := A|C"),

whereC* is C with everyfreeoccurrence of) renamed into the fresh variabjé, which will guarantee two important
(but not necessarily intuitively obvious) properties: @)will not be substituted for a bound occurrencexoin the
subexpressiot of (let y = B in C) in caser = y, and (2) no free occurrence g¢fin A, if any, will be captured
by the outer let-binding after the substitution. Intuitively, this simply ensurasuhbound variables remain unbound
and that bound variables are substituted using the appropriate let.

5.3 Syntax of types

We represent constraints placed upon the behaviors of any conmpafribie system using varieties of types. Types
can be socket types (forward or backward), plain types (forwatghokward), or flow types, where types and flow
types are built up from socket types.

A socket typés a description of a single logical “entry” or “exit” point for a flow. The ®jtself may be drawn
from one or several of the theoretical infrastructures discusseddtidBe3 or suggested in Section 6; for example,
on a forward socket of an eTCP tunnel node it may describe the sttatiyerror of a tunnel, whether the adaptation
is monotonic (overdamped) or not, or the convergence rate, and ackavard socket it may describe such properties
as cumulative feedback delay or feedback origins.

A plain typeis an ordered list of socket types, describing a (perhaps compositi&gtsi.e., a socket which
actually corresponds with entry and exit points to one or more parallesflawin Figure 10(b)).

A flow typeis a 4-tuple representing both the forward and backward entry andaritsgio a (perhaps composite)
flow. This represents the complete type specification of a component flothepecification. We will present these
tuples graphically as two-by-two matrices so each element’s position in tkrexroarresponds with its graphical
placement in the flow of Figure 10.

The syntax of types, and the metavariables ranging over their diffeag@gories, are given by the following BNF
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fl
f3
~ b1 b3
Figure 11: Splitting and Combining Flows
definition:

r € FwSocketType

s € BwSocketType

t € SocketType n=rls

p € FwType s=r|rp

o € BwType n=s|so

T € Type n=plo

T € FlowType BES {gi gﬂ

Note thatSocket Type C Type, but thatType N FlowType = &, i.e, it is safe to promote a socket type to a plain
type but that no plain type (of itself) constitutes a flow type.

Notice that the number of socket types in a plain type occupying one etarharflow type need not match the
number of socket types in another element; this allows us to construailiptasymmetric flows, like the split and
combine flows illulstrated in Figure 11. We could also hypothetically constretically asymmetric flowsd.g,
with more forward than backward sockets on the left side), but weddHhese as a matter of convention.

A useful operation on plain and flow types is concatenation, denatédiefined in the obvious way: i, =
t1 -ty @ndre = tpyq1 - -ty Withm,n > 1, thenr, e 5 = t1 - - - t,,, and extended to flow types:

P1L P2 ° P3 P4 _ |P1L®P3 P2 ® P4
o1 02 o3 04|  |o1e03 09 @04

This allows us to easily construct types for parallel (Figure 10(b)) aydhanetric (Figure 11) flows.

5.4 Subtyping

Suppose that each forward socket type is drawn from a partial dikdethose described above in Sectionedy
describing gain bounds or the dampedness of the controlled valuethanhdach backward socket type is drawn
from a similar partial orderd.g, describing maximum feedback delay). We say thas the set of such subtyping
assumptions on forward and backward socket types, and that ediefdiral rule is written as; <: ro for some
r1,72 € FwSocketType (read as #; is a subtype of2”) or ass; <: s, for somesi, so € BwSocketType (read as
“s1 is a subtype 082"). We extend the subtyping relation to types and flow types, using the folpaxoms:

{t1 <:t2} CA T € Type T € FlowType
Akt <:tg AFT<:T AT <:T

and the following inference rules:

AFT <:imo AFT1<:T3 AFRT <:Ts AFTy <: Ty
AFr <:73 ATy <: T3
Abr<7r AkFp<:p AFs<:s AlFo<:o
AFrp<irip AlFso<: s o

5f such a structure is useful, it can be represented by natiadype of the socket which would be removed asid”.
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AFph < p1 A& py <: ph Ak o <o) AFoh <02
A|_|:p1 Pz] - {0’1 P’z}

o1 02 ol obh

Intuitively, we are simply declaring that every socket type, type, and figpe is (reflexively) a subtype of itself
and offering mechanisms for extending subtype relationships frorstitoent types to composite types., socket
subtype relations can be composed to form plain subtype relations andsplatype relations can be composed to
form flow subtype relations. For example, assume the upper-and-igave bound types diagramed in Section 4;
because we know thé.3 < a < 0.7) <: (0.2 < a < 0.8) and that(0.2 < o € 0.9) <: (0.1 < a < 1.0), we can
judge that the the parallel socket

(03<a<0.7)e(0.2<a<0.9)
is a subtype of the parallel socket
(02< a<0.8)e(0.1<a<1.0)

(i.e, if we judge a socket to have the former type, it is safe to treat it as halvntgtter type).

Those familiar with formal type systems will recognize that subtyping om figpes (the last rule) isontravariant
in the two types along the first diagonal aoalvariantin the two types along the second diagonal; if we think of a
flow as analogous to a function, this corresponds intuitively with the sdci@é&s asinput and output sockets,
respectively. Thus, again using the bounded-gain type system frotin®d, we can judge that

[(01<a<05) (08<a<0.9)

(0.1 <a<1.0) (. =0.9)
&U}'{@A<a<0® (0.4 < a <0.5)

(04<a<06) (02<a<

(i.e., any flow with the first flow type can be safely used in a context requirifigva conform to the second flow
type).

5.5 Typing rules

The point of assigning types to flows and their constituent elements is tdeensitho abstract away the internals
of each component and perform compositional analysis to asseskewliee pieces of a global flow specification
will be able to interact according to the declared composition structuesswhether the pieces “fit” together, and
what “shape” any gaps (flow variables) in the specification might h@ihés is done in two stages: first, we specify
typing rules which formally encode how types can be assigned to glole fis they are built up from local flows,
flow variables, and other global flows; second, we discuss the fotiomlaf practical algorithms for deducing these
conclusions from a specification provided by the system architect grammer.

Figure 12 presents a formal declaration of rules for typing global flossed upon complete or partial knowledge
of the types of their constituent flows. As previously,is the set of subtype declaratior,is a flow type,A is a
global-flow specificationd is a local flow,type() is a function assigning typeElowType) to local flows, and” (the
type environmentis a partial function assigning typeBléw Type) to flow variables FlowVar). We say that4 type
checksif there is a type environmerit and a flow typel” such that if we assumE the rules in Figure 12 can be
applied to derive the conclusion thdthas the flow typd".

For typing rules and conclusions to become usable in a real system, stedefine a practical type analysis
procedure or algorithm (call iP) which, given an arbitrary global flovd as input, always terminates and returns one
of two kinds of results:

1. P(A) = ‘no solution’, meaning thatA is not typable.

2. P(A) = (f, C, T), wherel is a type environment;' is a consistent set (possibly empty) of constraints, and
T is a type.

Intuitively, the result ho solution’ indicates that some composition withi was inferred to have a potential incom-
patibility. For example, in the compositiofi; B, assume thatl’s forward outgoing type is a single socket indicating
aPl controller with gaine = 0.3, while B’s forward incoming type is a single socket with a type requiririgj @on-
troller with gaina. > 0.6; clearly these parameters are incompatible, so their composition coulduceanstability
or other incorrectness into the system.

As another more subtle example, assume thiatforward outgoing socket had a type indicatinglacontroller
with gain0.2 < « < 0.5 but B’s forward incoming socket had a type requirindg’a controller with gain0.4 <
a < 0.8; even though it ipossiblethe elements could interact properly (if it happens that< « < 0.5), itis also
possible they will not (ifx < 0.4 0or 0.5 < «). B

The second (and preferred) result represents our goal: a déser{palledT’) of the type of global flow4 and
descriptions (the set)) of the “shapes” of all flow variables withid. Intuitively, C offers (perhaps partial) types for
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Figure 12: Typing Rules for Flows

each flow variable appearing iA, e.g,

o {pl 02}
o1 a2

such that we are assured that any flBwvith typeT" such that

T < {pl pQ}

01 g2

can safely be substituted farin A, i.e, it is safe toinstantiatethe specification aket x = B in A.

There are different architectural approaches to implementing theguoeP which carries out the type analysis
of a global flow specification. We classify algorithms as belonging to one of two familieson-compositionabr
compositional

Non-compositional Type Analysis A non-compositionalP algorithm can only complete if its operand is a
global-glow containing no flow variables. Intuitively, this algorithm is capatfiehecking the correctness of a
complete end-to-end description of a service (flow), inferring the iawés (types) which hold for the sockets at
the end points, but is not capable of working around gaps in the spéidifiaghich represent unknown services or
components. Clearly this approach is very useful in closed-systelys@)dut its utility is limited when considering
open systems which may be arbitrarily extended in the future; each sadffication requires the whole-system
analysis be performed again from scratch. This also makes it difficyetiorm meaningful type analysis in the
presence of information hiding, where certain components of a samagewish to reveal only necessary constraints
for other services which they can embed or be embedded within witheealieg their own structure, because the
full system description musts be acquired by the single instangetofcomplete the analysis.

Compositional Type Analysis A compositionalP algorithm is much more flexible in that it can analyze global-
flows containing flow variables. Rather than simply deriving types for tidpeints of a flow, compositiond? is
also able to infer the “shape” of gaps in the service description reprxsby flow variables. This supports a modular
approach to analyzing flows and assembling services, in which locahiatmon hiding is acceptable and analyses
of new extensions to the system can be naturally integrated with existing madialgses without requiring another
full iteration of bottom-up type inference and checking.

6 Conclusions
In this paper we presented the skeleton of an approach to building miateleestable, and robust software for use

in open and extensible system environments and architectures. Thissefftis a roadmap of ways in which we
envision “fleshing out” this approach.
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6.1 Framework Research (Theoretical Infrastructure)

Computation in Types Some varieties of types, g.those reflecting the delay in a feedback signal, may include
numerical values which must be operated upon as part of the typemtiepperation itself.e., composing two flows
with delaysd, andd: yields a composite flow with delay: + d2); we must devise suitable rules for handling these
cases and prove that they do not break our system.

Transfer Function Identification/Inference In addition to exporting declared controller types for composi-
tional analysis, it may be possible under limited conditioag( within a domain-specific language designed for
this purpose) to recognize some control functions in their temporal feitiiin a program’s syntax and to identify
their correspondence with well-known controller typ&s PI, PID, etc) based upon the program syntax which
implements them and (perhaps) corresponding parameter valuesgestaffectively deriving the basis for control-
theoretic analysis of control functions from the implementations themselves

6.2 Applied Research (Pragmatics and Applications)

This paper has provided a high-level sketch of the structure of typeesgmsed upon control theoretic results. These
sketches offer more of a compass arrow than a roadmap towartbgiag useful type taxonomies which preserve
properties which can and should be meaningfully stated, inferred, asep and tested in practical programming
environments.

Useful Control Theoretic Types We need to define a working set of meaningful properties which our type
inference and resolution engine can work with. Careful thought meigiien to the meaning of a “subtype” in a
control-theoretic context, whether describing a forward input or outplite or the forward or backward dimension
of a flow or the whole flow. It will be especially interesting to establish whichtgoe and supertype relations do
and do not hold when particular safety criteria are being targeted and/ébogetype inference strategies which are
best able to take advantage of this knowledge along with programmepliedigonstraints upon the salient set of
invariants to be enforced.

Additional Sources for Type Models While this paper has focused upon control theory as a basis for forming
type taxonomies to describe the performance of components in extéap#aesystems, the type engine and general
architecture are not uniquely tailored to control theory; as such, mdrer systems for expressing safety and cor-
rectness properties could also be employed instead of (or in additionntpttheory to define the type space and
the algorithms needed to reconcile and infer types. For example:

Queuing Theory The analysis of composite systems is common in queuing theory; sexgiefiqueues in open
and closed loops are commonly used to describe a whole range of mments and systems. Queuing sys-
tem descriptions are themselves a kind of typkf /M /3/20/100/FIFO" is a queue taking a memoryless
(Poisson) input, memoryless (exponential) service times, three pam@tielrs, a maximum queue length2of
a maximum population in the system 10, and a first-in first-out scheduling discipline. This nomenclature
lends itself naturally to defining subtype relationshipg)(“M /M /1" <:“M/G/1" <: “G/G/k"). Depend-
ing upon the metrics of interest, loose bounds can easily be used to singgiybdecomplex combinations of
queues; for example, two parall®f /M /1 queues will have no better average wait time than a sihgfé//2
queue taking the combination of the two queues’ inputs. Similarly, since tipibprocess of ai//M /1
queuing system is Poisson (memoryless), tW@M /1 queues can be arranged serially and still be described
as taking memoryless input and producing memoryless output (althbegiutput rate will be the least of the
arrival and departure rates between the two).

Model Relations The notions of forward-simulation, backward-simulation, bi-simulatgin, [LV95, LV96] could
have useful applications in describing subtypes for stateful proaeasides in a composite system. Each for-
ward/backward socket pair of a flow could be annotated witenaamt signaturelescribing its expected output
alphabet, its (causal) correspondence with expected input valuesiraiarly the (causal) correspondence
of the input alphabet with output symbols, effectively forming a partiaitdistate machine with which all
potential peers must be able to safely interact without violating any of itsdsta@ectations (invariants).

6.3 Summary

Many in the networking community have recently been advocating a visidtexible networking architectures,
which are programmable to fit the needs of a specific application or aalaggplications. This means that the user
should be able to easily program such architectures such that speaifiooents are composed to make up the whole
system. Individual components, operating at different levels of ttieitecture, would adapt their local control rules
in their interaction with other components and the changing environmengeTbeal control rules, when composed,
must finally lead to global properties that satisfy end-to-end serviagsh roperties should include safety measures
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including predictability of performance, trust and progress. Towaati¢énd, this paper introduces a research agenda
that aims at defining a compositional specification language and its assbtype hierarchies inspired by typing

in general programming languages. This high-level specification whidlel from the user low-level compositional
specifications—derived from theories such as control and QoS tlseelig only exposing “looser” specifications,
e.g.whether the composition of two controllers yields an over-damped omtatet@ped system. This is an ambitious
research agenda which we believe is at the core of the Science of MKetg@resign.
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