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Abstract. Proxy signature allows original signer to delegate his/her signing capability to
proxy signer such that the proxy signer can sign messages on behalf of the original signer.
Based on elliptic curve, one can obtains better efficiency compared to conventional proxy
signatures. In this letter, we present an original signer forgery attack on an elliptic curve
based proxy signature proposed recently by Chen et al., by successfully constructing a forged
proxy signature key pair.

Introduction: Proxy signature, as a variant of ordinary digital signature, allows one party
(Original signer) to delegate his/her signing capability to another party (Proxy signer) such
that the proxy signer can sign messages on behalf of the original signer. This interesting
concept is first introduced by Mambo et al. [6], and they also give a classification (full
delegation, partial delegation, delegation by warrant) according to the authenticated degree.
From the aspect of whether the original signer knows the proxy private key, there are proxy-
protected and proxy-unprotected schemes. The proxy-protected scheme is usually combined
with a delegation by warrant, which specifies what kinds of messages are delegated. Being
most in match with the practical applications and requirements, this kind of proxy signature
scheme is developed most deeply and generally called as proxy signature.

Since the first scheme constructed by Mambo et al., variant kinds of proxy signature
schemes have been proposed [2, 10, 5]. Most of them are based on ordinary discrete logarithm
problem (DLP) and some of them are insecure (see [4, 9] for details) under the security
definition in [5]. There are some modified secure proxy signatures such as that in [8], but
with the drawback of losing efficiency. And consequently another solutions must be found.

Thanks to Koblitz [3] and Miller [7] who observed the intractability of discrete logarithm on
elliptic curves (ECDLP) over finite fields, elliptic curve cryptography becomes an important
topic in public key cryptography. Due to the low computation and storage costs of ECDLP
based schemes, large numbers of researchers intend to find more efficient solutions based on
ECDLP than that on DLP. Chen et al.s scheme [1] is one of such examples. However, as
efficient it is, their scheme is not secure as they claim. Actually, we succeed in illustrating
its insecurity through an original signer forgery by constructing a forged proxy private key
pair.

Security Definitions: Precisely, a strong proxy signature [5] should provides following good
security properties:

Verifiability: From the proxy signature, the verifier can be convinced of the original
signer’s agreement on the signed message.
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Strong unforgeability: A designated proxy signer can create a valid proxy signature for
the original signer. But any other parties including the original signer cannot create a
valid proxy signature.

Strong identifiability: Anyone can determine the identity of the corresponding proxy
signer from the proxy signature.

Strong undeniability: Once a proxy signer creates a valid proxy signature of an original
signer, he/she cannot repudiate the signature creation.

Prevention of misuses: The proxy signer cannot sign messages that have not been au-
thorized by the original signer.

Description of Chen et al.’s Scheme: Throughout this letter, we use the same notations as
in Chen et al.’s scheme. Let p > 3 be a large odd prime, a, b ∈ Fp such that 4a3 + 27b2 6= 0,
and the equation of elliptic curve E over Fp defined by a, b is y2 = x3 + ax + b (mod p).
Let B = (xB, yB) be a finite point of order t in E(Fp) for some large prime number t. The
ECDLP in 〈B〉 ⊆ E(Fp) is assumed to be difficult. We denote by (do, Qo) and (dp, Qp) the
certified key pairs of original signer and proxy signer respectively, where Qo = do × B and
Qp = dp × B and the sign ” × ” indicates the multiplication in E(Fp). By the difficult of
ECDLP, it is infeasible to find the integer do (or dp), given Qo (or Qp) and B. In addition,
we use x and y subscripted by a point (say, xQo , xQp etc.) to represent the corresponding
x-coordinate and y-coordinate of this point. In the end, let h(·) be a collision resistant hash
function and Mω the warrant which specifies the delegation relationship between original
signer and proxy signer as well the delegation period.

Phase 1. Proxy Delegation: In this phase, the original signer O needs to generate a triplet
(Mω, Ro, so) and sends it to the proxy signer P .

First, O selects ko ∈R Z∗t not the same as do, and computes Ro = ko × B with xRo 6= 0
and so = doh − ko (mod t), (where h is computed as h = h(Mω, xQo , xQp , xRo). And from
now on, we simply use h (or h

′
) instead of the whole expression in the same obvious way).

Next, he sends (Mω, Ro, so) to P . In fact, (Ro, so) can be regarded as the signature of Mω

using Schnorr’s signature scheme.

P accepts (Mω, Ro, so) as a valid delegation triplet if xR′o
= xRo (mod t), where R

′
o is

computed as R
′
o = h×Qo − so ×B. The proxy delegation scenarios illustrated as Figure 1.

Original signer Proxy signer

ko ∈R Z∗t \{do}
Ro = ko ×B

(Mω,Ro,so)−−−−−−−−→ R
′
o = h×Qo − so ×B

so = doh− ko (mod t) checks x
′
Ro

?
= xRo

Fig. 1. Proxy Delegation Phase
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Note: In fact, (Ro, so) can be regarded as the signature of Mω using Schnorr’s signature
scheme.

Phase 2. Proxy Key Pair Generation: If the proxy signer confirms the validity of the dele-
gation parameter triplet (Mω, Ro, so), then he computes the proxy secret key as dp = dp+so

(mod t), and on receiving the proxy signature, the verifier V can recovers the corresponding
proxy public key as Qp = Qp + h×Qo −Ro(= dp ×B)

Note that the proxy signing and verification are the same as an ordinary ECDLP-based sig-
nature scheme. Note also that the result of the proxy signature to message m is a quaternity
(m,σ,Ro,Mω) with σ = Signdp

(m), where Signkey(·) is the ECDLP-based signature algo-
rithm actually used, and if the corresponding verification algorithm is denoted by verify(·),
then the verification is to check whether verify(m,σ,Qp) = true. This scenario is depicted
simply as Figure 2.

Proxy signer Verifier

dp = dp + so (mod t)

σ = Signdp
(m)

(m,σ,Ro,Mω)−−−−−−−−−→ Qp = Qp + h
′ ×Qo −Ro

checks verify(m, σ, Qp)
?
= true

Fig. 2. Proxy Signature and Verification

Our Attack: In this subsection, we show that Chen et al.’s proxy-protected proxy signature
is insecure against the original signer’s forgery. Suppose that a dishonest original signer O
wants to forge valid proxy signatures which looks as if they are generated by a proxy signer
P on behalf of himself. He can do as follows:

1). Chooses a random ko ∈R Z∗t \{do} and computes Ro = ko ×B.
2). Defines R

′
o = Qp + Ro and computes h

′
= h(M

′
ω, xQo , xQp , xR′o

). Note that the warrant

M
′
ω may be different from Mω.

3). Computes the proxy-signature signing key as dp
′
= h

′
do − ko (mod t).

4). Uses dp
′

to generate the proxy signature σ
′

= signdp
′ (m

′
) of any message m

′
. Then

(m
′
, σ

′
, R

′
o,M

′
w) is a valid proxy signature. This is because:

Q
′
p = Qp + h(M

′
ω, xQo , xQp , xR′o

)×Qo −R
′
o

= Qp + h
′ ×Qo − (Qp + Ro)

= (h
′ ∗ do)×B − ko ×B

= (h
′
do − ko mod t)×B

= dp
′ ×B

Hence, the forged (dp
′
, Q

′
p) with R

′
o and M

′
ω is a valid proxy key pair and (m

′
, σ

′
, R

′
o,M

′
w)

is a valid proxy signature.
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Conclusion: In this letter, we mount an original signer forgery attack attack on Chen et al.’s
scheme [1] to show its insecurity. This security flaw results in lose of the strong unforgeability
and strong undeniability that a strong proxy signature scheme should provide to protect
the proxy signer. Further researches are needed on constructing more secure and efficient
proxy-protected proxy signature using elliptic curves.
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