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Abstract

Weinitiate a general study of pseudo-randomimplemen-
tationsof hugerandomobjects, and applyit to afewareasin
which random abjects occur naturally. For example, a ran-
dom object being considered may be a random connected
graph, arandombounded-degreegraph, or arandomerror-
correcting code with good distance. A pseudo-randomim-
plementation of such type T objects must generate objects
of type T that can not be distinguished from random ones,
rather than objects that can not be distinguished from type
T objects (although they are not type T at all).

We will model a type T object as a function, and ac-
cess objects by queries into these functions. We investigate
supporting both standard queries that only evaluates the
primary function at locations of the user’s choice (e.g., edge
gueriesin a graph), and complex queries that may ask for
the result of a computation on the primary function, where
this computation is infeasible to performwith a polynomial
number of standard queries (e.g., providing the next vertex
along a Hamiltonian path in the graph).

1 Introduction

Suppose that you want to run some experiments on ran-
dom codes (i.e., subsets of {0, 1}" that contain K = 22(")
strings).  You actually take it for granted that the random
codewill havelarge(i.e., linear) distance, becauseyou know
some Coding Theory and are willing to discard the negli-
gible probability that a random code will not have a large
distance. Suppose that you want to be able to keep succinct
representations of these huge codes and/or that you want to
generate them using few random bits. Being aware of the
relevant works on pseudorandomness (e.g., [16, 5, 24, 13)]),
you plan to use pseudorandom functions [13] in order to
efficiently generate and store representationsof these codes;
that is, using the pseudorandomfunction f : [K] — {0, 1},
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you can define the code C; = {f(i) : i € [K]}, and effi-
ciently produce codewordsof C';. But wait a minute, do the
codes that you generate this way have a large distance?

The point isthat having alarge distanceis aglobal prop-
erty of the code, which in turnisahuge (i.e., exp(n)-sized)
object. Thisglobal property cannot be decided by looking
at polynomially many (i.e., poly(n)-many) codewords, and
so itsviolation cannot be trandlated to a contradiction of the
pseudorandomness of the function. Indeed, the substitution
of arandom function (or a random code) by a pseudoran-
dom one is not guaranteed to preserve the global property.
Specifically, all pseudorandom codesgenerated as suggested
above may have small distance.*

So, can we efficiently generate random-looking codes of
large distance? Specifically, can we provide a probabilistic
polynomial-timeprocedurethat allowsto sample codewords
from a code of large distance such that the sampled code-
wordslook asif they weretaken from arandom code (which,
in particular, means that we do not generate linear codes).
Theanswer isessentially positive: see Theorem 3.12. How-
ever, thisis merely an example of the type of questionsthat
we deal with. (Another illustrative exampleis presented in
Appendix A.)

Weinitiateageneral study of thefeasibility of implement-
ing (huge) random objects. For a given Type T of objects,
we aim at generating pseudorandom objects of Type T. That
is, we want the generated object to always be of Type T,
but we are willing to settle for Type T objects that look as
if they are truly random Type T objects (although they are
not). We stress that our focusis on Type T objects that look
like random Type T objects, rather than objects that ook
like random Type T objects although they are not of Type T
at all. For example, we disapprove of a random function
as being an implementation of a random permutation, al-
though the two look alike to anybody restricted to resources
that are polynomially related to the length of the inputs to
the function. Beyond the intuitive conceptual reason for the

LIndeed, for each function f, taken from some pseudorandom ensemble
{fs 1 [2I*1/19] — {0, 1}!I},, it may hold that the Hamming distance
between f,(is) and f,(is + 1) isone, for some i that depends arbitrarily
on f,. For example, given a pseudorandom ensemble {f,}, consider
the ensemble { f, ;} such that f, ;(¢) = 0", f, (i + 1) = 0"~ 1 and
fs,i(z) = fs(x) for dl other z’s.



above disapproval, there are practical considerations. For
example, if somebody suppliesan element in the range then
we may want to be guaranteed that this element hasaunique
preimage (as would be the case with any permutation but
not with arandom function).

In general, when one deals (or experiments) with an ob-
ject that is supposed to be of Type T, one may assume that
this object has all the properties enjoyed by all Type T ob-
jects. If this assumption does not hold (even if one cannot
detect this fact during initial experimentation) then an ap-
plication that depends on this assumption may fail. One
reason for the failure of the application may be that it uses
significantly more resources than those used in the initial
experimentsthat failed to detect the problem. Another issue
is that the probability that the application fails may indeed
be negligible (as is the probability of detecting the failure
intheinitial experiments), but due to the importance of the
application we are unwilling to tolerate even a negligible
probability of failure.

We explore severa areas in which the study of random
objects occurs naturally. These areas include graph the-
ory, coding theory and cryptography. We provide imple-
mentations of various natural random objects, which were
considered before in these areas (e.g., the study of random

graphs[6]).

Objects, specifications, implementations and their
quality

Our focusis on huge objects; that is, objectsthat are of
size that is exponential in the running time of the applica-
tions. Thus, these (possibly randomized) applications may
inspect only small portions of the object (in each random-
ized execution). The object may be viewed as a function
(or an oracle), and inspecting asmall portion of it isviewed
asreceiving answersto asmall number of adequate queries.
For example, when we talk of huge dense graphs, we con-
sider adjacency queries that are vertex-pairs with answers
indicating whether or not the queried pair is connected by
an edge. When wetak of huge bounded-degree graphs, we
consider incidence queries that correspond to vertices with
answers listing the neighbors of the queried vertex.

Weareinterestedin classes of objects (or object types),
which can beviewed as classes of functions. (Indeed, weare
not interested in the trivial case of generic objects, which
is captured by the class of al functions) For example,
when we talk of simple undirected graphs in the adjacency
predicate representation, we only allow symmetric and non-
reflexive Boolean functions. Similarly, whenwetalk of such
bounded-degree graphs in the incident-lists representation,
we restrict the class of functions in a less trivial manner
(i.e., u should appear in the neighbor-list of v iff v appears
in the neighbor-list of u). More interestingly, we may talk

of the class of connected (or Hamiltonian) graphs, in which
case the class of functions is even more complex. This
formalism allowsto talk about objects of certain types (or of
objectssatisfying certain properties). Inaddition, it captures
complex objects that support “compound queries’ to more
basic objects. For example, we may consider an object that
answers queries regarding a global property of a Boolean
function (e.g., the parity of al the function’s values). The
gueries may also refer to a large number of values of the
function (e.g., the parity of all values assigned to arguments
inan interval that is specified by the query).

We study probability distributionsover classes of objects.
Such a digtribution is called a specification. Formally, a
specification is presented by a computationally-unbounded
probabilistic Turing machine, where each setting of the ma-
chine's random-tape yields a huge object. The latter object
is defined as the corresponding input-output relation, and so
queries to the object are associated with inputs to the ma-
chine. We consider the distribution on functions obtained
by selecting the specification’s random-tape uniformly. For
example, arandom N -vertex Hamiltonian graphis specified
by a computationally-unbounded probabilistic machine that
uses its random-tape to determine such a (random Hamil-
tonian) graph, and answers adjacency queries accordingly.
Another specification may require to answer, in addition to
adjacency queries regarding a uniformly selected N-vertex
graph, also more complex queriessuch as providing aclique
of sizelog, NV that containsthe queried vertex. Westressthat
the specificationis not required to be even remotely efficient
(but for sake of simplicity we assumethat it is recursive).

Our ultimate goal will be to provide a probabilistic
polynomial-time machinethat implements thedesired spec-
ification. That is, we consider the probability distribution
on functions induced by fixing of the random-tape of the
latter machine in all possible ways. Again, each possible
fixing of the random-tape yields a function corresponding
to theinput-output relation (of the machine per this contents
of its random-tape).

Indeed, akey questionishow good istheimplementation
provided by some machine. We consider two aspects of this
question. Thefirst (and more standard) aspect iswhether one
can distinguish the implementation from the specification
when given oracle access to one of them. Variants include
perfect indistinguishability, statistical-indistinguishability
and computational-indistinguishability. We stress a second
aspect regardingthe quality of implementation: thetruthful-
ness of theimplementati onwith respect to the specification,
where being truthful means that any possible function that
appears with non-zero probability in the implementation
must also appear with non-zero probability in the specifi-
cation. For example, if the specification is of a random
Hamiltonian graph then a truthful implementation must al-
ways yield a Hamiltonian graph. (A reasonable relaxation



of the notion of truthfulnessis to require that all but a neg-
ligible part of the probability mass of the implementation
is assigned to functions that appear with non-zero proba
bility in the specification; an implementation satisfying this
relaxation is called almost-truthful.)

Organization

In Section 2, we present formal definitions of the no-
tionsdiscussed above aswell asbasic observationsregarding
these notions. Thesearefollowed by afew known examples
of non-trivial implementations of various random objects
(which are retrospectively cast nicely in our formulation).
In Section 3, we state afair number of new implementations
of variousrandom objects, while deferring the constructions
(and proofs) to our technical report [14]. Theseimplementa-
tions demonstrate the applicability of our notionsto various
domains such as functions, graphs and codes. Conclusions
and open problems are presented in Section 4.

2 Formal Setting and General Observations

Throughout this work we let n denote the feasibility
parameter. Specifically, feasible-sized objects have an
explicit description of length poly(n), whereas huge ob-
jects have (explicit description) size exponential in n. The
latter are described by functionsfrom poly(n)-bit stringsto
poly(n)-bit strings. Whenever we talk of efficient proce-
dures we mean algorithms running in poly(n)-time. The
proofs of the (novel) results stated in this section appear in
our technical report [14].

2.1 Specification

A huge random object is specified by a computationally-
unbounded probabilistic Turing machine. For afixed con-
tents of the random-tape, such amachine definesa (possibly
partial) function on the set of all binary strings. Such afunc-
tion is called an instance of the specification. We consider
the input-output relation of this machine when the random-
tape is uniformly distributed. Loosely speaking, thisisthe
random object specified by the machine.

For sake of simplicity, we confine our attention to ma-
chines that halt with probability 1 on every input. Further-
more, we will consider the input-output relation of such
machines only on inputs of some specified length ¢, where
¢ isaways polynomially related to the feasibility parameter
n. Thus, for such a probabilistic machine M and length
parameter ¢ = £(n), with probability 1 over the choice of
the random-tapefor M, machine M halts on every ¢(n)-bit
long input.

Definition 2.1 (specification): For a fixed function £: N —
N, theinstance specified by a probabilistic machine M,

random-tape w and parameter n is the function A, .,
defined by letting M, ., () be the output of M on input
x € {0,1}(") when using the random-tapew € {0,1}.
The random object specified by M and = is defined as
M, for auniformly selected w € {0, 1}>.

Note that, with probability 1 over the choice of the random-
tape, the random object (specified by M and n) depends
only on afinite prefix of the random-tape. Let us clarify our
formalism by casting in it several smple examples, which
were considered before (cf. [13, 21]).

Example 2.2 (arandomfunction): Arandomfunctionfrom
n-bit strings to n-bit strings is specified by the machine M
that, on input z € {0,1}" (parameter n and random-tape
w), returns the idx,, (z)-th n-bit block of w, where idx,, (z)
isthe index of - within the set of n-bit long strings.

Example 2.3 (a random permutation): Let N = 2". A
random permutation over {0, 1} = [V] can be specified by
uniformly selecting aninteger i € [V!]; thatis, the machine
uses its random-tape to determine ¢ € [N!], and uses the
i-th permutation according to some standard order. An
alternative specification, which is easier to state (alas even
more inefficient), is obtained by a machine that repeatedly
inspect the N next n-bit strings on its random-tape, until
encountering a run of IV different values, using these asthe
permutation. Either way, oncea permutation = over {0, 1}
is determined, the machine answers the input = € {0, 1}"
with the output 7 (z).

Example 2.4 (a random permutation coupled with its in-
verse): In continuation to Example 2.3, we may consider
a machine that selects = as before, and responds to input
(o, ) with 7(z) if o = 1 and with 7~ () otherwise. That
is, the object specified here provides access to a random
permutation aswell astoitsinverse.

2.2 Implementations

Definition 2.1 places no restrictions on the complexity
of the specification. Our aim, however, is to implement
such specifications efficiently. We consider several types of
implementations, where in all cases we aim at efficient im-
plementations (i.e., machines that respond to each possible
input within polynomial-time). Specifically, we consider
two parameters:

1. Thetype of model used in the implementation. We
will use either apolynomial-time oracle machinehav-
ing accessto arandomoracleor astandard probabilis-
tic polynomial-time machine (viewed as a determin-
istic machine having access to a finite randonm+-tape).



2. Thesimilarity of the implementation to the speci-
fication; that is, istheimplementation may be perfect,
statisticallyindistinguishableor only computationally
indistinguishable from the specification (by proba-
bilistic polynomial-time oracle machines that try to
distinguish the implementati on from the specification
by querying it at inputs of their choice).

Our real goal isto derive implementations by ordinary ma-
chines (having as good a quality as possible). We thus view
implementationsby oraclemachineshavingaccesstoaran-
domoracle as merely a clean abstraction, which isuseful in
many cases (as indicated by Theorem 2.9 below).

Definition 2.5 (implementation by oracle machines): For a
fixed function £: N — N, a (deterministic) polynomial-time
oraclemachine M and oracle f, theinstance implemented
by M/ and parameter n is the function M/ defined by
letting M7 (x) be the output of M oninput z € {0, 1}*(™)
whenusingtheoracle f. Therandom object implemented
by M with parameter n is defined as M/ for a uniformly
distributed f : {0,1}* — {0, 1}.

In fact, M7 (x) depends only on the value of f on inputs
of length bounded by a polynomial in |z|. Similarly, an
ordinary probabilistic polynomial-time (as in the following
definition) only uses apoly(|z|)-bit long random-tapewhen
invoked on input z. Thus, for feasibility parameter n, the
machine handles ¢(n)-bit long inputs using a random-tape
of length p(n) = poly(¢(n)) = poly(n), where (w.l.0.g.) p
is1-1.

Definition 2.6 (implementation by ordinary machines):
For fixed functions £, p : N — N, an ordinary polynomial-
timemachine M and a string r, theinstance implemented
by M and random-tape r isthefunction M,. defined by let-
ting M, (=) bethe output of M oninputz € {0, 1}¢(¢ (1)
when using the random-tape r. The random object imple-
mented by M with parameter n is defined as M, for a
uniformly distributed € {0, 1}#("),

We stress that an instance of the implementation is fully
determined by the machine A and the random-tape r (i.e.,
wedisallow “implementations’ that construct the object on-
the-fly while depending and keeping track of al previous
gueries and answers).

For amachine M (either a specification or an implemen-
tation) we identify the pair (M, n) with the random object
specified (or implemented) by machine M and feasibility
parameter n.

Definition 2.7 (indistinguishability of the implementation
from the specification): Let S be a specificationand I bean
implementation, both with respect to the length function £:
N— N. We say that I perfectly implements S if, for every

n, the random object (I, n) is distributed identically to the
random object (S, n). We say that I closely-implements
S if, for every oracle machine M that on input 1" makes
at most polynomially-many queries all of length ¢(n), the
following difference is negligible? as a function of n

Prim () = 1) - PrMETE =1 ()

We say that T pseudo-implements S if Eq. (1) holds for
every probabilistic polynomial-time oracle machine M that
makes only queries of length equal to 4(n).

We stress that the notion of a close-implementation does
not say that the objects (i.e, (I,n) and (S,n)) are sta-
tistically close; it merely says that they cannot be distin-
guished by a (computationally unbounded) machine that
asks polynomially many queries. Indeed, the notion of
pseudo-implementation refers to the notion of computa-
tional indistinguishability (cf. [16, 24]) as applied to func-
tions (see [13]). Clearly, any perfect implementation is a
close-implementation, and any close-implementation is a
pseudo-implementation. Intuitively, the oracle machine M,
which is sometimes called a (potential) distinguisher, repre-
sents a user that employs (or experiments with) the imple-
mentation. It isrequired that such a user cannot distinguish
theimplementation from the specification, provided that the
user islimited in its access to the implementation or evenin
its computational resources (i.e., time).

Indeed, itistrivial to perfectly implement arandom func-
tion (i.e., the specification given in Example 2.2) by using
an oracle machine (with access to a random oracle). In
contrast, the main result of Goldreich, Goldwasser and Mi-
cali [13] can be cast by saying that there exist a pseudo-
implementation of a random function by an ordinary ma-
chine, provided that pseudorandom generators (or, equiva
lently, one-way function [17]) do exist. In fact, under the
same assumption, it is easy to show that every specification
having a pseudo-implementation by an oracle machine also
has a pseudo-implementation by an ordinary machine. A
stronger statement will be proven below (see Theorem 2.9).

Truthful implementations. An important notion regard-
ing (non-perfect) implementations refers to the question of
whether or not they satisfy propertiesthat are enjoyed by the
corresponding specification. Put in other words, the ques-
tioniswhether eachinstance of theimplementationisalsoan
instance of the specification. Whenever thiscondition holds,
we call the implementation truthful. Indeed, every perfect
implementationistruthful, but thisisnot necessarily the case
for close-implementations. For example, arandom function
isaclose-implementation of arandom permutation (because
it is unlikely to find a collision among polynomially-many

2A function p : N — [0, 1] is called negligible if for every positive
polynomia p and al sufficiently large n’sit holds that p1(n) < 1/p(n).



preimages); however, a random function is not a truthful
implementation of a random permutation.

Definition 2.8 (truthful implementations): Let S bea spec-
ification and I be an implementation. \We say that T is
truthful to S if for every n the support of the random object
(I,n) isasubset of the support of the randomobject (S, n).

Much of thiswork is focused on truthful implementations.
Thefollowing simpleresult isuseful inthe study of thelatter.
We comment that thisresult istypically applied to (truthful)
close-implementations by oracle machines, yielding (truth-
ful) pseudo-implementationsby ordinary machines.

Theorem 2.9 Suppose that one-way functions exist. Then
any specification that has a pseudo-implementation by an
oracle machine (having accessto a randomoracle) also has
a pseudo-implementation by an ordinary machine. Further-
more, if the former implementation is truthful then soisthe
latter.

The sufficient condition is also necessary, because the
existence of pseudorandom functions (i.e., a pseudo-
implementation of arandom function) impliesthe existence
of one-way functions. In view of Theorem 2.9, whenever
we seek truthful implementations (or, alternatively, when-
ever we do not care about truthfulness at all), we may focus
on implementations by oracle machines.

Almost-Truthful implementations. Truthful implemen-
tationsguaranteethat each instance of theimplementationis
also an instance of the specification (and is thus “ consistent
with the specification”). A meaningful relaxation of this
guarantee refers to the case that ailmost all the probability
mass of the implementation is assigned to instances that are
consistent with the specification (i.e., are in the support of
the latter). Specifically, werefer to the following definition.

Definition 2.10 (almost-truthful implementations): Let S
be a specification and I be an implementation. e say that
I is almost-truthful to S if the probability that (I, n) isnot
in the support of the random object (S, n) is bounded by a
negligiblefunctionin n.

Interestingly, almost-truthfulness is not preserved by the
construction used in the proof of Theorem 2.9. In fact,
there exists specifications that have almost-truthful close-
implementations by oracle machines but not by ordinary
machines (see Theorem 2.11 below). Thus, when studying
almost-truthful implementations, one needs to deal directly
with ordinary implementations (rather than focus on imple-
mentations by oracle-machines). Indeed, we will present
afew examples of almost-truthful implementationsthat are
not truthful.

Theorem 2.11 There exists a specification that has an
almost-truthful close-implementation by an oracle machine
but has no almost-truthful implementation by an ordinary
machine.

We stress that the theorem holds regardless of whether or
not the latter (almost-truthful) implementation is indistin-
guishable from the specification.

2.3 Known non-trivial implementations

In view of Theorem 2.9, when studying truthful imple-
mentations, we focus on implementations by oracle ma-
chines. In these cases, we shorthand the phrase implemen-
tation by an oracle machine by the term implementation.
Using the notion of truthfulness, we can cast the non-trivial
implementation of arandom permutation provided by Luby
and Rackoff [21] asfollows.

Theorem 2.12 [21]: There exists a truthful close-
implementati on of the specification provided in Example 2.3.
That is, there exists a truthful close-implementation of the
specification that uniformly selects a permutation = over
{0, 1}" and responses to the query = € {0, 1}" with the
valuer(z).

Contrast Theorem 2.12 with the trivial non-truthful imple-
mentation (by a random function) mentioned above. Note
that, even when ignoring the issue of truthfulness, it is non-
trivial to provide a close-implementation of Example 2.4
(i.e., arandom permutation along with its inverse).® How-
ever, Luby and Rackoff [21] have aso provided a truthful
close-implementation of Example 2.4.

Theorem 2.13 [21]: There exists a truthful close-
implementation of the specification that uniformly selects
a permutation = over {0,1}" and responses to the query
(0,2) € {—1,+1} x {0, 1} with the value 77 ().

Another known result that has the flavor of the ques-
tions that we explore was obtained by Naor and Rein-
gold[22]. Loosely speaking, they provided atruthful close-
implementation of a permutation selected uniformly among
all permutations having a certain cycle-structure.

Theorem 2.14 [22]: For any N = 2", ¢ = poly(n), and
C = {(c;ym;) 1i = 1,...,t} such that 3%, mse; = N,
there exists a truthful close-implementation of a uniformly
distributed permutation that has m; cycles of size ¢;, for
i = 1,..,t.* Furthermore, the implementation instance

3A random function will fail here, because the distinguisher may distin-
guish it from arandom permutation by asking for the inverse of a random
image.

4Special casesincludeinvolutions (i.e., permutations inwhich al cycles
have length 2), and permutations consisting of asingle cycle (of length V).
These casesarecastby C = {(2, N/2)} and C = {(N, 1)}, respectively.



that uses the permutation 7 can also support queries of the
form (z,4) to be answered by 7(z), for any z € {0,1}"
and any integer i (which is presented in binary).

We stress that the latter queries are served in time poly(n)
asoincasei > poly(n).

2.4 A few general observations

Theorem 2.11 asserts the existence of specifications that
cannot be implemented in an almost-truthful manner by an
ordinary machine, regardless of the level of indistinguisha-
bility (of the implementation from the specification). We
can get negative results that refer also to implementations
by oracle machines, regardless of truthfulness, by requir-
ing the implementation to be sufficiently indistinguishable
(from the specification). Specifically:

Proposition 2.15 The following refers to implementations
by oracle machines and disregard the issue of truthfulness.

1. There exist specifications that cannot be closely-
implemented.

2. Assuming the existence of one-way functions, thereex-
ist specificationsthat cannot be pseudo-implemented.

The randomness complexity of implementations:
L ooking at the proof of Theorem 2.9, it isevident that asfar
as pseudo-implementations by ordinary machines are con-
cerned (and assuming the existence of one-way functions),
randomness can be reduced to any power of the feasibility
parameter (i.e., to n¢ for every e > 0). The same holds
with respect to truthful pseudo-implementations. On the
other hand, the proof of Theorem 2.11 suggests that this
collapse in the randomness complexity cannot occur with
respect to almost-truthful implementations by ordinary ma-
chines (regardless of the level of indistinguishability of the
implementation from the specification).

Theorem 2.16 (a randomness hierarchy): For every poly-
nomial p, there exists a specification that has an almost-
truthful close-implementation by an ordinary machine that
uses a random-tape of length p(n), but has no almost-
truthful implementation by an ordinary machine that uses a
random-tape of length p(n) — w(logn).

Composing implementations. A simple observation that
is used in our work is that one can “compose implemen-
tations’. That is, if we implement a random object R1 by
an oracle machine that uses oracle calls to a random object
R2, which in turn has an implementation by a machine of
type T, then we actually obtain an implementation of R1 by
amachine of type T. To state this result, we need to extend

Definition 2.5 such that it appliesto oracle machinesthat use
arbitrary specifications (rather than a random oracle). Let
us denote by (M (5™ n) an implementation by the oracle
machine M (and feasibility parameter n) with oracle access
to the specification (S, n).

Theorem 2.17 Let @ € {perfect, close, pseudo}. Suppose
that the specification (S1,n) can be Q-implemented by
(M(52™) ) and that (S»,n) has a Q-implementation by
an ordinary machine (resp., by an oracle machine with a
random oracle). Then, (S1,n) has a Q-implementation by
an ordinary machine (resp., by an oracle machine with a
random oracle). Furthermore, if both the implementations
in the hypothesisare truthful (resp., almost-truthful) then so

is the implementation in the conclusion.
25 Objectsof feasible size

In contrast to the rest of thiswork, we shortly discussthe
complexity of generating random objects of feasible size
(rather than huge random objects). In other words, we are
talking about implementing a distribution on poly(n)-bit
long strings, and doing so in poly(n)-time. This problem
can be cast in our general formulation by considering spec-
ifications that ignore their input (i.e., have output that only
depend on their random-tape). In other words, we may view
objects of feasible size as constant functions, and cosider
a specification of such random objects as a distribution on
constant functions. Thus, without loss of generality, the
implementation may also ignoreitsinput, and consequently
in this case there is no difference between an implementa-
tion by ordinary machine and an implementation by oracle
machine with a random oracle.

We note that perfect implementations of such distribu-
tions were considered before (e.g., in [1, 4, 11]), and dis-
tributions for which such implementations exist are called
sampleable. In the current context, where the observer
seesthe entire object, the distinction between perfect imple-
mentation and close-implementation seems quite technical.
What seems fundamentally different is the study of pseudo-
implementations.

Theorem 2.18 There exist specifications of feasible-sized
objectsthat have no close-implementation, but do have (both
truthful and non-truthful) pseudo-implementations.

The proof of Theorem 2.18 also establishes the existence
of specifications (of feasible-sized objects) that have have
no truthful (and even no amost-truthful) implementation,
regardless of the level of indistinguishability from the spec-
ification. Turning the table around, ignoring the truthful-
ness condition, we ask whether there exist specifications of
feasible-sized objectsthat have no pseudo-implementations.
A partial answer is provided by the following result, which
relies on a non-standard assumption (see Footnote 5).



Proposition 2.19 Assuming the existence of a collision-free
hash function®, there exists a specification of a random
feasible-sized object that has no pseudo-implementation.

Open Problem 2.20 (A stronger version of Proposi-
tion 2.19:) Provide a specification of a random feasible-
sized object that has no pseudo-implementation, while rely-
ing on a standard intractability assumption.

Let us digress and consider close-implementations. For
example, Bach’'s elegant algorithm for generating random
composite numbers along with their factorization [3] can
be cast as a (non-trivial) close-implementation of the said
distribution.® A more elementary set of examples refers
to the generation of integers (out of a huge domain) ac-
cording to various “nice” distributions (e.g., the binomial
distribution of N trials).” In fact, Knuth [19, Sec. 3.4.1]
considers the generation of various such distributions, and
his treatment (of integer-valued distributions) can be eas-
ily adapted to fit our formalism. This direction is further
pursued in our technical report [14]. In general, recall that
in the current context (where the observer sees the entire
object), a close-implementation must be statistically close
to the specification. Thus, almost-truthfulness follows “for
free”:

Proposition 2.21 Any close-implementation of a specifica-
tion of a feasible-sized object is almost-truthful to it.

Multiplesamples. Our general formulation can be usedto
specify an object that whenever invoked returns an indepen-
dently drawn sample from the same distribution. Specif-
ically, the specification may be by a machine that an-
swers each “sample-query” by using a distinct portion of
its random-tape (as coins used to sample from the basic dis-
tribution). Using apseudorandom function, we may pseudo-
implement multiple samplesfrom any distribution for which
one can pseudo-implement asingle sample. That is:

Proposition 2.22 Supposethat one-way functionsexist, and
let D = {D,,} beaprobability ensemble such that each D,,

5We stress that the assumption used here (i.e., the existence of asingle
collision-free hash function) seems stronger than the standard assump-
tion that refers to the existence of an ensemble of collision-free functions
(cf. [8]).

6We mention that Bach’s concrete motivation was to generate prime
numbers P along with the factorization of P — 1, in order to allow efficient
testing of whether a given number is a primitive element modulo P. Thus,
one may say that Bach's paper provides a close-implementation (by an
ordinary probabilistic polynomial-time machine) of the specification that
selects at random an n-bit long prime P and answers the query g by 1 if
and only if g isa primitive element modulo P.

"That is, for ahuge N = 2™, we want to generate i with probability

p; & ()/2N. Notei € {0,1,...N} has feasible size, and yet the

problem is not trivial (because we cannot afford to compute all p;'s).

ranges over poly(n)-bit long strings. If D can be pseudo-
implemented then so can the specification that answers each
guery by an independently selected sample of D. Further-
more, the latter implementation is by an ordinary machine
and is truthful provided that the former implementation is
truthful.

3 Our Main Results

We obtain several new implementations of random ob-
jects. For sake of clarity, we present the results in two
categories referring to whether they yield truthful or only
almost-truthful implementations. Here we only state the
results, whereas their proofs appear in our technical re-
port [14].

3.1 Truthful Implementations

All implementations stated in this section are by
(polynomial-time) oracle machines (which use a random
oracle). Corresponding pseudo-implementations by ordi-
nary (probabilistic polynomial-time) machines can be de-
rived using Theorem 2.9. Namely, assuming the existence
of one-way functions, each of the specifications considered
below can be pseudo-implemented in a truthful manner by
an ordinary probabilistic polynomial-time machine.

The basic technique underlying the following implemen-
tations is the embedding of additional structure that enables
to efficiently answer the desired queriesin a consistent way
or to force a desired property. That is, this additional struc-
ture ensures truthful ness (with respect to the specification).
The additional structure may cause the implementation to
have a distribution that differs from that of the specifi-
cation, but this difference is infeasible to detect (via the
polynomially-many queries). In fact, the additional struc-
tureistypically randomizedin order to makeit undetectabl e,
but each possible choice of coins for this randomization
yieldsa“valid” structure (whichin turn ensurestruthfulness
rather than only almost-truthfulness).

3.1.1 Supporting complex queries regarding boolean
functions

As mentioned above, a random boolean functionistrivially
implemented (and in a perfect way) by an oracle machine.
By this we mean that the specification and the implementa-
tion merely serve the standard evaluation queries that refer
to arandom function (i.e., query z isanswered by the value
of the function at x). Here we consider specifications that
supports more powerful queries.

Example 3.1 (answering some parity queries regarding a
random function): Consider a specification by a machine



(and length parameter ¢ = 2n) that, on input (7, j) where
1 <4 <5 <2 replies with the parity of the bits in
locations ¢ through j of its random-tape. Intuitively, this
machine specifiesan object that, based on arandomfunction
f :[2"] — {0,1}, provides the parity of the values of f on
any desired interval of [2"].

Clearly, the implementation cannot afford to compute the
parity of the corresponding valuesin its random oracle. We
present a perfect implementation of Example 3.1, as well
as truthful close-implementations of more general types of
random objects (i.e., answering any symmetric “interval”
query). (Seedetailsin Appendix B.) Specifically, we prove:

Theorem 3.2 For every polynomial-time computable func-
tion g, there exists a truthful close-implementation of the
following specification of a random object. The specifi-
cation machine uses its random-tape to define a random
function f : {0,1}" — {0, 1}, and answers the query
(. 8) € {0,2}" " by g(3 < e £(5))-

It would be interesting to further extend the above result;
specific suggestions are made in our technical report [14].

3.1.2 Supporting complex queries regarding length-
preserving functions

We consider specifications that, in addition to the standard
evaluation queries, answer additional queries regarding a
random length-preserving function. Such objects have po-
tential applications in computational number theory, cryp-
tography, and the analysis of algorithms (cf. [10]). Specifi-
caly, we prove:

Theorem 3.3 There exists a truthful close-implementation
of the following specification. The specifying machine, uni-
formly selects a function f : {0,1}"™ — {0,1}", and, in
addition to the standard evaluation queries, answers the
inverse-query y € {0, 1} with the set £~ 1(y).

Alternatively, the implementation may answer with a uni-
formly distributed preimage of y under f (and with a special
symbol in case no such preimage exists).

Theorem 3.4 There exists a truthful close-implementation
of the following specification. The specifying machine,
uniformly selects a function f : {0,1}" — {0,1}",
and answers the query (z,m), where z € {0,1}" and
m € [2°PV(")] with the value f™(z) (i.e, f iterated m
times on ).

This result is related to questions studied in [22, 23]; for
more details, see our technical report [14].

3.1.3 Random graphsof varioustypes

Random graphs have been extensively studied (cf. [6]), and
in particular are known to have various properties. But does
it mean that we can provide truthful close-implementations
of uniformly distributed (huge) graphs having any of these
properties?

L et usfirst consider aspecificationfor arandom N -vertex
graph, where N = 2", Indeed, such a random graph can
be specified by the machine, which viewing its random-tape
w asan N-by-N matrix, answersinput (i, j) € [N] x [V]
with the value 0 if ¢ = j, the value w; ; if ¢ < j, and
wj.; otherwise. But how about implementing a uniformly
distributed graph that has various properties?

Example 3.5 (uniformly distributed connected graphs):
Suppose that we want to implement a uniformly distributed
connected graph (i.e., a graph uniformly selected among all
connected IV-vertex graph). An adequate specification may
scan its random-tape, considering each N2-bit long portion
of it as a description of a graph, and answer adjacency-
gueriesaccording to thefirst portion that yields a connected
graph. Note that the specification works in time Q(N?),
whereas an implementation needs to work in poly(log NV)-
time. On the other hand, recall that a random graph is
connected with overwhelmingly high probability. This sug-
gests to implement a random connected graph by a random
graph. Indeed, this yields a close-implementation, but not
a truthful one (because occasionally, yet quite rarely, the
implementation will yield an unconnected graph).

We present truthful close-implementations of Example 3.5
as well as of related specifications (i.e., of uniformly dis-
tributed graphs having various additional properties). These
are all specia cases of the following result:

Theorem 3.6 Let I be a monotone graph property that is
satisfied by a family of strongly-constructible sparse graphs.
That is, for some negligiblefunction 1 (and every N), there
exists a perfect implementation of a (single) V-vertex graph
with u(log N) - N2 edges that satisfies property M. Then,
there exists a truthful close-implementation of a uniformly
distributed graph that satisfies property I1.

The proof relies on the following lemma, which may be of
independent interest. Loosely speaking, the lemma asserts
that if a monotone graph property I is satisfied by some
sparse graphs then a uniformly distributed graph having
property M is indistinguishable from atruly random graph.

8Indeed, the trivial implementation (by a random graph) is almost-
truthful, but here we seek atruthful implementation (because otherwise we
cannot derive from it (via Theorem 2.9) even an amost-truthful pseudo-
implementation by an ordinary machine).



Lemma 3.7 Let I be a monotone graph property that is
satisfied by some N-vertexgraph havinge- (% ) edges. Then,
any machine that makes at most ¢ adjacency queries to a
graph, cannot distinguish a random NN -vertex graph froma
uniformly distributed IV-vertex graph that satisfies I, except
than with probability O(q+/€) + g N~ (1—°),

3.1.4 Supporting complex queries regarding random
graphs

Suppose that we want to implement a random N -vertex
graph along with supporting, in addition to the standard
adjacency queries, also some complex queriesthat are hard
to answer by only making adjacency queries. For example
suppose that on query a vertex v, we need to provide a
clique of size log, NV containing v. We present a truthful
close-implementations of this specification:

Theorem 3.8 There exists a truthful close-implementation
of the following specification. The specifying machine se-
lects uniformly an N-vertex graph and, in addition to the
standard adjacency queries, answers (Log-Clique) queries
of the form» by providing a random [log, N']-vertex clique
that contains v (and a special symbol if no such clique ex-
ists).

Another result of similar flavour follows:

Theorem 3.9 There exists a truthful close-implementation
of the following specification. The specifying machine se-
lects uniformly an N-vertex graph G, and in case G is
Hamiltonian it uniformly selects a (directed) Hamiltonian
Cycle in G, which in turn defines a cyclic permutation
o : [N] — [N]. In addition to the standard adjacency
gueries, the specification answerstravel queries of the form
(trav,v,t) by providing o’ (v), and distance queries of the
form (dist, v, w) by providing the smallest ¢ > 0 such that
w = o' (v).

3.1.5 Random bounded-degreegraphsof varioustypes

Random bounded-degree graphs have al so received consid-
erable attention. We present truthful close-implementations
of random bounded-degreegraphs G = ([V], E), wherethe
machine specifying the graph answers the query v € [N]
with the list of neighbors of vertex ». We stress that
even implementing this specification is non-trivial if one
insists on truthfully implementing simple random bounded-
degree graphs (rather than graphs with self-loops and/or
parallel edges). Furthermore, we present truthful close-
implementations of random bounded-degree graphs having
additional properties such as connectivity, Hamiltonicity,
having logarithmic girth, etc. All these are specia cases of
the following result:

Theorem 3.10 Let d be fixed and M be a graph property
that satisfies the following two conditions:

1. The probability that Property I is not satisfied by a
uniformly chosen d-regular N-vertex graph is negli-
gibleinlog V.

2. Property N is satisfied by a family of strongly-
congtructible d-regular NV-vertex graphs having girth
w(loglog N).

Then, there exists a truthful close-implementation of a uni-
formly distributed d-regular N-vertex graph that satisfies
property IT.

The proof relies on the following lemma, which may be of
independent interest. Loosely speaking, the lemma asserts
that arandom isomorphic copy of afixed d-regular graph of
largegirthisindistinguishablefromatruly random d-regular

graph.

Lemma3.11 let G = ([N], E) be any d-regular N-vertex
graph having girth g. Let G' be obtained by randomly
permuting the vertices of G (and presenting the incidence
lists in some canonical order). Then, any machine M
that queries the graph for the neighborhoods of ¢ ver-
tices of its choice, cannot distinguish G’ from a random
d-regular N-vertex (smple) graph, except than with proba-
bility O(¢?/(d—1)(¢=1/2). Inthecased = 2andq < g1,
the probability bound can be improved to O(¢%/N).

3.2 Almost-Truthful Implementations

All implementationsstated in this section are by ordinary
(probabilistic polynomial-time) machines. All these results
assume the existence of one-way functions.

Again, the basic techniqueis to embed a desirable struc-
ture, but (in contrast to Section 3.1) here the embeded struc-
ture forces the desired property only with very high prob-
ability. Consequently, the resulting implementation is only
almost-truthful, which is the reason that we haveto directly
present implementations by ordinary machines.

A specific techniquethat we useis obtainingafunctionas
a value-by-value combination of a pseudorandom function
and a function of a desired combinatorial structure. The
combination isdone such that the combined functioninherits
both the pseudorandomness of the first function and the
combinatorial structure of the second function (in analogy
to aconstructionin [18]). In some cases, the combinationis
by avalue-by-value XOR, but in othersit is by a value-by-
value OR with a second function that is very sparse.

3.2.1 Random codes of large distance

In continuation to the discussion in the introduction, we
prove:



Theorem 3.12 For § = 1/6and p = 1/9, assuming the ex-
istence of one-way functions, there exists an almost-truthful
pseudo-implementation of the following specification: The
specification machine usesits random-tapeto uniformly se-
lect acode C C {0, 1}" having cardinality K ® 20 and
distanceat least n, and answersthe query i € [K] withthe
i-thelementinC.

We comment that the above actualy specifies (and imple-
ments) an encoding agorithm for the corresponding code.
It would be very interesting if one can also implement a
corresponding decoding algorithm; see further discussion in
our technical report [14].

3.2.2 Random graphsof varioustypes

Having failed to provide truthful pseudo-implementations
to the following specifications, we provide almost-truthful
ones.

Theorem 3.13 Let¢(N) = (2+0(1)) log, N bethelargest
integer ¢ such that the expected number of cliquesof sizei in
arandom N-vertex graph is larger than one. Assuming the
existence of one-way functions, there exist almost-truthful
pseudo-implementations of the following specifications:

1. A random graph of Max-Cligue ¢(N) £ 1: The spec-
ification uniformly selects an N -vertex graph having
maximum clique size ¢(N) + 1, and answers edge-
queries accordingly.

2. A random graph of Chromatic Number (1 + o(1)) -
N/¢(N): The specification uniformly selects an
N-vertex graph having Chromatic Number (1 +
Iogz’l/3 N) - N/c¢(N), and answers edge-queries ac-
cordingly.

Another interesting questionisto providean almost-truthful
pseudo-implementation of a uniformly distributed graph
having ahigh (global) connectivity property. Unfortunately,
we do not know how to do this. Instead, we provide an
almost-truthful pseudo-implementation of a random graph
for which almost all pairs of vertices enjoy a high connec-
tivity property.

Theorem 3.14 For every positive polynomial p, assuming
the existence of one-way functions, there exists an almost-
truthful pseudo-implementation of the following specifica-
tion. The specifying machine selects a graph that is uni-
formly distributed among all NV-vertex graphs for which all
but at most an e(NV) « 1/p(log, N) fraction of the vertex
pairs are connected by at least (1 — €(V)) - N/2 vertex-
digoint paths. Edge-queries are answered accordingly.

Interestingly, the same implementation works for all poly-
nomials p; that is, the implementation is independent of p,
which isonly used in the definition of the specification.

4 Conclusions and Open Problems

The questions that underlie our work refer to the ex-
istence of good implementations of various specifications.
At the very least, we require the implementations to be
computationally-indistinguishable from the corresponding
specifications.’ That is, we are interested in pseudo-
implementations. Our ultimate goal is to obtain such im-
plementations via ordinary (probabilistic polynomial-time)
machines, and so we ask:

Q1: Which specifications have truthful pseudo-implement
ations (by ordinary machines)?

Q2: Which specifications have amost-truthful pseudo-
implementations (by ordinary machines)?

Q3: Which specifications have pseudo-implementations
atal?

In view of Theorem 2.9, as far as Questions Q1 and Q3
are concerned, we may as well consider implementations
by oracle machines (having access to a random oracle).
Indeed, the key observation that started us going was that
the following questions are the “right” onesto ask:

Q1r (Qlrevised): Which specifications have truthful
close-implementations by oracle machines (having
access to arandom oracle)?

Q3r (Q3revised): Which specifications have such close-
implementations at all?

We remark that even in case of Question Q2, it may make
senseto study first the existence of implementations by ora-
cle machines, bearing in mind that the latter cannot provide
aconclusive positive answer (as shown in Theorem 2.11).

In thiswork, we have initiated a comprehensive study of
the above questions. In particular, we provided a fair num-
ber of non-trivial implementations of various specifications
relating to the domains of random functions, random graphs
and random codes. The challenge of characterizing the
class of specificationsthat have good implementations (e.g.,
Questions Q1r and Q3r) remains wide open. A good start
may beto answer such questionswhen restricted to interest-
ing classes of specifications (e.g., the class of specifications
of random graphs having certain type of properties).

Limited-independence implemenations. Our definition
of pseudo-implementationis based on the notion of compu-
tational indistinguishability (cf. [16, 24, 13]) as a definition
of similarity among objects. A different notion of similarity

Swithout such a qualification, the questions stated below are either
meaningless (i.e., every specification has a“bad” implementation) or miss
the point of generating random objects.



underlies the construction of sample spaces having limited-
independence properties (see, eg., [2, 7]). For example,
we say that an implementation is k-wise close to a give
specification if the distribution of the answersto any & fixed
gueriesto theimplementationis staistically close to the dis-
tribution of these answersin the specification. The study of
Question Qlr is also relevant to the construction of truth-
ful k-wise close implementations, for any & = poly(n). In
particular, one can show that any specification that has a
truthful close-implementation by an oracle machine, has a
truthful k-wise close implementation by an ordinary prob-
abilistic polynomial-time machine. A concrete example
which is useful for streaming applications (i.e., a “range-
summable”’ sequence [9] of k-wise close random variables)
appearsin our technical report [14] (following the proof of
Theorem 3.2).
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Appendix A: Another illustrative Example

Suppose that you want to run some simulations on huge
random graphs. You actually take it for granted that the
random graph is going to be Hamiltonian, because you have
read Bollobas's book [6] and you are willing to discard the
negligible probability that a random graph is not Hamilto-
nian. Suppose that you want to be able to keep succinct
representations of these graphs and/or that you want to gen-
erate them using few random bits. Having also read some
works on pseudorandomness(e.g., [16, 5, 24, 13]), you plan
to use pseudorandom functions [13] in order to efficiently
generate and store representations of these graphs. But wait
a minute, are the graphs that you generate this way really
Hamiltonian?

Thepointisthat being Hamiltonianisaglobal property of
thegraph, whichinturnisahuge(i.e., exp(n)-sized) object.
This global property cannot be checking the adjacency of
polynomialy many (i.e., poly(n)-many) vertex-pairs, and
S0 its violation cannot be trandated to a contradiction of
the pseudorandomness of the function. Indeed, the sub-
gtitution of a random function (or a random graph) by a
pseudorandom one is not guaranteed to preserve the global
property. Specifically, it may be the case that all pseudoran-
dom graphs are even disconnected.'® So, can we efficiently
generate huge Hamiltonian graphs? As we show in this
work, the answer to this question is positive.

Appendix B: A Perfect Implementation of Ex-
ample 3.1

In this appendix we show that the specification of Ex-
ample 3.1 can be perfectly implemented (by an oracle ma-
chine). Recall that we seek to implement access to a ran-
dom function f : {0,1}" — {0, 1} augmented with an-
swers regarding the parity (or XOR) of the values of f
on given intervals, where the intervals are with respect to
the standard lex-order of n-bit string. That is, the query
q = (a,8) € {0,1}"*", where0" < a < 3 < 17, isto
beanswered by &, <,<s f(s). The specification can answer
this query in the straightforward manner, but an implemen-
tation cannot afford to do so (because a straightforward
computation may take 2" = 2/9!/2 steps). Thus, the imple-
mentation will do something completely different.

We present an oracle machine that uses a random func-
tion f' : U™ ,{0,1}' — {0,1}. Using f', we define
f:{0,1}" — {0,1} asfollows. We consider a binary tree

10| ndeed, for each function £, taken from some pseudorandom ensemble
{fs :[2"] x [2"] — {0,1}}s, it may hold that fs(vs,u) = fs(u,vs) =
Ofor al u € [2™], where v, depends arbitrarily on f,. For example, given
a pseudorandom ensemble { fs } consider the ensemble { f; .} such that
fs,o(v,u) = fs,0(u,v) = 0™ foral u's, and fs o (z,y) = fs(z,y) for
all other (z,y)’s.

of depth n and associate its ith level vertices with strings
of length ¢ such that the vertex associated with the string s
has a left (resp., right) child associated with the string sO
(resp., s1). Asamental experiment, going from the root to
the leaves, we label the tree's vertices as follows:

1. Welabel theroot (i.e., the level-zero vertex, which is
associated with A) by the value f'(A).

2. Fori =0,...,n—1,andeachinternal vertex v at level
i, welabel itsleft child by the value f'(v0), and label
its right child by the XOR of the label of v and the
value f'(v0). (Thus, thelabel of v equalsthe XOR of
the values of its children.)

3. Thevalueof f a o € {0,1}" isdefined as the label
of the leaf associated with a.

By using inductiononi = 0, ..., n, it can be shown that the
level i vertices are assigned uniformly and independently
distributed labels (which do depend, of course, on the level
1—1labels). Thus, f isarandomfunction. Furthermore, the
label of each internal node v equals the XOR of the values
of f onall leavesin the subtree rooted at v.

Note that the random function f’ is used to directly as-
sign (random) labelsto all theleft-siblings. The other labels
(i.e., of right-siblings) are determined by XORing the la-
bels of the parent and the left-sibling. Furthermore, the
label of each node in the tree is determined by XORing
at most n + 1 values of f' (residing in appropriate left-
siblings). Specifically, the label of the vertex associated
with oq - - - 0; is determined by the f’-values of the strings
X,0,010,...,01--0;_10. Thus, we obtain the value of f
at any n-bit long string by making at most » + 1 queriesto
f'. Moregenerally, we can obtain the label assigned to each
vertex by making at most n + 1 queriesto f'. It followsthat
we can obtain the value of @, <.<sf(s) by making O(n?)
queriesto f'. Specifically, the desired value is the XOR of
theleavesresiding in at most 2n — 1 full binary sub-trees, and
so we merely need to XOR the labels assigned to the roots
of these sub-trees. Actualy, O(n) queries can be shown
to suffice, by taking advantage on the fact that we need not
retrieve the labels assigned to O(n) arbitrary vertices (but
rather to vertices that correspond to roots of sub-trees with
consecutive leaves). We get get a perfect implementation
(by an oracle machine) of the specification of Example 3.1.

The above procedure can be generalize to handle queries
regarding any (efficiently computable) symmetric function
of the values assigned by f to any given interval. In fact, it
sufficesto answer queriesregarding the sum of these values.
Thisyields a proof of Theorem 3.2.



