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Cryptography and Complexity
Theory:

Chapter 1 A match made in heaven.

SHAFI GOLDWASSER

Introduction

One of the fundamental questions in theoretical computer science is to fully
understand why some functions are easy to compute, while others require con-
siderable large computing resources. Unfortunately, the present state of the art
falls far away from giving an answer to this question — there are very few func-
tions for which we know exact complexity measures (i.e., matching upper and
lower bounds).

The study of complexity of algorithms began far before the invention of
the computer. For many centuries the notion of an algorithm has been used by
mathematicians in the idea of a constructive proof. The first known reference to
the study of an algorithm is Euclid’s work on the study of the greatest common
divisor (GCD). This was done in approximately 300 B.C. Of course, Euclid’s
motivation was to reduce the amount of pencil-and-paper work in order to com-
pute the GCD of two numbers. Interestingly, this algorithm has survived to the
present day: approximately 2300 years later Euclid’s algorithm and its variants
still are the most efficient ones and in fact they are widely implemented in many
computer programs. Knuth [29] calls Euclid’s GCD algorithm the “granddaddy
of all algorithms”. The question whether this algorithm and its variants are the
best possible stays as an important open problem. For a summary we refer the
reader to [29)].

The area of complexity theory is concerned with the fundamental problem:
what makes some problems difficult to compute and what makes them easy. In
pursuing this question, many important concepts have been introduced in theo-
retical computer science; we mention the concept of NP-complete problems, and
circuit complexity. In general, many persons like to view the study of algorithms
as providing upper bounds (in form of an efficient algorithm) and complexity
theory as producing lower bounds (proof that certain functions actually are very
difficult to compute). Of course, there is a lot of overlapping between these two
areas such that distinction is not always clear.

This dissertation looks at problems in complexity theory; specifically, we
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are interested in finding explicit Boolean functions which are provably hard
to compute in some reasonable model of computation. Although functions re-
quiring exponential resources are known to be plentiful by elementary counting
arguments [55], the problem of actually proving such lower bounds for explicit
functions, say functions computable in NP, is much more difficult. For a func-
tion in NP, the best known lower bound on circuit size are only linear [2], the
best known lower bounds on circuit depth are only logarithmic.

The two types of restrictions usually considered in complexity theory are
monotone circuits and bounded depth circuits. In the first part of this thesis
(Chapter 5) we concentrate on the depth restriction: we give (exponential) lower
bounds on threshold circuits for some concrete Boolean functions.

One natural motivation to study threshold circuits comes from the fact that
they are very closely related to neural nets (the basic element of a neural net
is very similar to a threshold gate). As the term “neural net” implies, it was
originally aimed towards modeling networks of real neurons in the human brain.
However, the models are extremely simplified when seen from a neurophysiolog-
ical point of view, though they are believed to be still of value to obtain insight
into the principles of “biological computing” (see [19]).

To be more precise, we give exponential lower bounds on threshold circuits
of depth 2 with bounded weights on the bottom layers. We look at very fun-
damental functions such as Boolean predicates of the discrete multiplication
function, the discrete division function, the discrete exponentiation function,
and the Diffie-Hellman function. The reasons for examining such functions are
manifold.

First, the problems examined are of very fundamental structure, and sometimes
they are used repeatedly in more complex calculations. Some of the considered
functions are widely used in encryption schemes. In some cases, e.g. when
embedded in hardware, every single gate may be expensive to build and an
efficient implementation of such basic functions becomes very important. Our
lower bounds give an answer to the question whether the implementation may
be done with less hardware meaning lower cost and also more efficiency. Thus,
it becomes very important to give more insight in understanding the exact com-
plexity of such fundamental problems. Some of the examples for which we pro-
vide lower bounds are known to be computable with one more threshold layer
with polynomially many gates. So our given bounds are very close to the best
possible. Secondly, the analysis of easy functions adds important new tools to
the techniques available to provide lower bounds for more complex functions.
Third, some of the presented functions are actually used as the decryption func-
tion in various cryptographic protocols. Giving exponential lower bounds on the
number of threshold circuits can also be viewed as a weak impossibility result
to compute the function (to brake the cryptographic protocol) when the com-
putational model is restricted (in our case it is restricted to threshold gates of
depth 2). Thus presenting lower bounds on (very restricted) computational de-



vices may put a little more confidence in some widely believed assumptions that
such functions are computationally hard. For example, one of such assumptions
is the CDH assumption which states that the Diffie-Hellman function is hard
to compute. Our results support this assumption in the sense that a Boolean
predicate of the Diffie-Hellman functions is hard to compute when we (severely)
restrict the model of computation. To put it in different words, we show that a
certain kind of attack (namely an attack based on threshold circuits of depth 2)
on the Diffie-Hellman function is doomed to fail since the number of necessary
gates for this attack is too large. We want to stress that impossibility results
of this kind should not be overestimated since the restricted model (based on
threshold circuits of depth 2) seems to be far too weak to contain any practical
cryptographic attack. However, since impossibility results (even in restricted
models) are very rare, we think that they still are of some value.

In the second part of this thesis (Chapter 6) we look at interpolation results
for (cryptographic) functions defined over a finite field. We give lower bounds
on the degree and on the number of non-zero coefficients of such interpolation
polynomials. Functions of interest will be functions related to the Diffie-Hellman
function. Motivation of examining these function is given by the observation
that whenever there is a simple (e.g. low degree) polynomial that coincides with
such a functions on a sufficient large number of its inputs, then there exists an
algorithm that computes the Diffie-Hellman function (and thus contradicting
the DDH assumption).

Though the results seem to be similar in the two parts of this thesis, the
methods are quite different. In the first part we pursue the strategy of giving
lower bounds with algebraic and number theoretic methods. Specifically, we use
the concept of matrices and matrix norms together with bounds on exponential
sums. In the second part, the methods are more of combinatorial nature and
results are obtained by counting arguments.

It is assumed that the reader is familiar with the basic notation and termi-
nology used in complexity theory (such as the classes N and NP). Definitions of
this terms can be looked up in widely used textbooks of theoretical computer
science [29, 46].
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In mathematics you don’t
understand things. You just get

Chapter 2 used to them.

JOHANN VON NEUMANN

Prerequisites from Algebra

In the first two chapters we recall basic definitions and facts, which, hopefully,
will help the reader in understanding the remainder of the dissertation.

As usual Iy denotes a finite field of ¢ elements, Z denotes the ring of integer
numbers, R denotes the field of real numbers and € denotes the field of complex
numbers.

For N > 2 we denote by Zy the residue ring modulo N which we identify
with the set {0,..., N—1}. Z% is the subset from Zy consisting of all invertible
elements. These are exactly the elements © € Zy with ged(a, N) = 1. The
number of elements of Z% is denoted by ¢(N), the Euler’s Totient function.
For the special case when P = N is a prime, then Z% = {1,..., N — 1}. Similar
to the notation Z%, we use {0,..., N—1}* for the elements z € {0,...,N—1}
with ged(z, N) = 1.

2.1 Matrices and Matrix Norms

Let IF be a field and let N; and N be two natural numbers. A matriz over
F is an Nj-by-Ny array of elements from the field IF. The set of all N;-by-
N, matrices over I is denoted by FN1*N2_ As usual, we denote matrices by
capital letters. The entry of a matrix A € FN1*N2 corresponding to the indices
0<z<N;—1land0<y < Ny—1isdenoted by A, ,.! The product BA of two
matrices B € FN3*N2 and A € FN2*M i given by the matrix (BA) € FNsxM:
with the entries (BA), , = 25:251 B, yAy 2.

If A e FN1*N2 j5 given by the entries A; ;, the transpose of A, denoted by
AT is the matrix AT € FN2XM whose entries are Aj; ;. That means, rows are
exchanged for columns and vice versa. Note that (AT)T = A. The Hermitian
adjoint A* of A € CN1*N2 is given by A* = AT, where A is the component-wise
conjugate of the matrix A.

1Usually matrix indices range from 1 to N1 and Na, resp. But for our needs it will be more
convenient to let the range start from 0.
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We adopt the convention that FNt := FN1X! represents the vector space
of column vectors over F. In particular, the product of a matrix B € FNtxN2
and a column vector v € FV2 is given by the column vector Bv € FNt with
the entries (Bv), = Z;Vigl B, vy. For a vector x € FM | we denote x ' as its
transpose.

For z,y € C™, we define the standard scalar product (z,y) as

Ni—1

(z,y) =a"y = Z TiYis
=0

where T; denotes the complex conjugate of z; € C.
The Euclidean norm of a vector x € CN' is given by

|EZIPRERVAC2E R

The Cauchy-Schwarz Inequality (or Schwarz Inequality) states that for all
r € CV and y € CV, we have

[ @ o) | < llzll2 - [yll2, (2.1)

with equality if and only if x = cy for some scalar c.

From now on we denote by the letter IK either the field of real numbers R or
of complex numbers C. The spectral or operator norm of a matrix A € KN2*xN
is defined as follows:

I Allz == max [ Aul> .
llullz=1
Here, the maximum ranges over vectors with components in K. The “max” in
the above definition (rather than “sup”) is justified since || Mu]|2 is a continuous
function of u € K™ and the unit ball of K™ is a compact set.

We briefly mention the following well-known facts concerning the spectral

norm (see, e.g., [22]).

Fact 2.1.1. The spectral norm of matriz A € KN XNz sqtisfies the following
equations:

Al = max |u*Av| = max |u* Av| (2.2)
weKN1 vexN2 weKN1 vexN2
lullg=llvl2<1 lulle=llvllg=1

= max{V\: X is an eigenvalue of AA*} (2.3)

= VIAA: . (2.4)

Obviously, by (2.2), the spectral norm of any submatrix B from A is upper
bounded by the spectral norm of A:

1Bl < I1All2- (2:5)

The Frobenius norm of a matrix A € CN1*N2 ig defined as follows:

1/2
lel N271

Al == | > D A%

j=0 k=0
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Note that ”|Amp = \/N1N2 for each A € {71’ 1}N1><N2.

Fact 2.1.2. We have the following relation between the spectral norm and the
Frobenius norm for each matriz A € KN *N2;

Al

<[lAl2 < [IA . 2.6
e < 1Al < 14l (2.6)

Let J be the all-1’s N x N matrix. As an immediate consequence of Fact
2.1.2 (or from the Cauchy-Schwarz inequality (2.1)), we obtain

N—1N-1
o= max |3 3w =N 2
lulla=lvle=1 | =0 y=0

By Fact 2.1.2 we can infer for square matrices with +1-entries
N2 <Al <N, (2.8)

where ||A|l2 = N if rank(A) = 1. It can be shown that equality || Al = N holds
if and only if A has rank 1. Equality N'/2 = ||A]|2 holds if and only if A has
orthogonal rows or columns. This was noted, e.g., by Krause [31].

An example of +1 matrices with orthogonal rows and columns are the
Hadamard matrices Hon € {—1,1}2"%2". They are defined by the recursion

_ _ HQ'n. H2n
H1 — 1 5 H2n+1 — ( H2n 7H2n )
For example,
1 1 1 1
1 -1 1 -1
He=11 1 1 4
1 -1 -1 1

As mentioned above, we have ||Hon ||lo = 27/2.

A related measure to the spectral norm is the discrepancy of a matrix A €
{1, 1}¥*N which is given by

. 1
disc(A) = Nz 1nax > Auyl, (2.9)
zeS,yeT
where the maximum is taken over all rectangles S, C {0,...,N — 1}. The

discrepancy measures how unbalanced a submatrix of A can be.

The maximum row sum matrix norm ||Af is defined on A € CN1*N2 a5

IAlle = _max " [Azyl.

0<z<N;—1
y=
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It is well known that the spectral radius of matrix A € CN**N2 which is given
by p(A) = max{|A|, A is an eigenvalue of A} is a lower bound for any matrix
norm || - :

p(A) < [lA]-

Since the maximum row sum norm is a matrix norm (see [22]), we can derive
the following simple (but useful) lemma:

Lemma 2.1.3. For matrices A € CN1*Nz,

JAIE Y JAAT 2 = p(AA") < JAA" oo

2.2 Fourier Expansion

Let L, = {f : {0,1} — R} denote the set of real valued functions on {0,1}".
Though our interest is in Boolean functions, it is temporarily convenient to
consider this richer space. L, is a vector space over R of dimension 27, and has
a natural inner product: for f,g € L,,, we define

) =g O Fl) .

z€{0,1}n

For u € {0,1}", we define the function x,, : {0,1}" — R as yu(z) = (—1){®®.
These function x, are the characters of {0,1}". Among their many wonderful
properties (see, e.g., [59]) is the fact that the characters {x, : v € {0,1}"} form
an orthonormal basis for L,,. Thus, any function f € L,, can be written in terms
of this basis:

f= Z JuXu, (210)

ue{0,1}n

where

fui(f,xu>:2in S f@) - (-l

ze{0,1}™

are called the Fourier coefficients or spectrum of f. As we have observed above,
these coefficients uniquely determine the function f. We are interested in the
L1, Ly and Lo, norms associated with the spectrum. Namely,

Ll(f): Z |fU|a LQ(f): Z (fu)Qa LOO(f): max |fU|

ue{0,1}n
ue{0,1}n u€e{0,1}n {0.1}

For the Ly norm, we have the Parseval identity

Lz(f):%n > P (2.11)

ze{0,1}"
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2.3 Boolean Functions

A Boolean function on n variables is a mapping
fn :{0,1}" —{0,1} .

For our analysis it will be convenient to consider +1-valued functions rather
than 0, 1-valued matrices. We identify 0 with the value 1, and 1 with the value
—1. We can associate a Boolean function f, on n variables with the +1-valued
function F":
F:{0,1}" — {-1,1},

where F(z) is given by F(z) = (—1)/®).

By (2.11) it turns out that Lo(F') always equals to one for any +1 valued
function F'. In fact, this implies that

In general, this spectral approach is a very useful tool in the study of Boolean
functions (see e.g. [51]).
Most of the times we will consider Boolean functions on 2n variables

fn:{0,1}" x {0,1}" — {0,1} .

They can be identified in a natural way by a 2™ x 2" matrix. Again it will be
convenient to consider +1-valued matrices rather than 0, 1-valued matrices. We
make the following definition:

Definition 2.3.1. Let 2! < N < 2". We say a matriz A € {—1,1}V<N
represents a Boolean function f: {0,1}" x {0,1}" — {0,1} on {0,...,N—1} x
{0,...,N—1}, if

Apy = (-1 =W

for all z,y € {0,...,N—1}.

Let matrix A represent a Boolean function f :{0,1}™ x {0,1}" — {0,1} on
{0,...,2"—1} x {0, ...,2"—1}. By (2.10), we can write the entry A, , of matrix
A by its sum of the Fourier coefficients

Ay= Y Au (e,
ue{0,1}" ve{0,1}™
where the Fourier coefficients of A are given by
A 1 w,x)+ (v
b XY s
z€{0,1}™ ye{0,1}"

The L; and L., norm of matrix A are then given by

L= Y Aol Le() = max Ao
u,ve{0,1}7 ’ ’

Note that the definition of the L; and L., norm makes only sense for matrices
whose dimension is a power of 2.
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2.4 Relations between Norms, Discrepancy, and
Fourier Spectra

We will use quadratic matrices A € {—1,1}¥*¥ as our fundamental analyzing

tool to derive complexity theoretic bounds. In this section we will collect some
properties about these matrices.

It was noted by Forster [11], that as a simple consequence of Hoeffding’s
Inequality (see [20]) and the Gerschgorin Circle theorem (see, e.g., [22]) the
spectral norm of a random 41 matrix is in probability bounded away from N:

Lemma 2.4.1. Let the entries of the matriz A € {—1,+1}V*N be indepen-
dently and identically distributed with Pr(A;; = 1) = 3. Then with probability

2
1= N?/exp(N'~*), |A2 < V2N'~<.
Rewriting the definition of the discrepancy (2.9) in the form

1 1
max |zTAy| = — max |z T Ayl (2.12)

disc(A) = —
ISC( ) N2 z,ye{0,1}N N z,y€{0,1/VN}N

we see that the discrepancy of a +1-valued matrix can be viewed as a sort
of ”discrete spectral norm”, scaled by the factor 1/N (observe that for every
vector z € {0,1/V/ N}V, ||z]lo < 1). By Fact 2.1.2 it follows immediately that
disc(A) < Al Surprisingly, Shaltiel [53] could show that low discrepancy also

N
implies a low spectral norm, though in a weak sense:

0 ((wf) < dise(a) < 14k (2.13)

N

In fact, Shaltiel’s result was motivated by the following result from Nisan and
Wigderson [44] giving a relation? between the discrepancy and the rank of a
matrix A € {—1, 1}V*N:
1
disc(A)

Note that this result can also be obtained by combining Fact 2.1.2 with bound
(2.13). )

Let A€ {—1,1}?"%%" be a matrix. Since every Fourier coefficient A, ,, of A
can be written in the form

= O(rank(A)*?) . (2.14)

A 1 T, v
Aup = 92 Z (1) >Az,y(*1)<y7 >
z,yE{O,l}"
1 (—1)t=w) (—1){w)
~ on Z n/2 &Y 9n/2
z,y€{0,1}n
1
= laTAg) (2.15)

2The original result holds only for 0,1 matrices; but considering 1 matrices rather than
0, 1 matrices obviously changes the rank by at most 1, and does not change the discrepancy.
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Figure 2.1: The three measures ||A|2, disc(A) and Lo (A)-norm.

(,1)(%70 ﬁ _ (,1)(%17)
» MY

2n/2 = 5wz and [leell2, 18]|2 < 1, we infer

with vectors o, =

Loo(A) < |||124¢ . (2.16)

Similar considerations lead to

Loo(A) < 4disc(A) .

All three measures, the spectral norm, the discrepancy and the L., norm
of matrices A € {—1,1}2"*2" can be written in the form max |z Ay|, where
the maximum is taken over all vectors z,y from a certain subset of R?". The
difference in the three definitions is the domain over which the maximum is
taken, see Figure 2.1. We point out the difference.

For the spectral norm, the vectors are maximized over the unit ball. For
the discrepancy and the L., norm, the domain is discrete. By equation (2.12)
the discrepancy (scaled by the factor 2™) is maximized over all vectors from
{0,27"/2}2" (represented by x in the figure). Similarly, by equation (2.15) the
L norm (again scaled by 2") is maximized over a subset (e.g., a basis) of
vectors from {277/2, —27"/212" (represented by o).

2.5 Exponential Sums

We will use exponential sums as a fundamental tool to analyze the spectral norm

of given matrices. Nearly all results given here can be looked up in one of the

textbooks [30, 60]. Since in the sequel we will not demand a lot of insight into

the field of exponential sums, the reader may run quickly through this section.
For each a € Zy, we define the following function EY : Zy — C:

omiaw 2rax . . 2mwax
EN(z)=e N =cos + i -sin

(2.17)
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In the sequel, we drop superscript IV when it is obvious from context. Clearly,
the following rules are valid:

[Ea(z)] = 1 (2.18)

Eq(z) = Eg(a) (2.19)

Eiu(z+y) = Eu(r) Eu(y) (2.20)

Bz —y) = Eu(v) E_o(y) (2.21)

Eal@) = E_u(z) (2.22)

Y Eay) = Y Ealy) (2.23)
a€Z N a€Zn

By simple trigonometrical transformations, we can express |F,(z) 1| in terms
of the cosinus and the sinus, respectively:

|E.(2) + 1| = |2cos(maz/N)|, |Ea(z)— 1| = |2sin(maz/N)|. (2.24)
The following identity is well-known (see, e.g., [30]):
1 [0 ifa#0,
N 2 B = { 1 ifa=0. (2.25)
€L N

From (2.25), we can immediately infer the following identity, which holds for
each binary function B : Zy — {—1,1}:

B(zo):% > ) B(2)Ea(z20—2) - (2.26)
2€EZLN a€EZLN

It will be important to study exponential sums of the form 25:1 E,(z). If

a = 0 mod N, then obviously Zle E,(xz) = P. On the other hand, as it can
by looked up in [30], for every integer a € Zy \ {0} we have

a(l) -1

As an easy consequence of this (see [60], Chapter 3, Ex. 1lc) we get: For
every integer N > 6 let the functions M(a) and P(a) such that P(a) > 0 for
values @ € {1,... N —1}. Then the following holds:

P
> Bu(z) = %Ea(l) : (2.27)

1 M=t M(a)+P(a)
N Z E,(z)| <clogN , (2.28)
a=1 z=M/(a)

where log N = log, N denotes the binary logarithm of N and the constant c is
given by ¢ = In2 ~ 0.6931. As another easy consequence of (2.27) we get the
following:

P

> Ea(2)

z=1

< min{P,N — P)} . (2.29)

E,(P) -1
Ea(l) -1 }

max
a€Zn\{0}

We have the following Lemma for Gaussian sums [30, Theorem 3]:
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Lemma 2.5.1. For any prime N and a € Z};, we have

> Ea(2?)

TELN

= NVZ

We will also need the Weil bound for exponential sums [62] which we present
in the following form (see also [30]):

Lemma 2.5.2. For any prime N, a € Z}y, and any a; with gcd(ao, a1, ..., ar, N) =
1, we have

Z Ea(ao—i—alx—i-...—i—akxk) S(k—l)Nl/Q .

TELN
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The road to hell is paved with
NAND gates.

Chapter 3

J. GOODING

Prerequisites from
Complexity Theory

3.1 Asymptotics

We want to remind the reader that the notations f(n) = O(g(n)) or g(n) =
Q(f(n)) mean that limsup,_, . (f(n)/g(n)) < oco. Also, f(n) = o(g(n)) i
lim,—(f(n)/g(n)) = 0. Furthermore, if f(n) = O(g(n)) and g(n) = O(f(n)),
then /(n) = ©(g(n) and g(n) = O(f(n)).

We will somehow have a loose handling of asymptotic notation. If we express
a result in terms of f = O(g), then this always means that in fact f = f(n)
and g = g(n) are families of functions indexed by n and hence f(n) = O(g(n))
holds. We will sometimes abandon this long notation and make the convention
that whenever we use the notation of asymptotics (e.g., O(f), (f), or o(f)),
then f = f(n) implicitly is defined as a family of functions. The parameter n
(sometimes we will also use N or T') will always be clear from the context.

3.2 Circuit Complexity

We will give a quick overview on the complexity of Boolean functions. For a
more detailed introduction we refer the reader to one of the textbooks [59, 61].
See also [32] for a recent survey.

A circuit is designed to compute a Boolean function f : {0,1}™ — {0,1}™.
We will concentrate on the special case of m = 1. A circuit model needs a basis
Q of elementary one-output Boolean functions which can be realized by simple
gates. In the basic circuit model a basis is a finite set (that may also depend on

Definition 3.2.1. An Q-circuit works for a fized number n of Boolean input
variables x1,...,x,. It consists of a finite number b of gates G(1),...,G(b).
Gate G(i) is defined by its type w; € Q and, if w; = {0,1}" — {0,1}, some

15
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n(i)-tuple (P(1),..., P(n(i))) of predecessors. P(j) may be some element from
{0,1,21,...,2,,G(1),...,G(i —1)}. Byresg() we denote the Boolean function
computed at G(i). res is defined inductively. For an input I, resy is equal to I.
If G(i) = (wi, P(1),...,P(n(7))), then

resg (i) (¢) = wi(resp(1) (), - ., (resp(n(iy)) (¢))-

Finally, the output y, where y is some input or some gate, describes what the
circuit computes, namely f: {0,1}" — {0,1}.

The fan-in of the basis ) is defined to be the largest number of inputs to
a function of Q. The fan-out of an Q-circuit is the maximal amount that a
results resg(;) of a gate G(i) is used. It was shown in [21] that as long as the
fan-in of the basis €2 is bounded, general circuits with unbounded fan-out can
be simulated by circuits with fan-out bounded by 2 such that size and depth
grow by a small constant factor only.

We say that the circuit realizes or computes f if f(x1,...,z,) equals the
output of the circuit for all inputs « € {0, 1}"™. The size of the circuit equals the
number of its gates. Obviously, every circuit can be represented by a directed
acyclic graph with the sources x1,...,z,,0,1. The depth of an Q-circuit equals
the length of the longest path in its graph representation. The circuit size Cq(f)
of f with respect to a chosen basis €2 is the smallest size of circuits containing
instructions from {2 realizing the function f. The circuit depth Dq(f) is defined
analogously.

There are different possible choices for the basis £2. A basis is called complete
if each Boolean function can be represented by an Q-circuit. A typical complete
basis is the basis containing (binary) AND, OR, and (unary) NOT. Only NAND
is a complete basis, too. An interesting non complete basis is the monotone basis
which consists of AND and OR. Exactly monotone functions can be computed
by monotone circuits.

It is a simple fact that circuit size and depth with respect to different com-
plete basis (with bounded fan-in) are related by a fixed multiplicative constant,
only.

Small circuits in terms of depth and size imply an efficient way to compute
the corresponding function. There are two main branches of research in circuit
complexity. In one branch the aim is to construct small circuits for specific
functions.

The other branch is to obtain lower bounds on the size and depth for various
restricted circuit models. We will survey some results concerning lower bounds
in circuit complexity.

It is easy to prove that there exist Boolean functions whose circuit size (for
large n) is at least 2"/n [55]. However, people are more interested in lower
bounds for “concrete” or “explicitly defined” functions. For a complete basis
and functions from NP, the best result as yet is still the lower bound of Blum [2]
who presented a family of Boolean functions that can only be computed if the
circuit has size at least 3n — o(n). Since this is the best we have so far, the state
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of the art is very poor: There is no proof yet of a nonlinear lower bound on the
circuit size of a concrete Boolean function f : {0,1}" — {0,1}. Even for some
restricted models of computation, research process may get stuck as long as the
right tools for proving lower bounds are missing. For instance, there was no
progress in proving exponential lower bounds on the size of monotone Boolean
circuits until Razborov [50] discovered his celebrated lower bound on the size
of monotone circuits that decide the Clique problem. Perhaps it is simpler to
obtain lower bounds on the size if the depth is restricted? The complexity class
ACF (alternating class) consists of all Boolean functions computable in depth
O(log" n) (constant depth for k = 0) and polynomial size by circuits allowing
negation and unbounded fan-in AND and OR. The parity function PAR of n
inputs is given by PAR(z1,...,%,) = Y., ¥; mod 2. It was a breakthrough in
the eighties [14] to prove that simple functions such as the parity function PAR
are not contained in AC°.

3.3 Threshold Circuits

When considering lower bounds in unbounded fan-in circuits, the choice of the
basis {2 becomes essential. Another very important (complete) basis consists of
linear threshold functions. A linear threshold function G, : {0,1}" — {0,1}
with respect to the integer weights «q, ..., a, and threshold «g is a function
defined as

Guo(21,...,2n) = sign(z QT — Qo)
i=1

where the signum function sign : R — {0, 1} is given by

| 1, 220,
sign(z) = 0 <0 .

Threshold gates can simulate NOT, AND, and OR. Therefore, we investi-
gate threshold circuits containing only threshold gates.

For a threshold gate, the weight is the maximum of the absolute values of
all integer weights of the gate. There is a difference when considering threshold
functions of bounded and unbounded weight. One threshold gate is enough to
compute the carry bit CAR of the sum of two n-bit numbers: CAR(xz,y) =
sign(>1, 2% - (x; +y;) — 2"). However, this gate has 2"~! as maximal weight.
Hence, we are interested in the following two complexity classes:

e LT} all 0, 1-valued functions computable by threshold circuits of polyno-
mial size, depth k£ and unbounded integer weights.

o TCy: all 0, 1-valued functions computable by threshold circuits of polyno-
mial size, depth k and polynomially bounded integer weights. The class
TCy is sometimes also denoted by LT}.
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Let us discuss the relation between TCy and LTj. By definition, TCy C LTk.
It was proven by Goldmann, Hastad, and Razborrov [35] that LT C TCpy1.

As we saw, TCy C LTg. Is this inclusion strict? At least for the case k =1
and k = 2 we can answer this question positively: It is not hard to show that
the function CAR of the introductory example above indeed cannot be realized
with polynomial weights (see e.g. [59]) and thus TC; C LT;. In [18] the classes
TCy and TCs were separated by the inner product function which is given by
IP(z,y) = (z,y) mod 2 = >_"" | z;y;, mod 2. An example (from [35]) showing
that TCs is a proper subclass of LTs will be given in Section 3.4.

These separation results motivate the examination of complexity classes that
are in between TCy and LTj. For k > 2, we define the complexity classes

° 'fékz all 0, 1-valued functions computable by threshold circuits of polyno-
mial size, depth k, where the top layer has polynomially bounded integer
weights and other layers have unbounded integer weights.

) ﬁ‘k: all 0,1-valued functions computable by threshold circuits of poly-
nomial size, depth k, where the bottom layer has polynomially bounded
integer weights and the remaining gates have unbounded integer weights.

Clearly, TCy, C 'fék and Ij'fk C LT. It turned out surprisingly that unbounded
weights on a non-top layer cannot be used to define new functions outside TCy.
For every constant k it was proven in [35] that TCy = TCj,.

We get the following hierarchy which we zoom in for the case k = 1,2, and 3:
TCy; CLT; C TC, C LTy CLT, C TC3 C ... (3.1)

We want to point out that the indicated inclusions are proper. The reasons are
the following;:

e The classes TCy and LT, are separated by CAR [59].
e The classes LT and TC; are separated by the parity function PAR [18].

e In [12], IP ¢ LT, was shown and hence (since IP € TCjs [18]) we have

LT; € TCs. In Section 5.7 we will present new examples of binary func-
tions in TCg \ LTQ

e In Section 3.4 we will argue that TCs is a proper subclass of ﬁg.

As we will explain in Section 4.1, there are good techniques for showing
that a function is not contained in LT5. On the other hand there is no explicit
function from NP known yet that is not contained in LT5. The question whether
LT, is different from higher levels of the hierarchy (or whether it contains all
of NP) is still open. So, the frontier between solved and unsolved problems
concerning threshold circuits lies in the region of depth 2. Circuits of depth 3
is also the matter of much current research since TCs seems to be a very rich
class of functions (see [59]).
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3.4 The Complexity Class ITTQ

In this section we want to justify the position of the complexity class ffg in

hierarchy (3.1), i.e. we show the separation TCy C LT3. As we will see this can

be done with methods that already appeared in the literature. However, since

the results are not explicitly stated there, we quickly discuss the arguments.
At this point we introduce the following two complexity classes:

e PT;: all {0,1}-valued functions that can be represented as the sign of a
sparse polynomial, i.e. all functions f that can be written in the form

f(z) =sign (Z waxo‘> , SC{0,1}", |S] < poly(n),

a€esS

with the convention that for a € {0,1}",  denotes the £1-valued parity
function 2 = yo(z) = (=1)® € {-1,1}.

e PL..: all {0,1}-valued functions whose Fourier expansion has L.-norm
that is bounded from below by 1/p(n) for some polynomial p.

In [4] the inclusion PT; C PLo, was shown. Furthermore it was also shown
in [4] that PT;-circuits can be simulated by LTs-circuits. This follows by the
observation that, for fixed a € {0,1}", the parity function (—1){*® can be
written as the sum over 2[k, /2] linear threshold functions of unit weight, where
ko < n equals the number of one’s in & € {0,1}" (Hamming weight of ). By
this argument it is easy to see that LT,-circuits are already sufficient to simulate
PT;-circuits as we note in the following lemma:

Lemma 3.4.1. PT; C ffg.

To show a separation between the two complexity classes we consider the
complete quadratic function introduced in [4]:

CQ(z1, ... xp) = (x1 Aa2) B (21 Ax3) D+ B (Xp1 A ).

That is, CQ consists of the parity of all the (g) AND’s between pairs of variables.
In [4] it was shown that CQ € TCy \ PLy. With TCy C LT and PT; C PL,
we get the separation CQ € LTy \ PT;.

Obviously, TCy C ﬁ‘g. Is this inclusion proper? It was shown in [35] that
the function

n—12n—1

p(l‘, y) = sign 1 —+ 2 Z Z 2iyj (xi,2j =+ zi,2j+1)
1=0 j=0

is contained in PT; \ TCs and hence by Lemma 3.4.1 we have TCy C ﬁg.
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PLo LT,
proper?

LT,

PTy TCq

Figure 3.1: The complexity hierarchy.

It is still open problem whether ﬁg C LTs is a proper inclusion or if ﬁg—
circuits are already as powerful as LTs-circuits.

We summarize the relations in Figure 3.1. By counting arguments it was
argued in [35] that PLo, € LTs. Note that now the picture reflects all possible
inclusions between the five classes shown there.

3.5 Communication Complexity

In this section we recall the concept of communication complexity. For the reader
it will not be important to completely understand all formal aspects. A more
formal treatment can be looked up in the textbook of Kushlevitz and Nisan [33].

Let there be two parties, one (Alice) knows a value x and the other (Bob)
knows a value y where one party has no information about the others value.
The common goal is to create a communication protocol P between Alice and
Bob where at least one party at the end is able to compute a public Boolean
function f(z,y). Both parties have unbounded computational power. The com-
munication between Alice and Bob takes place in rounds. In each round, one of
the parties is active, in odd rounds Alice and in even rounds Bob. The active
party chooses a message (that may depend on the known part of the input and
on all prior sent and received messages) according to the communication proto-
col P. In the final round the active party outputs the result of the computation.

The length of such a communication protocol P is |log N |, where N is the
number of distinct message sequences exchanged that can occur in computations
that follow the protocol. The largest possible length of such a protocol P, taken
over all possible inputs z and y is called the communication complexity of P.
The smallest possible value taken over all possible protocols P that correctly
computes the function f for all inputs is called the communication complexity
of the function f.
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Here we consider two different types of communication complexity. For
the deterministic communication complexity, Cy, we require the two parties
to choose their messages in a deterministic way. The book of Kushlevitz and
Nisan [33] gives a comprehensive overview on this topic.

Now we consider the probabilistic communication complexity with unbounded
error, C’f. Again, the communication takes place in rounds, and the message
chosen by the active party in the communication protocol may also depend on
random coin tosses. In the final round the active party probabilistically chooses
the result of the computation. For a one-way probabilistic communication pro-
tocol there are only two rounds: Alice randomly selects a message, sends it to
Bob, and Bob randomly performs the binary decision of either accepting the
input or rejecting it. We require the protocol P to compute for all possible
inputs « and y the correct f(z,y) with probability greater than half, where the
probability is taken over all random coin flips made by the two parties Alice and
Bob. Since the slightest edge over randomly guessing the correct value f(z,y)
is sufficient, this model is called the unbounded error model. We briefly want to
note that in the unbounded error model, one-way and two-way protocols have
almost the same power. In fact, any probabilistic two-way protocol of length
[ can be converted into a one-way protocol of length at most [ + 1. This was
shown by Paturi and Simon [47].
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If I have seen farther than others,
it is because I was standing on
the shoulder of giants.

IsAAC NEWTON

Chapter 4 If I have not seen as far as others,
it is because giants were standing
on my shoulders.

A Theorem from
Complexity Theory and its
Implications

HAL ABELSON

4.1 A Lower Bound Method

As we have seen, the frontier between solved and unsolved problems concerning
threshold circuits lies in the region of depth 2 and 3. In this section we review
a method from [12] that allows to show that some concrete functions are not
contained in the complexity class ﬁg.

As mentioned before in Section 2.1, the spectral norm of a matrix A €
{—1,1}V*N satisfies VN < ||Alo < N. The extreme case |Al2 = v/N cor-
responds to the case where A has orthogonal rows or columns. On the other
extreme ||A|l2 = N corresponds to the case where rank(A) = 1.

As explained below (Corollary 4.1.4), by a technique from [12], a function
whose corresponding spectral norm is upper bounded by N 1=¢ cannot be con-
tained in the complexity class LT5. By means of this result, membership in LT,
can be ruled out in a convenient manner.

Definition 4.1.1. A k-dimensional linear arrangement representing a matriz
A€ {—1,+1}N*N s given by collections of vectors u, and vy from RF, z,y €
Zy, such that sign({uy, vy)) = Ay, for all z,y € {0,..., N—1}.

Theorem 4.1.2 (Forster [10]). If a matriz A € {—1,+1}N*N can be repre-
sented by a k-dimensional linear arrangement then

k= N/|Al2 -

In the sequel, we briefly indicate the complexity theoretic implications of
Forster’s result.

23
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To simplify notation we will make no difference between the vector notation
of x = (z1,...,2,) € {0,1}" and the integer notation of x € {0,...,2" —1}.
The connection between both notations is given by the equation x = Y- | ;2"

The next conclusion is from [12] and gives nowadays the largest bounds for

depth-2 threshold circuits. We present it in a slightly more general version!.

Corollary 4.1.3. Let (f,) be a family of distributed Boolean functions f, :
{0,1}"x{0,1}™ — {0,1}. Suppose (f) is computed by depth-2 threshold circuits
(Cy) in which the top gate is a linear threshold gate using unrestricted weights
and the bottom level has d,, linear threshold gates using weights whose absolute
value is upper bounded by W. Circuits of this kind cannot compute (fy,) for all
inputs z,y € {0,..., N—1} (271 < N < 2") unless

N
ea( Xy
nWlAn|2

where Ax € {—1,1}N*N s the matriz representing f,, on input {0,..., N—1} x
{0,...,N—1}.
Obviously, Corollary 4.1.3 can be used to show that distributed functions

whose spectral norm is less or equal N 1=¢ are not contained in the complexity
class LT5:

Corollary 4.1.4. With the notation of Corollary 4.1.83 let the absolute value
of the weights of the bottom gates be bounded by a polynomial in n and assume
IlAn]l2 = O(N'=¢) for a constant 0 < & < 1/2. Then the number of threshold
gates d,, that is necessary to compute (f,) is lower bounded by

d, = 25n—o(1) )

Hence, the family (fy) is not contained in the complexity class ﬁg.

Since for a matrix A, € {—1,1}2"%2" we have by (2.16) Loo(A,) < ||An|l2/2",
we can make the following

Corollary 4.1.5. Let (f,) be a family of distributed Boolean functions f, :
{0,1}™ x {0,1}™ — {0,1}. Let A, be the matriz representing f, on 2™ x 2"
and assume ||An|la < 2079 for a constant 0 < ¢ < 1/2. Then (f,) is not
contained in the complexity class Pl .

4.2 Communication Complexity

Deterministic communication complexity and the rank of the representing ma-
trix are related by the well-know fact that log(rank(A)) < Cy < rank(A) (see
[33], for instance). Using the relations from Nisan and Wigderson (2.14) and
Shaltiel (2.13) we get the following:

'In the original version there were only matrices from {—1, 1}2an2” considered. In the
sequel we will need to apply the result to matrices from {—1, 1}N><N. However, the proof
stays the same.
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Corollary 4.2.1. Let (fn) be a family of distributed functions fn : {0,..., N—
1} x{0,...,N—=1} — {0,1}. Then the deterministic communication complexity
1s at least

Cpy = glog (m) _o(1) = §1og (ﬁ) _oq)

where M = Mg, € {—1,1}N*N is the matriz representing the function fn on
{0,...,N—=1} x{0,...,N—1}.

Paturi and Simon [47] could prove that the minimal dimension k of a linear
arrangement of a function f is closely related to its probabilistic communication
complexity Cf:

[logk] < Cf < [logk]+1 . (4.1)

In [10], this observation was combined with Theorem 4.1.2 to get the follow-
ing:

Corollary 4.2.2. Let f be a distributed function f : {0,...,N—1}x{0,...,N—
1} — {0,1}. Then the probabilistic communication complexity is at least

~ N
> _
Cr= P% |||A|||J ’

where A € {—1,1}N*N s the matriz representing the function f on {0,..., N—
1} x {0,...,N—1}.
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If it’s provably secure,
it’s probably not.

Chapter 5

LArRs R. KNUDSEN

Upper Bounds on the
Spectral Norm

5.1 Introduction

Let X and Y be finite sets. In this chapter, we identify functions of the form
H : X x ) — Z with matrices from Z**Y. Similarly, functions of the form
K : Z — K are viewed as (column) vectors from K. Note that the composition
KoH:X x)Y — K can then be identified with a matrix from ¥*Y. We are
mainly interested in the following situation:

e X=Y={0,.... T-1} (o X =Y =77) , Z=Ty,and H: X xY — Ty

is some function (in some cases we have T'= N).

e In the role of K, we consider functions B : Zxy — {—1,1} and the functions
E,:Zy — C from (2.17).

As noted in Lemma 2.4.1, almost all +1-valued functions have a spectral norm
upper bounded by T'~¢. However, concrete functions with such a bound on the
spectral norm generally are not easy to find. The main results of this chapter
(given in Section 5.4) will be non-trivial upper bounds on the spectral norm of
B o H where B and H are as described above. As explained in Chapter 4, if
the spectral norm of B o H is upper bounded by T1~¢ for a constant €, we may
then conclude that

e B o H is hard to compute on some restricted computational devices.
e The deterministic and probabilistic communication complexity is linear.

Functions E, (see Section 2.5) are used as a mathematical tool within the
analysis of the computational complexity of B o H. We pursue the strategy to
bound the spectral norm of B o H in terms of the spectral norm of E, o H (and
some other terms). The hope is that “good” upper bounds on the spectral norm

27
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of E, o H are known (or easy to compute) and that they can be converted into
“good” upper bounds on the spectral norm of Bo H.

A quick note on the motivation of using the functions F, in our analysis.
Our techniques are specialized on functions H doing computations in the residue
ring Zy (e.g. discrete multiplication and discrete exponentiation in Zy). Since
the functions E, (by definition) compute modulo N in their argument, they
provide a natural way to model the desired “computing in Z . This fact turns
them the into a very useful tool for our analysis.

For some special cases of functions B and H, an upper bound on the spectral
norm of Bo H can already be achieved with results known in the literature. An
example is the matrix representing the least significant bit of the Diffie-Hellman
function, i.e. the matrix By o D with D(z,y) = ¢*Y mod N and By(z) is the
least significant bit (of the binary representation) of z. Here N is a prime and
g is an element of maximal order N — 1. Shparlinski [56] could show that the
discrepancy of By o D is upper bounded by N—1/24te(1)  Applying Shaltiel’s
bound (2.13) we infer that the spectral norm of By o D is bounded from above
by N7L/72+e(1)

We can improve on Shparlinski’s result in several ways: By a more refined
analysis we can “bypass” bound (2.13) improving the constant from 71/72 to
23/24. Furthermore, we build a whole theory around this result leading to upper
bounds of the spectral norm of more general matrices of the form B o H. These
bounds are valid for many (not too much biased) Boolean functions B and some
functions H (including the Diffie-Hellman function and discrete multiplication).
As already pointed out, since we deal with the algebraic object “spectral norm”
our techniques have a more algebraic touch than the ones used in [56].

5.2 Considered Functions

In this section we introduce some candidates for the function H that we will
consider in the sequel. To this end we present two characterizations of functions,
the multiplicative and the exponential structure. Later, in Section 5.8 we will
present some functions H that are actually used in cryptographic protocols
and that indeed have either multiplicative or exponential structure. In fact,
our applications are not only limited to cryptography. In Section 5.7 we will
present some general functions H with multiplicative or exponential structure.
Furthermore, we will use the techniques of this chapter to construct matrices
with arbitrary spectral norm.

5.2.1 Functions with Multiplicative Structure
Let M : Zy x Zn — Zpy be the function that satisfies

M(z,y) =zy
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(multiplication in Zy ). We want to exploit the fact that some (cryptographic)
functions are close relatives of M. The general concept of a “multiplicative
structure” is captured in the following definition:

Definition 5.2.1. Let X and Y be two subsets of {0,...,N—1}. We say
H:{0,...,N—1} x{0,...,N—1} — Zx has a multiplicative structure on
subdomain X x Y C {0,...,N—1} x {0,...,N —1} if there exist injective
functions 0 : X — Zy and 7:)Y — Zn such that

H(l‘,y) = Ma,‘r(‘rvy) = 0'(3?) ’ T(y)

for all z € X and y € Y, where My (x,y) may take arbitrary values outside
X x ).

Examples of cryptographic and non-cryptographic functions H with multi-
plicative structure are given in Sections 5.7 and 5.8.

5.2.2 Functions with Exponential Structure

For an element g of order T" in Z};, let G C Z% be the subgroup generated by
g. For an element = € G we denote by idx,x the discrete logarithm of x to the
basis g, i.e. the (unique) element a € Zr that satisfies ¢* = x. If T contains
at least one large prime factor, then computing the discrete logarithm in G is
assumed to be computationally hard.

The Diffie-Hellman function [9] D : G x G — G with respect to g is given
by the following mapping:

D((E,y) _ gidxgz»idxgy .

The security of numerous cryptographic protocols relies on the computational
hardness of computing this function. The most famous of those protocols is
the Diffie-Hellman key exchange protocol (see [9] or, e. g. [40, Chapters 3.7 and
12.6]) itself: Alice and Bob respectively pick random a,b € Zr and exchange
z = g%y = ¢g*. The secret key, g% = ¢'™o#id%¥ can be computed by both
parties. In order to totally break the protocol, a passive eavesdropper, Eve,
must compute the Diffie-Hellman function. Again, if T contains at least one
large prime factor, then computing the Diffie-Hellman function in G is assumed
to be computationally hard (computational Diffie-Hellman assumption). As an
example of a cryptosystem whose security relies on the Diffie-Hellman function
we can mention the El Gamal Cryptosystem [15] (see also Example 5.8.2).
Again we want to exploit the fact that some functions are close relatives to D.
We define the general concept of an “exponential structure” as follows:

Definition 5.2.2. Let g € Z%; be an element of order T, We say H : {0,...,T—
1} x{0,...,T—1} — Zyn has an exponential structure on subdomain X x ) C
{0,...,T—1} x {0,...,T—1} with respect to g if there exist injective functions
c:X —-Zr and 7 : Y — Z7 such that

H(%y) = Da,r(%y) = ga(m)T(y),
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forallx € X and y € Y, where Dy (x,y) may take arbitrary values outside
X x ).

Examples of functions H with exponential structure are given in Sections 5.7
and 5.8.

5.3 Boolean Predicates

In this section we will introduce some natural Boolean functions.
We will be mostly interested in the following functions B : Zy — {—1,1}:

o the k-th least significant bit (0 < k <n —1),
e predicates B(z) that evaluate to 1 iff z is chosen from a (fixed) interval,

e predicates B(z) that evaluate to 1 iff z is chosen from the union of distinct
intervals (strongly semilinear functions),

Depending on the Boolean predicate B, we will introduce two terms, EXP g (N, d)
and biasp(N), that will render themselves useful in our analysis. We refer
to the terms biasg(N) and EXPg(N,d) as the balance terms associated with
B. In particular, we are interested in non-trivial upper bounds on the values
EXPpg(N,d) and biasg(N). As we will see later, “good bounds” on EXP (N, d)
and biasp(NN) will be a necessary condition for our techniques to obtain good
bounds on the spectral norm of Bo H.

For a divisor d < N of N, define

d d
EXPp(N,d) = > |(B,Ead>|:N > | Y. B(z)Eaalx) (5.1)
GEZRM GEZRM TELN

We want to stress that (B, Eaa) = Y ¢z, B(7)Eqa(r) denotes the inner prod-
uct of B and E,y in C, i.e. we view the functions B : Zy — {—1,1} and
E.q: Zy — C as vectors with complex entries. By equation (2.18), EXP 5(N, d)
is trivially upper bounded by N. We call B smooth if it satisfies

EXPp(N,d) = N°W) |
for all divisors d < N of N.!
The bias of a binary function B : Zy — {—1,1} is given by

> B(2)

z2€LN

biasg (N) := €{0,...,N} . (5.2)

!Formally correct B = B(N) is a family of Boolean functions indexed by N, where N runs
through (a subset of) the natural numbers IN.
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The bias measures the degree of “balance” between negative and positive entries
in vector B (where value 0 reflects perfect balance). Function B : Zy — {—1,1}

is called unbiased if
biasp(N) = N°W

Functions that are at the same time unbiased and smooth will play a central
role in our results.

Definition 5.3.1. We call a binary function B : Zy — {—1, 1} balanced if it
is unbiased (i.e., biasg(N) = N°Y) ) and smooth (i.e., EXP(N,d) = N°()),

5.4 The Bound on the Spectral Norm

We are now ready to present the main results of this chapter.

Theorem 5.4.1. Let B be a balanced binary function. Let H be a function with
a multiplicative structure on subdomain X xY of {0,...,N—1} x{0,..., N—1}.
Assume that N — |X| = O(N®) and N —|Y| = O(N®) for some fized constant
a > 0. Then, the spectral norm of matrix B o H is bounded from above by

N1/2+o(1) . 4 =0
|||BOH|"2:{ O(NU+/2) a0,

Theorem 5.4.2. For integers N, let T' be the order of an element g € Z%;. Let
B be a balanced binary function. Let H : {0,...,T—1} x {0,...,T—1} - Zxn
be a function with an exponential structure on subdomain X x Y of {0,...,T—
1} x {0,...,T—1} with respect to g. Assume that T —|X| = O(T°/'N>/8) and
T — |Y| = O(T/YN5/8). Then, the spectral norm of matriz B o H is bounded
from above by

"lB o H|||2 — T21/32N5/16+o(1) ]

Note that Bo H is a T' x T matrix and hence the theorem gives a nontrivial
bound on ||B o H||2 (a bound of order T'7¢, ¢ > 0) for elements g of order
T > N'0/1149 for any positive constant 6.

Theorem 5.4.3. For primes N let T be the order of an element g € Z7;. Let
B be a balanced binary function. Let H : {0,...,T—1} x {0,...,T—1} — Zn
be a function with an exponential structure on subdomain X x Y of {0,...,T—
1} x {0,...,T—1} with respect to g. Assume that T — |X| = O(T*/*N'/*) and
T —|Y| = O(T?/3NY*). Then, the spectral norm of matriz B o H is bounded
from above by

|||B ° ];Im2 _ T5/6N1/8+o(1) )

This gives a nontrivial bound on |B o H||y for elements g of order T > N3/4+9
for any positive constant 6.

The proof of the last three Theorems is given in Section 5.5. The next
theorem (whose proof will be given in Section 5.6) shows that many natural
binary functions are balanced.
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Theorem 5.4.4. The following binary functions B : Zy — {—1,1} are bal-
anced:

o Let By, denote the k-th least significant bit of (the binary representation)
of z € L. Assume that k is either constant or (as a function in N)
satisfies k(N) = o(log N).2 Then By, is balanced.

e Let B denote any unbiased and strongly semilinear function of length k
(see Definition 5.6.1). Assume that k is either constant or (as a function
in N ) satisfies k(N) = N°Y). Then B is balanced.

One may combine now any of these balanced binary functions with Theo-
rem 5.4.1, Theorem 5.4.2, or Theorem 5.4.3 to get the result that the spectral
norm of concrete binary functions is at most T17¢ for a constant ¢ > 0. As
mentioned before, we may now apply the lower bound machinery from Chap-
ter 4 to get complexity theoretic lower bounds. We will dwell on that later in
Section 5.10.

5.5 The Proof

This section is devoted to the proofs of the Theorems 5.4.1, 5.4.2, and 5.4.3. The
roadmap is as follows. First, in Subsection 5.5.1, we present a general “Splitting
Lemma” that breaks the spectral norm of B o H into two components. The first
component will only depend on the balance terms associated with B. Providing
upper bounds on the balance terms for concrete Boolean functions B will be
subject of Section 5.6. The second component will only depend on the matrix
H and spectral norms of complex auziliary matrices E, o H will appear (thereby
putting exponential sums into play). In Subsection 5.5.2 we will upper bound
the spectral norm of these auxiliary matrices for concrete functions H. Finally,
after putting the obtained results together in Subsection 5.5.3, we deal with
the concept of matrices H attaining arbitrary values (error terms) outside a
subdomain. As we will show in Subsection 5.5.4 this does not affect our results
as far as the subdomain is large enough.

5.5.1 The Splitting Lemma

For T < N, let H : Zy X Zr — ZxN be a matrix and let B : Zy — {—1,1} be
a binary function. In this subsection we present the central idea of bounding
the spectral norm of matrices of the form B o H. We will split it into two
independent components, one only depending on the binary function B, the
other only depending on the matrix H.

The main result in this subsection reads as follows:

2This rules out the possibility to select bits of high significance (not to speak of the most
significant bit).
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Lemma 5.5.1.

1 N-1
IBo Hlz < biass(N (B, E—a)| | Ea o Hl2 -

a=1

Proof. Choose u,v € RT such that ||Jullz = ||v|]l2 =1 and [|[Bo H|2 = |u" (B o
H)v|. We obtain

W' (BoH)| = |> > uw,B(H(z,y)
r€Zr yElr
) 1
ST X wn Y Y BEEH @) - 2)
rEZr yElr 2€ZT a€ZLN
(2.21) 1
= N Z Z B(z)E-a(2) Z Z uzvy Eq(H (2,y))
a€ZN z€ELT r€Zr yElT
1
< 32 s@
N a€Zn

where S(a) is given by

S(a)

> B(2)E_a(2) > Y usvyEa(H(w,y))

z2€EZLN r€Zr yElr
[(B,E—a)|-|u" (Eqo H)vl
(B, E_a) |- [|EacH|2 .

IAINA

The proof is completed by discussing the case a = 0 separately. Since Fy(z) =1
for each z € Zy and T' < N we get

%S(O) _ 4 Z B(z) Z Z Uy Uy

N
zE€ELN r€Zr yElr
@en T
< LY Be|<| Y BE)
z€ZN 2E€EZN
= biasp(N) .

O

The Splitting Lemma 5.5.1 shows that for computing an upper bound on
the spectral norm || B o H||2 it is sufficient to give an upper bound on (B, E_,)
and on the spectral norm || E, o H||2. Note that the matrix E, o H is a complex
matrix from CT*
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We would like to have a bound on ||E, o H||2 for a concrete function H that
holds for all possible values a € Zx \ {0}. Unfortunately we are not able to do
so and, as it will turn out, our bound on ||E, o H||2 will also depend on the
value d = ged(a, N). To this end we cut the set Zy into 7(N) different slices,
where 7(NNV) is the number of divisors of N. The d-th slice contains all a € Zy
such that ged(a, N) = d. These are precisely the elements of the form ad for
a € Z} . This leads to the following

Corollary 5.5.2. For smooth binary functions B : Zy — {—1,1}, we have

. 1
IBoHl: < biass(N)+ = > Y B Eaa)l 1 Eaa 0 Hll2
d:d|N,d<N a€Z} ,,

. 1
< bies(M)+~ Y wmax [FwoHl: 3 (B Fu)|
N d:d|N d<Na€ZN/d acZ?
: , N/d
< biasg(N) 4+ N°W Z max | Eaa o H|l2/d .
d:d|N,d<N = N/d
We briefly note the well-known fact [49] that
7(N) = 20teM) iy = yo() | (5.3)
Corollary 5.5.3. Assume that
1
max — max ||[Eq,qo Hl|2 < Ug(N) .
d:d|N,d<N d a€Z} ,,
Then, for smooth binary functions B : Zn — {—1,1}, we have:
IBoH[l2 = biasg(N)+ NP > max [|Eaqo Hl2/d

a
d:d|N,d<N N/d

(5.3)
<" biasg(N) + N°Y . Uy (N) .

5.5.2 The Spectral Norm of the Auxiliary Matrices

In this section we will give a bound on the spectral norm of the complex auxiliary
matrices E, 0 H. For all matrices H : Zr X Zr — Zx we have by equation (2.6):

TV < |ByoH < T . (5.4)
The entries of matrix (AA*), , with A = E, o H are given by
(AA*)Z,y = Z Ea(H(maZ))Ea(H(yaz))

z€ZLT

@22 N Eu(H(x,2))E_a(H(y, 2))

z€ZLT

20 S™ B, (H(w,2) — H(y,2)) -

z€ZLT
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Using Lemma 2.1.3 this implies the following general bound on || E, o H|2:

Lemma 5.5.4. Let H : Zp X Zp — Zn be a matriz. For all 0 # a € Zy, the
following holds:

I1£a o HJI3

IN

I(Ea o H)(Eq 0 H) [loo

S Eu(H(w.2) — H(y, ).

zE€ZLT

= max
rELT
yELT

However, for concrete functions H, it sometimes seems to be hard to bound
the sum over y for values € Zp with ged(z,T) # 1. To circumvent this we
present the following

Lemma 5.5.5. Let H : Zyp X Zp — Zy be a matriz. For all 0 # a € Zy, the
following holds:

|E. 0 H||3 = 7°D . max max
d|T,d<T z€Z7 4

Z E.(H(dx,z) — H(dy, 2))

zEDT

yeLy 4

Proof. The set Zr can be cut into 7(T) different slices, where 7(7') is the number
of divisors of T'. The d-th slice contains all integers « € Z7 such that ged(x, T) =
d. These are precisely the elements of the form xd for x € Z7.,,. For the matrix

A = E, o H, we define the d-slice matrix Aq € C#T/DXT a9
Aa(z,y) = Aldz,y) ,

for all x € 7 PIAS Zr. For notational simplicity we let the z-indices of the
matrix Ag range over all x € Z, Jd
Since the operator norm is invariant under adding all-zero columns and vec-

tors and under permutations of columns and rows, there are matrices A/, with
lAallz = |Agll2 and A = 3", Aj. Hence we can bound

Al = 1 > A< D 4l
d:d|T,d<T d:d|T,d<T
= > lAdll:
d:d|T,d<T
3 o) max  [|Agll2
- wﬂTd<T

For z,y € Z*T/d, the entry (AqA})z,y is given by

Z E.(H(dz,z) — H(dy, z)) .

z€ZLT

Now the assertion follows by Lemma 2.1.3. O
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The multiplicative case

In this subsection, we will bound ||E, o M| for the function M (z,y) = zy
and the case T = N. We will explain later how results dealing with M (mul-
tiplication in Zy) can be extended to arbitrary functions with a multiplicative
structure. The following result (that can be found in [22], Problem 23 of Chapter
5.6) is well-known and can be proved by means of Lemma 5.5.4.

Lemma 5.5.6. For all a € 7%, the following holds: ||E, o M|z = N/2.

We present a simple generalization of this Lemma to cover the case of general
a€Zy.

Lemma 5.5.7. For all 0 # a € Zy, we have |E, o M|ls < (dN)'/2, where
d = ged(a, N).
Proof. We write a as d - ag with ged(ag, N) = 1. For every x,y € Zy,

Z E,(xz —yz)

z2€LN

which evaluates by (2.25) to N for © = y (mod N/d) and to 0 otherwise. By
Lemma 5.5.4 we continue with

S Eia(zlz — 1))

z2€UN

=|d > EN(z—y),

2€ZNya

| Ea o M |||§ < max
€L N
YyEZN

= dN .

Z E,(xz — zy))

z2€LN

The last equality follows since for every fixed z € Zy, £ = y (mod N/d) holds
for exactly d distinct y € Zy. O

Hence, for all a € Zyy, [|[Eaa o M|2 < (dN)'/? what leads to the following
corollary:
Corollary 5.5.8.

1
max — max |[Esgo M2 < max (N/d)l/2 < N2 |
d:d|N,d<N d a€Z},,, d:d|N,d<N

The Exponential Case

Let g be an element from Z% of order T'. In this subsection, we will bound
| Eqq © D)2 for the function D : Zg x Zp — Zn, D(x,y) = g*¥. The following
two results will be useful:

Lemma 5.5.9 ([13]). Let v € Z% be an element of order T. Let 0 # a € Zn
be an integer with ged(a, N) =d < N. Then the bound

Z Z Ea(’yy _ ,yzy) — d1/4T21/16N5/8+0(1)
r€Zt |YyEZT

holds.
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We remark that for d = 1 this bound is nontrivial for 7 > N10/11+3 for any
positive constant §. For prime modulus the result can be improved:

Lemma 5.5.10 ([5]). For a prime N, let v € Z% be an element of order T.
Let a € Zy;. Then the bound

Z Z Eo(v7 —+™) :O(T5/3N1/4) -

x€Lr |YyELr
holds.
Again we remark that this bound is nontrivial for 7' > N9/20.
Lemma 5.5.11. For all 0 # a € Zn the following holds:
|Eq o Dllz = TA/SNS/16+01/s

where d = ged(a, N) < N and g is an element of order T. Moreover, for prime
N, we have

|||Ea ° D|||2 _ T5/6+o(1)N1/8 )
Proof. By Lemma 5.5.5 we have

|EooD|2 =T°Y . max max og(e) ,

e|T,e<T z€Z% ,,

where the e-slice 0,.(e) is given by

oz(€) = Z

yEZ;N

Z Ea(D(exv Z) - D(6y7 Z))‘

z€ZLT

We now present a bound on o, (e) which is independent from x and e. Fix a
divisor e < T of T and x € Z*T/e.

ou(e) = Z

yEZ’q’:/e

S Balg™ - g™)

z€ZLT

Since g is an element of order T, the element v = g¢°¢ is of order T/e. We
substitute g¢ by ~:

ox(e) < Z

YELT .

Z Ea(’yxz - ,yyZ)

z€LT
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%
T/e’

replacing the variable y by y/x we proceed with

For every = € 7Z we set v, = v* which is an element of order T'/e. After

ou(e) < Z Z Eo(vz —7¥)
veny,,, |zezr
= e Y | > Euvi-9¥)
YE€LY,, |#€LT /.
< e > | D Eavi-Y)
YEZr e |2€0T /e

For arbitrary (non-prime) N we can bound this sum using Lemma 5.5.9:
O'I(e) — 6(T/€)21/16N5/8+0(1)d1/4 )
Using the trivial bound e > 1 this leads for any e|T" to

oo(e) = T21/16 \r5/840(1) g1/4

This shows the bound || E, o Dy = T2'/32N5/16+0(1)g1/8,
For prime N we can use the stronger bound from Lemma 5.5.10:

o.(e) = O(T°/3NY4y

Corollary 5.5.12.

1
max — max ||[Egqo D2 = max NP?/16721/3240(1)g=7/8
d:d|N,d<N d a€Z}, ,, d:d|N,d<N
N5/16T21/32+0(1)

Moreover, for prime N we have

1
max - max |Eaqo D|s = NYET?/6+o()
d:d|N,d<N d a€Z}, ,,

5.5.3 Putting all together

Since the spectral norm is invariant under permutations of rows and columns
we have that for all bijective functions 6,7 : {0,...,7—1} — Zp, and for

M #(z,y) = M(5(2),7(y)),
1B oMz zll2 = [1BoMls . (5.5)

For the multiplicative case we may now apply the bound Uy (N) < N1/2
(according to Corollary 5.5.8) to Corollary 5.5.3:
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Corollary 5.5.13. For smooth binary functions B : Zy — {—1,1} and for
bijective mappings 6,7 : {0,...,N—1} — Zn, the following holds:

IBoMszlla ©2 B0 Ml
< biasp(N) + N/2+e()

In the Exponential case we may apply Corollary 5.5.3 with Up(N) =
T21/32N5/16+0(1) for general N or Up(N) = T/t N/8 for prime N, re-
spectively (according to Corollary 5.5.12):

Corollary 5.5.14. For smooth binary functions B : Zy — {—1,1} and for
bijective mappings 6,7 : {0,...,T—1} — Zr, the following holds:
|||B ° D5,7’|||2 < biasB(N) +N5/16+o(1)T21/32 )

Moreover, if N is a prime, then
IBoDszlla < biasp(N)+ NY/8+HeMT5/6
5.5.4 Multiplicative and Exponential Structure on Subdo-

mains

A function H with a multiplicative structure coincides with M, » on a subdo-
main X x Y. The “non-multiplicative behavior” outside the subdomain can
however be controlled as follows:

Lemma 5.5.15. If matrices A,B : {0,...,T—1} x {0,...,T—1} — {-1,1}
coincide on subdomain X x Y, then

A2 = 1Bz < 2v/T% = |X[]Y] .

Proof. Since the exception matrix D := A — B € {-2,0,2}7*T is zero on
subdomain X x ), it has at most T? — |X||)| nonzero entries of absolute value
2. By the properties of the spectral norm we have

IAllz = 1|1 B + Dll2 < [|Bllz + | D]l ,
where ||D]|2 can be bounded by its Frobenius norm (2.6):
IDll2 < IDllr < 2v/T% = |X[|V]
The same way we can show that
1Bl < | All2 +2¢/T2 — | X[]Y)] ,
and the result follows. O

Now we are ready to prove Theorem 5.4.1.
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Proof (of Theorem 5.4.1). Let B be a balanced binary function. Let H be a
function with multiplicative structure on subdomain X x Y of {0,..., N—1} x
{0,...,N—1}. By Definition 5.2.1 there exist injective functions o : X — Zy
and 7 : Y — Zy, such that H coincides with M, , on subdomain X x ). Since
the mapping o : X — Zy is injective, it can be extended to a bijective mapping
from {0, ..., N—1} to Zx without changing its behavior on X. The same remark
holds for 7. Let 6,7 : {0,..., N—1} — Zx be the resulting bijective functions.
Then B o M, , coincides with B o M; 7 on subdomain X x ). The part outside
of the subdomain can be controlled by Lemma 5.5.15:

IBoHllz < ||BoMszllz+2vN>—[X[V],

what can be bounded by Corollary 5.5.13 and by the fact that B is balanced by

< biasg(N) + N2 12 /N2 — [ X[|Y|
= NV 42 /NZ 21X
Since
N = |X|IY] = NN —[X])+ NN = |Y]) = (N =XV = [V])
< NNV = X)) + NN = [V])
and N —|X| = O(N?%) and N —|Y| = O(N®) for some fixed constant 0 < a < 1

we get
1B o Hla = N'/2H0 4 (V)12

which yields the theorem. o

Theorem 5.4.2 and Theorem 5.4.3 follow analogously by combining Corol-
lary 5.5.14 with Lemma 5.5.15.

5.6 Upper Bounds on the Balance Terms

Recall the following definitions of the terms biasp(N) and EXPp(N,d). The
bias of a binary function B : Zy — {—1,1} is given by

> Bl

z2€EZLN

Function B : Zy — {—1,1} is called unbiased if biasp(N) = N°D). For a
divisor d < N of N, EXPg(N,d) is defined by

biasg(N) := €{0,....,N} .

EXPp(N,d) ;:% > B, Eaa)|-

aEZ}*\]/d

B is called smooth if EXPg(N,d) = N°") for all divisors d < N. A binary
function B : Zy — {—1,1} is called balanced if it is unbiased and smooth.

In this section we will provide bounds on the balance terms biasg(N) and
EXPp(N,d) for some Boolean functions B thereby proving Theorem 5.4.4 .
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5.6.1 Strongly Semilinear Functions

Definition 5.6.1. Function B : Zy — {—1,1} is called semilinear of length &
if there exist parameters M;, L; € Zn and K; € Z}; such that, for all z € Zy,
condition

Bz)=1<=z¢ |J Jii Ji={Kiz+Mimod N|0< z< L},
i=1...k

is valid and the sets J; are pairwise disjoint. We call a vector B strongly
semilinear of length k if B and —B both are semilinear of length k.

There are many natural strongly semilinear functions, for instance each in-
dicator function of a union of k disjoint intervals in Zy is strongly semilinear

of length k.

We now bound EXP (N, d) from above for each strongly semilinear function
B:

Lemma 5.6.2. Let B : Zy — {—1,1} be strongly semilinear of length k. Then,
for every divisor d < N of N, the following holds:

EXPg(N,d) < 2klog(N/d) .

Proof. Since B is strongly semilinear of length k, we have the following two
characterizations of B and —B.

Blz)=1®ze |J Ji, Ji={Kiz+M;modN|0<z<L} (56)
i=1...k

and

Bz)=-1®ze ] Ji(i), J ={K]z+M modN|0<z<Lj}.
i=1...k

Let By be the vector obtained from B by setting By(z) = 1 if B(z) = 1 and
By(z) = 0if B(z) = —1. Let B_ be the vector obtained from B by setting
B_(z) = 1if B(z) = —1 and B_(z) = 0if B(z) = 1. Use B = B, — B_ to
obtain

2l =l

EXPg(N,d)

Z |<B5Ead>|

aEZj\,/d

> (B B+ S B Ead] (5.7

aEZ}*\,/d a€Z

IN

-
N/d

Using characterization (5.6) and the fact that E,q(z) = Eév/d(:n), we bound the
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first sum by
k L;
Yo IBuEL) = Y DY BNz + M)
aEZN/d anN/d i=1 2=0
(2f0) Z ZZEN/d EN/d(K Z)
B aEZN/d i=1 2=0
L;
< X Z\EN” S EN/A(K2)
aEZ}‘V/d z=0
(2£8) Z Z ZEN/d KZ)
B i=1 a€Z? z=0

N/d

Since K; € Zy, (because K; € Z}), we can substitute a/K; for a for every
1 < i < k. After rearranging the sum we obtain

Kk L;
< Y DoENY
i=1 a€Zy,,, |z=0
k N/d—1]| L;
< D2 LETE
i=1 a=1 |z=0

@29 kz%log(zv/d).

Since the second sum in (5.7) can be bounded analogously the proof is complete.
O

5.6.2 The Bits

We start by introducing some notation. Let B : Zy — {—1,1} be a binary
function. The set of integers z € Zy where B evaluates to +1 is denoted as
B+:

B+ = {3? €Zn : B(Qﬁ) = 1}

Similarly, we define the set B_ := Zy \ By = {z € Zy : B(x) = —1} as the set
of integers where B evaluates to —1.

Let By (x) denote the k-th least significant bit of (the binary representation
of) z € Zy. We will now give a full description of the function By in terms of
the sets By and B_.

We start with the case of the least significant bit By. For the predicate
B(z) = By(z) it obviously holds that By(z) = 1iff z = 2241 for 0 < z < | N/2].
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Thus, the set B4 (By) can be described by

B4 (Bo) = {22 + 1}o<.<|n/2)-

For the inner bits this is getting a little bit more sophisticated. Put ro =
N mod 4. For the second least significant bit B(x) = By (x) we get:

B_(B1) = {42 + t}o<i<1,0<2<b,5 (1)

where T = [(N — 1)/4] and (bo(0),b0(1)) = (T'— 1,7 — 1) for N = 0 mod 4,
(b1(0),b1(1)) = (T, T — 1) for N = 1 mod 4, (b2(0),b2(1)) = (T,T) for N =
2 mod 4 and (b3(0),b3(1)) = (T,T) for N = 3 mod 4.

Generalizing this characterization to the inner bits By yields for any integer
N with r, = N mod 2++1:

B_(By) = {2k+1z + t}ogtgzk—l,ogngrk (t)- (5.8)

Clearly, b, (t) € {T — 1,T}, where T is defined as T = | N/2¥*1|. To avoid a
wrap modulo N we have to choose b, (t) € {T — 1, T} such that the inequation

N-1-2Mt<cp )2F T +t<N -1

holds. By T2*+t! = N — r;, we get

| T=1 : t>mr
b () = { T : else. (5.9)
With similar arguments as above we get:
By(By) = {2"'z+ thor<p<or+i—1,0<2<by, (1)
= {22414 2k}0§t§2’€—1,0§z§b%(t) (5.10)

Let Bg(z) denote the k-th least significant bit of (the binary representation
of) z € Zy. Obviously, if the modulus N is not a power of 2, the function By,
generally is not unbiased. This is made precise in the following lemma:

Lemma 5.6.3. biasp, (N) = min{N mod 281 2¥+1 — N mod 2k+1}.

Proof. If 2+1 divides N, the bias is zero and the result holds true. If not, we
cut the elements of Zy into t := | N/2¥*1| segments S; of consecutive elements,
each of size 2¥*1. Since N is not divisible by 2¥*! the last segment has less
elements. More precisely S; consists of the last r := N mod 2**! elements in
Zp. Observing that for 1 <i <t —1, Zzesi By (z) = 0, we obtain

> Bi(2) > Bi(z) in(z)
z=0

2€ELN ZESy
The last term evaluates to 7, if r < 25, and to 281 — r, otherwise. ([l

t

Z Z By(2)

i=1 z€S;

biasp, (N) =
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Corollary 5.6.4. By : Zny — {—1,1} is unbiased if k = k(N) = o(log N).
By equations (5.8) and (5.10), we can observe the following:

Lemma 5.6.5. For odd N, By, : Zn — {—1,1} is strongly semilinear of length
2k,

Hence, Lemma 5.6.2 implies the bound EXPp, (N,d) < 2¢t!log(N/d).
However, by a more tedious computation we can achieve a stronger bound for
every bit Bjg:

Lemma 5.6.6. For odd N, EXPp, (N,d) < 3biasg, (N)log(N/d).

Proof. By definition,

EXP (N, d)

Z (B, Ead)l
€ZY,

N/d

2|®~

Let b, (t) and T be defined as in equation (5.9). By the characterizations of
equation (5.8) and equation (5.10) we can continue with

d 261 (bry (427 bry, (t)
= ¥ Z Z Z Ead(2k+2k+1z+t Z Eaal+ 2k+1z+t)
aGZ}“\,/d t=0 2=0 =0
d 2k 1 bry (t42%)
=N Yo Y Ba@ 42"z
€Ly g | t= 0 2=0
d Qkflbrk(t)
—. k+1
2 |2 D Baa@zt)
aEZN/d t=0 z=0
We will show the bound
d 2k _1 ka(t) 5 N
k+1 .
N. Z Z Z Ead(2 Z+t) < §b1aSBk(N)1OgE
aGZN/d t=0 2z=0

on the second term. The bound on the first term can be achieved analogously.
Put

2k 1 bry (1)

Lia,d) =Y Y Eaa*'z+1).

t=0 2=0
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Separating by, (t) =T — 1 and b,, () =T we get

2k _17-1 min{2*—1,r,—1}
L(a,d)] <[> Ea@'z+1)|+ > Ea@T 41
t=0 z=0 t=0

2k T
@I NN Baa@ Tz = 1) + (£ - 1) + 7%

B t=1 2=1

2k T
@20 Eaa(=2" = DI Eaa(t) Y | Eaa(2M'2)| + 7
t=1

z=1
2k T

G N " Eaa(t) Y Eaa(2¥12)| + 7.
t=1 z=1

We apply (2.27) twice and rewrite this term as

B ‘Ead(Qk) —1 Eq(2'T)—1

Bag(1) =1 Eaq(2F+1)—1 ‘”’“'

By observing that Eaq(28%!) — 1 = (Eaq(2F) 4 1)(Eaa(2¥) — 1) and 28717 =
N — 1, we get

1 Ead(N - ’I“k) -1
= . + T‘k;
Fad() -1~ Eaa(2¥) +1
| Eaa(=r) — 1 1
- ‘ Fodl) 1 Boa@) +1] ™
Now we use bound (2.29) and equation (2.24):
) S i +r (5.11)
=k E.q(2F) +1 k= 2| cos(2kmad/N)| b ’

On the other hand, when we did the separation between b,, (t) =T — 1 and
by, (t) = T, letting the index of the first sum go to T, instead of T — 1 leads to:

ok_1 T min{2%—1,28+1 _r; —1}
L(a,d)] < | Faa@z+1)|+ 3 Eoq(28H1T + )
t=0 2z=0 t=0
2k 1 T
< D0 Eaa@ a4+ (@25 ).
t=0 z=0

Following along the lines of the proof above we then get

ok+1 _ Tk

2| cos(2Frad/N)|

2R (5.12)
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By Lemma 5.6.3 we know that the bias of By equals to min{rg, 2*+1 — 1.},
Since both bounds (5.11) and (5.12) on |L(a, d)| hold independently from each
other this leads to the bound

biasp, (N)
cos(2krad/N)|

3bi N
+ biasg, (V) < fasp, (V)

L < .
[E(a, d)] < 2| ~ 2| cos(2kmad/N)|

Summing the terms |L(a, d)| up over all a € Z};,; we get

d 3dbiasp, (N) 1
— . L < TRV 7 e —
N 2 Hedl < oN 2. [ cos(ZFmad/N)|

A€LY )y a€LY )y

Since N is odd, the element 27! exists in Z% and hence also in LYy q- Substi-

tuting a = 27%b we get

3dbiasp, (N) Z 1
- 2N | cos(mbd/N)|

bELY,

; (N/d—1)/2
< SdblaSBk(N)2/ 1 b
2N 1 cos(mbd/N)
_ 3dbiasp, (N) /<N/d1>/2 1
- N 1 cos(wbd/N) sin(mwbd/N)
3bi N d d
= 2 (ngean(G - 10) - man(5y))
< 3b1asBk(N)21n(&)
™ md
3, . N
< §b1asBk(N)10gE

O

Corollary 5.6.7. For odd N and unbiased By we have EXPg, (N,d) = N°)
and hence By, is balanced.

One may wonder how EXPp, (N,d) behaves for even N. We argue that
EXPp,(N,d) can get close to N in some cases. We write N = 2M and study
EXPp, (N,d) for k = 0 (the least significant bit) and the divisor d = M. Since
Ey(22) = EM(2) =1 and Ep(1) = —1, we have

M-1 M-1
EXPp, (N, M) = > Em(22) = Y Em(22+1)
z2=0 z=0

N =

M—-1

M-1
(2.20) % > Em(22) — En(1) Y En(22)
z2=0 z=0

= Lo ) Y B
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5.6.3 Limitations

With similar considerations as in the last subsection, one may raise the ques-
tion whether for a prime modulus every unbiased Boolean function must con-
sequently be smooth. We indicate that in general this is not true by giving a
Boolean function that is “far from being smooth”, though it is unbiased. Fur-
thermore, we motivate this observation by means of Theorem 5.4.1.

Let P be a prime. If there is an integer x such that 2 =y in Zp, then z is
said to be a quadratic residue (modulo P). If not, z is said to be a quadratic non-
restdue. For primes P, the Legendre symbol (%) is a number theoretic function
which is defined to be equal to +1 depending on whether x is a quadratic residue

modulo P or not. Furthermore it is convenient to define (%) as 0if x = 0.

It is well known that the Legendre symbol has the multiplicative property

zy € Y
2y = () (L) 1
(%)= (3) () (5.13)
For i € {~1,0,1}, put £; = {z € Zp : (%) = i}. By (5.13) there is a 1-1
correspondence between £1 and £_; given by the relation

()1 (5) -1 o0

where p be an arbitrary element with Legendre symbol —1.
Now consider the binary function By : Zp — {—1,1} defined as

Bg(x){ (%3 A (5.15)

By (5.14) we have |£1| = |£_1] = (P — 1)/2. Therefore biasp,(P) =1 and B,
is unbiased.

It is not hard to show [30, Equation (42)] that for 0 # a € Zp the following
equality holds:

P—1 P-1 .
Bo(2?) = (—)Ea . 1
> Bua®) = 3 (5) Bulo) (5.16)
By Lemma 2.5.1 we have
1
EXPp.(P1) = 5 > B(x)Ea(x)
a€Z% \x€Zp

I
=
+
—~
el
~—
o
S
=

a€Zp r=1
1 pP-1
(5.16)  ~ 2
0 Lo e Y R
[ASVAS =0
P—-1

W
B
|
N
2
)
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and hence the unbiased Boolean function B, is mot smooth. Note that the
choice of B(0) = 1 in (5.15) is somewhat arbitrary and does not much affect
the bound on EXPpg,.(P,1).

Actually, the property that makes By being not smooth is its multiplica-
tivity (5.13). To see this let B be any Boolean function with multiplica-
tive property B(zy) = B(z) - B(y) for all 2,y € Zy.®> Since, for instance,
the discrete multiplication M (z,y) = ay also has a multiplicative property,
M(z,y) = zy = M(x,1)M(1,y), this implies that the matrix A := Bo M is
completely determined by its first row and column:

Hence A has rank one. Or, equivalently, choose vectors u,v € RY, | ull2

|v]l2 =1 as u, = A(z,1)/v/N and v, = A(1,y)/V'N, resp. This gives || A2
|uT Av| = N and by means of Theorem 5.4.1, B cannot be smooth.

vVl

5.7 Applications

In Section 5.4 we proved that balanced Boolean predicates of functions with mul-
tiplicative or exponential structure have relatively small spectral norms. Now
we present some natural functions having multiplicative or exponential structure
(on a large subdomain) allowing us to apply our results from Section 5.4.

5.7.1 Discrete Multiplication and Division modulo arbi-
trary Integers

The discrete multiplication function MUL : {0,...,N-1} x{0,...,N=1} - Zx
is defined by
MUL(z,y) = zy.

Applying Theorem 5.4.1 (with X =Y = {0,...,N-1} and o, 7 : {0,..., N-1} —
Z N defined as the identity) we immediately get:
Corollary 5.7.1. For balanced Boolean functions B : Ziny — {—1,1},

|B o MUL|jy = NY/#+o()

By the results from Chapter 4 this implies (for odd N): By o MUL ¢ LT,.
On the other hand it is well known (see, e.g, [59]) that By o MUL can be real-
ized with TCs-circuits, where By, denotes the k-th least significant bit.4/\1’hus
By, o MUL € TCj3 \ LT; is another binary function separating TCs from LTs.

3Note the the predicate B, has the multiplicative property only for z,y € Z7;. However,
it is the same reason that makes EXPp,. (P, 1) getting large.
4In fact, there exists a LT3-circuit that simultaneously computes all the bits of MUL.
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To perform discrete division in Z y, we may use any function DIV : {0,..., N—
1} x{0,...,N—1} — Zx satisfying

DIV (z,y) = x/y

for all inputs (z,y) € {0,..., N—1} x{0,..., N—1}* (recall that by {0, ..., N—1}*
we denote the subset of all elements z € {0,..., N —1} with ged(z, N) = 1).
Since discrete division is nothing else than one inversion (permutation) plus
discrete multiplication, we get the following;:

Corollary 5.7.2. For integers N with N — ¢(N) = O(N®) for some fized
constant o > 0,5 for balanced Boolean functions B : iy — {—1,1}, we have

N12+te) - prime N
Bo DI =
||| o V"|2 { O(N(1+a)/2) . non-prime N.
Proof. Let X = {0,...,N—1} and ¥ = {0,..., N—1}*. Define the injective
mapping 7 : Y — Zy as 7(y) ==y~ mod N. With o : X — Zy given by the
identity, we have

DIV(z,y) = ay~ ' = a7(y) = Mo+ (2,y)

for all (z,y) € X x Y showing that DIV has multiplicative structure on subdo-
main X x ). Noting that N — |X| =0and N —|Y| =N — ¢(N) = O(N?%), the
result follows by Theorem 5.4.1. |

5.7.2 Discrete Exponentiation modulo Primes

For primes N, the discrete exponentiation function POW : {0,...,N—1} x
{0,...,N — 2} — 7Z7% is given by

POW (z,y) = a¥.

Corollary 5.7.3. For primes N and for balanced binary functions B : Zin —
{-1,1}, we have
|||B o POWMQ — N23/24+o(1) )

Proof. We show that the N x N —1 matrix BoPOW has a N—1x N —1 submatrix
whose spectral norm is bounded by N23/24+t°(1) " By similar arguments as used
in Lemma 5.5.15 (and the fact that adding all-zero columns or rows does not
affect the spectral norm) we know that the corresponding two spectral norms
can only differ by an additive factor O(v/N) leading asymptotically to the same
bound on |B o POW/|)2.

The function POW™ : {0,...,N — 2} x {0,...,N — 2} — Z% is defined by

POW*(z,y) = z¥

5This is the case for integers N whose smallest prime-factor is of the order Q(N1~¢).
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for all (z,y) € {0,...,N —2} x {0,..., N — 2}, and obviously the matrix B o
POW?™isa N —1x N —1 submatrix of Bo POW. Let g be an element of order
T=N-1. DefineX ={1,..., N—-2} C{0,...,N—2}and Y ={0,...,N—2}.
We claim that POW™ has exponential structure on subdomain X x ) with
respect to g. (Clearly the Corollary follows by Theorem 5.4.3 once the claim is
settled.) The function idx,(z) defines a bijective mapping from {1,..., N — 1}
into Zy—_1. Hence, the mapping o : X — Zy_1 given by o(x) = idx,(z) is
injective. Note that now ¢ has the property ¢°®) = z for all z € X. For
7 :Y — Zpn_1 defined as the identity, it follows that

POW*(z,y) =2V = g™ = D, _(x,y)

for all (z,y) € X x ) and hence POW™ has exponential structure on subdomain
X x Y. This proves the claim. O

5.7.3 General Matrices with small Spectral Norm.

As mentioned in Section 2.4, the spectral norm of a matrix A € {—1,1}V*N

is minimal (| A|l2 = N'/?) iff the matrix has orthogonal rows or columns. For
the special case N = 2™, an example of such matrices are the Hadamard matri-
ces Hon € {—1,1}2"%2" Tt is well known (see [3, 23]) that general Hadamard
matrices Hy (which are defined as real matrices Hy with H NH]—\'; = N-Iy)
can only exist for N = 1 or 2 or for N divisible by 4. For odd N we present
another natural family of +1-valued matrices with (nearly) minimal spectral
norm. Consider the matrix By o M € {—1,1}V*¥ representing the least signif-
icant bit (or any other balanced binary function) of the discrete multiplication.
This observations allows us to use Theorem 5.4.1 to get

I1Bo o Ml = N2+,

This gives (for odd N) a natural construction of {—1,1}¥*¥ matrices with
nearly minimal spectral norm.

The term implied by N°() (the “nearly”) can be made more precise. Consider
the case of prime N > 11. An easy computation shows EXPp, (N,1) < % log N
for k = 0 (the funny constant 7/5 comes from (2.28)). Applying directly
the Splitting Lemma (Lemma 5.5.1) we get |By o Mz < 1+ ZN'2log N <
3N1/2log N. For example, we may now apply Corollary 4.2.2 to lower bound
the probabilistic communication complexity C'; > [n/2—logn—3/5] of the func-
tion f such that matrix By o M represents f on {0,...,N—1} x {0,...,N—1}
(2n~t < N <2m).

5.7.4 Matrices with arbitrary Spectral Norm

Lemma 5.7.4. If matric H : Zy X Zn — Zpn defines a permutation on every
row or every column, then

|||B (@) H|||2 Z biasB(N) .
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Proof. Say matrix H defines a permutation on every column. Then, for any

y € Zn, we have ), B(H(z,y)) = biasg(/N) and therefore

1/N > B(H(z,y)) = biasp(N) .
T, YEZLN

Now we can lower bound the spectral norm of B o H in the following way

1 1 1
| BoH]|> > —=B(H(z,y)—=| = < B(H(z,y))| = biasz(N).
z,yze:zN\/N((y))\/ﬁ NW;ZN((Z/)) (N)

(5.17)

O

By changing N? — ¢?(N) entries, the matrix M with M (z,y) = zy can be
transformed into a matrix M’ defining a permutation on every row and column.
By Lemma 5.5.15 (with |X| = |Y| = ¢(N)) we get || B o M|z — ||Bo M'|2] <
24/N? — ¢2(N) and thus by Lemma 5.7.4

IB o MJ2 > biasp(B) — 2/N? — 2(N) . (5.18)

Let I C Zy be any consecutive interval of length (N — N'/2+€)/2 for a
constant 0 < € < 1/2. Define B, : Zy — {—1,1} as the Boolean function that
evaluates to 1 if and only if its input x belongs to the interval I. Obviously
we have biasp_ (N) = N'/2*¢. Since B. is strongly semilinear of length 1 (see
Definition 5.6.1), we can infer from Corollary 5.5.13 the upper bound

| B: o M||a < biasp_(N) + N2 — o(N/2+e)

On the other hand, by equation (5.18) and for primes N, we have the lower
bound
| Bz o M||2 > biasp, (N) — V8N = Q(N/2+e)

We see that upper and lower bound only differ by a multiplicative constant. To
be more precise, this constant is one as N goes to infinity. This shows that
the bound from Corollaries 5.5.13 and 5.5.14 cannot be substantially improved
beyond the value biasg (N). Moreover, we get the following explicit construction
of matrices of arbitrary spectral norm:

Corollary 5.7.5. For primes N and for every constant 0 < ¢ < 1/2, there exist
(explicitly constructible) matrices A : Ziy X Zy — {—1,1} with

[ Alls = ©(N'/2+)
Proof. Choose A = B. o M with B, as defined above and M (z,y) = zy. O

It is easy to see that our construction carries over to the discrepancy. By
equation (2.13) (for the upper bound) and (5.17) (for the lower bound) we get:

Corollary 5.7.6. For primes N and for every constant 0 < e < 1/2, there exist
(explicitly constructible) matrices A : Ziy X Zy — {—1,1} with

disc(A) = O(N~V/#e) |
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5.8 Cryptographic Applications

As we saw in the last section our two main theorems can be applied to some
basic functions with multiplicative and exponential structure. In this section we
show that our techniques can also be applied to functions appearing naturally
in cryptographic protocols. To simplify notation we will sometimes, when it is
clear to the reader, identify the set Zy with the set of integers {0,...,N—1}
and vice versa.

Example 5.8.1 (Pointcheval Cryptosystem [48]). Let N be an RSA mod-
ulus, i.e., N = pq for two primes p,q of (roughly) the same bit length. Let e
be an integer with ged(e, (N)) = 1. The tuple (N,e) is the public key and an
integer d with ed = 1 mod p(N) is the secret key. Note that by the knowledge
of either p or q, p(N) = (p — 1)(¢ — 1) can be computed and so can d. The
following function

F:RXZN—)Z}KVXZ]\“ F’(T’WL):((7”—1)677"6.771)7

where r € R={r € Zn : r — 1 € Z}} is chosen at random, encodes a message
m. Note that it can be evaluated by knowledge of the public key (N,e) only.
Define X := {z : x¢+1 € ZY} and note that | X| = p(N). As for decoding (given
the “secret key” d), we may use any function H : {0,..., N—1}x{0,...,N-1} —
Zpn that satisfies

H(z,y) = y(a® +1)7°

forallx € X andy € Y ={0,...,N—1}. It is easy to check that this implies that
H((r—1)¢,7¢-m) =m for all r € R. Outside the subdomain X x Y (when H is
applied to invalid ciphers), we may however allow H to attain arbitrary values.
The mapping o : X — Z% given by o(z) := (x%+1)~¢ defines a bijection. With
T:Y — Zn defined as the identity, we have

H(z,y) =0(x)y = M, -(z,y)

for all x € X and y € Y, and we may conclude that any correct decoding
function H has a multiplicative structure on subdomain X x Y. Since |X| =
o(N) = (p—1)(¢g — 1), the part outside the subdomain has a relatively small
size: N —|X| =N —p(N)=p+q—1=x2N/2,

Example 5.8.2 (E1 Gamal Cryptosystem [15]). Let N be a prime modulus
and let g € Z}; be an element of order N — 1. The “public key” has the form
h = g° for some s € Ziny_1. A message m € Z is encrypted with “randomness”
r € Zn—1 by evaluating the function

FZZN_1XZN—>Z}KVXZN, F(r,m)z(gT,hTm).

As for decoding (given the “secret key” s), we may use any function H :
{0,...,N—=1} x{0,...,N—1} — Zy that satisfies

S

H(z,y) = yx~
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forallz e X . ={1,....N -1} and ally € Y :={0,...,N—1}. It is easy to
check that H(g", h"m) = m. Since for the injective mappings o : X — Zn given
by o(x) :=x~%, and 7 : Y — Zpn given by the identity, H satisfies

H(z,y) = yx~* = yo(x) = Mo (x,y),

forallx € X and y € YV, we may conclude that H has a multiplicative structure
on subdomain X x ). Note that N —|X|=N—(N—-1)=1.

Example 5.8.3 (RSA-Paillier Cryptosystem [6]). It is a modification [6]
of the original cryptosystem from Paillier [{5]. Let N = pq be a RSA modulus
and let e be such that ged(e, \(N?)) =1, where A(N?) = pq-lem(p—1,q—1) is
the Carmichael function. Choose d such that ed =1 mod ¢(N). The following
function

F' Zn x Ty — T,  F'(m,r) =r¢(1 +mN) mod N?

encodes a message m € Zy. In his original paper [45], Paillier proves that this
function is a bijection on Zn x Ly — Ly.. Furthermore, in [7] it was proven
that F' defines a (bijective) trapdoor function whose one-wayness is equivalent
to the one-wayness of the RSA function [52]. Every element z € Zy. has a
unique decomposition z = z1 + 2o N, with 21 € Zy; and zo € Zn. We denote the
induced bijective decomposition mapping by

T Ly — Ly X Ly, 7(z) = (m1(2),m2(2)) = (2 mod N,z div N).

As suggested in [6], we consider the following bijective encoding function F :
Zn X Ly — Ly % Zn whose one-wayness is equivalent to the one-wayness of
the function F' (and hence also to the one-wayness of RSA; see also [7] for a
formal statement):

F(m,r) = (m(r®),m - m2(r®)).

Define X ={1,...,N —1}. As for decoding (given the “secret key” d), we may
use any function H : {0,... , N—1} x {0,...,N—1} — Zy that satisfies

H(z,y) =y (m2((m1(z?))* mod N?))~*

forallz € X andy € Y ={0, ..., N—1}. It is easy to check that this implies that
H(F(m,r)) =m for all v € Z%,. Since for the mappings o : X — Zy, o(z) =
(m2((my (24))® mod N2))~L (F is bijective, so o is injective on its domain) and
T:Y — Zn given by the identity, H satisfies

H(z,y) = yo(z) = My, -(x,y)

for all x,y € X x Y, we may conclude that H has a multiplicative structure on
subdomain X x Y. Again the part outside the subdomain has relatively small
size: N —|X| =N —p(N)=p+q—1~2N'/2

In all these examples we have a multiplicative structure (Definition 5.2.1) on
different (but sufficiently large) subdomains. Combining it with Theorem 5.4.1
we get the following:



54 CHAPTER 5. UPPER BOUNDS ON THE SPECTRAL NORM

Corollary 5.8.4. Let B be a balanced binary function.

1. Let H : {0,...,N=1} x{0,...,N=1} — Zy be a decoding function of the
Pointcheval cryptosystem as given in example 5.8.1. Then,

IB o H]>=O(N*) .

2. Let H:{0,...,N—1} x{0,...,N—1} — Zy be a decoding function of the
El Gamal cryptosystem as given in example 5.8.2. Then,

IB o Hllz = N2

3. Let H:{0,...,N—1} x{0,..., N—=1} — Zn be a decoding function of the
RSA-Paillier’s cryptosystem as given in example 5.8.3. Then,

[|BoHls = O(N*) .

Note that in the last three examples the decoding functions have multiplica-
tive structure. And this is independent of the knowledge of the secret key. For
example, in the El Gamal Cryptosystem, the decoding function (given the secret
key s) is H(x,y) = yz~*°. On the other hand, an attacker without knowledge of
the secret key s (but knowing the public key containing h = ¢*) has to decode
a given ciphertext (z,y) by computing H(z,y) = yz'¥". In both cases we
have the same multiplicative structure. In particular, since the discrete loga-
rithm idx, : Z}, — Zny_1 defines a bijection, the concept of the multiplicative
structure of a function does not capture the difference between decoding with
the knowledge of the secret key (what is computational feasible) and decoding
without the knowledge of the secret key (what is assumed to be computational
infeasible). Therefore, Corollary 5.8.4 is valid with and without the knowledge
of the secret key.

We proceed with presenting two examples of functions H with exponential
structure.

For primes N, let g € Z3 be an element of order "= N — 1. To compute
the Diffie-Hellman function (see Subsection 5.2.2) we may take any function
DH :{0,...,N—1} x {0,..., N—1} — Zyx that satisfies

DH(:L’,y) — gidxgm~idxgy
for all (z,y) € {1,...,N -1} x{1,...,N —1}.

Corollary 5.8.5 (Diffie-Hellman secret modulo primes). For primes N,
for elements g of order T'= N — 1, and for balanced binary functions B : Ziny —
{-1,1}, we have

"lB o DH|||2 — N23/24+o(1) )



5.9. EXTENSIONS 95

Proof. As already argued before, it is sufficient to show that the N x N matrix
BoDH has a N—1x N —1 submatrix with spectral norm bounded by N 23/24+0(1)

Define ¥ =Y ={1,...,N—2}. Let DH* : {0,...,N—-2}x{0,...,N—2} —
Zn be the function given by

DH*(z,y) = DH (z,y)

for all (z,y) € {0,...,N—2}x{0,..., N—2}. Note that, by definition, Bo DH*
isa N —1x N — 1 submatrix of Bo DH. We show that DH* has exponential
structure on subdomain X x Y with respect to g. The function idxy(x) defines
a bijective mapping from {1,..., N — 1} into Zy_1. Hence, the mapping o :
X — Zn_1 given by o(z) :=idx,(z) is injective. For 7 := o, it follows that

DH*(z,y) = g™o™ 0¥ = g7 = D, _(x,y)

for all (z,y) € X x Y and DH™ has exponential structure on subdomain X x ).
Note that the part outside the subdomain has a relatively small size: N — 1 —
|X| = N—1—|Y| = 1. Now by Theorem 5.4.2 we have |[Bo DH* ||y = N?23/24+0(1)
and the result follows.

The next example can be viewed as “computing the Diffie-Hellman function
given the secret keys.” Let N be an arbitrary modulus and let g be an element
of order T'. To compute the Diffie-Hellman secret given z and y, we may use
the function DK : {0,...,T—1} x{0,...,T—1} — Zx given by

DK (z,y) = g**.

The following corollary follows directly from Theorem 5.4.2 and Theorem 5.4.3
(with X =Y ={0,...,N—2}and 7,0 : {0,..., N — 2} — Zy_; defined as the
identity):

Corollary 5.8.6 (Diffie-Hellman key modulo arbitrary integers). For
elements g of order T'= N — 1, and for balanced binary functions B : Ziny —
{-1,1}, we have

|||B o DK|||2 _ T21/32N5/16+o(1) )

Moreover, for primes N,

|||B o DK|||2 — T5/6N1/8+o(1) )

5.9 Extensions

In Subsection 5.5.1 we saw that a good bound on the spectral norm ||E, o
H||2 (plus a balanced binary function B) implies a good bound on || B o H||s.
Examples of H with good bounds on ||E, o H ||z were given in Subsection 5.5.2.
In this section we extend the results of Subsection 5.5.2 by presenting some more
candidates of functions H achieving sufficiently good bounds on |E, o H||s.
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Lemma 5.9.1. Let P: Zy x Zn — Zn, P(x,y) = 2% + prizy + y% + prox +
P01y + poo be a monic polynomial of second degree with ged(p11, N) = 1. Then
for any 0 # a € Zn with ged(N,a) =d,

I Eag o Pll2 < (dN)'/? .

Proof. We write a as d - ag with ged(ag, N) = 1. For every fixed z,y € Zy we
have by (2.20) and (2.18),

Y Eaao(@® =y + zpui(z — y) + pro(z — y))|
2€ZN

> EN(zpu(x —y))
z€ELN

that evaluates by (2.25) to N if z —y = 0 (mod N/d) and to 0 otherwise. By
Lemma 5.5.4 we continue with

S Eu(Pla,2) - p(%,z))‘ -

z€ELN

=d

)

IEao M3 < max ZEAP(W—P@’Z))‘
TELN
YELN |zELN
= dN .

O

Note that Lemma 5.9.1 covers the result of Lemma 5.5.7 (setting P(z,y) =
xy). For the case of a general polynomial of maximal degree k we get the
following result which is valid for primes N.

Lemma 5.9.2. Let N be a prime. Let P : Zin X Zny — Zn be a bivariate
polynomial of mazimal degree k over Zyn. For all a € Z}y;, the following holds:

IEq o Plla = O(k2N?/%)

Proof. Write P as P(z,y) = Zf:o Z?:o a;;x'y’. For every fixed x,y € Zy,
Q(z,y,z) := P(x,z) — P(y, ) is a polynomial of degree at most k in the inde-
terminate z:
k k
Q(-’L’,y,Z) :Zaj(xay)zja aj(xay) = Zaij(xz _yz) .
j=0 =0

For fixed = € Zy, there can be at most k different y € Zx such that Q(z,y, 2)
equals the zero polynomial in the indeterminate z. We denote those y by the
exceptional set E, (|E.| < k for all x € Zy). For every other y ¢ E, we
have ged(aq(z,y), az(x,y),...,ax(x,y), N) = 1 (since there must be at least
one coefficient a;(z,y) # 0) and by Lemma 2.5.2,

) Ea<P<x,z>P<y,z>>| -

zE€ELN

Z EG(Q(Ia Y, Z))‘

z€EXLN
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can be bounded by (k—1)N'/2 for y ¢ E, and by N for y € E,. By Lemma 5.5.4
we continue with

1Ba 0 M3 < Inax > Eu(P(x,2) - P(,y))
N yeln |zeZy
< (N —k)(k—1)NY2 £ kN = O(EN®/?) .

O

Corollary 5.9.3. For primes N let P : Zn X Zn — Zn be a bivariate polyno-
mial of mazimal degree O(N®) for a constant 0 < o < 1/2. Then, for balanced

binary functions B,
|||B o Pl”2 _ N3/4+a/2+o(1) )

5.10 Complexity Theoretic Implications

In this section we summarize the most striking complexity theoretic implications
of our bounds on the spectral norm we achieved earlier this chapter.

Let B : Zy — {—1,1} be a balanced binary function (see Theorem 5.4.4
for examples). Let H : {0,...,T—1} x {0,...,T—1} — Zy be any function
having multiplicative or exponential structure on a sufficiently large subdomain.
Natural examples of such functions (such as the discrete multiplication and ex-
ponentiation, the Diffie-Hellman function and others) were given in Sections 5.7
and 5.8. Applying Theorem 5.4.1, 5.4.3, or 5.4.2 leads to an upper bound of
order T'~¢ on the spectral norm of matrix Bo H € {—1,1}7*T. See Corollar-
ies 5.7.1, 5.7.2, 5.7.3, 5.8.4, 5.8.5, 5.8.6, and 5.9.3.

Let fy, : {0,1}" % {0,1}™ — {0, 1} be a binary function such that the matrix
Bo H represents f, on {0,...,T—1} x {0,...,T—1} (2! < T < 2"). Then,

e f, is not contained in the complexity class ﬁ‘g (Corollary 4.1.3). More
precisely, f, is not computable by threshold circuits of polynomial size,
depth 2, where the bottom layer has polynomially bounded integer weights
and the remaining gates have unbounded integer weights.

e the deterministic and probabilistic communication complexity of f,, is lin-
ear in n (Corollaries 4.2.1 and 4.2.2).

Let g, : {0,1}"71 x {0,1}"~! — {0,1} be the binary function such that the
matrix Bo H represents g, on {0,...,2" 1—1} x {0,...,2"71—-1} (2" 1 < T <
2"). Bo H is then a 2"~ x 2"~! submatrix of the T x T matrix considered
above which has by (2.5) the same upper bound on its spectral norm. Then
Corollary 4.1.5 shows that g, is not contained in the complexity class PL.°

6The reason for this technical restriction (considering the 27~ x 2" ~! submatrix of Bo H)
is that the Lo norm makes only sense for matrices whose dimension is a power of 2.
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Never believe on faith,
See for yourself!
What you yourself don’t learn

Chapter 6 you don’t know.

BERTOLT BRECHT,
THE MOTHER, 1932

Polynomial Interpolation

6.1 Introduction

In this chapter let IF, denote the finite field of order ¢ with a prime power ¢
and let 0 # g € IF; be an element of order 7. As seen in the last chapter,
the security of the Diffie-Hellman key exchange for the group G generated by g
depends on the intractability of the Diffie-Hellman mapping DH, defined by

DH,:GxG—G, (¢°¢Y)— g .

For breaking the Diffie-Hellman cryptosystem it would be sufficient to have a
low degree polynomial that coincides with the mapping DH, on a large subset
of G x G. In [36] and [64] it was shown that such a polynomial doesn’t exist for
several types of subsets. Since
g2y = gl gt gy

and square roots in finite fields can be efficiently calculated (see e.g. [1, Chap-
ter 7]), the problem of computing the Diffie-Hellman mapping DH,, is efficiently
reducible to the problem of computing the univariate mapping

dhy : G — G, gmv—>gm2 .

For lower bounds on the degree of interpolation polynomials of dh, see [8, 37,
57, 58].

Obviously, the Diffie-Hellman key exchange depends also on the hardness of
the discrete logarithm idx, defined by

idxg : G = Zr,g" — z .

For results on interpolation polynomials of idx, see [8, 38, 39, 41, 42, 43, 57, 58,
63, 65].
In this chapter we consider mappings of the form

P—dh,:G — G, ¢%— g"®@), (6.1)

99
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for a nonlinear polynomial P(X) € Zp[X] of small degree, with respect to T,
say,

2 < deg(P) < log(T).

In [24] a toolbox of cryptographic functions called P-Diffie-Hellman functions
including these mappings was suggested. In particular, it was proven that com-
puting P—dh, is computationally equivalent (through a polynomial time re-
duction) to computing dh,. Hence, a low degree polynomial representation of
P—dhy would solve the Diffie-Hellman problem and an investigation of P—dh,
becomes important.

Moreover, for the case that ¢ = p is a prime, we consider

Q-idxy : G —TF,, ¢%— Q(x), (6.2)

for a non-constant polynomial Q(X) € F,[X], where we assume that deg(Q) is
small, say,

1 < deg(Q) < log(p).

In the following sections we will give lower bounds on the degree and the
number of non-zero coeflicients of the interpolation polynomial for the mappings
P—dh, and Q—idx,. For the special case P(z) = z? and Q(z) = = we are in the
situation of the mappings dh, and idx,, respectively. In these cases our bounds
exactly match the ones obtained in [8] (see also [58]). Thus, our results can be
seen as a generalization of earlier results to general univariate polynomials P
and @ of higher degree.

In [27] the results of this chapter were extended to the case of bivariate
polynomials P(X,Y’). More precisely, lower bounds on degree and the number of
non-zero coefficients of the interpolation polynomial of the mapping (g%, g¥) —
g"@Y) were obtained.

6.2 Some Results on Polynomials

The sparsity spr(f) (or weight) of a polynomial f(X) € IF,[X] is the number of
its nonzero coefficients.
We collect some obvious facts about the sparsity of a polynomial:

spr(g+h) < spr(g) +spr(h) (6.3)
spr(gh) < spr(g) -spr(h) . (6.4)

The next lemma gives a relation between the number of zeros and the degree
and sparsity of a polynomial over a finite field. The result for the degree is
well known. Although the result for the sparsity can already be found in the
literature ([57, Lemma 3.3] and [58, Lemma 2.5] for T' = ¢—1 and [34, Lemma 1]
for the general case), for completeness we give the proof.
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Lemma 6.2.1. Let g € F; be an element of order T and f(X) € Fy[X] a
nonzero polynomial of degree at most T — 1 with at least b zeros of the form g*
with 0 < x <T — 1. Then for the degree of f(X) we have

deg(f) > b,
and for the sparsity of f(X) we have

spr(f) = L_b
Proof. Put w = spr(f), let N < T —b be the number of 0 < & < T — 1 with
f(g®) # 0 and S the number of pairs (y,7), 0 <y < T -1,0<i<w-1
with f (g¥*%) # 0. Since ¢* = g7 we have S = wN. Using properties of
Vandermonde matrices we can verify that for every 0 < y < T — 1 there exists
anogigw—lwithf(gy+i) # 0 and thus w(T —b) > wN =85 >T. O

The following result motivated by Newton’s interpolation formula is essential
for the reduction algorithms and the proofs of the interpolation results. We make
the convention that the degree of the zero polynomial is —1.

Lemma 6.2.2. Let D be a commutative ring with identity 1. Let B > 0 be an
integer and P(X) € D[X] a polynomial of degree D > B with leading coefficient
ap. Then we have

5 (7, 7)o ) = X T (),
d=0

where Tp_1(X) is a polynomial of degree at most B — 1.

Proof. Fix B > 0. For D = B the result is trivial. For D > B + 1 with the

convention (Df_lfB) = (0 we have

D

] (D 4 B) (—1)P=B7IP(X +d)

(1) (o m

< 1B) NP1=B=4(P(X +14d) — P(X +d))
)

I
MS MM

.
Il

0

KT ( ~1-B
d=0

where Q(X) := P(X +1)— P(X) has degree D — 1 and leading coefficient ap D.
By induction we get

—=

D 1-B— dQ(X+d)

apD(D — 1)!
B!
where Tp_1(X) is a polynomial of degree at most B — 1. O

S = XB 4+ T (X)),
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In the case that D = K is a field of positive characteristic a more general
result can be proven.

Lemma 6.2.3. Let K be a field of characteristic p > 0 and P(X) € K[X] a poly-
nomial of degree D < p. Let 0 < B < D be an integer, I = {ag,a1,...,ap_p}
a set of pairwise distinct elements from K of cardinality |I| = D — B + 1, and

b € K. Then there are coefficients ¢; € K, 0 <i < D — B, with ZZ o cZ =0
and

Z P(X +a;) = bXB +Tp_1(X),
=0

where Tp_1 € K[X] is a polynomial of degree B — 1.

Proof. Put P(X) := Zf:o w, X™ with wp # 0. For any a; € I it obviously

holds true that
D n
P(X + a;) Z n (Z) aF Xk,
n=0 k=0

Hence, for any cg,c1,...,cp_p € K we have

D
Y aP(X +ai) =) dXF,
i k=0
where
D-B D n
D> cizwn<k>ag—k, 0<k<D.
1=0 n=~k
It leaves to show show the existence of a vector
_ T
c= (607617"'76[)73) (65)
with dy = 0 for B+ 1<k <D and dg = b # 0. Writing in a matrix form we

get
E-c=(0,0,...,0,b)", (6.6)

where E = (Ej ;) with entries

D
Ek,¢2wn<2)a?k, B<k<D,0<i<D-B.
n=~k

Note that since D < p, all occuring binomial coefficients are non-zero in K.
Therefore, after some simple algebraic transformations the set of linear equations

(6.6) is equivalent to
.
D
roc= (00 (w0(2)))
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where E’ is the Vandermonde Matrix of I = {ag,a1,...,ap—_p}. Since
det(E') = H (a; —aj) #0,
a;,aj; er

i>j

equation (6.6) has a solution c¢. Clearly, since D — B > 0, the condition
ZiiBB ¢; = 0 is satisfied. 0

Another simple fact about Binomial coefficients (see [17, Chapter 5.3]) is the
following

Lemma 6.2.4. For integers 0 < c < H,
H
H _1\H—d jc _
; ( d)( H=dge =0 .
6.3 Functions Related to the Diffie-Hellman Map-
ping

In this section we present results emphasizing the importance of analyzing the
interpolation polynomials of P—dh, from (6.1). More precisely, we show that a
polynomial f(X) that coincides with P—dh, on some fized and known points &
can be used as an oracle to efficiently compute dh,.

Theorem 6.3.1. Let 0 # g € F,, be an element of order T, let P(X) € Zr[X] a
polynomial of degree D with 2 < D <T — 1 and leading coefficient ap. Assume
there exists a polynomial f(X) € IFy[X] such that

flg") =g, zes,

foraset SC{N+1,...,N+ H} of cardinality |S| = H — s with 1 < H <T.
Then there exists a subset R C S of cardinality |R| > H—D+2— (D —1)s and
a deterministic algorithm A that computes

Alg*) =g",
for all x € R, with
0 (D? log*(q) log(T)V/ged(ap, T)

bit operations and D — 1 evaluations of f(X).

Proof. First we assume T to be prime and we show later the generalization to
composite T. Let R be the set of z € {N +1,...,N 4+ H} for which x +i € S
for 0 < i < D — 2. Then obviously

R|>H-D+2—(D—1)s .
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Let x € R be fixed. We may now describe the algorithm A on input g*. It
evaluates f(X) in g°t4, 0 < d < D — 2. Let 1y denote the function value of

flgt):
ni=f(g"tY) =g+ 0<d<D-2.
By Lemma 6.2.2 with B = 2 we get
D-2 . . bu o ) ]
Com [l VT = RS P0G _ e aatay

d=0

with some constants ¢; and ¢y and e := apD!/2. The value ¢ can be computed
by A with O(D?) additions in Zr for determining recursively all binomial coef-
ficients modulo T, O(D) powers, inversions, and multiplications in IF, i.e.,

(@) (D log(T") max (D, log? (Q)))

bit operations (cf. [1, Chapters 5 and 6]). Next the algorithm A eliminates the
linear and constant terms by computing

—cy1 ,—Co __ ex?
§:=C-(g") g 0 =g
Finally, it determines the unique root of
X —¢, (6.7)

ie. gg62 = 5671, where e~! denotes the (unique) inverse of e modulo (the prime)
T, in O(log(T) log?(q)) bit operations (cf. [1, Theorem 7.3.1]). This concludes
the proof for the case of prime 7.

Now we consider the general case of composite T. If we assume ged(e, T') = 1,
then the proof is still valid. Without this restriction the solution of X¢ — ¢ in
(6.7) is no longer unique. In general, such an equation has either no or exactly
d = ged(e, T) different solutions. By construction we know that X = 912 is a
solution of (6.7), so our goal is to identify the correct solution out of a pool of
d different solutions. Depending on the prime factorization of e, in many cases
this can be done efficiently.

For m|T, let C,, denote the (unique) subgroup of order m contained in G,
where G C T is the subgroup of order T' generated by g. Let e = Hézl rt
be the factorization of e. Lets us for the moment assume that we know both,
the factorizations of e and 7. Then we can write 1" as u Hézl rit, where the

product does not divide u and v; < s;. We have the isomorphism
G=C X X Co X Oy,

Thus we can represent any element x € G as a pair (l',ril pee e Tyt Xy) € C,rfl X

. . . S1 Sy
... x Cs x Cy. The transformation is given by x — (z7/7" ... 2T/m" 2T/v)
l
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and (xrf17...7xri§l,zu) — $f§1 Cae zfill -2, where Y a;r{' 4+ fu = 1. The
coefficients «; and ( can be computed by the extended Euclidean Algorithm.
Computing both mappings can be achieved in O(llog®(q)) = O(log(T) log*(q))
bit operations [1]. The idea is to compute the eth root of £ by computing it in
each direct factor separately. The eth root of € in C, is unique and can again be
efficiently computed as mentioned in the proof for prime 7" above. Remember
that our initial goal was to compute gzz. Instead of computing the r;"th root
of £ in eri we compute ng in CTfi directly from ¢g*. This can be done by a
“baby step-giant step” algorithm [54], see also [40]. For every prime factor r;*
of e, the running time is O(,/7;log®(T))) bit operations. The overall running
time to compute the eth root is O(R(d) log®(q) + log(T") log*(¢)) bit operations,
where R(y) denotes the sum of the square roots of all prime factors of y with
multiplicity one, i.e. R(d) = 22:1 V/Ti- Using d = ged(e, T')| ged(ap,T) - D,
we get
R(d) < R(ged(ap,T)) - R(DY) .

The term R(D!) can be bounded by Zle Vi < D3/? and the term R(ged(ap, T))
by v/ged(ap,T).

It leaves to argue how we can determine the factorizations of e and T'. Actually
for our algorithm it is not important to know all prime factors of e and T', we
only need to know which prime factors are shared by e and T'. Since e = ap D!
this can be done in O((D + +/ged(ap, T))log? q) bit operations by factoring
ged(ap, T) using, for instance, a Pollard’s rho algorithm (see, e.g., [16, 40]). O

Note that in [24] similar results were proven though the presented results in
this work are more efficient in terms of running time of the reduction algorithm
and number of evaluations of the function f(X). The reason for the more
efficient reduction is that in our setting the points x for which the polynomial
f (g®) coincides with the function g”®) are known. In [24], the function f(X)
is viewed as an oracle that produces the correct answers g¥*) for a certain
fraction of all inputs, randomized over internal coin tosses. So, for fixed x it is
not known if f (¢%) = g”'® does hold true or not.

6.3.1 Interpolation
In this section we prove lower bounds on degree and sparsity of interpolation
polynomials of the mappings P—dh, of the form (6.1).

Theorem 6.3.2. Let 0 # g € F, be an element of order T, P(X) € Z7[X]
a polynomial of degree D with 2 < D < T — 1, leading coefficient ap, and
apD! # 0mod T. Let f(X) € IFy[X] such that

flg")=g"®, zes,

foraset SC{N+1,...,N+ H} of cardinality |S| = H — s with 1 < H <T.
Then we have

deg(f) > max (H (D 4;;)_(5+1)+1, H—D(zg_12)+l r> |



66 CHAPTER 6. POLYNOMIAL INTERPOLATION

where r denotes the least residue of apD! modulo T. For the sparsity of f(X)
we have

21—D

T
spr(f) Zmax( (2(T—H+(D+1)(s+1)—1)> ’

<2(T—H+g(s+1)—1)>22D>'

Proof. In the proof we will pursue the following strategy: first we construct a
set R of high cardinality together with a non-zero polynomial F(X) having (by
construction) at least |R| zeros. Since F(X) is non-zero and we are working
in a finite field, we can infer that deg(F) > |R| and spr(F) > T/(T — |R|)
(Lemma 6.2.1). Furthermore, we show that deg(F) and deg(f), and spr(F) and
spr(f), respectively, are related, i.e., that a lower bound on deg(F') implies a
lower bound on deg(f) and a lower bound on spr(F’) implies a lower bound on
spr(f). We describe two slightly different constructions yielding results that
complement each other. Details follow.

CONSTRUCTION OF Rj. Let Ry be the set of v € {N+1,..., N+ H} for which
r+ieSfor 0<i< D. It is easy to see that

|Ry|>H—D— (D +1)s.

By Lemma 6.2.2 with B = 0 we have

D
H f (gz+d)(§)(*1)md _ 925:0 ()1~ P(z+d) _ g*PP' 1z e Ry.

d=0

CONSTRUCTION OF Fj(X). Let Mygq and Meyen denote the set of integers d
between 0 and D such that D — d is odd or even, resp. The polynomial

Fl(X) _ H f (ng)(Ed)) _ gaDD! H f (ng)(g)

d€Meven deMoad

has at least |R;| zeros, namely ¢® with z € Ry. Now we show that F;(X) is not
identical to zero.

Let f;X! be the leading term of f(X). Then by Lemma 6.2.4 (applied with
c¢=0and ¢ = 1) we get for the leading coefficient Ic of F;(X):

) = [ (g™ —geoPt ] (g™

d€Moad d€ Meven

= geeenn () (g Pacanng 4D (1 - gooDty

Since ap D! # 0 mod T, the leading coefficient of Fy(X) is not zero and hence
F1(X) is not identical to zero. This implies the bound deg(Fy) > |R;|. Now we
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have

NE

deg(r) = 3 (1) destr) = 53 () destr) = 2" des(s)

d€ Moaq d=0
and hence R
1
deg(f) > oD T
From equations (6.3) and (6.4) we get
D—1

spr(F1) < 2spr(f)?
On the other hand, Lemma 6.2.1 yields
T
) > =—-.
spr(Fy) > TR

CONSTRUCTION OF Rs. Now let Ry be the set of x € {N +1,...,N + H} for
which z +7€ S for 0 <¢< D — 1. We see that

|Re| > H —D+1— Ds.
By Lemma 6.2.2 with B =1 we have

D—-1
H f (gzﬂ—d)(D;l)(*UDfl—d _ gZdD;01 ("7 (=1)P= 1P (z+d)
d=0

1
_ gaDD.z-‘rb = ]_%27

3

for some integer b.
CONSTRUCTION OF F5(X). The polynomial

D—1 D1 D—-1 D1
FQ(X)Z H f(ng)( d )_ngr H f(ng)( d )

for r := apD! mod T is non-zero and it has at least | Ra| zeros, namely g* with
z € Ry. We have

deg(Fy) = 2P~ 2 deg(f) +r
and thus

deg(f) > (|Rz| = 7)/2°77,
Moreover, we have

spr(Fy) < 2spr(f)*
T

T —[Re|’
from which the lower bound on spr(f) follows. O

and
spr(Fz) >

Theorem 6.3.2 is non-trivial if the set S is dense enough on some interval,
|S| > H(1— 5~5). Note that for the special case P(z) = #? the (second) bound
of Theorem 6.3.2 gives us deg(f) > H — 2s — 3. This is exactly the bound
obtained in [8] (see also [58]).
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6.4 Functions Related to the Discrete Logarithm

Now we prove similar results for the functions @Q—idx, of the form (6.2). We
focus on the case where ¢ = p is a prime. For the general case, similar results
can be obtained using techniques from [43, 65].

6.4.1 Reduction

Analogously to Section 6.3.1 we present reduction results that emphasize the
importance of analyzing the interpolation polynomials of Q—idx, from (6.2).
Since now the polynomial Q(X) is acting on the finite field I}, things are easier
than in the Diffie-Hellman case. Details follow.

Let Q(X) € F,[X]. Assume there exists a polynomial f(X) € F,[X] that
evaluates to Q(z) for all g*, where z is in a fixed set S. Let ¢g® be given for
fixed x € S. The goal of the reduction algorithm is to compute x. But given
the value £ := f (¢*) = Q(z), we can compute all possible roots of the equation

QX)-¢=0.
This can be done with a randomized algorithm using an expected number of

O(D log?(D) log(log(D))log®(p))

bit-operations (see e.g. [1, 16]). One of the (at most D) roots must be z.
Since we also know ¢g%, we can test which solution is the correct one. The
overall time consumption is clearly dominated by computing all roots, i.e., by
O(D log*(D)log(log(D)) log®(p)) bit operations. For 1 < D < 4 explicit formu-
las for the roots of Q(X) are known which provide fast deterministic reduction
algorithms.

Obviously, Lemma 6.2.2 can be used to design a deterministic reduction
algorithm that computes x from ¢® for all x in a certain subset of S (provided
that S is dense enough) using

O (D log(p) min (D, log(p)))

bit operations and D — 1 evaluations of f(X).
Now the proof of the following reduction result is obvious.

Theorem 6.4.1. Let 0 # g € F,, be an element of order T, Q(X) € Fp[X] a
polynomial of degree D with 1 < D <p—1, and f(X) € Fp[X] such that

flg") =Q(x), zeb,

foraset SC{N+1,...,N+ H} of cardinality |S|=H — s with 1 < H <T.
Then there exists a randomized algorithm Ay that computes

Ai(g°) ==z, z€S8,
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in an expected number of
O (Dlog?(D) log(log(D)) log® (p))

bit operations and one evaluation of f(X). Moreover, there exist a subset R C S
of cardinality |R| > H — D + 1 — Ds and a deterministic algorithm As that
computes
A2(g%) =z, x €R,
with
O (D min(D, log(p)) log(p))

bit operations and D — 1 evaluations of f(X).

6.4.2 Interpolation

In this section we prove lower bounds on degree and sparsity of interpolation
polynomials of the functions QQ—idx,.

Theorem 6.4.2. Let 0 # g € IF), be an element of order T, Q(X) € Fp[X] a
polynomial of degree D with 1 < D <p—1, and f(X) € Fp[X] such that

f(gm) = Q(aj)’ T €S,

foraset SC{N+1,...,N+ H} of cardinality |S| = H — s with 1 < H <T.
Then we have
deg(f) > H — (D +1)(s+1) +1.
Furthermore,
T
>
ST-H+D+1)(s+1)—1

spr(f) -1

Proof. The proof follows along the lines of the proof of Theorem 6.3.2 instead
that since now the polynomial Q(X) is not longer in the exponent, the con-
struction of Fy (X) must be adapted. This leads to better bounds on degree and
sparsity.

Let ap denote the leading coefficient of the polynomial Q(X). Let Ry be defined
as in the proof of Theorem 6.3.2, i.e. the set of elements x from S such that
x+i€ Sfor0<i<D. Again, |Ry| > H—D—(D+1)s and using Lemma 6.2.2
with B = 0 it can be easily verified that the polynomial

F(X) = XD: f(97X) (S) (-1)P~? —apD!

has at least |R;| zeros (all elements ¢* with € Ry). Since

a0 = 10 (5) 0o - app
d=0
= —CI,DD!#O,
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the polynomial F;(X) is non-zero and we conclude the bound on the degree by
noting that
|Ry| < deg(F1) < deg(f).

By construction, F;(X) contains spr(F;) < spr(f) -+ 1 monomials. Since we are
dealing with ¢* # 0, we may assume deg(f) < T — 1. Applying Lemma 6.2.1
we see that

T
spr(f)+1> ———,
pr(f) +12 7— Rl
and the result follows. O

Theorem 6.4.2 is only nontrivial if the set S is almost consecutive. more

precisely, we need
1
S|>l1-—— | H+1.
512 (1= ) 7+

Now we prove a bound for more general but sufficiently large sets S.

Theorem 6.4.3. Let 0 # g € Fp, be an element of order T, Q(X) € Fp[X] a
polynomial of degree D with 1 <D <p—1, and f(X) € F,[X] such that

flg*) =Q(z), ze€Ss,
for a set S C{0,1,...,T — 1} of cardinality at least D + 2. Then we have

|S|(T —1— D)!
S|[—1-D)(T - 1)l

deg(f) > 25

Proof. Let A be the set of all vectors a = (ay,as,...,ap) € {1,2,...,T — 1}
with pairwise different coordinates satisfying a; = y;—x mod T for some pairwise
distinct elements z,y1,...,yp € S. Then we have

(T — 1)

A< 7 =Dy

and there exists a vector a € A such that
R, ={xeS:a+xe€Sora;+x—Te€Sforl <i<D}
has at least
[S]! S ST —1— D)!
(IS|—1=D)Y|A] — (|S|—-1—-D){(T —1)!
elements. Now we have
flg%*") = Qa;+x —ei(x) - T)

with g;(z) € {0,1}, i = 1,2,..., D, and at least one of the 2” equation systems

[l =Qai+x —¢;-T)
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has at least |R,|/2P solutions = € S. We choose the ¢; from this system. For any
0 # b € Fp, Lemma 6.2.3 provides coefficients cg, c1,...,cp with Zfzo ¢ =0,
such that

D D
Zcif(gaﬂrib) — ZCiQ(ai +z— EiT) =)
1=0 1=0

for at least |R,|/2" different x € S and the polynomial

D

F(X)=> cf(g"X)—b
i=0
has at least |R,|/2P zeros. Since
D
F(0)=f(0)Y ci—b=-b#0,
i=0
we get
deg(f) > deg(F) > 1l
8(f) 2 deg(F) 2 55
and the bound on the degree of f(X) follows. O

Theorem 6.4.3 is only nontrivial if || is at least of the order of magnitude
T'~ 77 . Note that for the special case Q(z) = z the bounds of Theorems 6.4.2
and 6.4.3 give us deg(f) > H —2s — 1 and deg(f) > %, respectively.

These bounds exactly match the bounds obtained in [8] (see also [58]).
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