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Abstract

In this paper, a novel true random bit generator (TRBG) based on a double
scroll attractor is proposed. The double scroll attractor is obtained from a simple
model which is qualitatively similar to Chua’s circuit. In order to face the challenge
of using the proposed TRBG in cryptography, the proposed TRBG is subjected to
statistical tests which are the well-known FIPS-140-1 and Diehard test suite in the
area of cryptography. The proposed TRBG successfully passes all these tests and

can be implemented in integrated circuits.



1 Introduction

Random number generators are used in many areas including computer simulations, Monte-
Carlo techniques in numerical analysis, test problem generation for the performance evalu-
ation of computer algorithms, statistical sampling, stochastic optimization methods (such
as simulated annealing), watermarking for image authentication and cryptography. A good
random number generation helps to improve the results in these applications and is vital for
cryptographic security. Security issues are coming to the fore today because of increasingly
demanding security requirements in many new applications on the internet (such as secure
e-mail, e-commerce, e-government). The security of cryptographic algorithms depends on
generating secret quantities which are generated by random number generators, for pass-
words, keys, etc. As noted in [12], the use of pseudorandom processes to generate secret
quantities can result in pseudo-security. Random numbers can be generated by a random
bit generator which can be defined as a device or algorithm whose output is a sequence of
statistically independent and unbiased binary digits [31]. To ensure that a random number
generator is secure, its output must be statistically indistinguishable from a true random
sequence and unpredictable [31, 12].

Random number generators (RNGs) can be classified into three classes which are true
random number generators (TRNGs), pseudorandom number generators (PRNGs) and
hybrid random number generators (HRNGs). A true random number generator operates
by measuring unpredictable natural processes such as thermal noise from a semiconductor

[9], frequency instability of an oscillator [16], elapsed time between emission of particles



during radioactive decay [20] and variations in disk drive response times [10, 22]. These
are also called hardware-based generators because of the use of the randomness aspect in
the hardware. The processes are chaotic or non-deterministic. Furthermore, they produce
continuous time analog signals which are often called noise. As is shown in [1, 29], true
random bits/numbers can be generated by these physical noise sources.

Pseudorandom number generators use deterministic processes (also called deterministic
random number generators) to generate a series of outputs from an initial seed state.
PRNGs are much more cost-effective and thousands of times faster than hardware based
random number generators. However, because the output is a function of the seed state,
the actual entropy of the output can never exceed the entropy of the seed [24, 35]. Hence,
the randomness level of the pseudorandom numbers depends on the level of randomness
of the seed. Therefore, hybrid random number generators use a random generator as a
seed generator and expand it. A seed generator is a hardware-based RNG with or without
user’s interaction such as random keystrokes, mouse movements or hard drive seek times.

If one summarizes the present state-of-the-art in random number generators, the con-
clusion is that pseudorandom number generators need a true random number generator in
order to improve the quality of the output (e.g. the hardware-based Intel Random Num-
ber Generator [9] included in the Intel 8XX series of chip-sets for generating the random
seed [36]). Although commercial cryptographic packages have user’s interaction to pro-
duce a supposedly random seed and do not need additional hardware, these methods are
time consuming, inconvenient for the user and cannot be used with automated scripts
[22, 24]. Nevertheless, it is quite difficult to distinguish between a signal coming from a
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non-deterministic source and a chaotic system (Ref. [38] is a recent study which addresses
this issue). In this paper, we will group true random number generators into two classes,
based on the kind of analog signal they are using and will be called a true random number
generator either based on a chaotic or on a non-deterministic system (e.g. while the sources
of [9, 20] are known as a non-deterministic system, variations in disk drive response time
are known to be a consequence of chaotic air turbulence [16]). The same classification of
TRNGs is also made in [29)].

The output of chaotic systems can be predicted from the exact initial conditions de-
pending on the first Lyapunov exponent. However, sensitivity with respect to the initial
conditions causes unpredictability on the long term. The short term predictability of
chaotic time-series was shown in [11, 5] and has been also addressed in the time-series
prediction competition reported in [41]. Nevertheless, short term predictability of chaotic
time-series is seen as a drawback for using chaotic signals in random number generators
which are designed for cryptographic applications. A scheme which is taking into account
the predictability time is studied in [2]. In [18] a non-invertible function is used as a static
output of a chaotic system which also improves the randomness for the output signal. In
fact, non-invertibility (also called a one-way function in cryptography) is very much used
in many areas in cryptography such as public key cryptography, authentication [31] and
also for generating pseudorandom numbers [37, 31]. Similar ideas have been used by Sto-
janovski and Kocarev [39] who define a binary generating partition which can be considered
as a one-way function, on the chaotic piecewise-linear one-dimensional map for producing

random bits. In a similar way, chaotic maps have been used as a binary information source



in telecommunications [3, 4].

One should note that when unpredictability is an important issue, direct use of the
output of the chaotic system might give an advantage to the opponent if it is short term
predictable. Cryptographic protocols crucially depend on the unpredictability of the secret
key which is produced by a random number generator. If an attacker can predict the key’s
value or the number of keys, the protocol can be broken with much less effort than when
truly random keys are used. Therefore, it is vital that the secret keys are generated from
a true random source. Statistical tests determine whether the sequence possesses a certain
attribute that a truly random sequence would be likely to exhibit. Hence any random
number generator which is proposed for use in a cryptographic protocol, must be subject
to statistical tests. There are two very well-known statistical test suites which are FIPS-
140-1 [31] and the Diehard test suite [30]. FIPS-140-1 is issued by the National Institute
of Standards and Technology (NIST) and strong statistical tests are given in the Diehard
test suite.

The aim of this paper is to show the usage of continuous-time chaotic systems for
generating true random bits. We introduce a straightforward method for generating true
random bits and take care of randomness in the sense of unpredictability. Due to the
difficulty of proving unpredictability in a theoretical way, the proposed true random bit
generator is subjected to statistical tests. We demonstrate that the proposed true random
bit generator passes the FIPS-140-1 statistical tests and the full suite of the Diehard test.
However, one should notice that none of the statistical tests can prove that the generator
is an ideal random number generator (the many tests are in fact necessary conditions but
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not sufficient).

This paper is organized as follows. In Section 2, the proposed true random bit generator
is described in general terms. The following sections describe the details of the system block
by block. In Section 3, the employed chaotic oscillator is described. Section 4 explains
how a bit sequence is generated by means of the chaotic signal. In Section 5 a de-skewing
technique is discussed for eliminating bias in the sequence. Furthermore, it is explained
how one of the threshold values is set by measuring entropy. Empirical tests and results

are presented in Section 6.

2 A Double Scroll based True Random Bit Generator

In this paper we introduce a new True Random Bit Generator (TRBG) based on a chaotic
system. Figure 1 shows the proposed TRBG which consists of a hardware and software
parts. The software part can also be integrated in the hardware part using standard
digital circuits. For practical reasons, this block is implemented here in software. The
hardware part includes a chaotic oscillator and thresholds circuit. The chaotic oscillator is
a continuous time third order autonomous system and exhibits a double scroll attractor.
Double scroll attractors have been observed in Chua’s circuit [7]. Since then, the double
scroll attractor has been addressed by many researchers [28, 6]. Here, the chaotic oscillator
has been used as a source for the proposed RBG which is qualitatively similar to Chua’s
circuit [8]. The double scroll attractor block which is denoted by &; is described in Section

3 together with its circuit implementation.



The state space of the double scroll attractor is partitioned into three subspaces by
block S, of the hardware part. Two of the subspaces are related with the location of the
scrolls in state space. The third subspace is a region where the transition between the
scrolls occurs. The bit generator (block Ss) is the first block in the software part. Its
inputs correspond to the outputs of block S;. The block Ss is basically coding the scrolls
(e.g. the output of the bit generator is 0110 which means that the state space trajectory
moved from the scroll 0 to the other scroll 1, jumps to itself and then returns to scroll 0).
In fact, blocks Sy and S; are discretizing the state variable x(t) in space instead of in time
(relying on the ergodicity property of chaos). When the blocks S; and S; are combined
and considered as one block its function is non-invertible. Sampling the chaotic signal in
space gives an irregular sampling of the signal in time (Figure 2). Therefore, it becomes
very hard to make a prediction for an opponent in cryptography, both a one-step ahead
and long term prediction. In this way, the method presented in this paper is a combination
of the two ideas mentioned in the introduction and improves the randomness in the sense
of unpredictability [18, 2].

The last block (S;) in the software part is a de-skewing which is eliminating the bias
in the output of the bit generator. This bias depends on the probability density of the
chaotic signal itself. Moreover, offset and bandwidth limitations might also effect the bias

of the generated sequence [1].



3 Double Scroll Attractor

Recently, in [14] an alternative way for generating double scroll like behavior was proposed

by means of a simple circuit implementation. It is given by

S x=Ax+Bf(Cx) (1)
0 1 0 0
with A = o o 11(,B=1o C:[O 0 1]Where
—a —a —a a
1 if¢>0
F(Q) =
-1 if ( <O.

and x = [z;y; 2] € R?, ¢ € R. This model produces a double-scroll like attractor for a = 0.8
[14]. By taking a generalization of this nonlinearity, it is also possible to obtain n-scroll
attractors, similar to the generalized Chua’s circuit [40]. The generalized nonlinearity for
(1) is given by
1 if¢>6 6>0

M N ' 0 ifd<fd 6>0
f(x) = Zg(_gi_H) (.T) + Zg(Qi—l) (.T) with g@(C) =

=1 =1 0 if¢>0 0<0

1 if¢<6 6<0.

An experimental confirmation of a 5-scroll attractor for M = 2 and N = 2 has been
given in [45]. Furthermore, families of scroll grid attractors have been obtained with the
same model by taking additional nonlinearities with similar characteristics [45, 6]. In this
paper, we use M = 1 and N = 0 in order to obtain a double scroll attractor. The reason
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for choosing this model in our application is that the model itself is quite simple. As a
result, the implementation can be fully integrated in a CMOS chip with small cost. One
of the possible integrations in CMOS chips has been proposed in [15]. Furthermore, two
new circuit realizations of this double scroll attractor have been recently proposed based
on MOS-only [34] and log domain PNP-only transistors [33]. The latter are very suitable
for low-voltage and high frequency operation and can also be implementated in integrated
circuits. Hence, a random number generator based on this chaotic system could be included
also as a standard part of a system’s architecture, as suggested in [12].

Numerous research results have illustrated the advantages of current feedback op-amps
(CFOA) for the implementation of chaotic oscillators such as operating at higher frequen-
cies with design flexibility [13]. Therefore a CFOA based circuit realizing the double scroll
attractor has been designed for the purpose of this paper. The circuit diagram is given

in Figure 3. For C, = C, = C, = C, Ry = R, Ry = Ry = R/a, V, = az, V, = ay,

t

2, this circuit realizes the system (1). The

V, = 2z and using the normalized quantity 7 =
same circuit structure has been successfully used in [45] for realizing families of scroll grid
attractors. The CFOAs implemented using AD844 from Analog Devices and required non-
linearity is realized by LM311 type comparators. CFOAs and LM311 are supplied under
15V DC and passive component values are taken as C' = InF and R; = 5.1k€2; the values
of other passive components have been assigned during the experiment. On the circuit,
6 is measured as —0.51 Volt which has been obtained using series connected resistances
between ground and —15 Volt. In order to obtain a symmetric double scroll, the value of

R, is set to 74.8k$), Ry = TkQ) and Ry = 11k€). The corresponding result for these value
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is shown in Figure 4.

4 Bit Generation

A simple way to generate a bit sequence from a chaotic real valued signal is by using a

threshold function [43]

0 ifz<e
oc(z) = (2)

1 ifz>ec

One obtains binary sequences which are referred to as chaotic binary sequences [43]. Be-
cause our chaotic system S; generates a continuous time signal, we define two thresholds (¢;
and cz). Then the state space is divided into three subspaces denoted by Vy = {(z,y, )|z <
e}, Ve ={(z,y,2)|ca <z <1} and V) = {(x,y, z)|x > ¢1}. Figure 5 shows the subspaces
for the values ¢; = 0 and ¢ = —1. The block S, that realizes the two threshold functions,

is described by

0 if z(t) < ¢

1 ifx(t) <

0 if x(t) > ¢

1 if z(t) < co.
By discretizing the state space in this way, one can obtain symbolic dynamics that describe
the evolution of the system by an infinite sequence of symbols [27, 19]. The two threshold

functions are realized by LM311 type comparators (Figure 6) which are of the same type
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as the comparators to realize the nonlinearity for the double scroll attractor. The outputs
of the comparators are directly connected to a Personal Computer via a parallel port.
A bit is generated when the signal passes the subspace Vj or the subspace V) region

through the subspace V. The bit generator block S is described by

0 if o =0,0":¢ 1"
Ss: oi(0%0l) = (4)
1 if ol =0,0":¢ 1!

0 : o 7! shows a raising edge (transition from logic 0 to logic 1) of ¢° and i €

where o
{0,1,2,...}. Figure 7 shows the corresponding output bits for an input of the block S.
This bit generation method basically aims at characterizing the jumps in signal z(¢) from
one scroll to the other or staying at the same scroll.

The threshold value ¢ is set to 0 Volt; ¢, is not determined at this point but is considered
as a design parameter to further improve the statistical properties of the bit sequence, as
will be further explained in the next section. The signals y(¢) and z(t) do not directly
effect the bit generation. Therefore, when one compares the proposed RBG with a random

number generator using 1D chaotic map, one recognizes that the proposed RBG brings

additional difficulties to the opponent in cryptography.

5 De-skewing and Setting the Threshold c,

A natural source of random bits may not give unbiased bits as direct output [23, 21].
Many applications, especially in cryptography, rely on sequences of unbiased bits. There

are various techniques to extract unbiased bits from a defective generator with unknown
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bias. These are called de-skewing techniques [31]. These techniques also eliminate the
correlation in the output of the natural sources of random bits. This problem is also
thought as simulating a fair (unbiased) coin using a biased coin. Von Neumann [32] has
probably been the first author to state this problem. He proposed a digital post-processing
that balances the distribution of bits. Post-processing converts non-overlapping pairs of
bits into output bits by converting the bit pair 01 into an output 0, converting 10 into an
output 1 and pairs 11 and 00 are discarded [31]. In [10] the authors used the Fast Fourier
Transform (FFT) for de-skewing in order to obtain uncorrelated and unbiased numbers
from the disk’s timing data. Also, cryptographic hash functions are used as another de-
skewing technique by taking advantage of their statistical property [31]. In this paper Von
Neumann’s technique is used because it can easily be integrated into the hardware and it
is not decreasing the bit rate too much compared with the other methods. The de-skewing

block 84 which is used in this paper, is described by

0 ifo,=0A og_1=1
Sy bz‘(Uz‘,Uz'—l) = (5)

1 ifo; =1 A 0,04 =0.
In order to obtain an unbiased bit sequence, the bit generator part is combined with
a simple subroutine of the de-skewing block &;. The proposed TRBG has a single output
which is denoted by B = {...,b(i — 1),0(:),b(¢ + 1),...} and b(i) € {0,1}. Statistical
properties of the TRBG can be adjusted by the threshold ¢y value which serves as a control
parameter for the TRBG. Using the fact in information theory that noise has maximum
entropy, the threshold value ¢, is chosen such that the measured entropy of the TRBG is

maximal.
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The measure-theoretic entropy [17] of the proposed true random bit generator with
respect to a partition cs is given by

c2

h®? = lim
n—oo n
where
H = =3 P(B")In P(B") (6)
Bn

with P(B") the probability of occurrence for binary subsequence (words {...,{b(i),b(i +
1),..,0(i+n—1)}{b(i+n),...b(i+2n—1)},...}) of length n [27, 17, 39]. HS* achieves its
maximum when the n-word sequences in the output sequence B of the TRBG are equally
distributed.

To find the maximum entropy with respect to the threshold ¢y, 1,000, 000 bits were gen-
erated for 17 candidate thresholds values. Using (6), HT’? was calculated for n = 3,4, ..., 14
(Figure 8) shows values for n = 3,4,...,10. (Figure 9) shows how the proposed TRBG

can come close the maximum entropy (In2) which might be possible for a true random bit

generator. Threshold ¢, is therefore set to —1.44 Volt.

6 Statistical Tests

A large number of statistical tests and whole test suites have been proposed to assess the
statistical properties of random number generators. Truly random sequences are e.g. likely
to exhibit the same number of 0’s and 1’s in the sequence. A finite set of statistical tests

may only detect defects in statistical properties. Furthermore, the tests cannot verify the
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unpredictability of the random sequence which is demanded in cryptographic applications.
In this paper unpredictability of the sequence is a consequence of having a chaotic signal
as a source.

In this section, the proposed random bit generator is faced with statistical tests. The
statistical tests are applied to a bit sequence obtained after the de-skewing. As introduced
in the previous section, de-skewing maintains bias and correlation and it also maintains
the other statistical properties. A better result of the statistical test can be obtained, if a
strong de-skewing technique is used such as a cryptographic hash function [31], but these
are more time-consuming.

Before we present the test results, the tests that are applied in the next subsection are

introduced (details of the tests can be found in [31, 25]):

Monobit test : The purpose of this test is to determine whether the number of 0’s

and 1’s in the bitstream are approximately the same.

Poker test : The poker test determines whether the sequences of length m appear

approximately the same number of times in the bitstream. The bitstream is divided

into k (k = | -]) non-overlapping parts each of length m. Let n; be the number of

occurrences of the i type of sequence of length m = 1,2, ..., 2™. The statistic is then
2m (&

X3 = - <; nf) —k (7)

which approximately follows a x? distribution [25, 31] with 2™ —1 degrees of freedom.

Runs test : A run of bitstream is a subsequence of it consisting of consecutive 0’s or
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consecutive 1’s. A run of 0’s is called a gap, while a run of 1’s is called a block. The
runs test determines whether the number of runs of various lengths in the bitstream

is as expected for a random sequence. The statistic used is

E(Bi—e)? | K (Gi—e)’
xoy Bl $ (G
i=1 i '

(8)

with e; = (”2:323) (the expected number of gaps and blocks of length i) where n is

the length of the random sequence and B;, (G; is the number of blocks and gaps,
respectively, of length ¢ in the bitstream for each ¢ = 1,2, ..., k. X, approximately
follows a x? distribution [25, 31] with 2¥ — k degrees of freedom. It is noted by Knuth

[25] that the runs test is a strong test and is used in [44].

6.1 FIPS 140 — 1 Statistical Tests for Randomness

Federal Information Processing Standards (FIPS) are issued by the National Institute of
Standards and Technology (NIST). FIPS 140 — 1 covers security requirements for crypto-
graphic modules and specifies recommended statistical tests for random number generators.
Here a single bitstream of length 20, 000 bits as output from the random number generator

is subject to each of the tests. If one of the tests fails, the generator fails the test [31].

e Monobit test : The number of 1’s (Ny)in the bitstream should satisfy 9654 < N; <

10346.

e Poker test : The statistic X3 is computed for m = 4. The poker test is passed if

1.03 < X3 < 57.4.
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e Runs test : The number of blocks B; and gaps G; of length ¢ in the bitstream are
counted for each i =1, ...,66. The runs of length greater than 6 are considered to be
of length 6. The runs test is passed if the 12 counts B; and G; (i = 1, ...,6) are each

within the corresponding interval given in Table 1.

e [ong run test : The long run test is passed if there are no runs of length 34 or more.

The proposed true random bit generator successfully passes all four statistical tests for
every run. Table 2 provides results of five consecutive runs for the FIPS 140 — 1 specified

tests.

6.2 Diehard Test Suite

For further testing, we use the software package called Diehard [30] that has been designed
for empirical testing. Diehard includes a battery of about 200 instances of fifteen traditional
statistical tests which are birthday spacings, overlapping permutations, ranks of 31 x 31
and 32 x 32 matrices, ranks of 6 x 8 matrices, monkey tests on 20-bit Words, monkey
tests OPSO, OQSO, DNA, count the 1’s in a stream of bytes, count the 1’s in specific
bytes, parking lot, minimum distance, random spheres, squeeze, overlapping sums, runs,
and craps.

The Diehard test suite has been applied here to 80 million bits (http://www.esat.
kuleuven.ac.be/ mey/Ds2RbG/ds2rbg.bin) generated by the system proposed in this
paper. It passes the full suite of Diehard. The complete test results can be further verified

at http://www.esat.kuleuven.ac.be/ "mey/Ds2RbG/Ds2RbG. html
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7 Conclusions

This paper addresses a most encouraging application of chaotic signals in engineering
which is its use as a source for random number generators. Although RNGs have been
presented as a possible application of chaotic signal for several years, up till now the use
of a continuous time signal from a chaotic circuit has never been shown with full empirical
tests results. In this paper, we presented a random bit generator which uses a double scroll
attractor from a simple circuit model. The proposed TRBG is subjected to statistical tests
using the well-known tests suites FIPS-140-1 and Diehard in cryptography. The proposed
TRBG successfully passes all four statistical tests of the FIPS-140-1 test suite for all runs.
A strong and more complete test suite Diehard has been applied to 80 million bits. The
system successfully passes the full suite of Diehard test. Another essential result of this
paper is that the proposed TRBG implementation can be fully integrated. Therefore, it
may become a standard part in hardware.

Interesting further research directions in this field may include:

e One important question might be the bit rate of the proposed RBG which has not
been discussed in this paper. Here, we wanted to show that a simple chaotic oscillator
can be used for a random bit generator. The bit rate of the proposed RBG depends
on the normalized quantity 7 of the designed chaotic oscillator. This means that the
chaotic oscillator must be designed for a high frequency range when a high bit rate is
required. Therefore, this work shows again the importance of high frequency designs

of chaotic oscillators for applications like this one.

18



e Statistical tests have shown that the proposed RBG has good statistical properties.
However, unpredictability of the system has not been tested yet. More complex at-
tractors such as n-scrolls or scroll grid attractors may further improve unpredictabil-

ity at this point.

e One possible cryptanalytic opponent technique might be synchronization of the chaotic
system [42]. The aim is basically then to make a one step ahead prediction of the
bits sequence by using an identical chaotic system that is driven by a binary signal
coming from the proposed RBG. However, even given a full trajectory of the chaotic
signal for reaching synchronization this is a challenge in chaotic communications [26].
By using only binary information where a state variable of the trajectory is located as
a driver, it is not easy to synchronize two chaotic systems and eventually to predict

the next bit.
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Captions of Figures

Figure 1. Proposed true random bit generator.

Figure 2. Sampling the chaotic signal.

Figure 3. Circuit realizing the double scroll attractor.

Figure 4. Double scroll attractor.

Figure 5. Discretizing the state space for ¢; = 0 and ¢ = —1.
Figure 6. Additional circuit to generate binary sequences.
Figure 7. A bits sequence from the comparator outputs.

Hy’ a5 a function of the threshold ¢y forn =3, ..., 10.

Figure 8.

Figure 9. o™ for p = 3,..., 10 where —1.5 < ¢y < —1.3.
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Captions of Tables

Table 1. Runs test table.

Table 2. Results of FIPS—140 — 1 Specified Tests.
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Figure 4: Double scroll attractor.
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Length of run | Required interval
1 2267 — 2733
2 1079 — 1421
3 502 — 748
4 223 — 402
5 90 — 223
6+ 90 — 223

Table 1: Runs test table
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Run # Monobit Test| Poker Test Runs Test Long Run Test
By =2614| G; = 2540
By, =1201| G, = 1271
1 Ny = 0043 |x; = 13,0648 B3 T 029 Ga =02 0 e
B, =313 | G4 = 309
Bs =154 | G5 = 154
By = 144 |Ggy = 157
Passed Test 7 YES YES YES YES
By =2683| G; = 2559
By, =1224| Gy = 1230
2 Ny = 0813 |x; = 17,0006 B2 T 01 | Gs =033 1 e
B, =280 | G4, = 354
Bs =146 | G5 = 155
Bsy = 140 |Ggy = 155
Passed Test 7 YES YES YES YES
By =2536| G; = 2595
By, =1269| Gy = 1240
3 Ny = 10011 | X, = 18,1248 22 =062 | G =610 0 g e
By, =291 | Gy = 299
Bs =149 | G5 —= 149
By = 149 |Ggs = 163
Passed Test 7 YES YES YES YES
By =2513| G; = 2482
By, = 1215| Gy = 1277
4 Ny — 10052 | x5 — 14,9606 22 =007 | Gs =031 g e tun
B, =343 | G, = 308
By =173 | G5 = 153
Bsy = 145 |Gg, = 142
Passed Test 7 YES YES YES YES
By = 24711 G; = 2498
By, =1318| Gy = 1289
5 Ny = 10068 | X, = 24.4204| D2 =009 [ Ga =653 | o) long run
By, =299 | G, =284
Bs; =162 | G5 = 155
Bsy = 161 |Gg, = 141
Passed Test 7 YES YES YES YES
Table 2: Results of FIP$8140 — 1 Specified Tests.




