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.atAbstra
t. Most deployed intrusion dete
tion systems (IDSs) follow asignature-based approa
h where atta
ks are identi�ed by mat
hing ea
hinput event against prede�ned signatures that model mali
ious a
tivity.This mat
hing pro
ess a

ounts for the most resour
e intensive task ofan IDS. Many systems perform the mat
hing by 
omparing ea
h inputevent to all rules sequentially. This is far from being optimal. Althoughsometimes ad-ho
 optimizations are utilized, no general solution to thisproblem has been proposed so far.This paper des
ribes an approa
h where ma
hine learning 
lusteringte
hniques are applied to improve the mat
hing pro
ess. Given a set ofsignatures (ea
h di
tating a number of 
onstraints the input data mustful�ll to trigger it) an algorithm generates a de
ision tree that is used to�nd mali
ious events using as few redundant 
omparisons as possible.This general idea has been applied to a network-based IDS. In parti
u-lar, a system has been implemented that repla
es the dete
tion engine ofSnort [14, 15℄. Experimental evaluation shows that the speed of the dete
-tion pro
ess has been signi�
antly improved, even 
ompared to Snort'sre
ently released, fully revised dete
tion engine.Keywords: Signature-based Intrusion Dete
tion, Ma
hine Learning, Net-work Se
urity1 Introdu
tionIntrusion dete
tion systems (IDSs) are se
urity tools that are used to dete
teviden
e of mali
ious a
tivity whi
h is targeted against the network and its re-sour
es. IDSs are traditionally 
lassi�ed as anomaly-based or signature-based.This work has been supported by the FWF (Fonds zur F�orderung der wis-sens
haftli
hen Fors
hung), under 
ontra
t number P13731-MAT. The views ex-pressed in this arti
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e
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Signature-based systems are similar to virus s
anners and look for known, suspi-
ious patterns in their input data. Anomaly-based systems wat
h for deviationsof a
tual behavior from established pro�les and 
lassify all `abnormal' a
tivitiesas mali
ious.The advantage of signature-based designs is the fa
t that they 
an identifyatta
ks with an a

eptable a

ura
y and they tend to produ
e fewer false alarms(i.e., 
lassifying an a
tion as mali
ious when in fa
t it is not) than their anomaly-based 
ousins. The systems are easier to implement and simpler to 
on�gure,espe
ially in large produ
tion networks. As a 
onsequen
e, nearly all 
ommer
ialsystems and most deployed installations use signature-based dete
tion. Althoughanomaly-based variants o�er the advantage of being able to �nd prior unknownintrusions, the 
osts of dealing with a large number of false alarms is oftenprohibitive.Depending on their sour
e of input data, IDSs 
an be 
lassi�ed as eithernetwork- or host-based. Network-based systems 
olle
t data from network traÆ
(e.g., pa
kets from network interfa
es in promis
uous mode) while host-basedsystems 
olle
t events at the operating system level, su
h as system 
alls, or atthe appli
ation level. Host-based designs 
an 
olle
t high quality data dire
tlyfrom the a�e
ted system and are not in
uen
ed by en
rypted network traÆ
.Nevertheless, they often seriously impa
t performan
e of the ma
hines they arerunning on. Network-based IDS, on the other hand, 
an be set up in a non-intrusive manner without interfering with the existing infrastru
ture. In many
ases, these 
hara
teristi
s make network-based IDS the preferred 
hoi
e.Although some vendors 
laim to have in
orporated anomaly-based dete
tionte
hniques into their system, the 
ore dete
tion of most intrusion dete
tion sys-tems is signature-based. Commer
ial IDSs like ISS RealSe
ure [13℄, Symante
'sIntruder Alert/Net Prowler [19℄ or Cis
o's IDS [2℄ o�er a wide variety of di�erentsignatures and regular updates. Unfortunately, their engines are mostly undo
u-mented. A
ademi
 designs like STAT [20℄ or Bro [10℄ and open-sour
e tools likeSnort [14℄ also follow a signature-based approa
h. They di�er signi�
antly in theway a signature (or rule) 
an be de�ned, ranging from single-line des
riptions inSnort to 
omplex s
ript languages su
h as Bro or STATL [4℄. The latter allowsone expressing 
omplete s
enarios that 
onsist of a number of related basi
 alertsin a 
ertain sequen
e and therefore require that state is kept. Nevertheless, allsystems require a 
omponent that produ
es basi
 alerts as a result of 
omparingthe properties of an input element to the values de�ned by their rules. These ba-si
 alerts 
an then be 
ombined as building blo
ks to des
ribe the more 
omplexs
enarios.Most systems perform the dete
tion of basi
 alerts by 
omparing ea
h in-put event to all rules sequentially. Some of the aforementioned programs utilizead-ho
 optimizations, but they require domain spe
i�
 knowledge and are notoptimal for di�erent rule sets. Therefore, a general solution to this problem isneeded. Our paper des
ribes an approa
h that improves the mat
hing pro
essby introdu
ing a de
ision tree whi
h is derived dire
tly from and tailored to theinstalled intrusion dete
tion signatures by means of a 
lustering algorithm. By



using de
ision trees for the dete
tion pro
ess, it is possible to qui
kly determineall �ring rules (i.e., rules that mat
h an input element) with a minimal numberof 
omparisons.The paper is organized as follows. Se
tion 2 dis
usses related work and de-s
ribes 
urrent rule mat
hing te
hniques. Se
tion 3 and Se
tion 4 present the ideaof applying rule 
lustering and the 
reation of de
ision trees in detail. Se
tion 5explains how the 
omparison between an input element and a single featurevalue is performed. Se
tion 6 shows the experimental results obtained with theimproved system. Finally, in Se
tion 7, we brie
y 
on
lude.2 Related WorkThe simplest te
hnique for determining whether an input element mat
hes a ruleis to sequentially 
ompare it to the 
onstraints spe
i�ed by ea
h element of therule set. Su
h an approa
h is utilized by STAT [20℄ or by SWATCH [18℄, thesimple log �le wat
hdog.Consider a STAT (state transition analysis) s
enario that 
onsists of threestates, one start state and two terminal states. In addition, 
onsider that atransition 
onne
ts the start state to ea
h of the two terminal states (yieldinga total of two transitions). Every transition represents a rule su
h that it hasasso
iated 
onstraints that determine whether the transition should be taken ornot, given a 
ertain input element. In our simple s
enario with two transitionsleading from the start node to ea
h terminal node, none, one or both transitions
ould be taken, depending on the input element. To de
ide whi
h transitionsare made, every input element is 
ompared sequentially to all 
orresponding
onstraints. In addition, as STAT sensors keep tra
k of multiple s
enarios inparallel, an input element has to be 
ompared to all 
onstraints of all 
urrentlya
tive s
enarios. No parallelism is exploited and even when multiple transitionshave 
onstraints that are identi
al or that are mutual ex
lusive, no optimizationis performed and multiple 
omparisons are 
arried out. The same is true for themu
h simpler SWATCH system. All installed regular expressions (i.e., SWATCHrules) are applied to every log �le entry to determine suspi
ious instan
es.Some systems attempt to improve this pro
ess using ad-ho
 te
hniques, butthese optimizations are hard-wired into the dete
tion engine and are not 
exiblytailored to the set of rules whi
h is a
tually used. A straightforward optimizationapproa
h is to divide the rule set into groups a

ording to some 
riteria. The ideais that rules that spe
ify a number of identi
al 
onstraints 
an be put togetherinto the same group. During dete
tion, the 
ommon 
onstraints of a rule groupneed only be 
he
ked on
e. When the input element mat
hes these 
onstraints,ea
h rule in the group has to be pro
essed sequentially. When the 
onstraintsare not satis�ed by the input element, the whole group 
an be skipped.This te
hnique is utilized by the original version of Snort [14℄, arguably themost deployed signature-based network intrusion dete
tion tool. Snort builds atwo-dimensional list stru
ture from the input rules. One list 
onsists of RuleTree Nodes (RTNs), the other one of Option Tree Nodes (OTNs). The RTNs



represent rule groups and store the values of the group's 
ommon rule 
onstraints(the sour
e and destination IP addresses and ports in this 
ase). A list of OTNsis atta
hed to ea
h RTN { these lists represent the individual rules of ea
h groupand hold the additional 
onstraints that are not 
he
ked by the group 
onstraintsof the 
orresponding RTN.In theory, Snort's two-dimensional list stru
ture 
ould allow the length ofthe lists, and therefore the number of required 
he
ks, to grow proportional tothe square root of the total number of rules. However, the distribution of RTNsand OTNs is very uneven. The 1092 TCP and 82 UDP rules that are shipped withSnort-1.8.7 and enabled by default are divided into groups as shown below inTable 1. The Maximum, Minimum and Average 
olumns show the maximum, theminimum and the average number of rules that are asso
iated with ea
h rulegroup. Proto
ol # Groups # Rules Maximum Minimum AverageUDP 31 82 23 1 2.6TCP 88 1092 728 1 12.4Table 1. Statisti
s - Snort Data Stru
turesFor UDP, 31 di�erent groups are 
reated from only 82 rules and ea
h group hasonly three rules asso
iated with it on average. This requires every input pa
ketto be 
he
ked at least against the 
ommon 
onstraints of all 31 groups. For TCP,more than half of the rules (i.e., 728 out of 1092) are in the single group thatholds signatures for in
oming HTTP traÆ
. Therefore, ea
h legitimate pa
ket sentto a web server needs to be 
ompared to at least 728 rules, lots of them requiringexpensive string mat
hing operations. As 
an be seen easily, the ad-ho
 sele
tionof sour
e and destination addresses as well as ports provides some 
lustering ofthe rules, but it is far from optimal. A

ording to our experien
e, the destinationport and address are two dis
riminating features, while the sour
e port seemsto be less important. However, valuable features su
h as ICMP 
ode/type or TCP
ags are not used and are 
he
ked sequentially within ea
h group.The division of rules into groups with 
ommon 
onstraints is also used forpa
ket �lters and �rewalls. Similar to Snort, the OpenBSD pa
ket �lter [6℄ 
om-bines rules with identi
al address and port parameters into skip-lists, moving onwhen the test for 
ommon 
onstraints fails.With the introdu
tion of Snort-2.0 [17℄ and its improved dete
tion engine,the two-dimensional list stru
ture and the stri
t sequential sear
h within groupshave been abandoned. The idea is to introdu
e more parallelism when 
he
kingrules, espe
ially when sear
hing the 
ontent of network pa
kets for mat
hing
hara
ter strings. A rule optimizer attempts to partition the set of rules intosmaller subsets whi
h 
an then be sear
hed in parallel.



The goal of the revised dete
tion engine is similar to our de
ision trees in thesense that both systems attempt to partition the set of rules in smaller subsetswhere only a single subset has to be analyzed for ea
h input element. The di�er-en
es to our approa
h are the me
hanism to sele
t rule subsets and the extentof parallelism that is introdu
ed. In Snort-2.0, rules are partitioned only basedon at most two stati
ally 
hosen 
onstraints (sour
e and destination port for TCPand UDP, type for ICMP pa
kets). Within ea
h group, a parallel sear
h is only per-formed for 
ontent strings, while all other feature 
onstraints are still evaluatedsequentially. Our de
ision trees, on the other hand, dynami
ally pi
k the mostdis
riminating features for a rule set and allow to perform parallel evaluation ofevery feature. This yields superior performan
e (as shown in Se
tion 6), despitethe fa
t that the dete
tion engine of Snort-2.0 is heavily tailored to the Snortrule set (whi
h has many similar rules that only spe
ify di�erent 
ontent strings{ and the 
ontent string is the only feature that 
an be evaluated in parallel).Another system that uses de
ision trees and data mining te
hniques to ex-tra
t features from audit data to perform signature-based intrusion dete
tion ispresented in [7℄. In 
ontrast to our approa
h, however, they derive the de
isiontree and the signatures from the audit data while we assume an existing set ofsignature rules as the basis for our de
ision model.3 Rule ClusteringThe idea of rule 
lustering allows a signature-based intrusion dete
tion systemto minimize the number of 
omparisons that are ne
essary to determine rulesthat are triggered by a 
ertain input data element.We assume that a signature rule spe
i�es required values for a set of features(or properties) of the input data. Ea
h of these features has a type (e.g., integer,string) and a value domain. There are a �xed number of features f1::fn andea
h rule may de�ne values drawn from the respe
tive value domain for anarbitrary subset of these properties. Whenever an input data element is analyzed,the a
tual values for all n features 
an be extra
ted and 
ompared to the onesspe
i�ed by the rules. Whenever a data item ful�lls all 
onstraints set by a rule,the 
orresponding signature is 
onsidered to mat
h it.A rule de�nes a 
onstraint for a feature when it requires the feature of thedata item to meet a 
ertain spe
i�
ation. Noti
e that it is neither required fora rule to spe
ify values for all features, nor that the spe
i�
ation is an equalityrelationship. It is possible, for example, that a signature requires a feature oftype integer to be less than a 
onstant or inside a 
ertain interval.The basi
 te
hnique utilized to 
ompare a data item with a set of rules is to
onse
utively 
he
k every de�ned feature of a rule against the input element andthen move to the next one, eventually determining every mat
hing signature.As des
ribed above, a popular ad-ho
 optimization is implemented by 
on-sidering 
ertain features more important or dis
riminating than others and by
he
king on a 
ombination of those �rst before 
onsidering the rest. This te
h-nique, whi
h is, for example, used by the original Snort and the OpenBSD pa
ket



�lter, bases on domain spe
i�
 knowledge and still requires a number of 
om-parisons that is about linear to the rule set size. Unfortunately, novel atta
ksare dis
overed nearly on a daily basis and the number of needed signatures isin
reasing steadily. This problem is exa
erbated by the fa
t that network andpro
essor speeds are also improving, thereby raising the pressure on intrusiondete
tion systems. Although Snort has been re
ently released with an improveddete
tion engine that addresses some of these issues, its parallelization e�orts arelimited to sear
hing strings in pa
ket payloads and the dis
riminating featuresare 
hosen based on domain knowledge. This limits the general appli
ability ofthe solution and forfeits potential gains by pro
essing all features in parallel.Similar to the revised dete
tion engine of Snort, we attempt to mitigate theperforman
e problem by 
hanging the 
omparison me
hanism from a rule-to-ruleto a feature-to-feature approa
h. Instead of dealing with ea
h rule individually,all rules are 
ombined in a large set and partitioned (or 
lustered) based ontheir spe
i�
ations for the di�erent features. By 
onsidering a single feature ata time, we partition all rules of a set into subsets. In this 
lustering pro
ess, allrules that spe
ify identi
al values for this feature are put into the same subset.The 
lustering pro
ess is then performed re
ursively on all subsets until ea
hsubset 
ontains only a single rule or there are no more features left to split theremaining rules into further subsets. In 
ontrast to the Snort engine, our solutionis appli
able to di�erent kinds of signature-based systems and not limited toinput from the network. It requires no domain spe
i�
 feature sele
tion and is
apable of performing parallel 
he
ks for all features.4 De
ision TreeThe subset stru
ture obtained by the partitioning of the rule set 
an also berepresented as a de
ision tree. Given this representation, the set that initially
ontains all rules 
an be 
onsidered as the tree's root node while its 
hildrenare the dire
t subsets 
reated by partitioning the rule set a

ording to the �rstfeature. Ea
h subset is asso
iated with a node in the tree. When a node 
ontainsmore than one rule, these rules are subsequently partitioned and the node islabeled with the feature that has been used for this partitioning step. An arrowthat leads from a node to its 
hild is annotated with the value of the featurethat is spe
i�ed by all the rules in this 
hild node. Every leaf node of the tree
ontains only a single rule or a number of rules that 
an not be distinguished byany feature. Rules are indistinguishable when they are identi
ally with respe
tto all the features used for the 
lustering pro
ess.Consider the following example with four rules and three features. A rulespe
i�es a network pa
ket from a 
ertain sour
e address to a 
ertain destina-tion address and destination port. The sour
e and destination address featureshave the type IPv4 address while the destination port feature is of type shortinteger.



(#) Sour
e Address --> Destination Address : Destination Port(1) 192.168.0.1 --> 192.168.0.2 : 23(2) 192.168.0.1 --> 192.168.0.3 : 23(3) 192.168.0.1 --> 192.168.0.3 : 25(4) 192.168.0.4 --> 192.168.0.5 : 80A possible de
ision tree is shown in Figure 1. In order to 
reate this tree, therules have been partitioned on the basis of the three features, from left to right,starting with the sour
e address. When the IDS attempts to �nd the mat
hingrules for an input data item, the dete
tion pro
ess 
ommen
es at the root ofthe tree. The label of the node determines the next feature that needs to beexamined. Depending on the a
tual value of that feature, the appropriate 
hildnode is sele
ted (using the annotations of the arrows leading to all 
hildren). Asthe rule set has been partitioned by the respe
tive feature, it is only ne
essaryto 
ontinue dete
tion at a single 
hild node.
{ 1, 2, 3, 4 }

Source Address

{ 1, 2, 3 }
Destination Address

192.168.0.1

{ 4 }

192.168.0.4

{ 1 }

192.168.0.2

{ 2, 3 }
Destination Port

192.168.0.3

{ 2 }

23

{ 3 }

25Fig. 1. De
ision TreeWhen the dete
tion pro
ess eventually terminates at a leaf node, all rules as-so
iated with this node are potential mat
hes. However, it might still be ne
essaryto 
he
k additional features. To be pre
ise, all features that are spe
i�ed by thepotentially mat
hing rules but that have not been previously used by the 
lus-tering pro
ess to partition any node on the path from the root to this leaf mustbe evaluated at this point. Consider Rule 1 in the leftmost leaf node in Figure 1.Both, sour
e address and destination address have been used by the 
lustering



pro
ess on the path between this node and the root, but not the destinationport. When a pa
ket whi
h has been sent from 192.168.0.1 to 192.168.0.2 isevaluated as input element, the dete
tion pro
ess eventually terminates at theleaf node with Rule 1. Although this rule be
omes a potential mat
h, it is stillpossible that the pa
ket was dire
ted to a di�erent port than 23. Therefore, thedestination port has to be 
he
ked additionally. Our implementation solves thisproblem by simply expanding the tree for all de�ned features that have not beenused so far. This only requires the ability to further `partition' a node with onlyone rule, a step that results in a single 
hild node.At any time, when the dete
tion pro
ess 
annot �nd a su

essor node with aspe
i�
ation that mat
hes the a
tual value of the input element under 
onsider-ation (i.e., an arrow with a proper annotation), there is no mat
hing rule. Thisallows the mat
hing pro
ess to exit immediately.4.1 De
ision Tree Constru
tionThe de
ision tree is built in a top-down manner. At ea
h non-leaf node, that isfor every (sub)set of rules, one has to sele
t a feature that is used for extendingthe tree (i.e., partitioning the 
orresponding rules). Obviously, features that arenot de�ned by at least one rule are ignored in this pro
ess as a split would simplyyield a single su

essor node with the exa
tly same set of rules. In addition, allfeatures that have been used previously for partitioning at any node on the pathfrom the node 
urrently under 
onsideration to the root are ex
luded as well.A split on the basis of su
h a feature would also result in only a single 
hildnode with exa
tly the same rules. This is be
ause of the partitioning at theprede
essor node, whi
h guarantees that only rules that spe
ify identi
al valuesfor that feature are present at ea
h 
hild node.The 
hoi
e of the feature used to split a subset has an important impa
t onthe shape and the depth of the resulting de
ision tree. As ea
h node on the pathfrom the root to a leaf node a

ounts for a 
he
k that is required for every inputelement, it is important to minimize the depth of the de
ision tree. An optimaltree would 
onsist of only two levels - the root node and leaves, ea
h with onlya single rule. This would allow the dete
tion pro
ess to identify a mat
hing ruleby examining only a single feature.As an example of the impa
t of feature sele
tion, 
onsider the de
ision treeof Figure 2 whi
h has been built from the same four rules introdu
ed above. Byusing the destination port as the �rst sele
tion feature, the resulting tree has amaximum depth of only two and 
onsists of six nodes instead of seven.In order to 
reate an optimized de
ision tree, we utilize a variant of ID3 [11,12℄, a well-known 
lustering algorithm applied in ma
hine learning. This algo-rithm builds a de
ision tree from a 
lassi�ed set of data items with di�erentfeatures using the notion of information gain. The information gain of an at-tribute or feature is the expe
ted redu
tion in entropy (i.e., disorder) 
aused bypartitioning the set using this attribute. The entropy of the partitioned data is
al
ulated by weighting the entropy of ea
h partition by its size relative to the



{ 1, 2, 3, 4 }
Destination Port

{ 1, 2 }
Destination Address

23

{ 3 }

25

{ 4 }

80

{ 1 }

192.168.0.2

{ 2 }

192.168.0.3Fig. 2. Optimized De
ision Treeoriginal set. The entropy ES of a set S of rules is 
al
ulated by the followingFormula 1. ES = SmaxXi=1 �pi log2(pi) (1)where pi is the proportion of examples of 
ategory i in S. Smax denotes thetotal number of di�erent 
ategories. In our 
ase, ea
h rule itself is 
onsidered tobe a 
ategory of its own, therefore Smax is the total number of rules. When S isa set of n rules, pi is equal to 1n and the equation above be
omesES = nXi=1 � 1n log2( 1n ) = � log2( 1n ) = log2(n) (2)The notion of entropy 
ould be easily extended to in
orporate domain spe
i�
know-ledge. Instead of assigning the same weight to ea
h rule (that is, 1n forea
h one of the n rules), it is possible to give higher weights to rules that aremore likely to trigger. This results in a tree that is optimized toward a 
ertain,expe
ted input.Given the result about entropy in Formula 2 above, the information gain Gfor a rule set S and a feature F 
an be derived as shown in Formula 3.G(S;F ) = ES � Xv=Val(F ) jSv jjSj ESv = log2(jSj)� Xv=Val(F ) jSvjjSj log2(jSv j) (3)In this equation, Val(F ) represents the set of di�erent values of feature F thatare spe
i�ed by rules in S. Variable v iterates over this set. Sv are the subsetsof S that 
ontain all rules with an identi
al spe
i�
ation for feature F . jSj andjSvj represent the number of elements in the rule sets S and Sv , respe
tively.



ID3 performs lo
al optimization by 
hoosing the most dis
riminating fea-ture, i.e., the one with the highest information gain, for the rule sets at ea
hnode. Nevertheless, no optimal results are guaranteed as it might be ne
essaryto 
hoose a non-lo
al optimum at some point to a
hieve the globally best out-
ome. Unfortunately, 
reating a minimal de
ision tree that is 
onsistent with aset of data is NP-hard.4.2 Non-trivial Feature De�nitionsSo far, we have not 
onsidered the situation of a rule that 
ompletely omits thespe
i�
ation of a 
ertain feature or de�nes multiple values for it (e.g., instead ofa single integer, a whole interval is given). As not de�ning a feature is equivalentto spe
ifying the feature's whole value domain, we only 
onsider the de�nitionof multiple values. Noti
e that it is sometimes not possible to enumerate thevalue domain of a feature (su
h as 
oating point numbers) expli
itly. This 
anbe easily solved by spe
ifying intervals instead of single values.When a 
ertain rule spe
i�es multiple values for a property, there 
an bea potential overlap with a value de�ned by another rule. As the partitioningpro
ess 
an only put two rules into the same subset when both spe
ify the exa
tsame value for the feature used to split, this poses a problem. The solution isto put both rules into one set and annotate the arrow with the value that thetwo have in 
ommon and additionally put the rule whi
h de�nes multiple valuesinto another set, labeling the arrow leading to that node with the value(s) thatonly that rules spe
i�es.Obviously, this basi
 idea 
an be extended to multiple rules with many over-lapping de�nitions. The value domain of the feature used for splitting is par-titioned into distin
t interse
tions of all the values whi
h are spe
i�ed by therules. Then, for ea
h rule, a 
opy is put into every interse
tion that is asso
iatedwith a value de�ned by that rule. Consider the example rules that have beenpreviously introdu
ed and 
hange the se
ond rule to one that allows an arbitrarydestination port as shown below.(2) 192.168.0.1 --> 192.168.0.3 : anyThe de
ision tree that results when the destination port feature is used topartition the root node is shown in Figure 3. The value domain [0, 216-1℄ ofdestination port has been divided into the seven interse
tions represented by thefollowing intervals [0,22℄, 23, 24, 25, [26,79℄, 80 and [81, 216-1℄. Rules that de�nethe appropriate values are put into the su

essor nodes with the 
orrespondingarrow labels. Noti
e that a pa
ket sent from 192.168.0.1 to 192.168.0.3 andport 25 satis�es the 
onstraints of both rules, number 2 and 3. This fa
t isre
e
ted by the leaf node in the 
enter of the diagram that holds two rules but
annot be partitioned any further.The total number of rules in all node's su

essors does not ne
essarily need tobe equal to the number of rules in the an
estor node (as one might expe
t whena set is partitioned). This has e�e
ts on the size of the de
ision tree as well as on
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192.168.0.1
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192.168.0.4Fig. 3. De
ision Tree with any Rulethe fun
tion that 
hooses the optimal feature for tree 
onstru
tion. When manyrules need to be pro
essed and ea
h only de�nes a few of all possible features,the size of the tree 
an be
ome large. To keep the size manageable, one 
an tradeexe
ution speed during the dete
tion pro
ess for a redu
ed size of the de
isiontree. This is a
hieved by dividing the rule set into several subsets and buildingseparate trees for ea
h set. During dete
tion, every input element has then to bepro
essed by all trees sequentially. For our dete
tion engine implementation, wehave used this te
hnique to manage the large number of Snort rules (see Se
tion6 for details).The number of 
he
ks that ea
h input element requires while traversing thede
ision trees is bound by the number of features, whi
h is independent of thenumber of rules. However, our system is not 
apable of 
he
king input data witha 
onstant overhead independent of the rule set size. The additional overhead,whi
h depends on the number of rules, is now asso
iated with the 
he
ks atevery node. In 
ontrast to a system that 
he
ks all rules in a linear fashion, the
omparison of the value extra
ted from the input element with a rule spe
i�
a-tion is no longer a simple operation. In our approa
h, it is ne
essary to sele
tthe appropriate 
hild node by 
hoosing the arrow whi
h mat
hes the input datavalue. As the number of rules in
reases and the number of su

essor nodes grows,this 
he
k be
omes more expensive. Nevertheless, the 
omparison 
an be mademore eÆ
ient than an operation with a 
ost linear (i.e., O(n)) in the number ofelements n.5 Feature ComparisonThis se
tion dis
usses me
hanisms to eÆ
iently handle the pro
essing of an inputelement at nodes of the de
ision tree. As mentioned above, ea
h feature hasa type and an asso
iated value domain. When building the de
ision tree orevaluating input elements, features with di�erent names but otherwise similartypes and value domains 
an be treated identi
ally. It is a
tually possible to



reuse fun
tionality for a 
ertain type even when the value domains are di�erent(e.g., 16 or 32 bit variations of the type integer). For our prototype, we haveimplemented fun
tionality for the types integer, IPv4 address, bitfield andstring. Bitfield is utilized to 
he
k for patterns of bits in a �xed length bitarray and is needed to handle the 
ag �elds of various network proto
ol headers.The basi
 operation that has to be supported in order to be able to traversethe de
ision tree is to �nd the 
orre
t su

essor node when getting an a
tualvalue from the input item. This is usually a sear
h pro
edure among all possiblesu

essor values 
reated by the interse
tion of the values spe
i�ed by ea
h rule.Using binary sear
h, it is easy to implement this sear
h with an overhead ofO(logn) for integer, where n is the number of rules. For the IPv4 address andbitfield types, the di�erent su

essor values are stored in a tree with a depththat is bound by the length of the addresses or the bit�elds, respe
tively. Thisyields a O(1) overhead.The situation is slightly more 
ompli
ated for the string type, espe
iallywhen a data item 
an potentially 
ontain a nearly arbitrary long string value.When attempting to determine the interse
tions of the string property spe
i�-
ations of a rule set during the partition pro
ess, it is ne
essary to assume thatthe input 
an 
ontain any of all possible 
ombinations of the spe
i�ed stringvalues. This yields a total of 2n di�erent interse
tions or subsets where n isthe number of rules under 
onsideration. This is 
learly undesirable. We ta
klethis problem by requiring that the string type may only be used as the lastattribute for splitting when 
reating the de
ision tree. In this setup, the nodesthat partition a rule set a

ording to a string attribute a
tually be
ome leafnodes. It is then possible to determine all mat
hing rules (i.e., all rules whi
hde�ne a string value that is a
tually 
ontained in the input element) during thedete
tion pro
ess without having to enumerate all possible 
ombinations andkeep their 
orresponding nodes in memory.Systems su
h as Snort, whi
h 
ompare input elements with a single rule ata time, often use the Boyer-Moore [9℄ or similar optimized pattern mat
hingalgorithms to sear
h for string values in their input data. These fun
tions aresuitable to �nd a single keyword in an input text. But often, the same inputstring has to be s
anned repeatedly be
ause multiple rules all de�ne di�erentkeywords.As pointed out in [3℄, Snort's rule set 
ontains 
lusters of nearly identi
alsignatures that only di�er by slightly di�erent keywords with a 
ommon, iden-ti
al pre�x. As a result, the mat
hing pro
ess generates a number of redundant
omparisons that emerge where the Boyer-Moore algorithm is applied multipletimes on the same input string trying to �nd nearly similar keywords. The au-thors propose to use a variation of the Aho-Corasi
k [1℄ tree to mat
h severalstrings with a 
ommon pre�x in parallel and redu
e overhead. Unfortunately, theapproa
h is only suitable when keywords share a 
ommon pre�x. When 
reatingthe de
ision tree following our approa
h, it often o

urs that several signaturesthat spe
ify di�erent strings end up in the same node. They do not ne
essarilyhave anything in 
ommon. Instead of invoking the Boyer-Moore algorithm for



ea
h string individually, we use an eÆ
ient, parallel string mat
hing implementa-tion introdu
ed by Fisk and Varghese [5℄. This algorithm has the advantage thatit does not require 
ommon pre�xes and delivers good performan
e for mediumsized string sets (
ontaining a few up to a few dozens elements).In the Fisk-Varghese approa
h, hash tables are utilized to redu
e the numberof strings that need to be evaluated on an expensive 
hara
ter-by-
hara
ter basiswhen a partial mat
h between the rule strings and the input string is dete
ted.However, when a few hundred strings are 
ompared in parallel, some hash tablebu
kets 
an 
ontain so many elements that the eÆ
ien
y is negatively e�e
ted.This is solved by sele
tively repla
ing hash tables by tries when a hash tablebu
ket 
ontains a number of elements above a 
ertain, de�nable threshold (thedefault value is 8).A trie is a hierar
hi
al, tree like data stru
ture that operates like a di
tionary.The elements stored in the trie are the individual 
hara
ters of `words' (whi
hare, in our 
ase, the string features of the individual rules). Ea
h 
hara
ter ofa word is stored at a di�erent level in the trie. The �rst 
hara
ter of a wordis stored at the root node (�rst level) of the trie, together with a pointer to ase
ond-level trie node that stores the 
ontinuation of all the words starting withthis �rst 
hara
ter. This me
hanism is re
ursively applied to all trie levels. Thenumber of 
hara
ters of a word is equal to the levels needed to store it in a trie.A pointer to a leave node that might hold additional information marks the endof a word.When a partial mat
h is found by the dete
tion pro
ess, the trie is utilizedto perform the expensive 
hara
ter-by-
hara
ter sear
h for all string 
andidatesin parallel. It is no longer ne
essary to sequentially mat
h all words of a hashbu
ket against the input string (as with the Fisk-Varghese approa
h).Although tries would be bene�
ial in all 
ases, we limit their use to the re-pla
ement of large hash tables only be
ause of the signi�
ant in
rease in memoryusage.6 Experimental DataThis se
tion presents the experimental data that we have obtained by utilizingde
ision trees to repla
e the dete
tion engine of Snort. We have implementedpat
hes named Snort NG (next-generation) for Snort-1.8.6 and Snort-1.8.7that 
an be downloaded from [16℄. The reader is referred to Appendix A fordetails about the integration of our pat
h into Snort and interesting �ndingsabout the 
urrent rule set. Our performan
e results are dire
tly 
ompared tothe results obtained with the latest version of Snort and its improved dete
tionengine, that is Snort-2.0r
1.For our �rst experiment, we set up Snort-2.0 and our pat
hed Snort NGwith de
ision trees on a Pentium IV with 1.8 GHz running a RedHat Linux2.4.18 kernel. Both programs read t
pdump log �les from disk and attemptedto pro
ess the data as fast as possible. When performing the measurements, mostprepro
essors have been disabled (ex
ept for HTTP-de
oding and TCP stream re-



assembling) and only fast-logging was turned on to have our results re
e
t mostlythe pro
essing 
ost of the dete
tion algorithms themselves. Obviously, the over-head of the operating system to read from the �le and the parsing fun
tionalityof Snort still in
uen
es the numbers, but it does so for both approa
hes.We measured the total time that both programs needed to 
omplete theanalysis of our test data sets. For ea
h of these data sets, we performed ten runsand averaged the results. For the experiment, the maximum number of 1581Snort-2.0 rules that were available at the time of testing have been utilized.As Snort NG bases on Snort-1.8.7 that uses a rule language in
ompatible toSnort-2.0, all rules have been translated into a suitable format. Both programswere exe
uted 
onse
utively and did not in
uen
e ea
h other while running.We used the `outside' t
pdump �les of the ten days of test data produ
edby MIT Lin
oln Labs for their 1999 DARPA intrusion dete
tion evaluation [8℄.These �les have di�erent sizes that range from 216 MB to 838 MB. The 
ompar-ison of the results for the ten days of the MIT/LL traÆ
 is shown in Figure 4.For ea
h test set, both systems reported the same alerts. Although the a
tualperforman
e gain varies 
onsiderably depending on the type of analyzed traÆ
(as Snort-2.0 is tuned to pro
ess HTTP traÆ
), the de
ision trees performed bet-ter for every test 
ase and yielded an average speed up of 40.3%. The maximumspeed up seen during the tests was 103%, and the minimum was 5%.
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Fig. 4. Time Measurements for 1999 MIT Lin
oln Lab TraÆ
The se
ond experiment used the same setup as the �rst one. This time, how-ever, the number of rules were in
reased (starting from 150 up to the maximumof 1581) while the input �le was left the same (we used the �rst day of the 1999MIT Lin
oln Labs data set). The rules were added in the order implied by thedefault rule set of Snort-2.0. All default rule �les were sorted in alphabeti
alorder and their rules were then 
on
atenated. From this resulting list, rules were



added in order. Similar to the previous test, both programs reported the samealerts for all test runs. Figure 5 depi
ts the time it took both programs to 
om-plete the analysis of the test �le given the in
reasing number of input rules. Thegraph shows that the de
ision tree approa
h performs better, espe
ially for largerule sets.
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Fig. 5. Time Measurements for in
reasing Number of RulesBuilding the de
ision tree requires some time during start up and in
reasesthe memory usage of the program. Depending on the number of rules and the fea-tures whi
h are de�ned, the tree 
an 
ontain several tens of thousands of nodes.A few Snort 
on�guration options, su
h as being able to spe
ify lists of sour
eor destination addresses for 
ertain rules, 
ause our system to 
reate several in-ternal signature instan
es from that rule whi
h are later treated independentlyduring the building of the de
ision tree. When de�ning a network topology withdi�erent subnets and multiple web servers (as needed for the MIT/LL data), the
omplete rule set used for our evaluation is transformed into 2398 rule instan
esthat need to be pro
essed internally. As a single tree would be too large forthis amount of rules, the dete
tion engine splits the rule set for ea
h supportedproto
ol into two subsets and builds two separate trees.Figure 6 shows the total memory 
onsumption of the pat
hed version of Snortfor in
reasing amounts of rules. It indi
ates that even when the 
omplete set ofrules is loaded, the memory demands are reasonable given todays main memorysizes. The time to build the tree (in
luding the 
ase for the maximum numberof rules) has never ex
eeded 12 se
onds.Noti
e the interesting irregularity that Figure 6 shows for the modi�ed ver-sion of Snort around rule number 700. The reason is a 
hange in the shape of thede
ision tree. Given the tree for the previous rules and adding a single additionalone, the ID 3 algorithm 
reates a tree whi
h has the same height but is mu
h



broader. It 
ontains noti
eable more nodes (mostly due to 
opied rule instan
eswith unspe
i�ed feature values) and therefore 
onsumes more memory. However,additional rules �t well into the resulting tree stru
ture and the dete
tion timedoes not in
rease signi�
antly after that as more rules are added (as 
an be seenin Figure 5).
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7 Con
lusionSignature-based intrusion dete
tion systems fa
e the 
hallenge of an 
onstantlyin
reasing number of rules that need to be 
ompared to input elements. Com-bined with the fa
ts that the amount of data is 
onstantly growing and thatusers expe
t results in real-time, 
urrent systems have already met their limitsin 
oping with this 
hallenge. Novel approa
hes to re-stru
ture or 
luster thesignature rules are ne
essary in order to relieve the dete
tion engines of as manyredundant 
he
ks as possible.This paper presents a 
lustering approa
h based on de
ision trees whi
hutilizes ma
hine learning prin
iples to optimize the rules-to-input 
omparisonpro
ess. We des
ribe an appli
ation of our me
hanism to Snort, the most popularopen-sour
e network intrusion dete
tion system, and show that a signi�
antimprovement of its pro
essing speed was possible. De
ision trees, however, area general solution that 
an be of bene�t to other intrusion dete
tion systems(host- and network-based), pa
ket �lters and �rewalls as well.
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Appendix AIntegrating De
ision Trees into SnortWhen integrating our data stru
tures and the dete
tion pro
ess into Snort, weattempted to keep the 
hanges to the original 
ode as little as possible. Thisensures that the modi�
ations 
an be ported to new versions of Snort easilyand enables us to test our 
omponents independently of the main program. Thetwo major 
hanges o

urred in the parser and in the 
ode that 
alls the originaldete
tion pro
ess with its two-dimensional lists.The parser (i.e., the fun
tions ParseRule() and ParseRuleOptions()) inrules.
 had to be adapted to extra
t the relevant signature information fromthe rules. Snort translates the 
he
ks of properties into fun
tion pointers whi
hare later 
alled by the dete
tion pro
ess and en
apsulates their values in privatedata areas that have a feature dependent layout. Although possible, it seemsundesirable to extra
t values required by our fun
tions from fun
tion pointersand their 
orresponding private data stru
tures, therefore they are dire
tly gath-ered during parsing. Nevertheless, the original lists stru
ture is still 
reated andutilized by our 
ode (e.g., for dynami
 rule a
tivation) whenever possible.The se
ond part of 
hanges a�e
ted the dete
tion fun
tion (Dete
t()) inrules.
. Instead of 
alling the original pro
essing routine, it redire
ts to ourde
ision trees. The modi�ed dete
tion pro
edure 
alls response and logging fun
-tions in a similar way than the old one. However, it is possible that they are 
alledseveral times for a single pa
ket as our engine determines all mat
hing signaturesfor ea
h input element. When this behavior is undesirable, our module 
an beput into a mode where only the �rst mat
h per pa
ket is reported (with the 
om-mand line swit
h -j). In this mode, our system imitates the original reportingbehavior of Snort.All other 
hanges were only minor modi�
ations of fun
tion prototypes to a
-
ommodate additional arguments or the addition of variables to data stru
turessu
h as OptTreeNode. Neither the prepro
essing nor the response and loggingfun
tionality is a�e
ted in any way by our pat
h. It simply repla
es the listswith de
ision trees. Therefore, it is further on possible to use and write newplug-in modules as desired. In addition, it is also possible to add new features(i.e., to introdu
e new keywords) to the signature language. Although this seems
ontradi
ting at �rst glan
e as our de
ision tree requires the knowledge of thesefeatures and their 
orresponding types, it 
an be done by ex
luding these prop-erties from the de
ision tree and simply 
he
k them afterward for all signaturesthat have triggered for a 
ertain pa
ket. This obviously redu
es the e�e
tivenessof our approa
h but allows one to extend Snort and keep the ability of deployingthe modi�ed dete
tion engine.Dis
ussion of Snort RulesThe rule set of Snort has evolved together with the program itself. Whenever anew threat has been dis
overed, rules that spe
ify an appropriate signature to



dete
t it have been added. The 
urrent version ships with 1581 rules that arestored in 47 �les. When testing our implementation, we used Mu
us to generatetest data for a subset of 848 signatures. Mu
us is a tool that reads a rule and
reates a network pa
ket with exa
tly the properties spe
i�ed by that signature.When running our prototype on ea
h test pa
ket, we obviously expe
ted todete
t the 
orresponding rule used to 
reate it. Sometimes however, not only theexpe
ted signature triggered on a single pa
ket, but several others as well. Thishas three main reasons.Rules are identi
al: A few rule pairs simply spe
ify identi
al values for thesame features.alert t
p $EXTERNAL_NET any -> $HOME_NET any (msg:"SCAN SYN FIN";flags:SF;
lasstype:attempted-re
on; sid:624; rev:1;)alert t
p $EXTERNAL_NET any -> $HOME_NET any (msg:"SCAN syns
an ports
an";id: 39426; flags: SF; 
lasstype:attempted-re
on; sid:630; rev:1;)Rules are nearly identi
al: Several rule pairs spe
ify identi
al values for allbut one feature. For this feature, one rule does not de�ne a value at all, therebymat
hing all pa
kets that trigger the other one. Noti
e that for the se
ond rulepair, only the destination ports di�er. The 
ontent string represented by theASCII values |57 48 41 54 49 53 49 54| is identi
al to `WHATISIT'.alert t
p $HOME_NET 23 -> $EXTERNAL_NET any (msg:"TELNET Bad Login";
ontent: "Login in
orre
t"; no
ase; flags:A+; sid:1251; )alert t
p $HOME_NET 23 -> $EXTERNAL_NET any (msg:"TELNET login in
orre
t";
ontent:"Login in
orre
t"; flags:A+; sid:718; rev:5;)alert t
p $HOME_NET 146 -> $EXTERNAL_NET 1024: (msg:"BACKDOOR Infe
tor";
ontent: "WHATISIT"; flags: A+; sid:117; )alert t
p $HOME_NET 146 -> $EXTERNAL_NET 1000:1300 (msg:"BACKDOOR Infe
torto Client"; 
ontent:"|57 48 41 54 49 53 49 54|"; flags:A+; sid:120;)Rules are impre
ise: Certain rules spe
ify feature values that 
an appear witha reasonable high probability in random, usually non-mali
ious pa
kets as well.This a�e
ts many rules whi
h de�ne a very short 
ontent string that is sear
hedfor inside the pa
ket payload.alert t
p $EXTERNAL_NET any -> $HOME_NET 21 (msg:"FTP wu-ftp attempt [";flags:A+; 
ontent:"~"; 
ontent:"["; 
lasstype:mis
-atta
k; sid:1377;)alert t
p $EXTERNAL_NET any -> $HOME_NET 21 (msg:"FTP wu-ftp attempt {";flags:A+; 
ontent:"~"; 
ontent:"{"; 
lasstype:mis
-atta
k; sid:1378;)The problem with multiple mat
hing rules is the fa
t that Snort only reportsthe �rst one. This might result in a pa
ket that triggers a signature whi
h indi-
ates only a minor threat although it would also mat
h one reporting a seriousse
urity problem. When using Snort, one has to make sure that signatures arespe
i�ed as pre
ise as possible and have only a negligible probability of mat
hingbenign traÆ
. We 
ir
umvent this limitation by reporting all rules that mat
h a
ertain pa
ket (when desired).


