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Abstract

In this paper we investigate dependability i ssues of next-
generation distributed multimedia applications. Examples
of such applications are autonomous vehicle control, tele-
medicine, audio/video control, and Internet telephony. For
these applications the quality of the delivered multimedia
data is a critical factor. According to the ITU-T (work-
ing group SG 12), the quality of a multimedia service as
perceived by end-users is defined by three parameters. de-
lay, delay variation, and information loss. It is paramount
to formalize the concept of a failure from the user’s per-
spective. This paper defines the correctness of a multime-
dia service as a function of temporal distributions of the
user-related parameters. It proposes a strategy for model-
ing and detecting failures of the considered applications. In
particular, the detection process is based on error filtering
functions. We show that the combination of threshol d-based
mechanisms is quite suitable for implementing an efficient
detection strategy. e also evaluate the effectiveness of the
proposed mechanism both by simulations and by experi-
ments performed on a prototype. Such a prototype is tested
with respect to a case study application, consisting of dis-
tributed tele control based on RTP/RTCP standard stream-
ing protocols.

This work has been partially supported by the Consorzio Interuni-
versitario Nazionale per I'Informatica (CINI) and by the Italian Ministry
for Education, University, and Research (MIUR) in the framework of the
FIRB Project "Middleware for advanced services over large-scale, wired-
wireless distributed systems (WEB-MINDS)”

1 Introduction

The increasing interest in the so-called next-generation
distributed multimedia applications [1], such as au-
tonomous vehicle control, tele-medicine, audio/video con-
trol, and Internet telephony, is motivating new models and
strategies for addressing dependability issues of such appli-
cations.

A great deal of research has been conducted on depend-
ability issues of multimedia systems, as described in sec-
tion 7. In recent years, research efforts have progressed
along the following dimensions:

e providing fault tolerant multimedia server architec-
tures, exploiting some form of redundancy (data on
disks, disk servers, servers). These architectures
mainly prevent system from the occurrence of crash
failures;

¢ defining network protocols that enforce Quality of Ser-
vice (Qo0S) specifications;

e developing QoS-enabled middleware platforms, to
leverage the quality of multimedia services.

Figure 1 shows the conceptual model of distributed mul-
timedia systems we assumed throughout this paper. It con-
sists of 3 components;) the device which has to be con-
trolled; i) the sender; andii) the receiver. The sender
might physically reside either on the controlled device or on
a fixed control host. The user controls the device by forcing
device movements through the remote controller, based on
multimedia data captured by the acquisition device. This
schema is being used in most of critical multimedia appli-
cations, such as the most recent “TeleBAT” project [37].

A multimedia servicegs;, consists of a transmission of
n packets, representing the media content, from the server



Controlled Device

Sender mise the media quality at all, whereas fraihe the most
_____ b important [3].

For the above mentioned reasons, in the context of crit-
ical multimedia applications, it is crucial that data about
user-related quality parameters be carefully gathered and
processed. In these systems, errors manifestations always
result in the degradation of quality parameters as perceived
form users. Our driving idea is to monitor and process such
parameters as they are received, in order to detect failures.

For instance, in tele-control applications, a failure occurs
when multimedia data gets corrupted, being the user not
able to control the device anymore. Recently, the Interna-

tional Telecommunication Union Telecommunication Stan-
Figure 1. Conceptual model of next genera- dardization Sector (ITU-T) has started a studying group,
tion distributed multimedia systems namely SG 12, on the definition of the quality attributes of
multimedia services from the user perspective. During the
first meeting of the SG 12 group [8, 9], it has been pointed
out the definition of the Quality of a multimedia Service as a
to the client. Service delivery encompasses the following function of three user-related parameterstday, i) delay
phases: i) media content acquisition (e.g., from a digi- variation, and iii) information loss (il).
tal camera, from a disk)ii) data encoding accordingto @ geyeral research studies have demonstrated that these
particular format (e.g., JPEG, MPEG-1/2, H268)) data  arameters are crucial for evaluating the quality of a mul-
transmission through a communication infrastructure using media service, as perceived from users [5, 6, 7]. Our
a standard streaming protocols, such as RTP/RTCP [29],44) js twofold: i) defining the correctness of a multi-
DSM-CC [30], XTP [31];iv) data receptiony) data de-  megia service as a function of temporal distributions of

coding; andvi) data presentation. the user-related parameters; amy designing and imple-

This paper focuses on failure modeling and detection menting a failure detection mechanism. Several threshold-
of neXt'generation distributed multimedia applications. Al- based mechanisms have been proposed and eﬁective'y ap_
though failure detection and mOde“ng has been extenSivelyp"ed to many fields (eg diagnosiS, telecommunications,
studied, next-generation multimedia services raise a vari- COTS-based distributed systems). Among these mecha-
ety of issues, which have not been addressed before. Suchyjisms, alpha-count has been recently proposed in [12] for
issues stem from a number of factors, which are briefly de- discriminating transient vs. intermittent hardware faults.
scribed in the following. The driving idea is to inherit this mechanism in order to de-

First, quality attributes of next-generation multimedia sign a combination (a sort of alpha-count net) which is suit-
applications are strictly related to the user perception. Suf- able for our objective, i.e., failure detectidiN.B. ATTEN-
fice it to think of some kinds of critical distributed multime- ZIONE A QUESTA FRASE: We demonstrate that this
dia applications, such as tele-immersion and tele-medicinecombination leads to an efficient schema for detecting
ones [2]. failure based on the observation of user-related param-

Second, investigating source of faults and providing eters] To this purpose, the detector system has to reside
fault-tolerance strategies for such systems is a quite com-between the reception and decode modules. For this reason
plex task. In fact, a large number of factors may influ- we plan to realize a detection module that is delivered along
ence the gquality of the delivered media. In particular, the with a player component, as illustrated in section 5. We de-
geographic location of senders and receivers, the resourcdail the description of implemented solutions with respect
availability, the characteristics of the communication infras- to a case study applications, consisting of a tele-control
tructure, and other conditions which are not predictable at application based on RTCP/RTP standard streaming proto-
design time (e.g., load conditions, number of users). col [29].

Third, multimedia applications can tolerate transient er-  The rest of the paper is organized as follows. Section 2
rors and, under some circumstances, also intermittent andgives some preliminaries about the alpha-counts mecha-
permanent errors. As an example, let us to assume amisms. Sections 3 discusses the definition of the failure
MPGE-2 audio/video transmission [4]. This is character- modes. Section 4 addresses the design issues of the detec-
ized by three kinds of frames: framle P, and B with a tion system and presents several simulation results in order
different weight on the quality of the media presentation. It to make preliminary consideration concerning the config-
has been demonstrated that fraBiéooses do not compro-  uration parameters of the detection system. Section 5 de-
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scribes our case study-application and in Section 6 several3 Failure M odes

experimental results conducted on the prototype are pre-

sented. Section 7 discusses pros and cons of our approach, A multimedia service is characterized by the following
as compared to several previous relevant works. Section 8three temporal distributions:

concludes the paper with final remarks and lessons learned.
1. delay distribution, contains a sequence of values

tasi(n), which represent the delay of theth-packet.

If the packet is dropped by communication links, the
delay value is greater than the maximum admissible,
namelyD,,qz;

2 Preliminaries

As far as the detection process is concerned, we investi-
gate the applicability of threshold-based functions. In fact,
among the heuristics based on the concept of threshold, 2. delay variation distribution, contains a sequence of

the alpha-count family of mechanisms seems to be partic- values
ularly interesting for our purposes due to effective and sim- tavsi(n) = tgsi(n) —tqs;(n — 1), which represent the
ple analytical characterization and to the thorough analy- delay variation of the rth packet;

sis already conducted. The basic alpha-count mechanism ) ) o )
is a count-and-threshold scheme originally devised “to con- 3. information loss distribution, contains a sequence of

solidate identification of faults, distinguished as transient valuest; s;(n), representing the percenjtage of packets
or permanent/intermittent” [12]. The alpha-count mecha- that have been delayed more than,.. in an obser-
nism is simple enough toi) be implementable as small vation period T. Such values are calculated as follows:
low-overhead and low-cost modules, suitable even for em- il;(n) = M being

bedded real-time systems, aid allow its behavior and
its effects on the system to be explored using standard an- . 1 if d;j(n) > Dmas

alytical means. An error signalling mechanism is assumed tpisi(J) = { 0 otherwise

to collect error signals from any error detection device in

the system. Error detection results are delivered, as binarywe define the failure modes according to the definitions
signals, to the alpha-count mechanism on a regular time ba-gjven in [10]. We do not consider value errors through-
sis. The judgement on a component’s behavior, given by out this paper. Such errors occur when data gets corrupted
the error signaling mechanism, is correct with a probabil- while traversing from the server to the client. Multimedia
ity, or coverage¢. The alpha-count processes information gpplications can tolerate such a kind of errors under many
about erroneous behavior of each system component, givingeircumstances [11]. Le§7'D; and ST DV; be the subsets

a smaller weight to error signals as they get older. A score of || delay and delay variation distributions, respectively,
variablew; is associated to each not-yet-removed compo- which do not compromise the quality of the multimedia
nent: to record information about the errors experienced by content. The definition of these sub-sets is purely theoreti-
that componenta; is initially set to 0, and accounts for the  ¢a| and they would be perceived by an omniscient observer.

L-th judgement as follows: We can define four classes of failures:
e (L) = ai(L—1) +1if component i is perceived as faulty e delay failure, f;, occurs when the following
during executioni condition holds: {4s; ¢ STD;). It is worth not-
e a:(L) = K+a;(L—1)if component i isperceived ascorrect ing that acr.ash failureisa partlcular case of
during execution i the delay failure. Indeed, a crash failure occurs when
(tqs; € STCF; Cc ~STD;), being theSTCF; =
where0 < K < 1. {3 :Vj >4,tas;(§) > Dmas};

When «; (L) becomes greater than or equal to a given
thresholdor, component is diagnosed as failed and a sig-
nal is raised to trigger further actions (error processing or
fault treatment). The effectiveness of the mechanism de-
pends on the parametekS anda.. The optimal tuning of
these parameters depends on the expected frequency of er-
rors, and on the probability of correct judgements of the
error signaling mechanism. The analysis performedin[12] e transparent failure, f;,. During the ex-
has clearly shown the trade-offs between delay and accu- periments performed on our prototype, based on
racy of the diagnosis and thoroughly discussed ways to tune tele-control application(see section 5), we noticed
these parameters for optimizing mechanism'’s behaviour. that there are some circumstances where all values

e delay variation failure, fg, occurs when
the following condition holds:#(;,s; ¢ ST DV;).

e information | oss failure, f;, occurs when
(tis; > qa), beingg; the maximum admissible per-
centage of lost packets for the servige



Media type Application Bandwidth Quality Parameters
Delay Dglqy Information Error Error
variation loss Detector Filtering
e
Audio Conversational 4-64 kb/s <150msec <lmsec <3% PLR
<400msec
" . <ls
Audio Messaging 4-32 kb/s <s <lmsec <3% PLR
Application Requirements Filtering Parameters
High quality
Audio audio 16-128 kb/s <10s <lmsec <1% PLR
Streaming
. ) <150msec
Video Videophone 16-384 kb/s - <1% PLR . .
<400msec Figure 3. Conceptual model of the detection
Video One-way 16-384 kb/s <10s - <1% PLR

system

Figure 2. Multimedia Application require-

ments to find a trade-off between the accuracy and the detection

time, as described later in this section. Figure 3 depicts the

conceptual model of the proposed detection system. It con-
tasi, tavsi, tus; change at same time. This effect com- sists of three subsystems:

promised the quality of the multimedia content in that

the user was not able to control the device anymore. e Met er, which is in charge of measuring the quality
Based on these observations we defined a new class  parameters for each packet;

of failure, namely transparent failure. Beimg; =

(tasi, tawsis tisi), €., np; is a point of the three di- e Error Det ector, which has the responsibility of

mensional spac€'V = STDT; x STDVT; x {q € detecting errors. This subsystem is able to detect three
R:0<gq < qu} WhereSzTDTqv cC STDi and kinds of errorsi) error on delay, defined by a boolean
STDVT; ¢ STDV;. A transparent failure occurs valueep(n) = (tasi(n) > dspec); ii) error on delay
whennp; € CV. variation, e py (n) = (tqwsi(n) > dvspec); andiii) er-

ror on information 10ss, err,(n) = (tisi(n) > ilspec);
We can define the correctness of a multimedia service
as follows: a multimedia service is defined to be correct if
none of the above mentioned failures occurr. We believe
the qbovg failures encompass all failures that can affect a  The error filtering subsystem exploits a combination of
multimedia system. threshold-based mechanisms based on alpha-count [12]. In
order to design such a subsystem, we address the following
4 Detection system two issues, separately; detecting failuress, f4., andf;,
i.e. failures which stem from the degradation of one param-
In order to design the detection system, a number of key €ter; andi) detecting failuref;.,, i.e. the definetranspar-
issues have been addressed. In particular, b§ig; and ent failure. In order to address the first issue, we use three
STDV; not computable in practice, we evaluate two alter- Separate alpha-count functiodi&3 /4, T'B fa,, andT B f,
natives: i) to find an heuristic strategy which attempts to €ach providing detection of failures on a single parameter.
individualize ST D; and ST DV;; ii) to choose an efficient

Error filtering,whichisincharge of filtering
the incoming error signals in order to detect failures.

and configurable schema which is able to detect failures Shift Registar
with a relatively high coverage. Due to the variable char- >
- . X i @)
acteristics of multimedia contents and environmental con- > ﬁ T8 Koy )
ditions, we claim that the first alternative is not realizable. ™

We thus investigate the design and the implementation of e (n)
a schema based on error filtering functions. Errors occur
when valueg ;s;(n), tqysi(n), andt;s;(n) do not satisfy
application requirements. Indeed, as suggested by the ITU- &y () >
T and represented in Figure 2, multimedia applications re-
quirements consist of three valug,c., dvspec, andilgpec,

which represent the maximum values for delay, delay vari- - > TBf,(K,.a)
ation, and information loss, respectively.

Our driving idea is to monitor and process such param-
eters as they are received, using a combination of alpha- _ o
count functions. These functions can be configured in order Figure 4. Error filtering subsystem

§>

TBfy (K Ta)




By tuning these functions it is possible to configure the ac-
curacy and the detection time of each single detector. In
order to detect transparent failures we use an alpha-count
function, T'B f,,, which receives all the error signals at
all. We exploit a parallel-in, serial-out register in order to
stimulate the function with the error signals. It is worth not-
ing that this alpha-count works with a frequency three times
greater than the one of the input signals (for a gixethis
function receives three signaly As a result, we design an
error-filtering subsystem which stems from the combination
of the two mentioned solutions, as illustrated in Figure 4.

TBfiup(K =0, 7:001rp=2,5)

A A A

13 5 7 911131517 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 53 55 57 59 61 63 65 67 69

mm e(q) —— T-B Function
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[—e— TBid —m ~ TBfdv ——TBIil]

As defined in [14], two are the metrics which character- Figure 5. Transparent failure occurrences

ize a failure detectori) the detection time (how fast the
failure detector detects failures), aiidl the accuracy (how
well it avoids mistakes). In the following we discuss prelim-
inary simulation results obtained by modeling the error fil-
tering subsystem through the MATLAB environment [33].
We use experimental data, representing a real multimedia
content, as inputs for the model. Data are stored in files
with different multimedia formats (see Figure 8 in the next
section). We implemented three filter modules, using the
MATLAB programming language, in order to generate de-
lay, delay variation, and information loss distributions arti-
ficially. Two are the outputs of the simulation models: the
failure signal, which is true if a failure has been detected,
and the filtered multimedia data. In particular, we use the

all the three parameters degrade at same time. In order to
better validate the foregoing considerations, we simulated
the model by generating VBR (CBR) sources directly, ac-
cording to the statistical distributions given in [15], and we
obtained mainly the same results.

Figure 5 reports outputs of the alpha-count functions in
the case of VBR video streaming. Four transparent fail-
ure have been raised by théB firp. We use valud.7
for K's and2.5 for thresholdsa. It is worth noting that
the video quality is actually compromised for those packets
corresponding to the raised failures.

We investigate the configuration of the filtering param-

. : . . eters. The configuration of the alpha-counts is performed
B ey SEEOTIng 10 e sgoesons e n 12, where an e
evaluate the accuracy of t.he fault detéctor To this purpose haustive ar_1a|y5|§ ofthese pgrameters has already beer! per
we developed a multimedia player module.that receives the’formed. Slmu!at|on r'esullts indicated that, for the consid-
failure signal, as produced by the model, and the filtered ered multimedia appllcatlor_ls, Iovv_ervalueskaire needed.
multimedia d'ata This module automatica’lly presents mul- In fa_ct, K repre_sents _the time W|_ndow where memory of
timedia data for.a time interval where the failure has been Previous errors 1S _retamed;_chc_)osm@etweer{).? ando.8
results in a time window which is large enough to keep track

SS::c;ﬁg.tJhs’rf?)lrI%Was llajztggr ?Sr?;k 'Lf""t:]aelsfﬁtgﬁrt]ecnzpa?nc_' of previous errors without slowing too much the decrease of
p g gp the alpha function.

eters. The configuration of the alpha-colmB f+,, is not
straightforward, in that it depends on the characteristic of
multimedia format. Indeed, multimedia applications can be 3)
characterized by a Constant Bit Rate (CBR) or Variable Bit
Rate (VBR) flows. One drawback of using VBR sources 5.1 Overall architecture

is the increased possibility of packet loss. This is due to

high peak-to-mean ratios and significantly high autocorre-  This section describes the case-study application, con-
lations, which characterize these sources. Such sources casisting of real-time control of a Lego Mindstorm [16] robot.
be deleterious to networks, since they can cause high val-In particular, we developed an application for controlling
ues for delay variation if network resources are not properly the so-called “RoverBot”, described in the Lego Mind-
allocated. Using VBR flows, a transparent failure occurs Storms “Constructopedia”. The RoverBot Control (RBC)
whentg,s;(n) andt; s;(n) degrade at same time, i.e., for application enables remote users to receive a live video-
a given packet:, eq4,(n) = e;(n) = 1. CBR flows allow stream from the robot, and allows them to send movement-

The case study application

to simplify bandwidth allocation, and also render the video
source more amenable to traffic policing. However, CBR
encoding has the drawback that video quality (distortion)
varies significantly in order to maintain a constant bit-rate.
Using CBR, a transparent failure occurs more likely when

commands to the RoverBot. We adopted the Jini technol-
ogy because of its code-mobility features, which allowed us
to test the mechanism on different platforms and client de-
vices [32]. A Jini service consists of a server-side back-end
and a client-sideervice object. In compliance with the Jini



Echo requests | replies. Audio/Video | Format/Frequency[Hz] Packet size [byte] # Packets/sec. (on average)
4 o ? [ Detection
N Y Audio DV1/8000 284 16
( Video ] \[Real-time Video [T Live video stream Audio DV1/11025 374 16
Camera "l Transmitter Y
Audio DVI1/22050 704 16
( RCX ) RCX || contol commanas Remote ' -
Controller Manager ' N Controller Audio ULAW/8000 520 16
Audio GSM/8000 139 16
RoverBot
RoverBot Control RoverBot Control .
Back-End Service Object Audio MPEG Layer lIl 1298 /1141 12
Roverbot Control Host Roverbot Remote Controller Video JPEG/90000 1008 (352x288) 220
Video H263/90000 550 (on average) (352x288) 70
Video MPEG-1/90000 1000 (on average) (352x288) 80

Figure 6. Overall architecture of the case-
study application

Figure 8. RTP packet sizes as a function of
media formats

[ ! class» interfaces |
| imime f\ Meter ‘FallureDeteclor\‘ ‘Deleclvorlr
+wakeup() :iegs;lon : String = null +(a\|ureDflecl\on() +d;etecuon()’< i
Timer +Monitor() ! ot i
e I ivos o0 Wonitor TMonitor . .
g | [daetcasseneen) [y [ L o [dEere 5.2 Implementation of the detection system
*measuredParameter() [+getAlphaCount()
71 1 3 1
[«implementation class»| AlphaCount . ) . .
—— i e ' We choose to implement the detection system in a sin-
~EeRocTen - geiErobeeD [AphaCountror- : . :
o) e e R e | f— “ gle component. For this reason we did not address issues
+Cl +updateValue [+writeScore! . . . . .
: e : concerning a distributed implementation of such a compo-
nent. However, the interested reader may refer to [13] for
Figure 7. UML class diagram of the detection a thorough description of a distributed implementation of
system threshold-based diagnostic mechanisms. Figure 7 shows the

class diagram of the implemented detection system.

The meter class is responsible for estimating delay, de-

) i . lay variation and information loss. Information about the
service model, the RBC has been split between the client, )i of the actual multimedia sessions is retrieved from
side, i.e., the re_:mote-drlver3|de, anq the back-end side, I.e.RTCP session messages [29], called RTCP reports, which
the Roverbot side. The overall architecture of the presented, o arigdically exchanged between senders and receivers.
case-study application is depicted in Figure 6. The observation period varies from 0 ta:&:s. Such mes-

RBC'’s back-end consists of the fOllOWing Components: sages provide measures abb)_mheinterarrivaj J|tter, ie.,
i) the real-time video transmitter which produces a live  an estimation of statistical variance of RTP data packets’
video stream representing RoverBot's viewpoint; such inter-arrival time, andi) thefraction lost, i.e., the fraction
a stream is based on the real-time transport protocol of packets that have been lost since the last report. The im-
(RTP/RTCP) [29];ii) the RCX manager, which interfaces  plementedmeter uses such information to measure delay
RBC back-end with RoverBot's RCX ContrO”er, in order to variation and information loss. Since th#erarrival “tter
force it to perform specific movements; and) the echo is measured imsec x SamplingTime, delay variation is
server, which is in charge of answering to echo requests ca|culated by dividing thénterarrival jitter by the bit-rate
sent by theservice object for estimating the actual round  (coding/decoding frequency). RTCP reports do not provide
trip ime. any information for estimating the delay. To this aim we

RBC'’s service object is composed hy the media provide theMeter with a particular clas€choClient, which
player, which is in charge of presenting the video stream is in charge of calculating the round trip time (RTT) be-
on remote driver’s display;) the remote controller, which tween the RBC host and the client. More specifically, the
allows the driver to communicate with the RBC back-end in EchoServer is launched on the RBC host to estimate the de-

order to move the RoverBot, aritf) the detection system, lay between the two components. During the experiments
which implements the mechanism described in Section 4we conducted on the prototype, we noticed that the delay
with respect to an RTP-based streaming session. estimation accuracy depends on the size of RTP packets.

Multimedia-related components and part of the detection In order to improve the accuracy of such an estimation, we
system have been here implemented exploiting the Java memeasured the size of RTP packets, transmitted using JMF
dia framework (JMF) libraries [28]. ThBCX manager is libraries, for a large variety of formats. Results are shown
based on the RCX Java API [17] for communicating with in Figure 8.
the RoverBot. During the start-up phase, tigchoClient retrieves the



format of the media content by analyzing RTCP reports, fixed video camera and a moving one. The former is typical
thus adapting the size of echo packets to the effective sizeof telemedicine applications, whereas the latter represents
of RTP ones. Each periodic evaluation of the RTT results unmanned vehicle control applications. We used the H263

from the mean value calculated on multiple measures; eval-

uations are periodically executed according to the wake-up

messages provided by thiener thread. We configured the

wake-up period at the same value of the observation one.
TheMonitor class is in charge of triggering a failure sig-

protocol for VBR streaming and JPEG for CBR streaming,
with a video resolution of 352x288 pixels. Measures have
been performed with a pericfi = 2s; hence, from Fig-

ure 8 it follows that each measure refersiid) packets if

the H263 protocol is used, whereas each JPEG-related mea-

nal once a failure is detected. Such a class instantiates twasure refers td40 packets. Experimental results showed that
or moreTBMonitor objects. Indeed, a multimedia content delay variation is substantially influenced Hythe kind of

is composed by multiple flows (e.g., the audio and video images, i.e., coming from fixed camera or with rapid scene
flows). TheTBMonitor class implements the error filter- changes, and) the encoding strategy, i.e., VBR or CBR.
ing subsystem, i.e., it is in charge of detecting failures for In particular, using H263 protocol resulted in an higher av-
the assigned flow. ThalphaCount class implements the erage of the delay variation, compared to JPEG: for a fixed
alpha-count function. According to the conceptual model, camera, we obtained% .., = 3.73msec andt’” , . =
described in section 4, thEBMonitor is composed of 4  0.73msec. Moreover, if rapid scene changes occur, we ob-
AlphaCounts. In particular, the alpha-count which imple- taint}%,.. = 9.0msec andt}.7pp = 0.88msec. Itis
ments the&’ BFy,., function, calledAlphaCountTot, is a spe- worth pointing out that delay variation in JPEG CBR en-
cialization of theAlphaCount. coding does not significantly depend on the kind of images;
hence, upon scene changing rapidly, the resulting video is
quite distorted. This confirms considerations we gave in
Section 4.

6 Experimental results

In real-world scenarios, measures about quality param-  Secondly, we conducted experiments to evaluate the suit-
eters are performed in an observation perfad In fact, ability of the implemented mechanism with respect to fail-
measuring these parameters for each packet, leads to sodre modes defined in Section 3. Although it has been used
lution not realizable in practice, characterized by an un- for a critical application, the considered multimedia service
acceptable overhead. For this reasons, standard streamingan tolerate degradation of user-related parameters, until
protocols, such as RTP [29], DSM-CC [30], and XTP [31], the perceived QoS allows the driver to control the remote
suggest an observation period, for monitoring actions, of device. Hence deciding whether a degradation leads to a
1 — 2[sec] on average. If a permanent error on a single failure or not, is a challenging issue that can be addressed
parameter occurs, the detection time can be estimated ad®y empirically evaluating the received stream. Experiments
follows: dt[sec] = & x T described in the following effectively validate the suitabil-

We conducted experiments using the implemented case-ity of threshold-based filtering for distinguishing acceptable
study application to analyze and evaluate the behavior of degradations from service failures. It is worth mentioning
the proposed detection mechanism. Experiments have beethat we did not take into account delay failures because
performed on a testbed, composed of a remote-controlexperiments showed that delay values were very low com-
workstation (RCW), and a control host (CH) which effec- pared to service requirements, whereas we produced delay
tively resides on the RoverBot, distributed over an IEEE variation, information loss and transparent failures. Errors
802.11b wireless LAN. epy were generated by introducing a CPU-bound load on

The RCW is a uniprocessor Linux machine running the control host. This load resulted in an increase of the
Linux Red Hat 8.0 distribution. The CH is a Sony Vaio delay variation, thus forcing jitter errors to occur. The sec-
Picturebook laptop, which is IEEE 802.11b compliant and ond have been forced by injecting link faults on the ethernet
it is equipped with an embedded video camera. We consid- switch that resides between the wireless LAN access point
ered a real-time control application with the following QoS and the RCW. To do this we developed an application for
requirementss) dspec = 80 ms, i) dvspec = 10ms, iii) enabling and disabling switch’s port at run-time through a
ilspec= 3%. The aim of out experimental evaluation was serial cable. In order to reproduce a transparent failures,
twofold. we forced multiple light degradations of single parameters.

Firstly, we conducted experiments to validate consider- In particular, we degradated delay variation by generat-
ations and tuning rules given in Section 4. More specifi- ing a CPU-bound load which resulted in 80% CPU oc-
cally, given the specification of the QoS required by real- cupation,ii) information loss by disabling the switch for
time control applications, we evaluated the suitability of 500msecs according to user-defined distribution, and
variable bit-rate and constant bit-rate encoding. We testeddelay by executing multiple streaming sessions on the same
both strategies for two kinds of video images, captured by a CH. Figure 9 depicts detected errors and failures with re-



Errors resource consumption respectively. The work relates to our
“‘L definition of correctness for it defines user satisfaction in

terms of the same parameters. It is more targeted to the
definition of optimal settings for providing users with a cer-
e 0 L P T R R e e tain QoS, rather than to the on-line estimation of QoS for

failure detection. In [35] an experimental evaluation of the
effects of CPU and network load on information loss and
delay variation is proposed; in particular, this work points
I out the need of considering the temporal distribution of jit-
ter and loss errors, emphasizing the effects of bursty errors
on the perceived quality of service.

A number of solutions have been proposed in litera-
ture, that use different approaches for the realization of dis-
tributed services with real-time requirements. In particu-
lar, three main approaches have been here identified and
spect to about 700 seconds — i.e. 350 measures — of livegescribed in the following. To the best of our knowledge,
streaming captured by the camera on the RoverBot. Theg|though the described research studies focused on depend-
detector raised a single transparent failure signal, due togapjlity of distributed multimedia systems, none of them
errors detected between measures 330 and 350; moreovegied to formalize the concept of a failure from the user’s
we generated several delay variation errors and information perspective.
loss errors between measures 1 and 330. Experimental re- The first approach is based on the presence of specific

sults show that only significant degradations of user-related services for the synchronization of components, such as the

paramet.ers resulted ina transparen.t failure. Thg behawortimely computing base (TCB) [18]. This approach is not
of the failure detector is consistent with our empirical eval-

. . . - suitable for distributed multimedia services for it does not
uation of the received images. We controlled the device

. . ) . take into account multimedia-related temporal parameters,
until the transparent failure is raised, although several er-

; such as theelay variation, as well as non-temporal param-
rors have been detected until measure 330. Subsequentlyeters such as the number of lost packets

we were not able to control the RoverBot anymore. As far | . h has b d db .
as crash failures are concerned, these are detected by the A,n alternative approach has been a °Pte ya varl'ety
TB/, functions. of middleware-based solutions for addressing QoS require-

ments of real-time applications [19, 20, 21, 22]. In partic-

ular, in [19] a middleware is proposed, which allows appli-

7 Related Work cations to adapt communication protocols to the required
QoS at run-time. Such a middleware, calleéd CaPo++,

A great deal of research has been conducted on failureenables the creation of communication flows that satisfy
detectors. We recognize that the work presented in [14] the specified quality attributes. This solution does not en-
represents a fundamental milestone for the pursuit of defin- able to handle transient degradations of service parameters.
ing metrics for evaluating the quality of a failure detector. Moreover, QoS requirements may not change during ap-
This paper defines two QoS metrics which quant)fjnow plication life-time. A more flexible solution is proposed
fast a failure detector detects actual failure, afidhow in [20], which describes a mechanism for specifying elas-
well it avoids false detections. The proposed failure de- tic QoS requirements that can be adapted to the availability
tection algorithm has been provided under several assump-of network resources. This work focuses on the off-line es-
tions: authors consider a message-passing distributed systablishment of real-time communication channels, and on
tems in which processes may fail by crashing and messagesun-time message scheduling. Such a mechanism might be
may be delayed or dropped by communication links. These used for checking correctness of multimedia services, even
assumptions are too restrictive with respect to our contextthough no practical examples of such a usage are provided.
of distributed multimedia systems. However, we defined in The proposed mechanism is modeled as a Markov chain and
section 4 the outlined QoS metrics for the applications we evaluated trough simulation, whereas it has not been imple-
considered. mented or tested in a real environment. The work in [21]

As far as the user-related parameters are concerned, thelescribes the design and the implementation of real-time
work in [34] analyzes the perceived QoS referring to the dependable (RTD) channels, a communication-oriented ab-
same parameters. A new metric for video QoS is describedstraction that can be configured to meet the QoS require-
in [36]; the proposed metric takes into account both the user ments of a variety of distributed applications. A specific
and the service provider, in terms of user satisfaction and RTD channel is characterized by a set of service proper-

Figure 9. XXXX Detected errors and failures
XXXXX



ties, such as real-time, reliability, ordering and jitter con- a function of user-related quality parameters in order to re-
trol. Such properties are specified in terms of probabilistic alize an efficient mechanism for detecting failures. To this
parameters during establishment of the channel, and can-aim, we used a combination of alpha-counts functions. Ex-
not be changed at run-time. Customization of the QoS is periments on a real-world applications, suggested us to take
enabled by the underlyin@actusRT middleware, which into account a new class of failure that occurs when two
estimates resource occupation exclusively trough its own or more quality parameters degrade at same time. In or-
information. This implies that if an external entity over- der to evaluate our strategy and the dependency with differ-
loads system resources, the channel will not have a consis-ent multimedia formats, we developed a simulation model.
tent view of the effective resource availability. The forego- We detailed the description of implemented solutions with
ing works provide solutions which are not specifically tar- respect to a case study applications, consisting of a tele-
geted to real-time multimedia systems. TAO is an open- control application based on RTP/RTCP standard streaming
source real-time CORBA ORB [22], which includes an im- protocols. Experimental campaigns were conducted refer-
plementation of the CORBA audio/video streaming (AVS) ring to two scenarios: tele-medicine and autonomous ve-
service [23]. This service provides applications with inter- hicle control. Experimental results demonstrated that the
faces to specify and modify QoS, whereas the effective im- considered applications can tolerate errors until the qual-
plementation of strategies for obtaining a specific QoS is ity is compromised, i.e., the user is not able to control the
delegated to applications. device anymore. Honestly, we recognize that experiments
The TAO ORB has been also used to implement a real- are still preliminary to formalize and evaluate the quality
time video-streaming service for controlling an unmanned metrics of the detector. However, our effort has been pro-
aerial vehicle [24]. This work defines an alternative concept gressed from the formalization to the implementation is-
of service correctness, based on three load conditions (e.g.sues, providing proofs of the realizability of the proposed
low, medium, and high load), each associated to a specificmechanisms. We claim that this approach is a novel one for
frame-dropping level. coping with dependability issues of next generation multi-
The third approach characterizes research projects thaimedia applications. Future work will aim at) massive
have been conducted in order to ensure correctness of mulsimulation and fault-injection experiments in order to better
timedia systems by means of specific transport protocols.characterize the relationship between the filtering parame-
The work in [25] presents the multimedia enhanced trans- ters and quality parameters of the detector systa@mto
port system (METS): METS is an adaptive transport system implement a recovery mechanism which is triggered by the
that incorporates a QoS oriented API and a range of mech-detection system.
anisms to assist applications in exploiting QoS and adapt-
ing to fluctuations in QoS. Unfortunately, METS' portabil- References
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