
Robustness and Security ofWavelet-Based WatermarkingAlgorithms
Peter Meerwald,pmeerw@cosy.sbg.ac.atMay 9, 2000Several wavelet-based watermarking schemes and theirrobustness to wavelet compression attacks are discussed.Following an idea by Fridrich [3] and experiments byKundur [8], we propose to use a parametrization of wavelet�lter coe�cients to bring the concept of a key-dependenttransform to the wavelet domain. We demonstrate thatthe new technique can be easily intregrated in existingwatermarking algorithms to improve security.



Model of the Watermarking Process1. generation of a watermark W (a binary orpseudo-random sequence)2. embedding the watermark in a host image I(a) transform image to a domain suitable forwatermarking(b) modify signi�cant coe�cients to embed watermark(c) inverse transformation3. circulation of the watermarked image, possible friendly(e.g. image processing, compression) and unfriendlyattacks4. extraction of the watermark W ? (blind or withutilization of the original image)5. normalized watermark correlation� = W ? �WkW ?k � kWk
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Watermarking in the Wavelet Domain
Xia [14] identi�ed several advantages of watermarking inthe wavelet domain:� multiresolution characteristics, hierarchical� superior modelling of the human visual system (HVS)� locality� computational e�ciencyCharrier [1] outlines new requirements for thewavelet-based JPEG2000 compression standard:� coding performance� progressive transmission, ROI coding, scalability� security, see http://eurostill.epfl.ch/~ebrahimi/JPEG2000.htm
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Kim's Algorithm
Kim [6] uses level-adaptive thresholding to embed aGaussian distributed pseudo-random sequence insigni�cant coe�cients, similar to Cox [2]PSNR 38.57
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Wang's Algorithm
Wang [12] based on MTWC coder [11], similar to KimPSNR 33.28

T2
Ts ... initial subband thresholdLL approximation subband (LL) not usedT1LH1

HH1HL1
HL2 HH2T4LH2

T3
T6 T5 Ts = �s �maxs(fs(m;n))=2�s ... weighting factor for subband smaxs(fs(m;n)) ... max. coe�cient in subband s
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Kundur's Algorithm
Kundur [7] is quantizing the median of (LHl;HLl;HHl)coe�cient triples to encode a bit, l is the decompositionlevellocations are pseudo-randomly selected - security?PSNR 52.37
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Detection of the Watermark:Con�dence?
embedded a watermark #450 and trying to detect similarrandom watermarks #1 to #1000
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Robustness Results
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Security Concerns
� watermark might be estimated in smooth areas(Fridrich)� altering coe�cients at known or guessed locations(blind algorithms)� thwarting threshold calculation of blind adaptiveschemes (Wang)� public watermark detector (e.g. for DVD) possible?attacks by Kalker [5]
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Key-dependent basis functions
an idea by Fridrich [3] to improve security and versatility,embedding a pseudo-random sequence wi of length N1. generate N random (key-dependent) orthogonalpatterns Pi (Gram-Schmidt), smoothness (lowfrequency) required for robustness and imperceptability2. calculate projections ci of the host image I onto thepatterns Pi ci =< Pi; I >
3. modify the projections to embed the watermark wi

I 0 = I + �N�1Xi=1 wiciPi
high computational complexity and storage requirements 9



Key-dependent Wavelet Filters

wavelet transform domain accessible only with secret parameters used for �ltercoe�cient construction
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Construction of Wavelet Filters byParametrization
readily available for orthogonal and bi-orthogonal �ltertypes, e.g. Pollen [9], Zou [15], Resniko� [10]Pollen's parametrization for constructing 6-tap orthogonal�lter coe�cients:a�2 = ((1+cos�+sin�) � (1� cos�� sin�)+2 � sin� � cos�)=4a�1 = ((1� cos�+sin�) � (1+ cos�� sin�)� 2� sin� � cos�)=4a0 = (1 + cos(�� �) + sin(�� �))=2a1 = (1 + cos(�� �)� sin(�� �))=2a2 = 1� a�2 � a0a3 = 1� a�1 � a1two parameters �� � �; � < � can be kept secret
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Application to Watermarking
keeping � and � secret to construct secret wavelet �lterssecret transform domain? keyspace?
✔ no additional computational cost
✔ coe�cient skipping not necessary for security reasons,more watermark locations for blind schemes
✔ security framework for existing watermarkingalgorithms, only have to adapt thresholds
✔ possibility to chose �lters in an image-adaptive way
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Detection of the Secret Watermark
embedded a watermark using parametric �lter #49560and detecting the same watermark by trying �lterparametrizations #1 to #63504
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Robustness of the Secret Watermark

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

2030405060708090

C
or

re
la

tio
n

JPEG compression quality

Algorithm
Wang

Kundur
Kim

-0.2

0

0.2

0.4

0.6

0.8

1

0.1250.250.512

C
or

re
la

tio
n

SPIHT bits per pixel

Algorithm
Wang

Kundur
Kim

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

0.0010.010.1

C
or

re
la

tio
n

JPEG2000 compression factor

Algorithm
Wang

Kundur
Kim

14



Matching watermarking andcompression domain?
dispute by Kundur [8] and Wolfgang [13]: does matchingthe watermarking and compression domain result in betteror worse robustness?requirements for compression �lter and watermarking �lterdi�erent, Hsu [4]evaluating di�erent transforms, di�erent wavelet �ltersfew analysis of unfriendly attacks (exploiting knowledge ofthe algorithm) so farsecurity analysis require open algorithms
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