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t. This paper gives a 
omprehensive analysis of Montgomerypowering ladder. Initially developed for fast s
alar multipli
ation on el-lipti
 
urves, we extend the s
ope of Montgomery ladder to any expo-nentiation in an abelian group. Computationally, the Montgomery ladderhas the triple advantage of presenting a Lu
as 
hain stru
ture, of beingparallelized, and of sharing a 
ommon operand. Furthermore, 
ontraryto the 
lassi
al binary algorithms, it behaves very regularly, whi
h makesit naturally prote
ted against a large variety of implementation atta
ks.Keywords. Exponentiation algorithms, Montgomery powering ladder, 
on-strained environments, 
ryptographi
 implementations, fault atta
ks, side-
hannel atta
ks.1 Introdu
tionExponentiation or powering algorithms are of 
entral importan
e in 
ryptogra-phy as they are the basis of (nearly) all publi
-key 
ryptosystems. Although nu-merous exponentiation algorithms have been devised, algorithms for 
onstraineddevi
es are s
ar
ely restri
ted to the square-and-multiply algorithm and its right-to-left 
ounterpart. A less-known algorithm due to Peter Montgomery is also notmu
h greedy for memory. Developed for fast ellipti
 
urve multipli
ation, thisalgorithm is of full generality and applies to any abelian group. Furthermore, itpresents several useful features not available in the 
lassi
al binary algorithms.? Supported in part by the Ministry of Edu
ation of the Republi
 of China under
ontra
t EX-91-E-FA06-4-4.



2 Mar
 Joye and Sung-Ming YenThis paper is aimed at giving a thorough analysis of Montgomery ladder, 
on-sidering both the eÆ
ien
y and se
urity issues. Among other things, we showhow it redu
es the memory requirements for ellipti
 
urve 
omputations or howit speeds up by a fa
tor of up to 50% the evaluation of full Lu
as sequen
es. For(modular) exponentiation, we show that Montgomery ladder 
an be 
ombinedwith the 
ommon-multipli
and te
hnique, leading to a 33% speed-up fa
tor. TheMontgomery ladder is also prone to parallel implementations; on a bi-pro
essordevi
e, the running time is divided by two, 
ompared to the non-parallel version.Last but not least, Montgomery ladder is a prime 
hoi
e for a se
ure exponen-tiation as its high regularity makes it naturally resistant to various side-
hanneland fault atta
ks. A slight variant prote
ted against the M safe-error atta
k ispresented.The rest of this paper is organized as follows. The next se
tion presentsthe Montgomery ladder in terms of group-theoreti
 language. In Se
tion 3, weanalyze the eÆ
ien
y of Montgomery ladder and 
ompare it to the 
lassi
albinary ladders. Se
tion 4 analyzes the se
urity of Montgomery ladder towardsimplementation atta
ks. Finally, we 
on
lude in Se
tion 5.2 Montgomery LadderOriginally, the so-
alled Montgomery ladder [16℄ was proposed as a means tospeed up s
alar multipli
ation in the 
ontext of ellipti
 
urves. It has been thenredis
overed several times and applied to di�erent settings.To ease the dis
ussion, we give hereafter a higher des
ription of the algorithm.We 
onsider the general problem of 
omputing y = gk in a (multipli
atively writ-ten) abelian group G , on input g and k. LetPt�1i=0 ki 2i be the binary expansion ofexponent k. The Montgomery ladder relies on the following observation. De�ningLj =Pt�1i=j ki 2i�j and Hj = Lj + 1, we haveLj = 2Lj+1 + kj = Lj+1 +Hj+1 + kj � 1 = 2Hj+1 + kj � 2and so we obtain(Lj ; Hj) = � (2Lj+1; Lj+1 +Hj+1) if kj = 0 ,(Lj+1 +Hj+1; 2Hj+1) if kj = 1 . (1)Suppose that, at ea
h iteration, a �rst register, say R0, is used to 
ontain thevalue of gLj and that a se
ond register, say R1, is used to 
ontain the value ofgHj . Equation (1) implies that(gLj ; gHj ) = �(gLj+1)2; gLj+1 � gHj+1� if kj = 0and (gLj ; gHj ) = �gLj+1 � gHj+1 ; (gHj+1 )2� if kj = 1 .



The Montgomery Powering Ladder 3Input: g; k = (kt�1; : : : ; k0)2Output: y = gkR0  1; R1  gfor j = t� 1 downto 0 doif (kj = 0) thenR1  R0R1; R0  (R0)2else [if (kj = 1)℄R0  R0R1; R1  (R1)2return R0Fig. 1. Montgomery ladderRemarking that L0 = k, this leads to an elegant algorithm for evaluatingy = gk: the Montgomery ladder.For 
ryptographi
 appli
ations, the group G may be taken as ZN� (e.g.,for RSA or Rabin en
ryption/signature), Fq � (e.g., for DH key ex
hange), theelements of a Lu
as sequen
es (e.g., for LUC signature), the points of an ellipti

urve (e.g., for ECDSA signature), . . . Other pra
ti
al appli
ations in
lude fastprimality tests and fa
torization algorithms.3 EÆ
ien
y AnalysisThe most widely used algorithm for 
omputing gk are the square-and-multiplyalgorithm, whi
h pro
esses the bits of exponent k from the left to the right(Fig. 2 (a)), and its right-to-left 
ounterpart (Fig. 2 (b)). We restri
t our atten-tion to 
onstrained environments and do not 
onsider more sophisti
ated expo-nentiation algorithms (see [7℄ for a survey).Input: g; k = (kt�1; : : : ; k0)2Output: y = gkR0  1; R1  gfor j = t� 1 downto 0 doR0  (R0)2if (kj = 1) then R0  R0R1return R0(a) Left-to-right binary algorithm
Input: g; k = (kt�1; : : : ; k0)2Output: y = gkR0  1; R1  gfor j = 0 to t� 1 doif (kj = 1) then R0  R0R1R1  (R1)2return R0(b) Right-to-left binary algorithmFig. 2. Classi
al binary ladders



4 Mar
 Joye and Sung-Ming YenFrom a 
omputational perspe
tive, the Montgomery ladder (Fig. 1), in itsbasi
 version, appears inferior to the 
lassi
al binary algorithms as it requires 2tmultipli
ations instead of 1:5t multipli
ations, on average. Nevertheless, in some
ases, the Montgomery ladder may reveal itself more eÆ
ient by observing that1. the value R1=R0 is invariant throughout the algorithm (and so equals g);2. at ea
h iteration, the two multipli
ations are independent;3. at ea
h iteration, the two multipli
ations share a 
ommon operand.3.1 Lu
as 
hainsThe key property of Montgomery ladder (Fig. 1) is that the relation R1=R0 =g (or equivalently, R1 = R0 g) is maintained invariant. This was noti
ed byMontgomery [16, 17℄ and applied to the ECM fa
torization method for a spe
ial
lass of ellipti
 
urves.Input: G; k = (1; kt�2; : : : ; k0)2Output: Y = kGR0  G; R1  2Gfor j = t� 2 downto 0 doif (kj = 0) thenR1  R0 +R1; R0  2R0else [if (kj = 1)℄R0  R0 +R1; R1  2R1return R0Fig. 3. Montgomery ladder for ellipti
 
urvesLet R0 and R1 2 E(K ) be two points on an ellipti
 
urve E de�ned over a�eld K . If the di�eren
e G := R1 �R0 is known then the x-
oordinate of pointY = kG 
an be 
omputed from the x-
oordinate ofR0, the x-
oordinate of pointR1 and the x- and y-
oordinates of point G [16℄. Agnew et al. [2℄ (see also [13℄)later observed (for binary �elds K ) that the y-
oordinate of R0 
an easily bere
overed when point G and the x-
oordinates of R0 and of R0 +G (= R1)are known. This was extended to �elds K of 
hara
teristi
 p > 3 in [18, 19℄ (seealso [3, 6, 8℄ for general Weierstra� ellipti
 
urves).Be
ause the 
omputations 
an be 
arried out with the x-
oordinates only, alot of multipli
ations (in �eld K ) are saved, resulting in an algorithm faster thanthe 
lassi
al binary algorithms (Fig. 2). Additionally, fewer memory is requiredsin
e the y-
oordinates need not to be handled (and thus stored) during the
omputation of x(kG). The y-
oordinate of kG, y(kG), is 
omputed at the endof the algorithm from G, x(kG) and x(kG+G).A similar te
hnique exists for Lu
as sequen
es. The spe
ial Lu
as sequen
efVk(P; 1)g with parameter Q = 1 is 
onsidered in [27℄ and the general 
ase,



The Montgomery Powering Ladder 5fVk(P;Q)g along with the `sister' sequen
e fUk(P;Q)g is addressed in [9℄ (seealso [1, Se
tion A.2.4℄).Input: P;Q; k = (kt�1; : : : ; k0)2Output: y = Vk(P;Q)V0  2; V1  P; q0  1; q1  1for j = t� 1 downto 0 doq0  q0 q1if (kj = 0) thenq1  q0V1  V0 V1 � P q0; V0  V02 � 2q0else [if (kj = 1)℄q1  Qq0V0  V0 V1 � P q0; V1  V12 � 2q1return V0Fig. 4. Montgomery ladder for Lu
as sequen
esAnalogously to ellipti
 
urves, given (V1; U1) = (P; 1), Vk and Vk+1, the valueof Uk 
an be re
overed as Uk = (2Vk+1 � P Vk)=� with � = P 2 � 4Q. Providedthat division by � is inexpensive or that the value of ��1 is pre
omputed,this saves one multipli
ation per iteration 
ompared to [9℄, resulting in a 22%improvement in the general 
ase and a 50% improvement when Q = 1.3.2 Parallel 
omputingA se
ond property of Montgomery ladder is its intrinsi
 disposition of beingparallelized. This feature may reveal very useful in the near future as re
ent
ryptographi
 tokens 
ome equipped with several arithmeti
al 
o-pro
essors [6,Se
tion 5℄.To exhibit the parallel nature of Montgomery ladder, we simplify the pre-sentation of Fig. 1. Using kj and its negation :kj as register indexes, the twodi�erent 
ases 
an be rewritten into a single statement asR:kj  R0R1;Rkj  (Rkj )2 :Hen
e, we 
learly see that the two multipli
ations 
an be evaluated indepen-dently.For a modular exponentiation, if we denote by M the time for performing amultipli
ation, an optimized squaring takes roughly 0:8M . So, on a bi-pro
essordevi
e, ea
h iteration is performed in time M . As a result, the parallel version ofthe Montgomery ladder nearly attains the optimal 200% speed-up fa
tor, overthe standard Montgomery ladder (Fig. 1), for an RSA-type implementation. Forellipti
 
urve implementations, the addition of two points or the doubling arefurther dissimilar [8℄, so that the expe
ted gain seems sub-optimal; it is however



6 Mar
 Joye and Sung-Ming YenInput: g; k = (kt�1; : : : ; k0)2Output: y = gkR0  1; R1  gfor j = t� 1 downto 0 do/* Pro
essor 1 */ /* Pro
essor 2 */R:kj  R0R1 Rkj  (Rkj )2return R0Fig. 5. Parallel Montgomery ladderpossible to 
ombine the operations of addition and doubling to lower the numberof (�eld) multipli
ations [6℄ to nearly obtain the 200% speed-up fa
tor.3.3 Common-multipli
and multipli
ationA third property of Montgomery ladder is that the two multipli
ations share a
ommon operand: both multipli
ations involve R0 when kj = 0 and R1 whenkj = 1. The `
ommon-multipli
and multipli
ation' method [26℄ is thus appli-
able. The method was initially developed to speed up the right-to-left binaryalgorithm (Fig. 2 (b)). Generalizations and improvements 
an be found in [22,23℄.The basi
 idea 
onsists in rewriting the two involved multipli
ations withlogi
al operators. De�ning R
om = (R0 ANDR1) and Ri;
 = (Ri XORR
om), wehave Ri = Ri;
 +R
om ; i 2 f0; 1g : (2)Assume kj = 1 (the 
ase kj = 0 is similar). Then the Montgomery ladderrequires the 
omputation of R0  R0R1 and R1  R1R1. From Eq. (2), this
an be evaluated as R0  R0;
R1 +R
om R1 and R1  R1;
R1 +R
om R1. Onaverage, the Hamming weight (i.e., the number of nonzero bits) of R
om andRi;
 is twi
e smaller to that of Ri [27℄. Consequently, ea
h multipli
ation nowrequires half less binary additions, on average, that is, a 33% expe
ted gain sin
ethe 
ommon multipli
ation R
om R1 is only evaluated on
e.For a modular exponentiation, the 
ommon-multipli
and method is parti
-ularly suited in 
ertain hardware realizations (when logi
al operations 
an bepro
essed in parallel with arithmeti
al operations). When the group law is moreinvolved (as on ellipti
 
urves), it may lead to software optimizations as well asseveral 
ommon (basi
) operations (e.g., a �eld multipli
ation) may be saved [15℄.4 Se
urity AnalysisThis se
tion analyzes the se
urity of Montgomery ladder towards implementa-tion atta
ks. We distinguish two types of implementation atta
ks: side-
hannelatta
ks and fault atta
ks.



The Montgomery Powering Ladder 74.1 Side-
hannel atta
ksSide-
hannel atta
ks are based on the observation that some side-
hannel infor-mation (e.g., timing [12℄ or power 
onsumption [11℄) depends on the instru
tionbeing exe
uted and/or the data being handled.The standard binary ladders (Fig. 2) 
ontains 
onditional bran
hings. If the
onditional bran
hing is driven by se
ret data (namely, if the bits of exponent k inthe 
omputation of y = gk are se
ret) and if the two bran
hes behave di�erentlyregarding some side-
hannel analysis (e.g., simple power analysis (SPA)) thense
ret data 
an be retrieved. To this end, dummy operations are added to thebasi
 algorithms, so that they behave more regularly [4℄.Input: g; k = (kt�1; : : : ; k0)2Output: y = gkR0  1; R2  gfor j = t� 1 downto 0 dob :kjR0  (R0)2; Rb  Rb R2return R0(a) Left-to-right binary algorithm
Input: g; k = (kt�1; : : : ; k0)2Output: y = gkR0  1; R2  gfor j = 0 to t� 1 dob :kjRb  R0R2; R2  (R2)2return R0(b) Right-to-left binary algorithmFig. 6. (Simple) side-
hannel prote
ted 
lassi
al binary laddersAs it 
learly appears in the next �gure, the Montgomery ladder is alreadyhighly regular. Whatever the pro
essed bit, there is always a multipli
ation fol-lowed by a squaring.Input: g; k = (kt�1; : : : ; k0)2Output: y = gkR0  1; R1  gfor j = t� 1 downto 0 doR:kj  R0 R1; Rkj  (Rkj )2return R0Fig. 7. (Simple) side-
hannel prote
ted montgomery ladderProvided that the writing in registers R0 and R1 (resp. that the squaring ofregisters R0 and R1) 
annot be distinguished from a single side-
hannel mea-surement, the Montgomery ladder 
an be implemented to prevent a given [sim-ple℄ side-
hannel atta
k. It is worth noting that prote
tions against simple side-
hannel atta
ks do not ward o� the di�erential atta
ks, 
onsisting in a
quiringseveral side-
hannel measurements of di�erent exe
utions of the same algorithm



8 Mar
 Joye and Sung-Ming Yenand after that in performing some statisti
al treatment. For example, the atta
kof [4, x 3.2℄ 
ondu
ted against the prote
ted standard binary ladders (Fig. 6) read-ily applies the above prote
ted Montgomery ladder. However, standard blindingte
hniques (e.g., [14, 4℄) easily prevent di�erential atta
ks.Memory-wise, 
ompared to the prote
ted standard binary ladders, the pro-te
ted Montgomery ladder requires one less register. Furthermore, it enjoys theuseful features mentioned in Se
tion 3.Remark 1. The Montgomery ladder for Lu
as sequen
es (see Fig. 4) does notbehave regularly. This is however not a issue for 
ryptographi
 appli
ations asknown 
ryptosystems based on Lu
as sequen
es ([20, 21℄) use for parameter Qthe value Q = 1. Variables q0 and q1 are therefore useless.4.2 Fault atta
ksAn important lesson taught in [25℄ is that 
ountermeasures must be 
onsideredglobally (see also [10℄). This was illustrated with the C safe-error atta
k in [25℄and with the M safe-error in [24℄. The next paragraphs analyze the se
urity of theMontgomery ladder regarding to the C and M safe-error atta
ks and highlightthe interplay between di�erent 
ountermeasures.Se
urity against C safe-error atta
k It was well known that a 
ountermea-sure developed against one implementation atta
k does not ne
essarily thwartanother kind of implementation atta
k automati
ally. More surprisingly, in [25℄,it was pointed out that a 
ountermeasure developed against a given atta
k, ifnot 
arefully examined, may bene�t another physi
al atta
k tremendously. Inthat paper, a new type of 
omputational safe-error atta
k (
alled a C safe-erroratta
k) was mounted against the 
lassi
al, side-
hannel prote
ted exponentia-tion algorithms of Fig. 6. The C safe-error atta
k is developed by indu
ing anytemporary random 
omputational fault(s) inside the ALU.It is easy to see that the prote
ted algorithm of Fig. 6 (a) (
ommonly knownas the square-and-multiply-always exponentiation algorithm) is sus
eptible to aC safe-error atta
k. This follows by observing that sin
e the algorithm runs in
onstant time, an atta
ker 
an more easily lo
ate the exa
t moment of the se
ondmultipli
ation \Rb  RbR2" for ea
h iteration. Moreover, when the 
urrentexponent bit, say kj , is equal to 0, then this multipli
ation is a dummy operationand so has no in
uen
e on the �nal result. Therefore, if an atta
ker indu
es anykind of 
omputational fault into the ALU during the operation of Rb  Rb R2at jth iteration, then a

ording to whether the �nal result is in
orre
t or not,she may dedu
e if kj = 1 or kj = 0. We note however that this atta
k only revealone bit of exponent k and may be made, in some 
ir
umstan
es, mu
h harderby randomizing exponent k prior to the exponentiation.The same atta
k holds for the right-to-left prote
ted algorithm of Fig. 6 (b).For the Montgomery ladder (Fig. 7), the situation is di�erent as there are nodummy operations. Consequently, any fault indu
ed into the ALU will result inan in
orre
t exponentiation result.



The Montgomery Powering Ladder 9Se
urity against M safe-error atta
k The M safe-error pointed out in [24℄
an be illustrated on the modular multipli
ation, B  A �B mod N , by 
allingthe program routine listed in Fig. 8 as B  MUL(A;B;N). In this routine, it is as-sumed that multiplier B is represented in a 2T -ary form as B =Pm�1j=0 Bj (2T )j ,and both multipli
and A and multiplier B are sent to the routine MUL by passingtheir lo
ation address (i.e., the 
all by address te
hnique). This 
all by addressassumption is reasonable sin
e it is popular for both high-level programminglanguage (e.g., C) and all instru
tion-level language implementations.Input: X;Y;NOutput: R = MUL(X;Y;N)R 0for j = m� 1 downto 0 doR (R � 2T +X � Yj) mod Noutput RFig. 8. M safe-error on interleaved modular multipli
ationThe idea behind the M safe-error 
an be understood as follows. The value ofmultiplier B will be 
orre
t after the assignment operation B  A � B mod N ,even if some blo
ks Bj (or Yj with the notations of Fig. 8) of the multiplier aremodi�ed after they have been employed in the modular multipli
ation algorithm.As suggested in [24℄, this M safe-error 
an be avoided if B is assigned as themultipli
and, i.e., by 
alling the routine as B  MUL(B;A;N). It should benoted that the M safe-error atta
k needs to indu
e a temporary memory faultinside a register or memory lo
ation. Compared to the C safe-error atta
k, thisimplies stronger 
ryptanalyti
 assumptions, namely a higher 
ontrollability offault lo
ation and timing.As presented in Fig. 7, the Montgomery ladder for modular exponentiationis vulnerable to the M safe-error atta
k, no matter R0 or R1 is passed to theroutine as the multiplier in the multipli
ation R:kj  R0R1. To prove above
laim, we 
onsider the two following possible implementations. Suppose �rstthat R1 is assigned as the multiplier (that is, exa
tly the algorithm of Fig. 7):[R:kj  R0R1; Rkj  (Rkj )2℄. Within this design, when kj = 1, the twooperations at iteration j are R0  R0 R1 and R1  (R1)2. Any error indu
edinto R1 
annot be an M safe-error. On the other hand, when kj = 0, the twooperations are R1  R0R1 and R0  (R0)2. An error 
arefully indu
ed into thehigher part of R1 is an M safe-error (be
ause the error in register R1 is 
learedafter the assignment R1  R0R1) and so do not in
uen
e the 
omputation.Based on the two distin
t behaviors, an atta
ker 
an re
over the value of bitkj . Likewise, if R0 is now assigned as the multiplier, depending on whether ofan error 
arefully indu
ed into R0 at iteration j is an M safe-error or not, anatta
ker 
an re
over the value of bit kj .



10 Mar
 Joye and Sung-Ming YenAs mentioned in x 3.2, the Montgomery ladder 
an be implemented in parallelwhen two ALU's are available. It 
an be easily veri�ed that the above M safe-error atta
k still applies in this parallelized implementation if these two ALU'sshare the sour
e information of R0 and R1.It is fairly easy to modify Montgomery ladder in order to 
ountera
t theaforementioned M safe-error atta
k. It suÆ
es to perform R:kj  R:kj Rkj atea
h iteration instead of R:kj  R0R1 or R:kj  R1R0.Input: g; k = (kt�1; : : : ; k0)2Output: y = gkR0  1; R1  gfor j = t� 1 downto 0 dob :kjRb  RbRkj; Rkj  (Rkj )2return R0Fig. 9. (Simple) side-
hannel and M safe-error prote
ted montgomery ladderWhen kj = 0 (and b = 1), R1  R1R0 is exe
uted (by 
alling the routineR1  MUL(R1; R0) with R0 as multiplier). On the other hand, when kj = 1 (andb = 0), R0  R0R1 is exe
uted (by 
alling the routine R0  MUL(R0; R1) withR1 as multiplier). It 
an be veri�ed that no matter kj = 0 or kj = 1, any errorindu
ed into R0 or R1 
annot be an M safe-error. The proposed modi�
ationfoils thus the above M safe-error atta
k.5 Con
lusionThis paper gave a generi
 des
ription of Montgomery ladder in an abeliangroup G . It thoroughly analyzed its main features for fast 
omputation andse
ure implementation on 
onstrained devi
es. We hope having 
onvin
ed thereader that Montgomery ladder may be a �rst-
lass substitute of the 
elebratedsquare-and-multiply algorithm.Referen
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