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1 Introdu
tionProgram spe
i�
ation and veri�
ation has always been one of the 
entral is-sues in 
omputer s
ien
e. Despite enormous theoreti
al progress in this area,the pra
ti
al impa
t is still modest. Over the last few years the situation hasslightly improved, due to the availability of modern veri�
ation tools (like the-orem provers and model 
he
kers) supported by fast hardware. Early work inprogram spe
i�
ation and veri�
ation was based on mathemati
ally 
lean andabstra
t programming languages, with spe
ial logi
s for 
orre
tness formulas.But nowadays, 
orre
tness issues are being investigated for real-life program-ming languages (like Java), and formal logi
al languages are used, enablingtool support for spe
i�
ation and veri�
ation.Preprint submitted to Elsevier Preprint 27 O
t 2000



This paper �ts in that modern formal methods tradition. It uses the spe
-i�
ation language JML for annotation of the Java 
lasses in the JavaCardAPI (version 2.1.1) [9℄. Its aim is to in
rease the reliability of JavaCard-basedsmart 
ards by means of formal spe
i�
ation and veri�
ation of JavaCardsour
e 
ode. JavaCard is a good target for the appli
ation of formal methods,for several reasons: JavaCard applets are used in large numbers and in (safetyor se
urity) 
riti
al appli
ations, where programming errors 
an have serious
onsequen
es. JavaCard applets are usually small programs, designed to runon a pro
essor with modest resour
es. Also, the language of these applets,JavaCard, is relatively simple, with a relatively small API, in 
omparison tofull Java. This makes the appli
ation of formal methods to JavaCard a feasibleand useful enterprise, whi
h 
an have an impa
t.This paper reports on the �rst steps in the use of JML for JavaCard: basi
spe
i�
ations have been written for all the 
lasses in the JavaCard API. Thesespe
i�
ations are in
omplete { sometimes 
alled \lightweight" { spe
i�
ationsthat fo
us on ne
essary (but not always suÆ
ient) 
onditions for avoidingunwanted behaviour of methods, e.g. the o

urren
e of 
ertain run-time ex-
eptions.The JML spe
i�
ations will be published on the web [14℄. The ideal s
enario isthat they will develop into an a
tively used `referen
e spe
i�
ation', that willform a basis for future versions of the JavaCard API. Therefore, we expli
itlysoli
it feedba
k from the JavaCard (user and development) 
ommunity, so thatour spe
i�
ations re
e
t the 
ommon understanding of the pre
ise behaviourof the JavaCard API.The JML proje
tJML (for Java Modeling Language) [10,11℄ is a spe
i�
ation language tailoredto Java, primarily developed at Iowa State University. It allows assertions to bein
luded in Java 
ode, spe
ifying for instan
e pre- and post
onditions and in-variants in the style of Ei�el and the \Design by Contra
t" approa
h [15℄. JMLis being integrated with the spe
i�
ation language used for ESC/Java, the ex-tended stati
 
he
ker developed at Compaq System Resear
h Center [13,5℄.At Nijmegen, a formal semanti
s has been developed for a large subset of Java,whi
h in
ludes all of JavaCard. A 
ompiler has been built, the LOOP tool,whi
h translates a Java program into logi
al theories des
ribing its semanti
s[8,2,6,14℄. These logi
al theories are in a format that 
an serve as input fortheorem provers, whi
h 
an then be used to prove properties of the Javaprogram, thus a
hieving a high level of reliability for this program. Currentlythe LOOP tool supports output for the theorem provers PVS [16℄ and Isabelle[17℄. This approa
h to veri�
ation of Java has demonstrated its usefulness for2



instan
e with the proof of a non-trivial invariant for the Ve
tor 
lass in thestandard Java API [7℄. The LOOP tool is 
urrently being extended to JML,so that it 
an be used to verify JML-annotated Java sour
e 
ode. We shouldemphasise that this is sour
e 
ode veri�
ation, not byte 
ode veri�
ation.One advantage of using a formal spe
i�
ation language is that it be
omespossible to provide tool support. Current work on tool support for JML fo
useson the generation of run-time 
he
ks on pre
onditions for testing, at Iowa StateUniversity, extended stati
 
he
king, at Compaq System Resear
h Center, andveri�
ation using the LOOP tool, at the University of Nijmegen.JML spe
i�
ations for JavaCardJML spe
i�
ations of the JavaCard API are of interest both for developers ofimplementations of the API and for developers of applets. The spe
i�
ations
an be used to spe
ify and verify essential properties of implementations ofthe JavaCard API, starting with the 
urrent referen
e implementation itself,and as a basis for the spe
i�
ation and veri�
ation of properties of individualapplets that use the API. Our formal spe
i�
ations are based on the exist-ing informal (but quite detailed) spe
i�
ations of the JavaCard API (version2.1.1), in
luded as appendix in [4℄ and available as Javado
-generated HTMLfrom Sun's website [9℄.Using a formal spe
i�
ation language su
h as JML still leaves a 
hoi
e as tohow detailed the spe
i�
ations we write should be. For any program there is awide spe
trum of possible spe
i�
ations. At one end of the spe
trum are thevery 
omplete and detailed spe
i�
ations. The referen
e implementation of theJavaCard API [9℄ is an example of su
h a spe
i�
ation. At the other end ofthe spe
trum are very in
omplete or `lightweight' spe
i�
ations. These are thekind of spe
i�
ations we have given for the JavaCard API. More pre
isely, ourformal spe
i�
ations 
on
entrate on spe
ifying the pre
onditions of methodsthat ensure normal behaviour of the method, i.e. pre
onditions that rule outsome { or all { unwanted run-time ex
eptions. Su
h spe
i�
ations are relativelyeasy to write and easy to 
he
k, and 
an be used to guarantee the absen
e ofmost run-time ex
eptions. This is important, as omitting the proper handlingof su
h ex
eptions is a 
ommon sour
e of failures.The paper is organised as follows. It starts with an introdu
tion to JML inSe
tion 2. Se
tion 3 gives typi
al examples of the spe
i�
ations we have writtenfor methods in the JavaCard API. Se
tion 4 then dis
usses the spe
i�
ation ofthe APDU 
lass, the largest 
lass in the JavaCard API, and Se
tion 5 dis
ussesthe relation between this spe
i�
ation and the referen
e implementation of the
lass. The arti
le ends with some 
on
lusions.3



2 JMLThis se
tion gives a brief introdu
tion to the spe
i�
ation language JML.It des
ribes only the subset of JML used in this paper; for more 
ompletedes
riptions of JML see [10,11℄.JML allows Java 
ode to be annotated with spe
i�
ations, expressing for ex-ample pre
onditions, post
onditions, or invariants, in the style of Ei�el, alsoknown as \Design by Contra
t", see [15℄. However, JML provides many en-han
ements making it mu
h more expressive. One of these is the possibil-ity to spe
ify when 
ertain ex
eptions may be thrown, must be thrown, ormay not be thrown. Other enhan
ements in
lude the possibility of introdu
-ing spe
i�
ation-only variables, 
alled model variables, and the possibility ofspe
ifying (the absen
e of) side-e�e
t of methods through so-
alled modi�able
lauses.JML annotations are a spe
ial kind of Java 
omments: JML annotations arepre
eded by //�, or en
losed between /*� and �*/, so that they are simplyignored by a Java 
ompiler. These 
omments 
an be in
luded in a .java sour
e�le, or written in separate .jml �les.Methods 
an be spe
i�ed in the usual way, by giving pre- and post
onditions.The simplest method spe
i�
ations are of the form:/*� normal_behavior� requires: <pre
ondition> ;� ensures: <post
ondition> ;�*/Su
h a spe
i�
ation states that if the pre
ondition holds at the beginningof a method invo
ation, then the method terminates normally (i.e. withoutthrowing an ex
eption) and the post
ondition will hold at the end of themethod invo
ation. This is like a (total) 
orre
tness formula in Hoare logi
 [1℄.Pre- and post
onditions 
an simply be standard Java boolean expressions.JML adds several operators, for instan
e quanti�ers \exists and \forall,but the JML spe
i�
ations in this paper don't use these. An example of anormal_behavior spe
i�
ation is given in Example 1 in Se
tion 3.Java methods 
an terminate abruptly, by throwing ex
eptions. A more generalform of method spe
i�
ation makes it possible to spe
ify whi
h ex
eptions maybe thrown, and under whi
h 
ir
umstan
es. These method spe
i�
ations areof the form:
4



/*� behavior� requires: <pre
ondition> ;� ensures: <post
ondition>;� signals: (Ex
eption1) <
ondition1>;� ...� signals: (Ex
eptionn) <
onditionn>;�*/Su
h a spe
i�
ation states that if the pre
ondition holds at the beginning of amethod invo
ation, then the method either terminates normally or terminatesabruptly by throwing one of the listed ex
eptions. If the method terminatesnormally, then the post
ondition will hold. If the method throws an ex
eption,then the 
orresponding 
ondition will hold. For an example, see Example 2 inSe
tion 3. These behavior spe
i�
ations 
an be translated into an extendedHoare logi
 dealing with abrupt termination, see [6℄. A normal_behaviorspe
i�
ation is just a spe
ial 
ase of a behavior spe
i�
ation, namely onewith signals: (java.lang.Ex
eption) false.For a single method several spe
i�
ations of the forms above 
an be given,joined by the keyword also. The method should then meet all these spe
i�-
ations.In addition to pre- and post-
onditions, JML annotations 
an spe
ify invari-ants. An invariant is a property that holds after 
reation of an obje
t by oneof the 
onstru
tors, and that is preserved by all methods. So any invariant isimpli
itly in
luded in pre- and post
onditions of all methods. Note that an in-variant must also be preserved if a method throws an ex
eption. For example,in the 
lass APDU, the following invariant is maintained for the byte array �eldbuffer:/*� invariant: buffer != null� && buffer.length == APDU.BUFFERSIZE;�*/This invariant is typi
al of obje
ts with array �elds. Invariants are not men-tioned in the informal API spe
i�
ation, nor in the API referen
e implemen-tation. Still, invariants provide useful do
umentation, and often play an im-portant role as (impli
it) assumptions in 
onsiderations about the 
orre
tnessof 
ode.In addition to pre- and post
onditions, a method spe
i�
ation in JML 
anin
lude modifiable 
lauses. These 
lauses spe
ify so-
alled frame 
onditions,whi
h say that only 
ertain �elds may have their values 
hanged by a method.For example, modifiable:x spe
i�es that a method 
hanges only �eld x. Wewon't dis
uss these annotations in this paper in detail, but modi�able 
lauses5



will be in
luded in the examples we give.To spe
ify a 
lass it is sometimes 
onvenient (or ne
essary) to introdu
e ad-ditional, spe
i�
ation-only, variables. For this purpose JML provides so-
alledmodel �elds. Model �elds, pre
eded by the keyword model, are just like or-dinary �elds, but are for spe
i�
ation purposes only. They 
an be mentionedin JML annotations, but not in the Java 
ode. By 
onvention, all our model�elds have names that start with an unders
ore.Finally, the same keywords that 
an be used in Java to 
ontrol the visibilityof �elds and methods, e.g. publi
, private, et
. , 
an be used in JML to 
ontrolthe visibility of method spe
i�
ations and invariants. E.g. an invariant that ismaintained by an implementation of the 
lass but whi
h 
lients of the 
lassneed not know about will not be make publi
, but private or prote
ted.For a publi
 method we of 
ourse want a publi
 spe
i�
ation, but there may bean additional, say prote
ted, spe
i�
ation, whi
h gives additional informationfor sub
lasses.3 Example JML Spe
i�
ationsAs mentioned before, we have developed very basi
 spe
i�
ations for all the
lasses in the JavaCard API, with the 
on
rete goal to spe
ify pre
onditions formethods and invariants for 
lasses to rule out as many unwanted ex
eptions aspossible. These spe
i�
ations are relatively easy to write, and easy to 
he
k,but still provide useful information. In this se
tion we dis
uss some typi
alexamples to give the 
avour of su
h spe
i�
ations.Whenever possible, methods have been spe
i�ed by a normal_behavior. Thisrequires a pre
ondition that guarantees normal termination, i.e. that rulesout that any ex
eptions are thrown. The pre
ondition usually imposes fairlyobvious restri
tions on the parameters of the method, e.g. that referen
es arenot null, that indi
es are within array bounds, et
. A typi
al example is thespe
i�
ation of arrayCompare in the 
lass Util.Example 1 The method arrayCompare 
ompares parts of two arrays, giveno�sets within those arrays and a length saying how many array elements areto be 
ompared. A formal JML spe
i�
ation is given below:publi
 stati
 native byte arrayCompare(byte[℄ sr
,short sr
Off,byte[℄ dest,short destOff,short length)6



throws ArrayIndexOutOfBoundsEx
eption,NullPointerEx
eption;/*� publi
_normal_behavior� requires: sr
 != null && dest != null &&� sr
Off >= 0 && destOff >= 0 && length >= 0 &&� sr
Off + length <= sr
.length &&� destOff + length <= dest.length;� modifiable: \nothing;� ensures: true;�*/Some points to note about this spe
i�
ation:� The pre
ondition states very obvious requirements on the parameters neededto avoid NullPointer- and ArrayIndexOutOfBoundsEx
eptions. These re-quirements immediately follow from the detailed informal spe
i�
ation in theJavaCard API do
umentation.� The post
ondition is simply true. This is the 
ase with most of the spe
i-�
ations we have developed. This means that nothing is spe
i�ed about thefun
tionality of the method. Still, the spe
i�
ation is not trivial, be
ause itdoes spe
ify that the method will not throw an ex
eption if the pre
onditionis met.� The spe
i�
ation of arrayCompare 
ould easily be made stronger. For in-stan
e, the informal spe
i�
ation of the JavaCard API states that a Null-PointerEx
eption may be thrown if sr
 or dest is a null referen
e, asone would expe
t. We 
ould easily spe
ify this in JML as well. We have
hosen not to do so to keep the formal spe
i�
ations as short and simple aspossible 1 . And, as one would expe
t (or hope), it turns out that no part ofthe JavaCard referen
e implementation in fa
t relies on the property thatarrayCompare may throw a NullPointerEx
eption if sr
 or dest is anull referen
e.� The method arrayCompare is de
lared as native, whi
h means that it isto be implemented by platform-dependent 
ode. Indeed, the referen
e im-plementation does not provide an implementation of this method. For su
hmethods pre
ise spe
i�
ations are of 
ourse of 
ru
ial importan
e.Not all methods 
an be spe
i�ed by a normal_behavior. Some methods 
an1 Also, one has to be 
areful with su
h spe
i�
ations, as it should not be spe
i�edthat a NullPointerEx
eptionmust be thrown if sr
 or dest is a null referen
e. Iffor example sr
 is null and destOff > dest.length then the method may throwan ArrayIndexOutOfBoundsEx
eption instead. The informal API spe
i�
ation infa
t warns that programmers should not rely on getting a spe
i�
 ex
eption if thereis the possibility of throwing more than one ex
eption. Of 
ourse, by not spe
ifyinganything about what happens outside the pre
ondition, as we do here, we avoid thisdanger altogether. 7



throw ex
eptions that are very hard { if not impossible { to rule out witha simple pre
ondition. Su
h methods are spe
i�ed using behavior instead ofnormal_behavior. A typi
al example is the spe
i�
ation for arrayCopy in the
lass Util.Example 2 The method arrayCopy 
opies part of one array into anotherarray. Like arrayCompare it 
an throw a NullPointer- or ArrayIndexOut-OfBoundsEx
eption. But it 
an also throw a Transa
tionEx
eption, namelywhen the 
ommit 
apa
ity (the maximum number of bytes of persistent datawhi
h 
an be modi�ed during a 
ard transa
tion) is ex
eeded. A JML spe
i�-
ation is given below:publi
 stati
 native short arrayCopy(byte[℄ sr
,short sr
Off,byte[℄ dest,short destOff,short length)throws ArrayIndexOutOfBoundsEx
eption,NullPointerEx
eption, Transa
tionEx
eption;/*� publi
_behavior� requires: sr
 != null && dest != null &&� sr
Off >= 0 && destOff >= 0 && length >= 0 &&� sr
Off + length <= sr
.length &&� destOff + length <= dest.length ;� modifiable: dest[destOff..destOff+length-1℄;� ensures: true;� signals: (Transa
tionEx
eption) true;�*/Some points to note about this spe
i�
ation:� Again, the post
ondition is true, so the spe
i�
ation does not des
ribe anyfun
tionality. And again, it is easy to see that the formal JML spe
i�
ationof arrayCopy above 
aptures part of its informal spe
i�
ation given in theJavaCard API do
umentation.� The pre
ondition does not rule out all run-time ex
eptions, as it leaves openthe possibility that a Transa
tionEx
eption is thrown. One 
ould try tostrengthen the pre
ondition to ex
lude this possibility, but that would be mu
hharder. Unlike a NullPointer- or ArrayIndexOutOfBoundsEx
eption, aTransa
tionEx
eption is not due to an obvious mistake by the 
lient in-voking this method.A Transa
tionEx
eption is thrown when the spa
e in the 
ommit bu�eris exhausted. In this bu�er the JCRE (JavaCard Runtime Environment)retains the original 
ontents of updated values until a transa
tion is 
om-mitted, to support the rollba
k of a transa
tion in 
ase of power loss. One8




ould 
onsider giving a se
ond spe
i�
ation of arrayCopy, in addition to theone above, that states that no Transa
tionEx
eption is thrown if some(stronger) pre
ondition, guaranteeing the availability of suÆ
ient spa
e inthe 
ommit bu�er, is met. Su
h a spe
i�
ation would make it possible toprove the absen
e of Transa
tionEx
eptions in applets, assuming a 
er-tain minimal size of the 
ommit bu�er.Spe
i�
ations similar to those of arrayCompare and arrayCopy above havebeen written for all the methods in the JavaCard API. All these spe
i�
ationsexpress basi
 pre
onditions that rule out unwanted run-time ex
eptions. Moreexamples are dis
ussed in [18℄. In some respe
ts these very basi
 spe
i�
ationsare already more pre
ise than the existing informal spe
i�
ations. The pre-
ise listing of all possible run-time ex
eptions that may o

ur often in
ludesex
eptions that are not de
lared in the 
ode or mentioned in the informalspe
i�
ations. For example, any method that invokes arrayCopy may throwa Transa
tionEx
eption, something whi
h is typi
ally not mentioned in theexisting informal spe
i�
ations.4 The APDU 
lass: publi
 interfa
e spe
i�
ationFor most methods the JML spe
i�
ation is a straightforward translation of(parts of) its informal spe
i�
ations into JML. For the APDU 
lass howeverthis is not the 
ase.The APDU 
lass, the largest 
lass in the JavaCard API, handles the 
ommu-ni
ation between applets and the 
ard terminal, or CAD (
ard a

eptan
edevi
e). The implementation of the APDU 
lass 
ommuni
ates with the 
ardterminal using the ISO7816 proto
ol, but it hides mu
h of the 
omplexity ofthis proto
ol. In parti
ular, as many di�eren
es as possible between the T=0and T=1 variants of ISO7816 are hidden.Applets re
eive an APDU obje
t as parameter of their pro
ess method. Usingmethods su
h aspubli
 stati
 short getInBlo
kSize()publi
 stati
 short getOutBlo
kSize()publi
 stati
 byte getProto
ol()the applet 
an get relevant information about the proto
ol implemented by theAPDU 
lass. The applet 
an 
ommuni
ate with the 
ard terminal by invokingthe following methods on an APDU obje
t:publi
 short setIn
omingAndRe
eive()9



publi
 short re
eiveBytes(short bOff)publi
 short setOutgoing()publi
 short setOutgoingNoChaining()publi
 void setOutgoingLength(short len)publi
 void sendBytes(short bOff, short len)publi
 void setOutgoingAndSend(short bOff, short len)These methods are meant to be invoked in a parti
ular order. The spe
i�-
ation of this invo
ation order is the only aspe
t in whi
h our formal JMLspe
i�
ations are quite di�erent in style from the informal spe
i�
ations.The informal API spe
i�
ations give many 
onstraints of the form \methodX should only/should not be invoked if method Y has previously been in-voked". For example, the informal spe
i�
ation of the method re
eiveBytesstates that an APDUEx
eption will be thrown \if setIn
omingAndRe
eive()not 
alled or if setOutgoing() or setOutgoingNoChaining() previously in-voked". Our formal JML spe
i�
ations use a �nite state ma
hine (or statetransition diagram) to spe
ify these 
onstraints. Considering all the 
onstraintslisted in the informal spe
i�
ations leads to the �nite state ma
hine given inFigure 1. 2 We believe that su
h a diagram is mu
h 
learer and easier to
765401231 setIn
omingAndRe
eive

//�
��

765401232 re
eiveBytes
���

xx

765401233 setOutgoingLength
//765401234 sendBytes

��
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setOutgoing 22eeeeeeeeeeeeeeeeeeeee setOutgoingNoChaining

,,YYYYYYYYYYYYYYYYYYYYY setOutgoingAndSend
..

765401235 setOutgoingLength
//765401236 sendBytes

��

765401237Figure 1. The APDU proto
olunderstand than a 
olle
tion of 
onstraints of the form \method X shouldonly/should not be invoked if method Y has previously been invoked". A2 The transitions labelled with � instead of a method name 
an be taken withoutinvoking a method. E.g. setOutgoing 
an be invoked in state 1 or 2. These �transitions only serve to make the diagram easier to understand.To keep the spe
i�
ation simple enough to treat in detail here, we make the minorsimpli�
ation of ignoring the possibility that sendBytes throws an APDUEx
eptionwith reason NO T0 GETRESPONSE; in
luding this would require an additional errorstate, rea
hable by sendBytes. We also ignore the method sendBytesLong, whosespe
i�
ation is almost identi
al to that of sendBytes.10



further advantage is that it is easy to formalise in JML. To express the 
on-straints on the invo
ation order given by Figure 1 in JML we introdu
e amodel variable _APDU_state//� publi
 model int _APDU_state;//� publi
 invariant: 1 <= _APDU_state && _APDU_state <= 7;and in
lude propositions about the value _APDU_state in pre- and post
ondi-tions, e.g.publi
 short setIn
omingAndRe
eive()/*� publi
_behavior� requires: _APDU_state == 1 && ... ;� ensures: _APDU_state == 2 && ... ;�*/When an applet re
eives an APDU as parameter of its pro
ess method thisAPDU should be in state 1, so the pre
ondition of pro
ess will in
ludepubli
 abstra
t void pro
ess(APDU apdu)/*� publi
_behavior� requires: apdu != null && apdu._APDU_state == 1 && ...� ...�*/This "for
es" the applet to invoke methods on apdu in a 
orre
t order. Notethat there are no publi
 methods to restore an APDU to its initial state 1.This is the task of the JCRE and of no 
on
ern to 
lients of the API. Indeed,it is important that 
lients should not be able to do this.Figure 1 does not tell the whole story. An additional 
onstraint is that thenumber of response bytes sent using the method sendBytes should be equal tothe length passed as argument to setOutgoingLength. Spe
ifying this requiresanother model variable://� publi
 model int _Lr;The variable _Lr will re
ord the remaining response length. Not surprisingly,the method setOutgoingLength(len) will set _Lr to len:publi
 void setOutgoingLength(short len) throws APDUEx
eption;/*� publi
_behavior� requires: ...� ensures: _Lr == len && ...�*/ 11



and the method sendBytes will de
rease the value of _Lr with len; sendBytesshould not be 
alled with len greater than the remaining response length _Lr:publi
 void sendBytes(short bOff, short len)/*� publi
_behavior� requires: 0 <= len && len <= _Lr && ...� ensures: _Lr == \old(_Lr)-len && ...�*/The post
ondition above uses the JML syntax \old(_Lr) to refer to the \old"value _Lr, i.e. the value _Lr at the beginning of the method invo
ation. Theinformal spe
i�
ation does not say whether or not invo
ations of sendByteswith len equal to 0 are allowed. The referen
e implementation does allow it,so we have 
hosen the spe
i�
ation above to allow it.A �nal aspe
t of the spe
i�
ations of the APDU methods is that an APDU ob-je
t 
ontains an array buffer that is used for storing the bytes that havebeen re
eived or that are to be sent, and methods for re
eiving and sendingbytes should take 
are to respe
t the bu�er bounds. For example, the methodsendBytes(short bOff, short len) sends len bytes starting at o�set bOffin buffer to the 
ard terminal; its pre
ondition should in
lude 0 <= bOff &&bOff+len <= BUFFERSIZE.Combining all the aspe
ts dis
ussed above leads to the formal spe
i�
ationsgiven below. In these spe
i�
ations the JML keyword \result is used to referto the result of a method, and some informal 
omments are given in JMLspe
i�
ations by in
luding them between (* and *). Despite the pre
onditionsall methods below 
an still throw APDUEx
eptions, e.g. if 
ommuni
ation withthe 
ard terminal fails.publi
 short setIn
omingAndRe
eive() throws APDUEx
eption/*� publi
_behavior� requires: _APDU_state == 1;� modifiable: _APDU_state, buffer[5..5+\result-1℄;� ensures: _APDU_state == 2 &&� (* data re
eived in buffer[5..5+\result-1℄ *);� signals: (APDUEx
eption) true;�*/publi
 short re
eiveBytes(short bOff) throws APDUEx
eption/*� publi
_behavior� requires: _APDU_state == 2 && 0 <= bOff &&� bOff+getInBlo
kSize() <= BUFFERSIZE;� modifiable: _APDU_state, buffer[bOff..bOff+\result-1℄;� ensures: _APDU_state == 2 && 0 <= \result &&12



� bOff+\result <= BUFFERSIZE &&� (* data re
eived in� buffer[bOff..bOff+\result-1℄ *);� signals: (APDUEx
eption) true;�*/publi
 short setOutgoing() throws APDUEx
eption/*� publi
_behavior� requires: _APDU_state == 1 || _APDU_state == 2� modifiable: _APDU_state;� ensures: _APDU_state == 3;� signals: (APDUEx
eption) true;�*/publi
 void setOutgoingLength(short len) throws APDUEx
eption/*� publi
_behavior� requires: (_APDU_state == 3 && 0 <= len && len <= 256)� || (_APDU_state == 5 &&� 0 <= len && len <= getOutBlo
kSize()-2);� modifiable: _APDU_state, _Lr;� ensures: _APDU_state == \old(_APDU_state)+1 &&� _Lr == len;� signals: (APDUEx
eption) true;�*/publi
 void sendBytes(short bOff, short len)throws APDUEx
eption/*� publi
_behavior� requires: (_APDU_state == 4 || _APDU_state == 6) &&� 0 <= len && len <= _Lr &&� bOff + len <= BUFFERSIZE;� modifiable: _Lr;� ensures: _APDU_state == \old(_APDU_state) &&� _Lr == \old(_Lr)-len &&� (* buffer[bOff..bOff+length-1℄ sent *);� signals: (APDUEx
eption) true;�*/publi
 void setOutgoingAndSend(short bOff, short len)throws APDUEx
eption/*� publi
_behavior� requires: (_APDU_state == 1 || _APDU_state == 2) &&� 0 <= bOff && bOff + len <= BUFFERSIZE;� modifiable: _APDU_state,_Lr;� ensures: _APDU_state == 7 && _Lr == 0 &&13



� (* buffer[bOff..bOff+length-1℄ sent *);� signals: (APDUEx
eption) true;�*/The spe
i�
ations above 
an be more pre
ise by stating the possible reasons ofany APDUEx
eptions that are thrown. For example, if re
eiveBytes throwsan APDUEx
eption, then this is be
ause of an IO_ERROR or a T1_IFD_ABORT,so we 
an spe
ify:publi
 short re
eiveBytes(short bOff) throws APDUEx
eption;/*� publi
_behavior� ...� signals: (APDUEx
eption e)� e.getReason() == APDUEx
eption.IO_ERROR� || e.getReason() == APDUEx
eption.T1_IFD_ABORT;�*/One 
ould be more pre
ise still and spe
ify that an APDUEx
eption with reasonT1_IFD_ABORT 
an only be thrown if the APDU implements the T=1 variant ofISO7816, i.e. if getProto
ol() == PROTOCOL_T1.The spe
i�
ations above do not say anything about the behaviour of the meth-ods outside the given pre
onditions. The spe
i�
ations 
ould be made morepre
ise by in
luding spe
i�
ations of the behaviour of the methods outside thepre
onditions. For example, the informal spe
i�
ation of re
eiveBytes statesthat and APDUEx
eption may be thrown with the reason 
odes ILLEGAL_USE,BUFFER_BOUNDS, IO_ERROR or T1_IFD_ABORT. So, the spe
i�
ation of re
eive-Bytes 
ould be extended with/*� also� publi
_behavior� requires: true;� ensures: true;� signals: (APDUEx
eption e)� (_APDU_state != 2� && e.getReason() == APDUEx
eption.ILLEGAL_USE )� || ( (bOff < 0 || bOff+getInBlo
kSize() > BUFFERSIZE)� && e.getReason() == APDUEx
eption.BUFFER_BOUNDS)� || e.getReason() == APDUEx
eption.IO_ERROR� || e.getReason() == APDUEx
eption.T1_IFD_ABORT;�*/This additional spe
i�
ation 
onstrains the possible behaviour of re
eiveBytesoutside the pre
ondition given earlier. Note that this additional spe
i�
ation isnot really of interest to the programmer of well-behaved applets. In well-
odedapplets invo
ations of re
eiveBytes should never 
ause an APDUEx
eption14



with reason ILLEGAL_USE or BUFFER_BOUNDS. Still, for someone implementingthe API it is relevant to know how to rea
t to ill-behaved applets. Sin
e JMLspe
i�
ations for a 
lass 
an be distributed over several �les, it would makesense to 
olle
t spe
i�
ations that are not of interest to an applet developerbut that are only of interest to an API implementor, su
h as the one above,in a separate �le.
5 The APDU 
lass: implementationTo prove that a parti
ular API implementation meets the spe
i�
ation above,the model variables used in the spe
i�
ation need to be related to some �eldsor methods that are present in the implementation.The referen
e implementation of the APDU 
lass uses �ve booleans 
ags tore
ord whether or not 
ertain methods have been invoked:private boolean getIn
omingFlag()private boolean getSendInProgressFlag()private boolean getOutgoingFlag()private boolean getOutgoingLenSetFlag()private boolean getNoChainingFlag()Together, these 
ags re
ord the _APDU_state of an APDU obje
t. The relationbetween these 
ags and the _APDU_state 
an be expressed by invariants, su
has/*� private invariant:� _APDU_state == 3� <==>� getOutgoingFlag() && !getNoChainingFlag()� && !getOutgoingLenSetFlag();�*/Note that this invariant is private, as it is of no 
on
ern to 
lients of the APDU
lass.Trying to establish the relation between the 
ags and the _APDU_state it turnsout that the referen
e implementation does not distinguish between the states4 and 7. This is hardly surprising, given that setOutgoingAndSend(bOff,len)is implemented assetOutgoing(); setOutgoingLength(len); sendBytes(bOff; len):15



in the referen
e implementation. The best invariant one 
an �nd is/*� private invariant:� _APDU_state == 4 || _APDU_state == 7� <==>� getOutgoingFlag() && !getNoChainingFlag()� && getOutgoingLenSetFlag();�*/All this means that the statement in the informal spe
i�
ation that \sendBytesthrows an APDUEx
eption if setOutgoingAndSend has been previously in-voked" is not quite true for the referen
e implementation: following an invo-
ation of setOutgoingAndSend with invo
ation of sendBytes will not alwaysthrow an APDUEx
eption. However, after invoking of setOutgoingAndSendthe value of Lr will be zero, so, by the pre
ondition of sendBytes, we 
anonly invoke sendBytes without throwing an APDUEx
eption if the se
ondargument is equal to zero, and su
h invo
ations are 
ompletely harmless.Relating the model variable _Lr to the implementation is mu
h simpler than_ADPU_state, as the implementation in
ludes a method getLr() whi
h re-turns exa
tly _Lr://� private invariant: getLr() == _Lr ;We 
ould have 
hosen to spe
ify the publi
 interfa
e of APDU in terms of boolean
ags as a
tually used in the referen
e implementation, whi
h would have madeit easier to relate the referen
e implementation and the spe
i�
ation. We have
hosen not to do this be
ause we believe that a spe
i�
ation of the 
orre
tinvo
ation sequen
es with a diagram like Figure 1 is mu
h easier to understandthan a spe
i�
ation involving several boolean 
ags, and that in su
h a diagramone is mu
h less likely to make mistakes.We should stress that so far we have not attempted formal veri�
ation (i.e. us-ing theorem provers) of the APDU implementation, but just trying to 
onvin
eourselves that the referen
e implementation meets our JML spe
i�
ations al-ready raised some interesting questions. For example, the referen
e imple-mentation of the method setOutgoingAndSend invokes sendBytes, so, likesendBytes, it 
an throw an APDUEx
eption with reason NO_T0_GETRESPONSEor T1_IFD_ABORT. This is something the informal spe
i�
ation fails to men-tion. Another example is that the referen
e implementation of the methodre
eiveBytes throws an APDUEx
eption with reason BUFFER_BOUNDS whenbOff + getInBlo
kSize() >= BUFFERSIZE, whereas one would expe
t thisex
eption to be thrown only when bOff + getInBlo
kSize() > BUFFERSIZE.16



6 Con
lusionDespite the fa
t that our formal spe
i�
ations of the JavaCard API are in-
omplete, we believe they provide a useful do
umentation to 
omplement theexisting informal spe
i�
ations, in
luded as appendix in [4℄ and available asJavado
-generated HTML from Sun's website [9℄.Some properties expressed by the JML annotations 
annot be found in theinformal spe
i�
ation. In these 
ases the JML spe
i�
ation of the JavaCardAPI is more informative than the informal spe
i�
ation and even the sour
e
ode of the referen
e implementation. For instan
e, our JML spe
i�
ationsstate pre
isely for every method whi
h ex
eptions it may throw at run-time.This information is useful in preventing un
aught ex
eptions, a 
ommon sour
eof failures. Furthermore, the JML invariants make expli
it many 
onsiderationsand assumptions that are impli
it in the design, and whi
h are relied upon forthe 
orre
tness of the 
ode.For properties expressed by the JML annotations that 
an be found in theinformal spe
i�
ations, using a formal spe
i�
ation language has the advan-tage of leaving no room for ambiguity. For example, the requirement bOff +getInBlo
kSize() <= BUFFERSIZE in the JML spe
i�
ation of re
eiveBytes
orresponds exa
tly to the expression \enough bu�er spa
e for in
oming blo
ksize" in the informal spe
i�
ation, but is of 
ourse more pre
ise.Writing our formal JML spe
i�
ations for the JavaCard API has not beenvery diÆ
ult. Writing JML annotations while developing the 
ode, instead ofafterwards as we have done, would require less e�ort still. In parti
ular, thedis
overy of invariants that are maintained is often a redis
overy of designideas and de
isions that have gone into the existing implementation. Herethe JML spe
i�
ations expose some of the thoughts and 
onsiderations thathave gone into the design of the API. All JML annotations should be easyto understand for any Java programmer, assuming some basi
 knowledge offormal methods. Indeed, one of the design goals of JML is that it should bereadily understandable for Java programmers.Using a formal spe
i�
ation language rather than informal English makes itpossible to provide tool support. Several tools are being developed for JML(see also [12℄):� At Iowa State University, tools are being developed for generating Javado
-like HTML from JML spe
i�
ations, and for generating 
ode that in
ludesrun-time 
he
ks of pre
onditions and invariants. As in Ei�el [15℄, 
ode withsu
h run-time 
he
ks helps in debugging. While useful in the developmentand testing phase, leaving run-time 
he
ks in the �nal JavaCard sour
e 
ode17



of an applet or API implementation is probably undesirable, for reasons ofeÆ
ien
y and size. 3� The extended stati
 
he
ker ESC/Java [5℄, developed at Compaq SystemResear
h Center, does not 
he
k JML assertions at run-time, but tries to
he
k them at 
ompile-time. This tool 
an automati
ally 
he
k for 
ertainkinds of 
ommon errors in Java(Card) 
ode, su
h as dereferen
ing null orindexing an array outside its bounds. The extended stati
 
he
ker shouldbe a useful tool in the development of both applets and API implemen-tations, pointing out some violations of pre
onditions and invariants fullyautomati
ally, at the push of a button.� Of 
ourse one 
annot expe
t arbitrarily 
omplex properties to be 
he
kedfully automati
ally by ESC/Java, but one 
an try proving these intera
-tively using the LOOP tool being developed at the University of Nijmegen.The LOOP tool translates JML-annotated 
ode into proof obligations fortheorem provers su
h as PVS or Isabelle. This approa
h is more labour-intensive, but for vital properties of JavaCard API implementations andapplets the e�ort may well be justi�ed. The �rst { very modest { steps toverify JML-annotated JavaCard 
ode formally using the LOOP tool andthe theorem prover PVS are reported in [3℄.More examples of JML spe
i�
ations for the JavaCard API are dis
ussed in[18℄. All JML spe
i�
ations for the JavaCard API will be made available on ourwebpages [14℄. We hope this will be a useful servi
e to the JavaCard 
ommu-nity, providing a useful addition to the existing do
umentation of the JavaCardAPI, and bringing to light ambiguities in the existing informal spe
i�
ations.Future work will fo
us on developing more detailed JML spe
i�
ations of theJavaCard API, and using these as the basis for formal veri�
ation of sour
e
ode { both of applets and API implementations { using the LOOP tool.Referen
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