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h an S o

urringin T within a window of size w, the number of distin
t windows 
ontaining S as a subsequen
e, theexpe
ted number of su
h o

urren
es, its varian
e, and establishes its limiting distribution that allowsto set up an alarm threshold so that the probability of false alarms is very small. We report onexperiments 
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1 Introdu
tionDete
ting subsequen
e patterns in event sequen
es is important in many appli
ations, in
luding intrusiondete
tion, monitoring for suspi
ious a
tivities, and mole
ular biology (e.g., see [9, 12, 17, 18℄). Whetheran observed pattern of a
tivity is signi�
ant or not (i.e., whether it should be a 
ause for alarm) dependson how likely it is to o

ur fortuitously. A long enough sequen
e of observed events will almost 
ertainly
ontain any subsequen
e, and setting thresholds for alarm is an important issue in a monitoring systemthat seeks to avoid false alarms.The basi
 question is then: when is a 
ertain number of o

urren
es of a parti
ular subsequen
e unlikelyto be generated by randomness (i.e., indi
ative of suspi
ious a
tivity)? A quantitative analysis of thisquestion helps one to set a threshold so that real \intrusions" are dete
ted and false alarms are avoided.Setting the threshold too low will lead to too many false alarms, whereas setting the threshold too high
an result in failure to dete
t. By knowing the most likely number of o

urren
es and the probability ofdeviating from it, we 
an set a threshold su
h that the probability of missing real suspi
ious a
tivities issmall. Su
h a quantitative analysis 
an also help to 
hoose the size of the sliding window of observation.Finally even in a 
ourt 
ase one 
annot 
onsider 
ertain observed \bad" a
tivity as a 
onvin
ing eviden
eagainst somebody if that a
tivity is quite likely to o

ur under given 
ir
umstan
es. Therefore it is veryimportant to quantify su
h probabilities and present a universal and reliable framework for analyzing avariety of event sour
es.Let T be an ordered sequen
e of events (time-ordered events in a 
omputer system, transa
tions ina database, pur
hases made, web sites visited, phone 
alls made, or 
ombinations of these). Systemsdesigned to dete
t \bad things" in T usually do not look at the whole of T , they usually involve a sliding\window of observation" (of size, say, w) within whi
h the analysis is 
on�ned. This is done for tworeasons: (i) T is usually too long, and without a limited window approa
h it would involve having to savetoo mu
h state, and (ii) T 
an be so long (e.g., in a 
ontinuously monitoring system) that any subsequen
e(bad or good) would likely o

ur within it. As an example of the need to 
on�ne the analysis to su
ha limited sliding window, note that three failed login attempts (with failure due to wrong password) aresigni�
ant if they o

ur in rapid su

ession, but quite inno
uous if they o

ur within a one-month interval.In this study we do not use the notion of real 
alendar time su
h as a \one month interval", instead we usethe number of events as a proxy for time. This is why our interval length w is not the di�eren
e betweentwo time stamps, but rather the size of a (
ontiguous) substring of T .More formally, 
onsider an alphabet A of 
ardinality jAj, an in�nite event sequen
e T = t1t2; : : : overA and an episode over A in one of the following forms: either a sequential pattern S = s1s2; : : : sm oflength m, or a set of patterns S = fS1; S2; : : : ; SjSjg, or the set of all distin
t permutations of S; thislast 
ase 
aptures situations where the ordering of the events within the window of observation does notmatter, e.g., for the two events \bought a large number of bullets" and \bought an assault ri
e" it may notmatter whi
h one o

urred �rst. We use a positive integer w � m to represent the length of the window ofobservation. We assume that an episode is given while the event sequen
e T is generated by a memoryless(Bernoulli) or Markov sour
e. However in this paper we fo
us on the 
ase of the single pattern episode Sand we assume T is a memoryless sour
es. In [10℄ Mannila et al. introdu
ed the problem of dis
overingfrequent episodes in event sequen
es, where an episode was de�ned as a 
olle
tion of events o

urringtogether within a 
ertain time interval. In terminology of [10℄ an episode in the form of a sequential2



pattern S was de�ned as a serial episode and the set of all permutations of an episodes S was de�ned asa parallel episode.Our interest is in �nding 
9(n;w;m) that represents the number of windows 
ontaining at least oneo

urren
e of S when sliding the window along n 
onse
utive events of T . Based on the observed value of
9(n;w;m) our task is to de
ide whether a suspi
ious a
tivity took pla
e or not. The main thrust of ourapproa
h is based on the observation that when sear
hing for unusual patterns (e.g., overrepresented orunderrepresented patterns) we must assure that su
h patterns are not generated by randomness itself inorder to avoid too many false positives. Therefore, as the �rst step we study the probabilisti
 behavior of
9(n;w;m). We 
ompute the expe
ted value of 
9(n;w;m), its varian
e, and then show that appropriatelynormalized 
9(n;w;m) 
onverges in distribution to the standard normal distribution. This allows us toset either an upper thresholds �u(w;m) (for overrepresented patterns) or a lower threshold �`(w;m) (forunderrepresented patterns) depending on the de�nition of unusual a
tivity. More pre
isely, for a givenlevel �, we have either P �
9(n;w;m)n � �u(w;m)� � � or P �
9(n;w;m)n � �`(w;m)� � �, respe
tively.That is, if one observes more than �u(w;m) � n o

urren
es (upper threshold) or fewer than �`(w;m) � no

urren
es (lower threshold) of windows with suspi
ious subsequen
es, it is highly unlikely that su
h anumber is generated by randomness (i.e., its probability is smaller than �). We also show how to sele
t thewindow size w so that suspi
ious subsequen
es do not o

ur almost surely in a window. This is ne
essaryto reliably set up the threshold.In [10℄ the frequen
y of an episode � fr(�; s; win) was de�ned as the fra
tion of windows of length winin whi
h the episode o

urs in an event sequen
e s. Given a frequen
y threshold min fr, they 
onsideredan episode to be frequent if fr(�; s; win) � min fr. In the framework of Mannila's work, our problem 
anbe stated as follows. Given an episode �, what window size win and what frequen
y threshold min frshould we 
hoose to ensure that the dis
overed frequent episodes are meaningful, sin
e for an appropriatelylow frequen
y min fr and large window size win the episode will 
ertainly o

ur in random data.We verify our theoreti
al results by running an extensive series of experiments. One set of experimentsis performed on an on-line version of War and Pea
e, as an example of English text sour
e. In anotherexperiment we use web-logs obtained from http://www.
s.washington.edu/ai/adaptive-data/ that
ontains user a

esses to the musi
 ma
hines web site (
urrently at http://ma
hines.hyperreal.org)from 1/01/99 through 4/30/99. We �rst show that our formula for the probability approximates very wellthe experimental one. Then we insert randomly some sequen
es, de�ned as \suspi
ious", and dete
t themthrough our threshold me
hanism.Our problem 
an be rephrased in terms of pattern mat
hing as the subsequen
e pattern mat
hing orhidden pattern mat
hing [7℄. In parti
ular we 
onsider the windowed subsequen
e pattern mat
hing whereby an o

urren
e we mean a string of the following form s1g1s2g2; : : : gm�1sm where g1 : : : gm�1 2 A� su
hthat the total length of s1g1s2g2 : : : gm�1sm is at most w. Kumar and Spa�ord [9℄ applied subsequen
epattern mat
hing to intrusion dete
tion. Apostoli
o and Atallah [2℄ designed a fast algorithm to dete
tsubsequen
es in a text, while Flajolet et al. [7℄ presented a pre
ise statisti
al analysis of the subsequen
eproblem. In [4℄ Boasson et al. introdu
ed the Window-A

umulated Subsequen
e Mat
hing Problem(WASP) as �nding the number of size w windows of text t of length n whi
h 
ontain pattern p = p1 : : : pkof length k � w as a subsequen
e, where t and p are from an alphabet A. Our work builds on the abovementioned resear
h and provides the �rst probabilisti
 analysis that quanti�es 
9(n;w;m).The paper is organized as follows. In se
tion 2 we present our main results 
ontaining theoreti
al3



foundation. Se
tion 3 
ontains experimental results demonstrating appli
ability of the derived formulas.Derivations of theoreti
al results are presented in Se
tion 4 using analyti
 tools of analysis of algorithmssu
h as generating fun
tions and 
omplex asymptoti
 (
f. [15, 16℄).2 Main ResultsGiven an alphabet A = fa1; a2; : : : ; ajAjg and a pattern S = s1s2; : : : sm of length m, we are interestedin o

urren
es of S as a subsequen
e within a window of size w in another sequen
e known as the eventsequen
e T = t1t2 : : :. A valid o

urren
e of S in T 
orresponds to a set of integers i1; i2; : : : ; im su
h thatthe following 
onditions hold:1. 1 � i1 < i2 < : : : < im;2. ti1 = s1; ti2 = s2; : : : ; tim = sm;3. im � i1 < w.The �rst two 
onditions above state that S is a subsequen
e of T , while the last 
ondition guarantees thatS is a subsequen
e of T within a window of length w. In various appli
ations, it is of interest to estimatethe number of windows of length w 
ontaining at least one o

urren
e of S when sliding the window alongn 
onse
utive events in the event sequen
e T ; we use 
9(n;w;m; S;A) to denote this number, that 
anrange from 0 to n.Notation: Throughout the paper, be
ause S and A are always implied, we simplify our notation by drop-ping S and A in the notation 
9(n;w;m; S;A) denoting 
9(n;w;m) instead (S and A are understood).We use the same notational simpli�
ation for all other variables that depend on S and A. We also o

a-sionally use index m� k to mean \dropping the last k symbols of S", e.g., P 9(w;m� k) implies a patternthat is the pre�x of S of length m� k.Based on the observed value of 
9(n;w;m) our task is to de
ide whether a suspi
ious a
tivity tookpla
e or not. In terms of 
9(n;w;m) we 
an de�ne a threshold in two ways depending on what we 
onsiderto be the unusual a
tivity. Thus, for a given 
on�den
e level � (e.g., � = 10�5) we de�ne:1. Upper threshold (�u(w;m)): when S is overrepresented in T we quantify it by settingP �
9(n;w;m)n � �u(w;m)� � �:2. Lower threshold (�`(w;m)): when S is underrepresented in T we quantify it by settingP �
9(n;w;m)n � �`(w;m)� � �:The 
ase number 2 above 
orresponds to a situation when for a normal behavior of T we must see atleast a 
ertain number of windows 
ontaining S and if that number drops suddenly then it 
an suggest anintentional suppression of S.Another interesting problem is the sele
tion of monitoring system parameters, in parti
ular the size ofthe window so one 
an properly design the system. We sele
t w to avoid S being almost surely in every4



window for the upper threshold �u(w;m), or to avoid S being almost surely in none of the windows forthe lower threshold �`(w;m).In order to �nd a reliable threshold that minimizes the number of false positives, we 
ompare theobserved value of 
9(n;w;m) to a threshold that was 
omputed for the probabilisti
 model so that theobserved value is very rare. Throughout the paper we assume that the event sequen
e is generated by amemoryless (Bernoulli) sour
e, i.e., symbols are generated independently of ea
h others with probabilityP (ai) for any ai 2 A; i = 1; 2; : : : ; jAj.We need to analyze 
9(n;w;m) in order to �nd the threshold. We will prove here that appropriatelynormalized 
9(n;w;m) is normally distributed. We also �nd the mean and the varian
e of 
9(n;w;m).In our windowing method we start monitoring T by positioning the right end of the �rst window on anevent in T 
orresponding to position 1 and while sliding the window n 
onse
utive events to position nwe update 
9(n;w;m). By assuming that T is in�nite, we mean that no matter what window size w wesele
t, there is enough past events available for n 
onse
utive windows.We start with 
omputing the mean value E[
9(n;w;m)℄. Clearly, it is equal toE[
9(n;w;m)℄ = nP 9(w;m)where P 9(w;m) is the probability that a window of size w 
ontains at least one o

urren
e of the episodeS of size m as a subsequen
e. The probability of existen
e P 9(w;m) satis�es the following re
urren
e8>>><>>>: P 9(w;m) = (1� pm)P 9(w � 1;m) + pmP 9(w � 1;m� 1) w > 0; m > 0;P 9(w; 0) = 1 w > 0;P 9(0;m) = 0 m > 0;P 9(0; 0) = 1 :Indeed, 
onsider a window of size w. Observe that either the last symbol of the pattern, sm, does noto

ur at the w-th position of the window or it does o

ur. In the former situation S must o

ur withinthe window of size w � 1 leading to the term (1� pm)P 9(w � 1;m) of the above re
urren
e. The lattersituation provides the se
ond term of the re
urren
e.In Se
tion 4 we solve the above re
urren
e using generating fun
tions. Then we apply Cau
hy's residuetheorem to obtain an asymptoti
 expansion of P 9(w;m) for �xedm and large w. We summarize our resultsin the next theorem.Theorem 1 Consider a memoryless sour
e with pi being the probability of generating the i-th symbol ofS and qi = 1� pi. Let also P (S) = mYi=1 pi� Then for all m and w � m we haveP 9(w;m) = P (S)w�mXi=0 XPmk=1 nk=i mYk=1 qnkk : (1)� Let now m be �xed and assume i 6= j implies pi 6= pj . Then as w !1P 9(w;m) = 1� P (S) mXi=1 (1� pi)wpi mYj 6=i 1pj � pi +O(r�w) (2)5



where r > (1� pmax)�1.Noti
e that the asymptoti
 approximation reveals the anti
ipated fa
t about the behavior of P 9(w;m),i.e., that P 9(w;m) = 1 as w ! 1, and the rate of 
onvergen
e is exponential. Furthermore, Theorem 1
an be used to identify the maximum value wmax of the window size. It seems reasonable to sele
t wmaxso that the pattern S does not o

ur in su
h a window almost surely or with high probability. Therefore,for a give Æ 2 (0; 1) we �nd wmax so that P 9(w;m) < 1� Æ. Sin
e 0 < Æ < 1 we 
an use our asymptoti
formula (2). We �rst approximate P 9(w;m) by its leading term pmin = min0�i�mfpig, that is,P 9(w;m) � 1� P (S) (1� pmin)wpmin mYj 6=jmin 1pj � pminThis leads to wmax � log(Æ)� log �P (S)pmin Qmj 6=min 1pj�pmin�log(1� pmin)whi
h 
an be estimated from observed data.When establishing the above formulas for P 9(w;m) we also solved two related 
ombinatorial problemson strings that are of independent interest. Namely, given A, w and S:1. Constru
t the set W9(w;m) of all windows as strings of length w over A 
ontaining all possibleo

urren
es of S as a subsequen
e. In Theorem 3 we show the enumeration formula.2. Find the 
ardinality of W9(w;m) that we denote C9(w;m). In Theorem 4 we prove thatC9(w;m) = w�mXk=0 �k +m� 1k �(jAj � 1)kjAjw�m�k:We refer to Se
tion 4 for the solution for those problems.Now we derive varian
e and normal limiting distribution of 
9(n;w;m). Observe that
9(n;w;m) = nXi=1 I9iwhereI9i = ( 1 if S o

urs at least on
e as a subsequen
e in the window ending at position i in T ;0 otherwise;where i is the relative position with respe
t to the �rst position (i = 1). Thus, we easily haveE[I9i ℄ = P 9(w;m);Var[I9i ℄ = P 9(w;m) � (P 9(w;m))2:In order to 
ompute varian
e of 
9(n;w;m) we need P 9(I9i \I9j )(w;m; k), de�ned as the probability thattwo overlapping windows at respe
tive position i and j for ji � jj < w have Ii = 1 and Ij = 1. The6



varian
e 
an be expressed as followsVar[
9(n;w;m)℄ = nVar[I91 ℄ + 2 nX1�i<j�nCov[I9i ; I9j ℄= nVar[I91 ℄ + 2(n� w + 1)w�1Xk=1 hP 9(I9i \I9j )(w;m; k)� (P 9(w;m))2i+2(w � 2)24w�1Xk=2 w�1Xq=k hP 9(I9i \I9j )(w;m; k)� (P 9(w;m))2i35 :The two terms involving P 9(I9i \I9j )(w;m; k) in the above formula represent 
orrelation between windows(with 2(w�1) neighborhood), where k = w�ji� jj represents the length of the overlap between windowsat position i and j. P 9(I9i \I9j )(w;m; k) 
an be 
omputed from Theorem 3.One 
on
ludes, however, that Var[
9(n;w;m)℄ � n� for some � > 0. In view of the above, and usingthe fa
t that 
9(n;w;m) is the so 
alled w� 1-dependent sequen
e (i.e., 
9(n;w;m) depends on the lastw� 1 windows), we may apply Theorem 27.5 of [3℄ to establish the 
entral limit theorem for 
9(n;w;m).Theorem 2 The random variable 
9(n;w;m) obeys the Central Limit Theorem in the sense that itsdistribution is asymptoti
ally normal. More pre
isely, for a; b = O(1) we havelimn!1P (a � 
9(n;w;m)�E[
9(n;w;m)℄pVar[
9(n;w;m)℄ � b) = 1p2� Z ba e�t22 dtfor m and w �xed.The above �ndings are foundations for establishing reliable thresholds �u(w;m) or �`(w;m) for n large.Let 8>>>>>>>>><>>>>>>>>>:
P �
9(n;w;m)n � �u(w;m)� = y(b;1)P �
9(n;w;m)n � �`(w;m)� = y(�1; a)�u(w;m) = P 9(w;m) + bpVar[
9(n;w;m)℄n�`(w;m) = P 9(w;m) + +apVar[
9(n;w;m)℄ny(a; b) = 1p2� R ba e�t22 dtThus, for a given � we 
an 
ompute �u(w;m) or �`(w;m) by sele
ting either b0 su
h that � = y(b0;1)or by sele
ting a0 su
h that � = y(�1; a0), respe
tively. Observe that when a and b are large (say orderof 10) the above probability is small enough to be quali�ed as a moderate large deviations. This 
apturesthe nature of unusual episodes, as needed.3 Experimental ResultsThe purpose of our experiments was to test the appli
ability of the analyti
al results we derived for sour
esthat are apparently not memoryless, i.e., they do not satisfy the assumptions under whi
h the formulas formemoryless sour
e were derived. We of 
ourse do not need to test the formulas for memoryless sour
es,7



be
ause we already know the equations hold in su
h 
ases. Therefore we ran the experiments for anEnglish text sour
e and also for web a

ess data.An English text is of 
ourse not memoryless. As an example 
onsider string \th" whi
h o

urs morefrequently than \tz" or \ts". So in this example the letter \h" will o

ur more likely if the previous letterwas \t". However, English text 
an be modeled well by a Markov sour
e.The web a

esses are also not memoryless not only be
ause of hierar
hi
al stru
ture but also be
auseof 
orrelations between links. For example a person looking for a produ
t in an on-line store will mostlikely visit all manufa
turers of the sear
h produ
t.We divided our sour
es into training sets and testing sets. Training sets are data sets, whi
h we
onsider to 
onstitute normal behavior for the environment from whi
h the data were drawn. On
e thetraining data has been 
hara
terized, whi
h in our 
ase means our probability model has been built, we
an start monitoring unknown data 
alled testing data. During the monitoring pro
ess the testing dataare 
ompared to expe
tations generated by the training data.Thus, the main fo
us of our experiments was to test how well the formula for P 9(w;m) works forapparently non memoryless sour
es. To a

omplish this we estimated the a
tual probability of existen
ebased on the a
tual number of windows 
9(n;w;m) as P 9e (w;m) = 
9(n;w;m)n and 
ompared its value tothe 
omputed P 9(w;m) for di�erent values of w. We used the following error metri
 dd = "1r rXi=1 jP 9e (wi;m)� P 9(wi;m)jP 9e (wi;m) # 100%where w1 < w2 < : : : wr are the tested window sizes.We used an algorithm, based on dynami
 programming, for �nding windowed subsequen
es. We alsoimplement the dynami
 programming solution to P 9(w;m) given in 
hapter 2. We 
onverted the sour
esappropriately to a spe
ial text �le format that was used by the algorithm implemented in C++ and rununder Linux.3.1 English text sour
eThe text sour
e we used is an on-line version ofWar and Pea
e by Leo Tolstoy from www.friends-partners.org/newfriends/
ulture/literature/war_and_pea
e/war-pea
e_intro.html. The work 
onsists of15 books. Ea
h book has over 20 
hapters ea
h of whi
h 
onsists of over 5000 letters. We prepro
essedthe 
hapters in order to remove all symbols but 26 letters of the English alphabet without distinguishingbetween upper and lower 
ase letters.In the �rst experiment we 
ompared the analyti
ally 
omputed P 9(w;m) (
f. Theorem 1) with itsestimator P 9e (w;m) = 
9(n;w;m)n . We used 
hapter 1-5 as a training set for estimation of p1; p2; : : : pmbased on the symbol frequen
ies. We set S = gwadera and for sele
ted values of w 2 [13; 600℄ we ran thealgorithm for �nding 
9(n;w;m) in 
hapter 6 of length n = 6881 as the testing sour
e. Figures 1 and 2illustrate the results showing two main fa
ts: P 9(w;m) approa
hes 1 as w goes to in�nity and P 9(w;m)very 
losely approximates the a
tual P 9e (w;m) (d is of order 12%).In the next experiment we demonstrated the appli
ation of �u(w;m). To a

omplish it we estimatedvarian
e of 
9(n;w;m) denoted dVar[
9(n;w;m)℄. For this purpose we randomly 
hose 8 
hapters andshortened them to the same length n = 8000 letters 
reating 8 training sour
es denoted T1; T2; : : : ; T8 and8
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Figure 1: P 9e (w; 7) = 
9(6881;w;7)n and P 9(w; 7) for S = gwaderaone testing sour
e T9. We used the following sample varian
e estimatorqdVar[
9(n;w;m)℄ = sP8i=1(
9(n;w;m)i �E[
9(n;w;m)℄)28 :for S = woj
ie
h and w = 100. In parti
ular, we set �u(w;m) = P 9(w;m) + 5pdVar[
9(n;w;m)℄n . We usedsu
h a trained model to monitor T9 as the testing set. To verify our threshold experimentally we arti�
iallykept inje
ting S = woj
ie
h as a subsequen
e into di�erent pla
es in T9. After ea
h insertion we ran thealgorithm for �nding 
9(n;w;m) and 
he
ked whether we ex
eeded �u(w;m). To make it more interestingwe 
onsidered two values of gaps between inserted symbols of S: gap = 0 and gap = 11. In other words weinje
ted S as s1ggaps2ggap : : : ggapsm, where g 2 A+. The results are shown in Figure 3. The horizontaldash-dot line shows P 9(100; 8) = 3 � 10�3 for no insertions. The solid line shows �u(100; 8) = 1:45 � 10�2.We 
an see that if gap = 0, then we need only two episodes to ex
eed �u(100; 8) versus three if gap = 11.This makes sense if we noti
e that if the episode is stret
hed to the window boundaries (gap = 11) then itis more noise-like 
ompared to the 
ase when gap = 0, whi
h suggests an intentional a
tion (atta
k) andshould be dete
ted early.
9
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Figure 2: 
9(6881; w; 7) and E[
9(6881; w; 7)℄ for S = gwadera3.2 Web a

ess dataWe used logs of user a

esses to the musi
 ma
hines web site (
urrently at http://ma
hines.hyperreal.org), whi
h re
ord a

esses from 1/01/99 through 4/30/99 . The logs have been anonymized with respe
tto originating ma
hines. That is, in ea
h hit, the IP address of the ma
hine generating the server requesthas been 
onverted to a random looking number. All hits from one ma
hine on a parti
ular day arelabeled with the same number. In the experiments we fo
used on http://ma
hines.hyperreal.org/manufa
turers/web page 
ontaining links to manufa
turers of musi
 instruments. Ea
h link 
orrespondsto an alphabet symbol and the alphabet size was jAj = 81. The training and testing sequen
es were
reated by 
onsidering only unique a

esses made by the same originating ma
hine. If a given host mademany a

esses to the same manufa
turer per session then we treated it as one a

ess and 
onsider the �rsta

ess only.In the �rst experiment we 
ompared the 
omputed P 9(w;m) with its estimator P 9e (w;m) = 
9(n;w;m)n .We 
reated three sour
es T1; T2; T3 ea
h of length n = 22000. The training set established T1; T2 and thetesting sour
e was T3. We set S = fAkai; ARP;Korg;Moog; Y amaha;Casio; Sequentialg and for sele
tedvalues of w 2 [25; 500℄ we ran the algorithm for �nding 
9(n;w;m) on T3. Figures 4 and 5 illustrate theresults. P 9(w;m) still provides a good approximation of P 9e (w;m) (d = 14%). The reason the value of dis bigger than for the text sour
e is the fa
t that the web a

esses are a more memory dependent sour
ethan English text. Therefore the Markov model seems to be more suitable for the web a

ess sour
e.10
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Figure 3: Dete
tion of arti�
ially inserted pattern woj
ie
h4 Derivations of Analyti
al ResultsIn this se
tion we provide derivations and proofs of the �ndings we 
laimed in Se
tion 2. We also presentsome new results.4.1 Set of Windows Containing S as a subsequen
eLet W9(w;m) be the set of all distin
t windows of length w 
ontaining S as a subsequen
e. P 9(w;m) istherefore equal to the sum of the probabilities of all the elements of W9(w;m), as follows:P 9(w;m) = Xx2W9(w;m)P (x)For 1 � i � jW9(w;m)j, let W9(w;m)[i℄ denote the i-th lexi
ographi
ally smallest element of W9(w;m).Then above equation 
an be equivalently written as:P 9(w;m) = jW9(w;m)jXi=1 P (W9(w;m)[i℄):We will now show that a re
ursive formula for enumerating the elements of W9(w;m) has the formbelow. Re
all that the notation W9(a; b) when b < m, means the set of windows of size a that 
ontain11
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Figure 4: P 9e (w; 7) = 
9(22000;w;7)22000 and 
omputed P 9(w; 7) for the web a

ess datathe b-pre�x of S (= the string 
onsisting the the �rst b symbols of S).8>>><>>>: W9(w;m) = (A� fsmg)�W9(w � 1;m) [ fsmg �W9(w � 1;m� 1) w > 0 \m > 0;W9(w; 0) = Aw w > 0;W9(0;m) = 0 m > 0;W9(0; 0) = 1:That the elements generated at ea
h level of the re
ursion are distin
t 
an be seen by noting that wedivide W9(w;m) into two subsets: Strings that have sm as their last symbol, and strings that have othersymbols than sm as their last symbol. We now turn our attention to showing that we do generate allstrings of W9(w;m). Consider all �wm� positions of a window where S may o

ur as a subsequen
e. We
laim that the re
ursion 
onsiders all positions where the m respe
tive symbols of S 
an o

ur, and that it
onsiders these m-tuples of positions in a parti
ular order: De
reasing lexi
ographi
 order of those tuples,that is, tuple (i1; i2; : : : ; im) is 
onsidered before tuple (i01; i02; : : : ; i0m) if the former is lexi
ographi
allylarger than the latter.Simply observe that W9(w;m) 
an be split into two disjoint subsets:� Windows having sm at their last position. Be
ause the last window symbol is �xed as sm for allof them, their enumeration e�e
tively be
omes that of the windows o size w � 1 that 
ontain the(m�1)-pre�x of S (= the string 
onsisting the the �rst m�1 symbols of S). This latter enumerationis what we mean by the notation W9(w � 1;m� 1).12
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Figure 5: 
9(22000; w; 7) and E[
9(22000; w; 7)℄ number of o

urren
es for the web a

ess data� Windows not having sm at their last position. Be
ause the last symbol 
annot be 
onsidered partof an o

urren
e of S, their enumeration e�e
tively be
omes that of the windows of size w � 1 that
ontain S. This latter enumeration is what we mean by the notation W9(w � 1;m).From the above, it is straightforward to obtain the following (we omit the details of the derivation).Theorem 3 The set of all distin
t windows of length w, that 
ontain a string S of length m as a subse-quen
e, 
an be enumerated as follows.W9(w;m) = [Pm+1k=1 nk=w�m(A� s1)n1 � fs1g � (A� s2)n2 � fs2g � : : :� (A� sm)nm � fsmg � Anm+1To visualize the set W9(w;m) we 
an use an automation. In Figure 6 the members of W9(w;m) arestrings 
onsisting of edge symbols of all unique (at least one edge di�erent) paths of length w from thestart state, 0 to the ending state, m.Based on Theorem 3 we 
an divide the elements of W9(w;m) into equivalen
e 
lasses V9 with respe
tto the ordered sequen
es of (n1; n2; : : : ; nm+1) for whi
h Pm+1i=1 ni = w �m. The number of su
h orderedpartitions is �w�m+m+1�1w�m � = �wm�. It is equivalent to the number of positions of S as a subsequen
e inthe window of length w. Thus jV9j = �wm�.Example. Let A = fa; bg S = ba and w = 3. We generate W9(3; 2) in Table 1 and 
ompute P 9(w;m).From (3) we obtain P 9(3; 2) = P (S)(pa + pb + pb + pa) = 2P (S):13



s1 s2 sm0 1 2 m(A� s1)n1 (A� s2)n2 (A� sm)nm Anm+1
Figure 6: Graphi
al interpretation of the solution to W9(w;m)i W (3; 2)[i℄ n1 n2 n32 baa 0 0 13 bab 0 0 14 bba 0 1 01 aba 1 0 0Table 1: Enumeration of W (3; 2) for A = fa; bg and S = ba using Theorem 34.2 Evaluation of C9(w;m)Re
all that C9(w;m) denotes the 
ardinality of W9(w;m).The re
urren
e for C9(w;m) follows dire
tly form the one for W9(w;m). Namely,8>>><>>>: C9(w;m) = (jAj � 1)C9(w � 1;m) + C9(w � 1;m� 1) w > 0 \m > 0;C9(w; 0) = jAjw w > 0;C9(0;m) = 0 m > 0;C9(0; 0) = 1:We use the method of generating fun
tions to �nd the solution for C9(w;m). For an in-depth dis
ussionof generating fun
tions see, for example, [16℄. We leavem as a free variable and de�ne the following familyof generating fun
tions Wm(x) = Xw=0C9(w;m)xwwhere x is a 
omplex number. From the above re
urren
e we obtain( Wm(x) = (jAj � 1)Pw=1C9(w � 1;m)xw +Pw=1C9(w � 1;m� 1)xw m > 0;W0(x) = Pw=0C9(w; 0)xw m = 0:We now work with Wm(x) for m > 0.Wm(x) = (jAj � 1)Xw=1C9(w � 1;m)xw +Xw=1C9(w � 1;m� 1)xw= (jAj � 1)xXw=1C9(w � 1;m)xw�1 + xXw=1C9(w � 1;m� 1)xw�1= (jAj � 1)xXw=0C9(w;m)xw + xXw=0C9(w;m� 1)xw= (jAj � 1)xWm(x) + xWm�1(x):14



We represent Wm(x) in the form of a �rst order re
urren
e with respe
t to m.Wm(x)(1� (jAj � 1)x) = xWm�1(x)Wm(x) = x(1� (jAj � 1)x)Wm�1(x)= xm 1(1� (jAj � 1)x)mW0(x):Using the fa
t that W0(x) = Xw=0 jAjwxw = 1(1� jAjx)we obtain Wm(x) = xm 1(1� (jAj � 1)x)m 1(1� jAjx) :Denoting by [xw℄f(x) the 
oeÆ
ient at xw of f(x), we �ndC9(w;m) = [xw℄Wm(x):Sin
e [xw℄ 1(1� (jAj � 1)x)m = �w +m� 1w �(jAj � 1)w;and [xw ℄ 1(1� (jAj � 1)x)m 1(1� jAjx) = wXk=0�k +m� 1k �(jAj � 1)kjAjw�kwe �nally obtain [xw℄Wm(x) = w�mXk=0 �k +m� 1k �(jAj � 1)kjAjw�m�k:Theorem 4 The number of all windows of length w over an alphabet A whi
h 
ontains at least oneo

urren
e of a pattern of length m does not depend on the symbols of the pattern and is equal to:C9(w;m) = w�mXk=0 �k +m� 1k �(jAj � 1)kjAjw�m�k:4.3 Evaluation of P 9(w;m)Re
all that P 9(w;m) is the probability that a window of size w 
ontains at least one o

urren
e of theepisode S of size m as a subsequen
e. The re
urren
e for P 9(w;m) follows dire
tly form the one forW9(w;m). In parti
ular,8>>><>>>: P 9(w;m) = (1� pm)P 9(w � 1;m) + pmP 9(w � 1;m� 1) w > 0 \m > 0;P 9(w; 0) = 1 w > 0;P 9(0;m) = 0 m > 0;P 9(0; 0) = 1: 15



As before we use the method of generating fun
tions to �nd the solution for P 9(w;m). LetWm(x) = Xw=0P 9(w;m)xw :From the above re
urren
e we �nd( Wm(x) = qmPw=1 P 9(w � 1;m)xw + pmPw=1 P 9(w � 1;m� 1)xw m > 0;W0(x) = Pw=0 P 9(w; 0)xw m = 0:where qm = 1� pm. We now work with Wm(x) for m > 0Wm(x) = qm Xw=1P 9(w � 1;m)xw + pm Xw=1P 9(w � 1;m� 1)xw= qmxXw=1P 9(w � 1;m)xw�1 + pmxXw=1P 9(w � 1;m� 1)xw�1= qmxXw=0P 9(w;m)xw + pmxXw=0P 9(w;m� 1)xw= qmxWm(x) + pmxWm�1(x):We represent Wm(x) in the form of the �rst order re
urren
e with respe
t to mWm(x)(1� qmx) = pmxWm�1(x)Wm(x) = pmx(1� qmx)Wm�1(x)= mYi=1 pixm mYi=1 1(1� qix)W0(x)Using the fa
t that Xw=0xw = 1(1� x) ;we obtain Wm(x) = mYi=1 pixm mYi=1 1(1� qix) 1(1� x)= P (S)xm mYi=1 1(1� qix) 1(1� x) :But P 9(w;m) = [xw ℄Wm(x), and sin
emYi=1 1(1� qix) = mYi=1Xw=0 qwi xw;and [xw℄ mYi=1Xw=0 qwi xw = XPmk=1 nk=w qn11 qn22 : : : qnmm= XPmk=1 nk=w mYk=1 qnkk16



we use the partial sum property to derive the following[xw℄ mYi=1Xw=0 qwi xw 1(1� x) = wXi=0 XPmk=1 nk=i mYk=1 qnkk ;we �nally obtain [xw℄Wm(x) = P (S)[xw�m℄ mYi=1Xw=0 qwi xw 1(1� x)= P (S)w�mXi=0 XPmk=1 nk=i mYk=1 qnkk :This proves formula (1) in Theorem 1.4.3.1 Asymptoti
 approximation of P 9(w;m)Now we estimate P 9(w;m) asymptoti
ally as w ! 1 and m �xed, that is, we prove (2) of Theorem 1.In our previous derivations we obtainedWm(z) = P (S)zm mYi=1 1(1� qiz) 1(1� z) :Observe that the exa
t value of P 9(w;m) is equal to the 
oeÆ
ient of Wm(x) at xw whi
h { we re
all {we denote as [xw℄Wm(x). By the Cau
hy 
oeÆ
ient theorem (
f. [16℄) we know thatP 9(w;m) = [zw℄Wm(z) = 12�i I Wm(z)z�w�1dzwhere z is a 
omplex variable and the integration is over a small 
ir
le around z = 0. To evaluate thisintegral we use another Cau
hy result known as the Cau
hy residue theorem [16℄. For this we enlarge the
ir
le around z = 0 so that it 
ontains all singularities Wm(z). In our 
ase, the radius r of su
h a 
ir
lemust satisfy r > (1� pmax)�1. ThenP 9(w;m) = �Xp Res[Wm(z)z�w�1; z = p℄ +O(r�w)where Res[f(z); z = a℄ is the residue of f(z) at z = a. We re
all that if f(z) = �(z)'(z) , where �(z) and '(z)are analyti
 fun
tions in z = a subje
t to '(z) = 0, '0(z) 6= 0 and �(z) 6= 0, then a is a pole of f(z) andRes ��(z)'(z) ; z = a� = �(a)'0(a) :Therefore, Res[Wm(z)z�w�1; z = 1℄ = �P (S)1m�w�1 mYi=1 1(1� qi) = �1:Similarly for z = 1qi we haveRes �Wm(z)z�w�1; z = 1qi � = (�1) 1qiP (S)� 1qi�m�w�1 mYj 6=i 1�1� qjqi � 11� 1qi= P (S) (1� pi)wpi mYj 6=i 1pj � pi :17



Putting everything together we obtainP 9(w;m) = �Res[Wm(z)z�w�1; z = 1℄� mXi=0 Res �Wm(z)z�w�1; z = 1qi �= 1� P (S) mXi=1 (1� pi)wpi mYj 6=i 1pj � pi +O(r�w):Finally, we propose a dynami
 programming algorithm for 
omputing P 9(w;m). Let Q[i; j℄ denotethe produ
t Qjk=1 qnkk su
h that Pjk=1 nk = i then8>>><>>>: Q[i; j℄ = Pik=0Q[i� k; j � 1℄ � qkj 1 < j � m; 1 < i � w �mQ[i; 1℄ = qi1Q[0; j℄ = 1 1 � j � mP 9(w;m) = P (S)Pw�mi=0 Q[i;m℄The time 
omplexity of the algorithm is O((w �m)2 �m) and is equal to the spa
e required to build thetable Q[w�m;m℄. Let v[a : b℄ denote the substring of a string v between indexes a and b su
h that a < band 1 � a; b � w. Let p[1 : m℄ be an array with probabilities p1; p2; : : : ; pm of the symbols in S.Algorithm 1: Computation of P 9(w;m)input : w, m, p[1 : m℄output: P 9(w;m)beginfor j = 1 to m doQ[0; j℄ = 1;P 9(w;m) = 1;for i = 1 to w �m doQ[i; 1℄ = (1� p[1℄)i;for j = 2 to m doQ[i; j℄ = 0;for k = 0 to i doQ[i; j℄ = Q[i; j℄ +Q[i� k; j � 1℄ � (1� p[j℄)k;P 9(w;m) = P 9(w;m) +Q[i;m℄;P 9(w;m) = P (S) � P 9(w;m);end4.4 Varian
eWe need to establish a pre
ise formula for varian
e Var[
9(n;w;m)℄. First observe thatVar[
9(n;w;m)℄ = nXi=1Var �I9i �+ 2 nX1�i<j�nCov[I9i ; I9j ℄;18



where trivially Cov[I9i ; I9j ℄ = E[I9i ; I9j ℄�E[I9i ℄ � E[I9i ℄and E[I9i ; I9j ℄ = ( 0 if ji� jj � wP 9(I9i \I9j )(w;m; k) if ji� jj < w:This leads toVar[
9(n;w;m)℄ = n �P 9(w;m)� (P 9(w;m))2�+2(n� w + 1)"w�1Xk=1 hP 9(I9i \I9j )(w;m; k) � (P 9(w;m))2i#++2(w � 2)24w�1Xk=2 w�1Xq=k hP 9(I9i \I9j )(w;m; k) � (P 9(w;m))2i35 :Note that the formula for varian
e depends on a windowing method, i.e., on all possible 
on�gurations ofoverlaps of 
onsidered windows. To 
ompute P 9(I9i \I9j )(w;m; k) we de�ne W9(w;m; k)(I9i \I9j ) as the set ofall possible pairwise overlapping windows on k = w�ji�jj symbols su
h that I9i = 1, I9j = 1 for i < j andji� jj < w. In other words, W9(w;m; k)(I9i \I9j ) 
an be enumerated as all 2w� k length strings 
onsistingof two windows W9(w;m)[r℄ and W9(w;m)[q℄ of length w, that overlap on k positions. The overlap isbetween the last k symbols ofW9(w;m)[r℄ and the �rst k symbols ofW9(w;m)[q℄ for 1 � q; r � C9(w;m).LetW9(w;m; k)(I9i \I9j )[l℄ be the l-th string ofW9(w;m; k)(I9i \I9j ). Then we 
an express P 9(I9i \I9j )(w;m; k)as follows P 9(I9i \I9j )(w;m; k) = jW9(w;m;k)jXl=1 P �W9(w;m; k)(I9i \I9j )[l℄� :Now we present an exa
t algorithm for 
omputing P 9(I9i \I9j )(w;m; k). The idea of the algorithm is toenumerate all pairs of sets of windows, whi
h overlap on k symbols, i.e. the last k symbols of the �rst setof windows are equal to the �rst k symbols of the se
ond set of windows. From Theorem 3 it is knownthat all elements in W9(w;m) 
an be divided into a set of equivalen
e 
lasses V9. Let V9[i℄ be the i-thelement of V9. Our algorithm generates elements in V9 and �nds all overlaps on k symbols between them.Let V9[i℄ and V9[j℄ be 
andidates for the overlapV9[i℄ = s1ni1 � s1 � s2ni2 � s2 : : : smnim � sm �Anim+1 ;V9[j℄ = s1nj1 � s1 � s2nj2 � s2 : : : smnjm � sm �Anjm+1 ;where si = A� si, i; j � jV9j, Pm+1r=1 nir = w �m and Pm+1r=1 njr = w �m.
19



Algorithm 2: Computation of P 9(I9i \I9j )(w;m; k) for Var[
9(n;w;m)℄input : w, m, k, P (a1); P (a2); : : : ; P (ajAj)output: P 9(I9i \I9j )(w;m; k)beginfor i = 1 to �wm� dofor j = 1 to �wm� doOverlap[1 : k℄ = V9[i℄[w � k + 1 : w℄ \ V9[j℄[1 : k℄;if Overlap[1 : k℄ 6= ; thenP 9(I9i \I9j )(w;m; k)+ = P (V9[i℄[1 : w � k℄) � P (Overlap[1 : k℄) � P (V9[j℄[k + 1 : w℄));endNote that unlike Algorithm 1 for P 9(w;m), whi
h is fast even for large w Algorithm 2, is not pra
ti
alfor large w. When w is large we use the sample varian
e estimator. An alternative approa
h for largew is to improve Algorithm 2 by 
utting the sear
h spa
e (through elimination of 
ertain pairs of sets ofwindows).5 Con
lusions and extensionsWe presented an exa
t formula for P 9(w;m), the probability that an episode S of length m o

urs in awindow of length w in an event sequen
e T over the alphabet A for the memoryless model. In addition wegave an asymptoti
 approximation of P 9(w;m), whi
h shows that, for appropriately large w, P 9(w;m)asymptoti
ally tends to one as expe
ted. By providing an eÆ
ient dynami
 programming method for
omputing P 9(w;m) we showed its appli
ability to real-time monitoring systems. In the experiments, we
hose two apparently non-memoryless sour
es (the English alphabet and the web a

ess data) and showedthat, even for these 
ases, P 9(w;m) 
losely approximated the estimated P 9e (w;m). This seems to be yetanother one of those intriguing situations where an equation derived under a 
ertain set of assumptionsholds in pra
ti
al examples for whi
h those assumptions are 
learly violated. Based on the formula forP 9(w;m) we proposed a reliable episode dete
tion method, where as a measure of normal behavior weused 
9(n;w;m), the number of windows whi
h 
ontain at least one o

urren
e of a de�ned \bad" episode.Reliability of 
9(n;w;m) as a normal-behavior measure stems from the fa
t that, for a given S and A,we 
an analyti
ally sele
t the window length w to minimize false alarms. We proved that 
9(n;w;m)has the Gaussian distribution. Knowing E[
9(n;w;m)℄, Var[
9(n;w;m)℄ or their estimates, and for agiven 
on�den
e level �, we showed how to set the upper threshold �u(w;m) and the lower threshold�`(w;m). In experiments we tested �u(w;m) by arti�
ially inje
ting bad episodes into the testing sour
eand observed that �u(w;m) did indeed provide a sharp dete
tion of intentional (bad) episodes.An obvious extension of this work is to use Theorem 3 to 
ompute P 9(w;m) for Markov sour
e of anyorder. Let W9(w;m)[i℄[j℄ be the j-th symbol in W9(w;m)[i℄ where j = 1; 2; : : : ; w. Then for the �rstorder sour
e the probability that a window of length w 
ontains at least one o

urren
e of a pattern S of20



length m is equal to:P 9(w;m) = jW9(w;m)jXi=1 P (W9(w;m)[i℄[1℄)P (W9(w;m)[i℄[2℄jW9(w;m)[i℄[1℄) : : :P (W9(w;m)[i℄[w℄jW9(w;m)[i℄[w � 1℄)where W9(w;m)[i℄[l℄ is the l-the symbol of the i-th member of W9(w;m) in lexi
ographi
 order andP (W9(w;m)[i℄[2℄jW9(w;m)[i℄[1℄) is the 
onditional probability. This approa
h is, however, not very
omputationally eÆ
ient.
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