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omAbstra
t. Ding et al [DNRS97℄ propose a stream generator based onseveral layers. We present several atta
ks. First, we observe that thenon-surje
tivity of a linear 
ombination step allows us to re
over halfthe key with minimal e�ort. Next, we show that the various bytes areinsuÆ
iently mixed by these layers, enabling an atta
k similar to those ontwo-loop Vigenere 
iphers to re
over the remainder of the key. Combiningthese te
hniques lets us re
over the entire TWOPRIME key. We requirethe generator to produ
e 233 blo
ks (235 bytes), or 19 hours worth ofoutput, of whi
h we examine about one million blo
ks (223 bytes); the
omputational workload 
an be estimated at 228 operations. Anotherset of atta
ks trades o� texts for time, redu
ing the amount of knownplaintext needed to just eight blo
ks (64 bytes), while needing 232 timeand 232 spa
e. We also show how to break two variants of TWOPRIMEpresented in the original paper.1 Introdu
tionThe TWOPRIME stream 
ipher [DNRS97℄, introdu
ed at FSE'97, uses a 128-bit key to generate 64-bit blo
ks of output at ea
h time step; these outputblo
ks are ex
lusive-ORed onto the plaintext to produ
e 
iphertext. At a highlevel, TWOPRIME 
onsists of a keyed (non-bije
tive) 
ryptographi
 fun
tionwith 64-bit inputs and 64-bit outputs, whi
h is used in a 
ounter-like mode togenerate keystream output.The algorithm has ten layers; the �rst layer is driven by a 
ounter, and theoutput of ea
h layer be
omes the input to the next. We exploit weaknesses oftwo of the layers to produ
e several di�erent atta
ks against the s
heme. Our
on
lusion is that there are too few layers for 
ryptographi
 strength.One of the main 
ontributions of the TWOPRIME work is that the algorithmwas designed so that one 
ould prove 
ertain statements about the se
urity of the
ipher: it has high linear 
omplexity, good 
y
le length, good resistan
e to LSFR-synthesis atta
ks, and so on1. Nonetheless, despite the proofs of various se
urityproperties, in this paper we show how to break TWOPRIME very eÆ
iently.1 Note that it is possible to prove that using any blo
k 
ipher in 
ounter mode has goodlinear 
omplexity and good 
y
le length|at least, in the sense that [DNRS97℄ provedfor TWOPRIME|so in retrospe
t these proofs are perhaps not terribly meaningful.



Our atta
ks fall into two natural 
ategories. The �rst three atta
ks, dis
ussedin Se
tions 4{7, re
over half of the key (namely, K2;K3). The se
ond 
ategory(see Se
tions 8{9) in
ludes two te
hniques whi
h identify the remainder of thekey (K0;K1) on
e we've found K2;K3.The rest of the paper is organized as follows. In Se
tion 2 we review theTWOPRIME s
heme. In Se
tion 3 we give some preliminary remarks whi
h willbe useful in the 
ryptanalysis. Se
tion 4 gives a very easy atta
k to re
over halfof the key, based on the linear map of layer 7 failing to be surje
tive. Se
tion 5shows another atta
k that redu
es the plaintext requirements; the 
ost for thisimprovement is an in
rease in the amount of o�ine 
omputation required. Se
-tion 6 gives a more 
ompli
ated atta
k to re
overK2;K3 by breaking the periodof p0p1 into two periods of p0 and p1 respe
tively. The probabilisti
 analysisba
king up this atta
k is mentioned in Se
tion 7. In Se
tion 8 and 9 we �nishwith two atta
ks whi
h 
an be used to re
over the remainder of the key in a moremundane manner. Se
tion 10 dis
usses some of the 
omputational requirementsof ea
h atta
k. Se
tion 11 and 12 dis
uss variants of the original s
heme, andsome atta
ks on these variants. Con
lusions are reserved for Se
tion 14.2 Des
ription of TWOPRIMEThe TWOPRIME s
heme [DNRS97℄ uses a 128-bit key to generate 64-bit blo
ksof output at ea
h time step; these output blo
ks are ex
lusive-ORed onto theplaintext to produ
e 
iphertext. At a high level, TWOPRIME 
onsists of a keyedfun
tion FK : Z8256 ! Z8256 and a 
ustom mode for using F to generate keystreamoutput.The mode is somewhat similar to 
ounter mode: the input to F 
omes fromtwo independent 32-bit 
ounters. Ea
h 
ounter is initialized with a key-dependentvalue, and is stepped by adding a publi
 
onstant and then redu
ing modulo apubli
 32-bit prime.The key, 
onsisting of 16 bytes k0; : : : ; k15, is divided into four 32-bit parts,named K0;K1;K2 and K3, with the 
onventionK0 = k8 + k928 + k10216 + k11224K1 = k12 + k1328 + k14216 + k15224K2 = (k0; k1; k2; k3)K3 = (k4; k5; k6; k7):The algorithm has ten layers, whi
h we will des
ribe. The output of ea
h layerbe
omes the input of the subsequent layer. With one ex
eption, ea
h output
onsists of eight bytes, and so is an element of Z8256. The s
heme is depi
tedgraphi
ally in Figure 1.The �rst layer involves two primes, p0 = 232 � 17 and p1 = 232 � 5, and two�xed publi
 integers a0 and a1. At time step t, the output of the �rst layer isthe two 32-bit integers r0 = a0t+K0 (mod p0) and r1 = a1t+K1 (mod p1).Ea
h is broken into four 8-bit bytes, yielding a total of eight bytes output.
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Fig. 1. Stru
ture of the 
iphering algorithm.In the se
ond layer, ea
h byte x is repla
ed by S0(x) = [(x255 mod 257) mod256℄. It happens that S0 is its own inverse: S0(S0(x)) = x.The third layer involves addition (mod 256) of the key bytes 
onstituting K2and K3.The fourth layer is a \linear permutation": if x0; : : : ; x7 are the inputs to this



layer, the outputs are yj = ( 7Xi=0 xi)� xj (mod 256):This is intended to mix the bytes; however, as we shall see, it is too weak. Theonly intera
tion between the various bytes xi is through the single byte Pi xi(mod 256), and when that byte is 
ontrolled, the mixing is ine�e
tive.The �fth layer involves addition (mod 256) of the key bytes 
onstituting K0and K1.The sixth layer is a non-linear expansion: ea
h byte x is expanded to the
on
atenation of four bytes S1(x); S2(x); S3(x); S4(x), where the Si are variousnonlinear permutations on Z256. The output of this layer is 32 bytes.The seventh layer applies a linear 
ompression to redu
e these 32 bytes ba
kto 8 bytes; that is, a �xed publi
 8� 32 matrix fbijg maps Z32256 to Z8256. Uponinput (X0; : : : ; X31), the linear transform b produ
es the output (Y0; : : : ; Y7) =b(X0; : : : ; X31) a

ording to the equation8>>>>>>>>>><>>>>>>>>>>:
Y0 = X0 +X5 +X10 +X15 +X16 +X22 +X24 +X30;Y1 = X1 +X6 +X11 +X12 +X17 +X23 +X25 +X31;Y2 = X2 +X7 +X8 +X13 +X18 +X20 +X26 +X28;Y3 = X3 +X4 +X9 +X14 +X19 +X21 +X27 +X29;Y4 = X16 +X21 +X26 +X31 +X0 +X6 +X8 +X14;Y5 = X17 +X22 +X27 +X28 +X5 +X11 +X13 +X3;Y6 = X18 +X23 +X24 +X29 +X10 +X12 +X2 +X4;Y7 = X19 +X20 +X25 +X30 +X15 +X1 +X7 +X9: (1)

The eighth layer applies the permutation S0 to ea
h byte.In the ninth layer, bytes from K2 and K3 are ex
lusive-ORed into the bytes.The tenth round 
onsists of ex
lusive-ORing these bytes (the output of theninth round) onto the plaintext to produ
e the 
iphertext, or (in the 
ase ofde
ryption) onto the 
iphertext to re
over plaintext.Let us denote by x(j)i (0 � i � 7; 1 � j � 10) the ith byte of the outputof the jth round. (For j = 6 we will allow 0 � i � 31.) If the time step t isimportant we will write x(j;t)i . The notation x(j)� will mean the whole 8-tuple ofbytes [x(j)i ; 0 � i � 7℄.3 Remarks on the s
hemeDuring most of the rounds, the various bytes remain separate. During the �rstround, four bytes are output from one 32-bit word, and four from another. Thefourth round 
ombines bytes with a linear map, but (as has been remarked) thisdoes a weak job of mixing them.The seventh round 
ombines pie
es of the various bytes mu
h more thor-oughly, but only with a linear transformation. Also, the seventh round lies 
loseto the surfa
e, whi
h lets us exploit the la
k of di�usion in the rest of the 
ipher.



The designers explain that the internal stru
ture of TWOPRIME (i.e. thefun
tion F ) was 
hosen to resist inversion atta
ks (where one tries to use theoutput of F to work ba
kwards). Two of our atta
ks su

eed exa
tly be
ause we
an work ba
kwards from the output of F .In fa
t, we use the non-invertibility of F to our advantage in Se
tions 4{5.Be
ause F is not bije
tive, not all intermediate values are possible. In parti
ular,the 
ombination of the sixth and seventh layers forms a non-surje
tive fun
tion,so not all 64-bit values are attainable as the output of the seventh layer. Fur-thermore, layers 8{10 depend only on K2;K3, and not on K0;K1. Therefore, we
an isolate the e�e
t of K2;K3 and atta
k them standing alone. Later, we 
anpeel o� layers 8{10 and use separate te
hniques (see Se
tions 8{9) to re
over theremainder of the key (K0;K1).4 Linear algebraThe linear re
ombination step (layer seven) su�ers from the following regularity.Denote by � the 8-ve
tor [1; 1; 1; 1;�1;�1;�1;�1℄. The matrix bij obeysPi �ibij = 0 (mod 256) for all indi
es j. This implies that7Xi=0 �ix(7)i = 0 (mod 256): (2)We 
an use this information, and a few known outputs of the stream generator,to re
over the half of the key (K2;K3).For ea
h byte position i we havex(7)i = S0(x(8)i ) = S0(x(9)i � ki);re
alling that S0 is its own inverse. For ea
h i this gives a �xed mapping fromx(9)i to x(7)i , independent of time and of the other bytes.Denote by yij the unknown quantityyij = S0(j � ki)whi
h would be the value of x(7)i if x(9)i = j. For ea
h blo
k of output of thestream 
ipher (at time t) we obtain a linear equation relating these quantities:0 = 7Xi=0 �ix(7;t)i = 7Xi=0 �iyi;x(9;t)i (mod 256):After we obtain about 2,048 blo
ks (16; 384 bytes) of output, we will have 2,048linear equations in the 2,048 unknowns yij , 0 � i � 7; 0 � j � 255. Be
auseof homogeneity these equations will not be independent, and for �xed i we willre
over yij only up to an unknown multipli
ative fa
tor and an unknown additiveshift: yij = �izij + �i (mod 256) (3)



with zij known but �i; �i unknown.But this is 
learly enough information to re
over the unknown key byte ki,using a few hundred operations of trial-and-error. For ea
h possible value for ki,de
rypt three or four values j = x(9)i into yij = S0(j� ki) and 
he
k against (3).The 
orre
t ki will be 
ompatible with (3), and only a few others; a few moretrial de
ryptions should rule out the false alarms.Having determined (k0; : : : ; k7) = (K2;K3), we still2 have to �nd K0 and K1.This seems to be more expensive (and less interesting). We see a way of �ndingthem using about 232 operations and just a few known outputs of the stream
ipher. See Se
tions 8{9.The present atta
k does require about 2048 blo
ks (16384 bytes) of streamoutput. Those known plaintext requirements are not onerous, but it is possible toredu
e them even further with meet-in-the-middle te
hniques, whi
h we dis
ussnext.5 A meet-in-the-middle atta
kIn this atta
k, we take advantage of the non-surje
tivity of layer seven in adi�erent way. It is essentially a meet-in-the-middle atta
k, taking advantage ofunattainable values at the output of the seventh layer.Roughly speaking, we guess (K2;K3) and work ba
kwards from a blo
k ofknown keystream to �nd the output of the seventh layer, using unattainablevalues to rule out in
orre
t guesses at (K2;K3). This would take 264 time toimplement as stated; however, we have an optimization (again based on meet-in-the-middle te
hniques) to redu
e the 
omplexity to 232.As before, we rely on the 
ru
ial observation (2). If we take some keystreamblo
k x(9)� , then inverting layers 8{9 shows that x(7)i = S0(x(9)i � ki): Plugginginto (2) gives us a relation that the 
orre
t value of the key k0; : : : ; k7 mustsatisfy.So the atta
k pro
eeds as follows. We de�neg(K2; y0; : : : ; y3) = 3Xi=0 S0(yi � ki) (mod 256)h(K3; y4; : : : ; y7) = 7Xi=4 S0(yi � ki) (mod 256):We obtain eight known keystream blo
ks x(9;j)� ; 0 � j � 7, and letg0(K2) = (g(K2; x(9;0)0 ; : : : ; x(9;0)3 ); : : : ; g(K2; x(9;7)0 ; : : : ; x(9;7)3 ))h0(K3) = (g(K3; x(9;0)4 ; : : : ; x(9;0)7 ); : : : ; g(K3; x(9;7)4 ; : : : ; x(9;7)7 )):2 In some situations, re
overing just (K2; K3) might 
on
eivably suÆ
e. After all, thisgives us enough information to predi
t some keystream bytes: given any seven bytesfrom a keystream blo
k, we 
an predi
t the eighth unknown byte with 
ertainty byusing (2). However, we 
an do mu
h better. As we shall see, re
overing (K0; K1) ina se
ond phase requires a bit more work, but it is still feasible.



Note that, for the 
orre
t value of (K2;K3), we have g0(K2) = h0(K3).After all this e�ort to frame things in the language of meet-in-the-middleatta
ks, it should be 
lear how to re
over (K2;K3) with standard te
hniques.(Here the \middle" for the meet-in-the-middle atta
k will be the 64-bit valueg0(K2) = h0(K3), i.e. a 
hara
teristi
 of the output of the seventh layer.)First, for ea
h guess atK2, we 
ompute g0(K2), and store the pair (g0(K2);K2)in a hash table indexed on the �rst 
oordinate of the pair. After enumerating all232 possibilities for K2, we will have 
onstru
ted a hash table of size 232. Then,for ea
h guess at K3, we 
ompute h0(K3) and look it up in the hash table. If we�nd a mat
h g0(K2) = h0(K3), then with high probability we will have obtainedthe 
orre
t values for (K2;K3).We need eight keystream blo
ks to ensure that the test will eliminate nearlyall in
orre
t values. One 
an 
ount the number of false alarms by 
ounting thenumber of solutions a; b to g0(a) = h0(b). Be
ause S0 is highly non-linear, we arejusti�ed in expe
ting the fun
tions g0; h0 to behave roughly like random fun
tionsof the form Z4256 ! Z8256. Combining this heuristi
 with the birthday paradox,we �nd that the probability of generating a false alarm is 1 � e�1 � 0:63, andthe expe
ted number of false alarms is 1.To aid the intuition, we 
an think of the present atta
k as applying a meet-in-the-middle atta
k twi
e, splitting the 
ipher �rst with a horizontal 
ut andthen splitting it again with a verti
al 
ut.The horizontal 
ut is possible be
ause layer seven fails to be surje
tive, and itis bene�
ial be
ause layers 8{10 only depend on half of the key. (There is a slightdi�eren
e, though. In a normal meet-in-the-middle atta
k, one 
omputes forwardpart-way, ba
kward part-way, and then meets in the middle. In our atta
k onTWOPRIME, be
ause layers 6{7 fail to be surje
tive, we only need to 
omputeba
kwards, and the forward part of the 
omputation is substantially simpli�ed.)The verti
al 
ut is made possible by the linearity of layer seven (or, morepre
isely, the linearity of (2)). Here the \middle" is the value g0(K2) = h0(K3).We 
ompute up the left half, and up the right half, and then meet in the \middle"of the output of the seventh layer. This se
ond appli
ation of meet-in-the-middlete
hniques lets us isolate the e�e
t of K2 from that of K3, and hen
e redu
esthe atta
ker's workload signi�
antly.In summary, we 
an re
over (K2;K3) with 232 o�ine work, 232 spa
e, andabout eight blo
ks (64 bytes) of known keystream. As we shall see in Se
tion 10,the 
omputational requirements are not unreasonable.6 Splitting the periodThe previous two atta
ks 
ould be avoided (in a hypotheti
al TWOPRIMEsu

essor) by using a di�erent linear transformation at layer seven. So we develophere another atta
k against that eventuality.This atta
k is similar to the atta
ks on two-loop Vigenere 
iphers, whi
h 
anbe found in referen
es [Sin68℄ and [Tu
70℄.



For an arbitrary time step t0, let us 
onsider the outputs at four spe
i�
 timesteps: a = t0b = t0 + p0
 = t0 + p1d = t0 + p0 + p1:Be
ause the 
ounters at layer 1 are 
y
li
 with periods p0 and p1 respe
tively,we have x(1;a)i = x(1;b)i ; x(1;
)i = x(1;d)i ; 0 � i � 3x(1;a)i = x(1;
)i ; x(1;b)i = x(1;d)i ; 4 � i � 7;and hen
e, be
ause the a
tions of subsequent layers are time-invariant,x(3;a)i = x(3;b)i ; x(3;
)i = x(3;d)i ; 0 � i � 3x(3;a)i = x(3;
)i ; x(3;b)i = x(3;d)i ; 4 � i � 7:Consider the event E that the following two equations both hold:3Xi=0 x(3;a)i = 3Xi=0 x(3;
)i (mod 256)7Xi=4 x(3;a)i = 7Xi=4 x(3;b)i (mod 256):Ea
h equation holds with probability about 1=256 (for randomly 
hosen timestep t0), and the two are independent, so that event E holds with probabilityabout 1=65536. When it does hold, we have7Xi=0 x(3;a)i = 7Xi=0 x(3;b)i = 7Xi=0 x(3;
)i = 7Xi=0 x(3;d)i (mod 256):This in turn implies that the outputs of layer 4 are well behaved:x(4;a)i = x(4;b)i ; x(4;
)i = x(4;d)i ; 0 � i � 3x(4;a)i = x(4;
)i ; x(4;b)i = x(4;d)i ; 4 � i � 7:This 
an be pushed forward to give information on the outputs of layer 6:x(6;a)i = x(6;b)i ; x(6;
)i = x(6;d)i ; 0 � i � 15x(6;a)i = x(6;
)i ; x(6;b)i = x(6;d)i ; 16 � i � 31x(6;a)i + x(6;d)i = x(6;b)i + x(6;
)i ; 0 � i � 31;and be
ause layer 7 is linear (mod 256), we getx(7;a)i + x(7;d)i = x(7;b)i + x(7;
)i (mod 256): (4)



Suppose we know that event E has o

urred for time step t0, and that wehave available for the output of the stream 
ipher x(9;h)i . Then from x(7;h)i =S0(ki � x(9;h)i ) and (4), we get a suitability test for possible values of key byteki. That is, for ea
h position 0 � i � 7, for ea
h possible value of ki, we testwhether the values of x(7;h)i obtained from x(9;h)i using ki would satisfy (4):S0(ki�x(9;a)i )+S0(ki�x(9;d)i ) ?= S0(ki�x(9;b)i )+S0(ki�x(9;
)i ) (mod 256): (5)Ea
h 
on
atenation of possible bytes (k0; k1; : : : ; k7) from this step representsa possible setting of (K2;K3) 
onsistent with the event E having o

urred atthis time step t0. We will 
all this 8-byte setting a putative key.If event E did o

ur, then the 
orre
t setting of (k0; k1; : : : ; k7) will be rep-resented among these possibilities. If it did not o

ur, we may get several falsealarms.The diÆ
ulty is that we do not know, a priori, whether event E o

urred ornot. We may �nd that for one of the byte positions i there is no possible settingof ki satisfying (5); in this 
ase we know that E did not o

ur at t0 and this 
ase
an be dis
arded.Our strategy will be to try about 330,000 di�erent values of t0, and for ea
hone that has at least one possible setting for ea
h of the eight bytes ki, re
ordthe possible values of the 8-tuple (k0; k1; : : : ; k7) = (K2;K3). The 
orre
t valueshould show up about �ve times among these putative keys, and in
orre
t valuesshould show up less often. Having as
ertained the 
orre
t value for (K2;K3), wewill be able to get the keys (K0;K1) with less diÆ
ulty in Se
tion 8.7 Probabilisti
 analysisFor our analysis it will be useful to know the following two probability distribu-tions.For bytes xa; xb; x
; xd, representing x(9;a)i ; : : : ; x(9;d)i , let N(xa; xb; x
; xd) bethe number of key bytes k that would satisfy (5):S0(ki � xa) + S0(ki � xd) ?= S0(ki � xb) + S0(ki � x
) (mod 256): (6)We want to know the distribution P1(n) = Pr(N(xa; xb; x
; xd) = n) when thexh are independent random variables. We also want to know the distributionP2(n) = Pr(N(xa; xb; x
; xd) = n) when the xh are known to arise from event E,that is, when the 
orre
t key byte ki is known to satisfy (6). The two are relatedby P2(n) = nP1(n). The experimental distributions are given in the Appendix.The �rst distribution is almost Poisson with mean 1: P1(n) = e�1=n!, withthree notable ex
eptions.First, P1(256) � 2=2562 = 2�15, be
ause with that probability we either have(xa = xb and x
 = xd), or (xa = x
 and xb = xd), and in either 
ase all keybytes k will work.



Se
ond, P1(128) � (1=2)=2562 = 2�17, and similarly P1(64) � (5=4)=2562,P1(32) � (13=8)=2562, and P1(16); P1(8) are similarly high. This happens be-
ause of idiosyn
rasies of the permutation S0. For example, in the 
ase n = 128,
onsider the event that xa � xd = xb � x
 = 11111101 in binary, and xa and xbagree in the se
ond-lowest bit. This event has probability (1=256)2(1=2) = 2�17.When this happens, for all 128 key bytes k disagreeing with xa in the se
ond-lowest bit, we have (k � xa) + (k � xd) = 257. Then, be
ause S0(x) = x�1(mod 257) if x 6= 0, we haveS0(k � xa) + S0(k � xd) = S0(k � xb) + S0(k � x
) = 257for ea
h of these 128 values of k, so that N(xa; xb; x
; xd) � 128. This impliesP1(128) � 2�17. Similar 
al
ulations obtain for n = 64; 32; 16; 8.Third, it appears experimentally that P1(0) is a little higher than expe
ted:0.40 rather than 0.37; and P1(1) is a little lower. This may be related to the �rsttwo observations.These deviations from the Poisson distribution, parti
ularly the relative highvalues of P2(256) and P2(128), 
reate a minor nuisan
e for our 
ryptanalysis.When event E has happened, the distribution P2(n) is related to the numberof trial key bytes ki that would satisfy (6) in ea
h byte position i. The numberof 8-byte keys (k0; k1; : : : ; k7) is given by7Yi=0N(x(9;a)i ; x(9;b)i ; x(9;
)i ; x(9;d)i )with expe
ted value about 4:38 � 120; 000. This expe
ted value is so high be
auseof the unusually large values of P2(256) and P2(128).When event E has not happened, the distribution P1(n) is relevant, and theexpe
ted number of 8-byte keys is 1. In fa
t with probability about 1 � (1 �0:404)8 � 0:984 at least one of the values N(x(9;a)i ; x(9;b)i ; x(9;
)i ; x(9;d)i ) is zero, sothat no 8-byte keys are valid; with the 
omplementary probability 0:016, all arenonzero, and then the expe
ted number of keys is 1=0:016 � 62.So with 330,000 experiments, the expe
ted number of 8-byte putative keys is5� 120; 000+ (330; 000�5)�1 = 930; 000. Among these, the 
orre
t key shouldappear �ve times, and should be easy to dete
t; in
orre
t keys should appearat most on
e, with possible ex
eption of those di�ering from the 
orre
t key inonly one or two bytes.Remark: Although the mean number of putative keys is fairly small, thevarian
e is huge; the standard deviation ex
eeds 1011. This is be
ause of the rela-tively high probability that, for a given time step and byte position,N(xa; xb; x
; xd)is either 256 or 128; if several su
h bytes o

ur at the same time step, this timestep will yield a huge number of putative keys. In this 
ase an alternative datastru
ture is 
alled for. For example, if one time step has two or more su
h bytepositions, de
lare that event E has probably o

urred, and dedu
e putative val-ues for the remaining six or fewer key bytes. Or we 
ould simply list 4-byteputative keys K2 and K3 separately.



8 Splitting the period, againHaving determined K2 and K3 by the atta
k in Se
tion 6, we also know thehandful of positions where event E has o

urred; we know several pla
es where3Xi=0 x(3;a)i = 3Xi=0 x(3;
)i (mod 256):Be
ause of the relation between x(3)i and x(2)i we also have3Xi=0 x(2;a)i = 3Xi=0 x(2;
)i (mod 256);when
e 3Xi=0 S0(x(1;a)i ) = 3Xi=0 S0(x(1;
)i ) (mod 256): (7)By enumeration of 232 possibilities, we 
an �nd all the possible values of the 
on-
atenation (x(1;a)0 ; x(1;a)1 ; x(1;a)2 ; x(1;a)3 ) and hen
e, by adding p1a0 (mod p0), the
on
atenation (x(1;
)0 ; x(1;
)1 ; x(1;
)2 ; x(1;
)3 ), whi
h satisfy (7). This whittles downthe possible values of K0 from a 
olle
tion of 232 to about 232=2565 = 212 pos-sible values. Similar 
al
ulations redu
e our 
hoi
e of K1 to about 212 possiblevalues. The 
orre
t values 
an be gotten by exhaustion.9 Meet-in-the-middle, againAnother approa
h at re
overing (K0;K1) is given here. We assume that we havepreviously identi�ed (K2;K3) using any of the atta
ks from Se
tions 4{6. Thisatta
k requires only 232 operations, 224 spa
e, and two known keystream blo
ks;therefore, it should be very fast.Be
ause of the form of the linear relation in layer 7, we �nd that the sum x(7)0 +x(7)2 � x(7)4 � x(7)6 (mod 256) depends only on the four bytes x(5)i ; i = 1; 3; 5; 7.Use a meet-in-the-middle approa
h, requiring time 2563 = 224, to dis
over allthe 224 values of the 4-tuple [x(5)i ; i = 1; 3; 5; 7℄ that 
ould lead to a given valuefor this sum. Similarly the sum x(7)0 + x(7)2 � x(7)5 � x(7)7 (mod 256) dependsonly on the four bytes x(5)i ; i = 0; 2; 4; 6. Combine these two lists with anothermeet-in-the-middle atta
k, and in time 224 we 
an re
over the 8-tuple x(5)� fromany given value of the 8-tuple x(7)� .Use time 224 to de
rypt one 
iphertext ba
k to layer 5. For ea
h of the 232trial subkeys K0, 
ompute forward to x(3)i ; 0 � i � 3, and ba
kward from layer 5to x(4)i ; 0 � i � 3. See whether there is a byte sumP7i=0 x(3)i whi
h would enablethe linear permutation at layer 4 to map x(3)i ; 0 � i � 3 to x(4)i ; 0 � i � 3. Weexpe
t 256 trial subkeys K0 to pass this test. Similarly develop 256 trial subkeysK1. Try ea
h of the resulting 65,536 pairs (K0;K1) on another 
iphertext todetermine the 
orre
t pair.



10 Computational requirementsThe �rst atta
k should take only a few se
onds to �nd all ofK2 andK3, in
ludinggathering data.The meet-in-the-middle atta
k re
overing (K2;K3) (see Se
tion 5) requires232 hash table lookups and about 233 words of memory. If we keep the entiretable in memory, the 232 table lookups will take only 400 se
onds or so (assuming100ns a

ess time to main memory, whi
h is not unreasonable).The spa
e requirements may be more noti
eable. One simple approa
h isto distribute the table a
ross a 
luster of 256 workstations, ea
h with 128 MBof memory; su
h a 
luster would take roughly 400 se
onds to �nd (K2;K3).Another simple approa
h, if only one workstation is available, is to trade o�time for memory: by splitting the table a
ross time, one workstation 
an �nishin 256 � 400 � 105 se
onds (about one month), and n workstations will �nishn times as fast that. This is not out of rea
h, and the interested reader mightbe able to �nd better ways to redu
e memory needs: for example, the parallel
ollision sear
h te
hniques of van Oors
hot and Wiener [OW96℄ (applied to �nda \golden 
ollision") look promising.For the atta
k based on identifying o

urren
es of event E (see Se
tions 6{8),we need the generator to run for p0 + p1 � 233 time steps, generating 236 bytes.At the advertised speed of 1 megabyte per se
ond, this will take about nineteenhours. We will look at only 1,000,000 message blo
ks (8,000,000 bytes): 330,000at the beginning (representing a), another 330,000 in the middle (representingboth b and 
, be
ause p0 and p1 are so 
lose to ea
h other), and another 330,000at the end. For ea
h sele
tion (a; b; 
; d) we might need to evaluate 8�256 = 2048trial key bytes 0 � ki � 255; 0 � i � 7. However, realize that mu
h of the timewe will �nd that, for example, key byte k1 has no possible values, so that bytesk2; : : : ; k7 need not be examined for this 
ase. In total about 212,000,000 keybytes need to be examined.11 TWOPRIME-1The same paper [DNRS97℄ proposes a faster version TWOPRIME-1, di�eringfrom TWOPRIME only in the seventh layer; in TWOPRIME-1, this layer pre-serves halves. That is, the output bytes x(7)i ; 0 � i � 3 only depend on the inputbytes x(6)i ; 0 � i � 15, and the output bytes x(7)i ; 4 � i � 7 only depend onthe input bytes x(6)i ; 16 � i � 31. This means that the only intera
tion betweenthe left and right halves of the message o

urs during the \linear permutation"in the fourth layer, and there the intera
tion is limited to the one byte Pi x(3)i(mod 256). In two time steps where this sum agrees, the halves are 
ompletelyseparated.So we 
an examine the output at time a = t0 and b = t0+p0. IfP7i=4 x(3;a)i =P7i=4 x(3;b)i (mod 256) (i.e. the se
ond of the two 
onditions for event E), then



the left-hand half of the output of ea
h layer is the same for a as for b:x(j;a)i = x(j;b)i ; 0 � i � 3; j 6= 6x(6;a)i = x(6;b)i ; 0 � i � 15:In parti
ular the left-hand halves of the outputs will agree. By identifying eightpairs (a; b) where these output halves agree, we 
an dedu
e the value of K0 asin the TWOPRIME 
ase. Similar 
omputations give us K1.We 
an then use exhaustive sear
h to 
ompute K2 in about 232 steps. Forexample, if we guess the four bytes representing (P7j=0 kj) � ki; 0 � i � 3, andwe know the values of K0 and K1, we 
an �nd the left-hand half of all layers upthrough layer 8. We 
an 
ompare the en
ryptions of two unrelated time steps,say a and e, to see whetherx(8;a)i � x(8;e)i ?= x(9;a)i � x(9;e)i ; 0 � i � 3:If not, these four bytes are wrong. But if they are equal, we 
an use layer 8 todedu
e K2, giving us another 
he
k on our original assumptions, and furnishingus with the 
orre
t value of K2. The 
al
ulation of K3 is left to the reader.We needed to run the generator for 232 messages (235 bytes), or ten hours,and examine about 2�8�256 = 4; 096 blo
ks (32,768 bytes). The 
omputationalrequirements of 232 operations are not onerous, and the interested reader mightwell �nd more eÆ
ient methods to dis
over K2.Another approa
h is also available. In the �rst phase of this atta
k, we re
over(K2;K3). The key observation is that|modelling ea
h half of layers 6{7 as arandom fun
tion|only about 1� e�1 of the 232 possible values for the left halfof the output of the seventh layer will a
tually be attainable. Therefore, in the�rst phase, we guess K2, 
ompute up the left side of the 
ipher to the outputof the seventh layer, and dis
ard guesses at K2 when they produ
e unattainableintermediate values. Be
ause (1 � e�1)50 < 2�32, we see that after about 50blo
ks (400 bytes) of known plaintext, there will be just one value remaining|namely, the 
orre
t value of K2. A similar te
hnique re
overs K3.Now the se
ond phase pro
eeds as in Se
tion 9. For ea
h guess at K0, we
ompute forward down the left side of the 
ipher to the output of layer 3 andba
kward to the output of layer 4, 
he
king to see whether the two are 
ompati-ble. We expe
t 256 values of K0 to remain, and similarly 256 values of K1; theseremaining 216 possibilities 
an be 
he
ked by trial en
ryption.In short, this se
ond approa
h breaks TWOPRIME-1 with about the sametime and spa
e 
omplexity as the 
orresponding atta
k on TWOPRIME. We re-quire slightly more known plaintext, but 50 blo
ks (400 bytes) of known plaintextshould be readily available in many systems.12 ONEPRIMEThe same paper [DNRS97℄ proposes a s
heme ONEPRIME, whi
h di�ers fromTWOPRIME only in the �rst layer: instead of two primes p0 and p1, we have



only one prime p = 264 � 59 and �xed multiplier a. The output of the �rst layerat time t is (x(1)0 ; : : : ; x(1)7 ) = at+ (K0;K1) (mod p):A slight modi�
ation enables our atta
k to run against this s
heme as well. Basedon the value a (whi
h was not spe
i�ed in the paper), 
ompute values �0 and�1 su
h that in the binary representation of a�0 (mod p), the left-most 34 bitsare 0 (so that the left half is 0 and the right half represents an integer smallerthan 230). Similarly in the binary representation of a�1 (mod p), the leftmost(highest order) two bits are 0, and the rightmost 32 bits are 0. Ea
h �i shouldbe about 234 and 
an be 
omputed using methods from 
ontinued fra
tions.Then if we sele
t time stepsa = t0b = t0 +�0
 = t0 +�1d = t0 +�0 +�1we will �nd, with probability ex
eeding (3=4)2 > 0:56, that the left-hand halvesof the outputs of layer 1 agree at times a and b, as well as at times 
 and d; andthe right-hand halves agree at times a and 
, as well as at times b and d. Therest of the atta
k pro
eeds as before.We need the generator to run for somewhat longer, be
ause �0 > p0, andwe need to examine someone more 
iphertext, be
ause our favorable 
onditionsonly o

ur with probability 0:56, but the atta
k is still feasible.Another approa
h is also available. We 
an break ONEPRIME with meet-in-the-middle te
hniques. In fa
t, simply applying the atta
ks in Se
tions 5 and 9immediately breaks ONEPRIME, without any modi�
ations needed. This se
ondapproa
h requires eight blo
ks of known keystream as well as 233 time and 232spa
e.13 Dis
ussionAt a high level, the intuition behind some of our 
ryptanalysis is that we applythe meet-in-the-middle atta
k repeatedly, at two levels of abstra
tion. First, wedivide the 
ipher horizontally between layers, and meet at the \middle"|theoutput of the seventh layer|at the highest level of abstra
tion. Se
ond, wedivide the 
ipher verti
ally into left and right halves, and meet in the \middle",where the \middle" is a 
hara
teristi
 of the output of the seventh layer.Some of the te
hniques, e.g. Se
tions 6{8, do not fall 
leanly into this model.We will ignore them for the moment.Note that the verti
al split 
an be viewed as de
omposing the 64-bit fun
tionF into two parallel 32-bit fun
tions G;H . In other words, splitting F verti
ally
orresponds to writing F (a; b) = (G(a); H(b)). Of 
ourse, given su
h a parallel



de
omposition, we 
an apply a divide-and-
onquer atta
k; sin
e breaking a 32-bit fun
tion has 
omplexity at most 232, su
h a de
omposition lets us break Fin at most 2 � 232 time.So we 
on
lude that F should be designed to resist parallel de
omposition,and in parti
ular there should be no parallel G;H that approximate F . Thisjust 
omes down to ensuring there is plenty of di�usion, a well-known designprin
iple for 
ipher design. This la
k of di�usion helped make our atta
ks onTWOPRIME possible.We 
an also analyze the horizontal split in terms of fun
tional de
omposition.In this 
ase, we �nd that it 
orresponds to �nding G;H su
h that F = H Æ G(i.e. F (a) = H(G(a))). When we 
an �nd su
h G;H where G is non-surje
tiveand H is bije
tive, then meet-in-the-middle atta
ks may allow the 
ryptanalystto isolate the e�e
t of G from the e�e
t of H . In other words, the 
ryptanalyst
an often analyze H without taking into a

ount the e�e
t of G (or the key bitsthat enter G); on
e H has been broken, the 
ryptanalyst 
an then peel o� thee�e
t of H (sin
e it is bije
tive) and atta
k G alone. The result of su
h a divide-and-
onquer atta
k would be that F is not mu
h stronger than the strongest ofG or H standing alone. TWOPRIME put some of its strength into G, and someinto H , with the result that mu
h of its strength was wasted. Far better wouldhave been to 
on
entrate all the strength in one of G or H and make the otheras simple as possible, to avoid this potential danger.Therefore, we suggest the following design prin
iple, whi
h seems broadlyappli
able to the 
onstru
tion of non-bije
tive 
ryptographi
 fun
tions from aprodu
t of rounds. One should avoid introdu
ing non-surje
tivity in the middleof the fun
tion, be
ause that may speed up meet-in-the-middle atta
ks and thuswaste pre
ious 
ryptographi
 strength.Note that the latter design prin
iple o�ers some intuitive justi�
ation forthe stru
ture of many of today's most su

essful non-bije
tive 
ryptographi
fun
tions (su
h as MD5, SHA, : : :). The Davies-Meyer 
onstru
tion [Win84℄builds F as F (a) = G(a)� a. Here all the strength is 
on
entrated in a bije
tivefun
tion G (usually built out of a blo
k 
ipher); the non-surje
tivity is introdu
edas late as possible, and as simply as possible. MD2 [Kal92℄ and Snefru [Mer90℄also follow our suggested design prin
iple: they too use a bije
tive fun
tion G atthe 
ore, and introdu
e non-surje
tivity only at the endpoints (by adding simpleredundan
y to the input of G, and trun
ating its output).This design prin
iple is not novel. It has been dis
ussed in more detail byPreneel in the 
ontext of the design of 
ompression fun
tions for hash fun
tions;see [Pre93, e.g. Se
tion 4.2℄.14 Con
lusionsPulling it all together, we 
an identify three important atta
ks against TWOPRIME.First, we 
an break TWOPRIME with 2048 blo
ks of known keystream and 232work by using the te
hniques of Se
tions 4 and 9. Alternatively, we 
an get bywith only 8 blo
ks of known keystream with repeated use of meet-in-the-middle



atta
ks (Se
tions 5 and 9); the 
ost is that we need 232 spa
e as well as 233 work.Finally, we 
an 
ryptanalyze TWOPRIME with 233 blo
ks of known keystreamand about 228 operations by using the methods from Se
tions 6{8; this last at-ta
k uses no spe
ial features of the 
ompression fun
tion in layer seven (otherthan its linearity). We see that, for a 
ipher with a 128-bit key, TWOPRIME isdisappointingly weak.We have pointed out weaknesses in two of the layers in TWOPRIME. Be
auseTWOPRIME has only nine layers, ea
h layer lies 
lose to the surfa
e, and anyweakness is more easily exploited. The system needs more layers to have anyserious 
ryptographi
 strength.Referen
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A AppendixWe give here the experimental distributions of P1(n) and P2(n):n e�1=n! P1(n) P2(n)0 0:3679 0:404 01 0:3679 0:337 0:3372 0:1839 0:183 0:3673 0:0613 0:062 0:1854 0:0153 0:017 0:0705 0:0030 0:004 0:0206 0:0005 0:001 0:0067 0:0001 0:0002 0:0018 0 0:00029 0:00216 0 0:000028 0:000432 0 0:000025 0:000864 0 0:000019 0:0012128 0 0:000008 0:0010256 0 0:000031 0:0078XnP1(n) = 1; XnP2(n) � 4:3
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