
The Programmer�s View of MARS

H� Kopetz� G� Fohler� G� Gr�unsteidl� H� Kantz� G� Pospischil� P� Puschner�

J� Reisinger� R� Schlatterbeck� W� Sch�utz� A� Vrchoticky� R� Zainlinger

Institut f�ur Technische Informatik� Technische Universit�at Wien

A����� Vienna� Austria� E�mail� hk�vmars�tuwien�ac�at

Abstract
The systematic development of fault�tolerant real�

time systems with guaranteed timeliness requires an
appropriate system architecture and a rigorous design
methodology� We propose a system with strict sepa�
ration of the issues of synchronization� dependability
aspects and data transformation� Dependability as�
pects �error handling and redundancy management�
are handled by the architecture� Synchronization and
programming in the large is handled at the design level�
The programmer only has to be concerned with a se�
quential program for which he has to meet a so�called
�time budget�� The architecture and many tools have
been implemented and can be demonstrated on a fault�
tolerant prototype application�

� Introduction
Distributed real�time computer systems are replac�

ing conventional mechanical or hydraulic control sys�
tems in many applications� e�g�� �ight control systems
in airplanes� �drive by wire� systems in automobiles�
and industrial process control systems� In addition
to the speci�ed functional capabilities� these appli�
cations demand predictable timeliness and speci�ed
levels of non�functional attributes� such as reliability�
safety� and maintainability�

At present� the process of designing real�time sys�
tems is tedious and often unsystematic� Frequently
the primary focus during the design is on the func�
tional capabilities of the planned control system� Con�
cerns about timeliness and dependability are usually
deferred until the �nal testing phases� when all parts
of the system have to be integrated� The applica�
tion code implementing the speci�ed transformations
in the data domain is most often intertwined with the
code for the synchronization of concurrent tasks and
the code for error handling and recovery� As a conse�
quence� it is very di�cult to establish the timeliness
of these systems by formal reasoning or by a construc�
tive test methodology� Furthermore� minor changes in
one part of the system can have a major e	ect on the
timeliness of some other part�

We propose a system architecture
MARS ��


which supports a strict separation of the issues of syn�
chronization and timeliness� data transformation� and
the dependability aspects �e�g�� error detection� error
handling and redundancy management��

In our view� such a separation of issues is only possi�
ble if the system architecture is time�triggered� i�e�� all
system activities are initiated as a consequence of the
progression of real�time� Although the occurrence of
events in the environment is outside the sphere of con�
trol of the computer system� the points in time when
these events are to be recognized by the computer are
predetermined in a time�triggered architecture� This
is in contrast to event�triggered architectures� where
the system activities are initiated as a consequence of
the occurrence of external or internal events�

Event�triggered real�time architectures are assumed
to provide a high degree of �exibility and have there�
fore received considerable attention in the literature
�ARTS ���
� MAFT ��
�� Because of their event trig�
gered nature� however� an excessive number of possi�
ble behaviors must be analyzed in order to establish
timeliness guarantees� Furthermore� the implementa�
tion of active redundancy by the replication of the
components is hard because of the issue of replica de�
terminism ���
� DELTA� ��
 proposes the implementa�
tion of the rather complex �leader�follower� model to
overcome the latter di�culty� Other event�triggered
architectures� e�g�� Spring ���
� do not consider the is�
sues of fault�tolerance at all�

This paper is organized as follows� In the next
section we give a short overview of the architecture
and the separation of design issues from programming�
The following two sections describe the tasks of de�
signer and programmer in more detail�

� Separation of Concerns
In our proposed system architecture a strict sepa�

ration of the issues of synchronization and timeliness�
data transformation� and the dependability aspects is
supported� The designer is responsible for handling
these issues as long as they concern the inter�task re�
lationship� the programmer handles them at the task
level� and the system architecture provides the base
services for both of them� In the following we will
outline both the MARS architecture and the concerns
of the designer and the programmer� in order to give
the essentials to read the rest of the paper�

On the architectural level a MARS System is a dis�
tributed computer system that consists of a number
of autonomous� fail�silent node computers called com�
ponents which are interconnected by a real�time net�



work ���
� Each component is a self�contained com�
puter with a local real�time clock and an interface to
the real�time network� It is controlled by the MARS
Operating System ���
 and executes a set of applica�
tion tasks� A task is a unit of computation that re�
ceives a set of messages� performs some calculations�
and sends a set of messages� There is no explicit inter�
action among tasks inside a task�s body� Communica�
tion among components �and tasks� is solely achieved
by exchanging broadcast messages�

In order to handle both network and component
failures� active redundancy is used� All messages are
sent at redundant broadcast channels and the tasks
are executed at each component of a so�called Fault�
Tolerant Unit �FTU� ��� �
� The active redundancy
of processing and communication resources as well
as error detection� error handling� and redundancy
management are services of the architecture and com�
pletely transparent to the application programmer�
The architecture relieves the designer from being con�
cerned with fault tolerance issues�

We denote the sequence of processing and commu�
nication steps between an observation of the environ�
ment and a response to the environment as a real�time
transaction� During the design phase the real�time
transactions are re�ned into a sequence of task execu�
tions and message exchanges� In this process the task
dependencies are analyzed and an execution time limit
for each task is established� so that all transactions can
be scheduled on the given hardware resources� The
schedule is generated o	�line for veri�cation of the es�
timated execution time bounds�

Synchronization and communication are handled
by message exchanges among tasks� No synchroniza�
tion or communication primitives other than messages
are used�

In the programming phase� the application pro�
grammer can focus on his primary activity� i�e�� writ�
ing correct application tasks that meet a given time
budget� He is not concerned with task synchroniza�
tion� The task gets input messages and must produce
output messages within a given time� Communica�
tion with other tasks is handled like reading from or
writing to local memory�

� Designer�s Concerns
While current practice of real�time programming

must deal with fault�tolerance and synchronization as�
pects in a rather ad�hoc and application speci�c way�
programming of a MARS real�time application corre�
sponds much more to conventional software develop�
ment� The issues of synchronization and timeliness are
primarily dealt with at the system design level� not at
the programming level�

Top Level Design
At the top level� the designer identi�es the di	er�

ent modes of operation and de�nes the possible mode
changes� An airplane� for example� performs di	er�
ent system activities in the start� �ight� and landing
phases� Each mode as well as each mode change may
consist of a set of cooperating real�time tasks ��
� The
only signi�cant di	erence between modes and mode

changes is that modes are �nally implemented by a
set of periodic tasks while mode changes constitute a
set of tasks that is executed only once� To cope with
the inherent complexity of real�time system design in
the domain of time� an object based design methodol�
ogy is provided to the designer�

Real�Time Transactions
The most important design object is the real�time

transaction� A real�time transaction refers to a set of
cooperating real�time tasks ful�lling a particular sys�
tem function� We distinguish between transactions
dealing with discrete and transactions dealing with
continuous processes�

Transactions describing discrete processes start
with the observation of an external �discrete� event
�e�g�� �button pressed�� and have to react �output a
result to the environment� within a time interval dic�
tated by the environment� We call this time interval
MART� the maximum response time� The minimal
time interval between two subsequent observations of
the same event must also be speci�ed� The corre�
sponding parameter is called MINT� MINT is often
formulated as a load hypothesis de�ning the maximum
load the system has to cope with�

Transactions describing continuous processes �e�g��
controlling the temperature in a vessel� are typically
characterized by the required control quality rather
than the particular MART and MINT values� The
timing parameters �e�g�� the period� for the intended
control quality are determined during design�

Apart from these attributes each transaction con�
sists of an informal description of the functional be�
havior along with the input and output data� These
data are modeled by so�called data items �e�g�� tem�
perature�� Data items represent input data� output
data� as well as data re�ecting the internal state of the
computer system �e�g�� intermediate results of compu�
tations� history information��

Re�ning Real�Time Transactions
During design� transactions are re�ned into sub�

transactions� We present the input�output relation�
ship of the newly obtained subtransactions in the form
of an acyclic directed graph where the nodes corre�
spond to subtransactions and the edges re�ect the de�
pendencies due to the input�output relations� This
graph is called precedence graph �since it determines
precedence relations between subtransactions�� The
re�nement process can thus be interpreted as subse�
quently expanding nodes of the graph to new sub�
graphs� At the end of the transformation process
each node is su�ciently re�ned and represents a single
MARS task�

Since MARS transactions are executed periodically�
the design process also accounts for the derivation of
a period and an MT �maximum execution time� value
for each transaction�

Designing FTUs
Apart from the manipulation of temporal param�

eters described above� the design methodology also
supports the de�nition and description of FTUs� Si�
multaneously with the re�nement of transactions the



necessary FTUs may be established� The manual al�
location of tasks to FTUs is optional� i�e�� the designer
may assign some tasks to particular FTUs �e�g�� tasks
running on interface components� or he may leave it
up to the o	�line scheduler to make appropriate allo�
cations�

Temporal Evaluation and Redesign
The input of the o	�line scheduler consists of the

transactions �described by their corresponding prece�
dence graphs� along with the �partial� task�to�FTU
allocations�

Based on this information the scheduler tries to es�
tablish a feasible schedule for each mode and each
mode change� If such a schedule cannot be found�
then an iterative rede�nition of the temporal parame�
ters or a partial redesign �e�g�� introducing additional
parallelism by splitting up a task into several paral�
lel tasks� has to be carried out� This redesign takes
place at an early stage of system development� i�e��
before any coding activities have been initiated� If on
the other hand the subsequent implementation of the
tasks �see Section �� reveals the need for a larger time
budget than previously estimated� i�e�� the program�
mer is not able to implement the tasks according to
the required MT� then again a redesign has to take
place�

� The Programming Interface
The design phase ultimately decomposes each

transaction into a set of cooperating tasks� Each of
these tasks consists of a startup part for the initializa�
tion of its inner state and a main part that is executed
periodically after initialization� The periodic actions
of all tasks follow one pattern� The task receives a set
of messages� performs a calculation� and �nally sends
a set of messages� No communication or synchroniza�
tion takes place �inside� the task�s body� i�e�� while it
performs its calculations� Therefore a task�s speci�ca�
tion� as produced by the design phase� consists only
of the following�

� the set of messages received by the task�

� the set of messages produced by the task�

� the variables that form the inner state of the task�

� the functional speci�cation of the calculations
performed by the task�

� and a maximum execution time for the task�

The programmer does not have to be concerned with
synchronization� as this concern is handled at the de�
sign level� Instead� he can concentrate on producing
correct sequential code for each given task� This sep�
aration has the following advantages�

� The synchronization problem is treated at an ap�
propriate level� namely the design level� thus re�
ducing complexity and facilitating validation�

� Message communication is non�blocking� mak�
ing the execution of a task independent of the
progress of other tasks in the system� This greatly
facilitates predictions of the maximum execution
time of a task�

To implement the tasks� the programmer uses a
variant of Modula��� called Modula�R ���
� The lan�
guage allows the calculation of the maximum execu�
tion time of a task and supports MARS�s speci�c task
structure and message communication� Speci�cally�
message naming� message typing� and bu	er manip�
ulation are implemented by the compiler� To further
aid the programmer we

� provide a tool that uses design data to auto�
matically generate message type de�nitions and
a �task skeleton� that contains the correct input�
and output declarations for all the messages sent
and received by the task�

� perform numerous compile�time and run�time
checks to help the programmer to detect errors�

Programming Language and Temporal
Predictability

The programming language establishes the inter�
face between the programmer on the one hand and
the programming and evaluation tools on the other
hand� It is the carrier of all information available to
the worst case execution time analysis of tasks and
thus in�uences the computability of execution time
bounds and their quality� The needs of the exeuction
time analysis in�uenced the design of Modula�R�

� Modula�R restricts the available constructs and
programming techniques such that the temporal
behavior of constructs can be predicted� E�g�� it
does not allow the use of recursions and gotos�
and all loops have to be bounded ��
 in order to
apply calculation rules as found in ���
�

� Modula�R contains extensions to Modula�� that
help to provide the timing analysis with knowl�
edge about a task�s dynamic behavior that goes
beyond the information that can be extracted
from the structure of the task�s source code ��
�

The Programming Environment
The real�time programmer has to write tasks that

meet the execution time constraints imposed by the
earlier design steps� Therefore� detailed information
about the worst case timing behavior of a task is desir�
able during the whole programming phase� The pro�
grammer shall not only see how long the execution of
a whole task takes in the worst case� but he shall have
access to execution time information of every part of a
program� Only this comprehensive information allows
him to identify those parts of a tasks that need too
much time and have to be changed�

The MARS programming environment ��
 not only
gives the programmer a very detailed documentation
of a task�s timing� The so�called time editing feature
also allows an immediate observation of the e	ects of
planned code changes on a task�s overall execution
time� before actually implementing them� One can
replace execution times that have been calculated for
certain code parts by hypothetical values
the execu�
tion times expected for these parts after the change

and compute the hypothetical execution time for the
whole task for the assumed values�



The permanent feedback about a timing during
programming greatly facilitates the development of
time critical tasks� This is especially the case when
the available time budgets are tight�

� Conclusions
Real�time software development has to be con�

cerned with both the correctness in the value domain
and the correctness in the time domain� The dy�
namic interactions of the application software with the
operating system� the communication protocols and
the target hardware determine the behavior of a dis�
tributed system in the domain of time� If all these
issues are treated simultaneously in an unstructured
manner
as is the state of practice
the resulting soft�
ware is complex� di�cult to develop and even more
di�cult to verify�

In this paper we described a software development
methodology and a distributed system architecture
which enforce a strict separation of the issues of sys�
tem design and task implementation� Communication
to other tasks and the environment is handled like
reading from or writing to local memory� Error detec�
tion� error handling and the dynamic reintegration of
repaired components are services of the architecture�

The system architecture and prototypes of most
of the software development tools have been imple�
mented in an academic environment� A real�time ap�
plication� the rolling ball� has been completed in order
to evaluate the concepts experimentally� Many of the
properties of the architecture� such as the separation
of scheduling from programming� the ease of program�
ming� the testability� and the dynamic reintegration of
repaired components can be demonstrated on this ap�
plication�
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