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ABSTRACTWe consider the amount of randomness necessary ininformation-theoretic private protocols. We prove that atleast 
(log n) random bits are necessary for the t-privatecomputation of the function xor by n players, for any t � 2.In view of the upper bound of O(t2 log(n=t)) [19], this boundis tight, up to constant factors, for any �xed t. For a classof protocols obeying certain restrictions, we give strongerlower bounds of 
(t log(n=t)). We note that all known ran-domness e�cient private protocols designed speci�cally forxor belong to this class. All our lower bounds hold for the\trusted dealer" model as well, and the 
(t log(n=t)) lowerbound for restricted protocols is tight, up to constant fac-tors, for any t � 2 in this model.In comparison, the previous lower bounds on the amountof randomness required by t-private computation of explicitfunctions did not grow with n for constant values of t, andour results improve the previous lower bounds for xor forany 2 � t = o(log n). Our results also show that already fort = 2, 
(log n) random bits are necessary, while it is knownthat for the case of t = 1 a single random bit is su�cient forprivately computing xor for any number of players.Our proofs use novel techniques by which we extract ran-dom variables from a t-private protocol, and then use the t-privacy property of the protocol to prove properties of theserandom variables. These properties in turn imply that thenumber of random bits used by the players is large.
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1. INTRODUCTIONA t-private protocol for computing a function f is a dis-tributed protocol that allows n players Pi, 1 � i � n, eachpossessing an individual secret input xi, to compute thevalue of f(~x) in a way that does not reveal any \unneces-sary" information to any coalition of at most t players. Theplayers proceed in rounds, where in each round each playercan send a private message to any other player (i.e., eachplayer sends to each other player a message that cannot beseen by any of the remaining players). The t-privacy prop-erty means that any coalition of at most t players cannotlearn anything from the execution of the protocol, exceptwhat is implied by the value of f(~x) and the inputs of themembers of the coalition. In particular, the members of thecoalition do not learn anything about the inputs of the otherplayers. Private computation in this setting was the subjectof considerable research, see e.g. [2, 3, 4, 5, 10, 12, 13, 14,15, 16, 18, 19, 20, 21, 26]. Randomness is necessary to per-form private computations involving more than two players(except for the computation of very degenerate functions).That is, the players must have access to a random source.As randomness is regarded as a scarce resource, methods forsaving random bits in various contexts have been suggestedin the literature, see e.g. [25, 17] for a survey. Thus, an im-portant research topic is the design of randomness-e�cientprivate protocols, and the quanti�cation of the amount ofrandomness needed to perform private computations of var-ious functions and under various constraints. This line ofresearch has received considerable attention in recent years,see e.g. [24, 19, 22, 16, 6, 7, 9, 23]. This study also showedthat the randomness complexity of the private computationof a function is related to other complexity measures, suchas sensitivity and circuit size [24, 22, 16, 6, 23]. The spe-ci�c function xor (addition modulo 2) was the subject ofconsiderable research in this context due to its being a basicoperation and its relative simplicity [24, 23, 7, 19].Previous work on the randomness complexity of privatecomputations revealed that there is a tradeo� between ran-domness and time (i.e., number of communication rounds)



for the 1-private computation of the function xor [24, 16].These works also gave lower bounds on the number of roundsnecessary to 1-privately compute any function, in terms ofthe sensitivity of the function and the amount of randomnessused. If one is allowed an arbitrary number of rounds forthe computation, there are no known lower bounds on thenumber of random bits for 1-private protocols computingexplicit functions (except that randomness is necessary, i.e.,no deterministic private protocol exists). In fact, Kushile-vitz et al. [22] gave a relation between the number of ran-dom bits necessary to 1-privately compute a function, andthe Boolean circuit size necessary to compute it; it is provedthat the class of functions that have O(1)-random, 1-private,protocols is equal to the class of functions that have linearsize circuits. This surprising connection explains the lackof !(1) lower bounds on the number of random bits for ex-plicit functions in the case of 1-privacy, as such results wouldimply superlinear lower bounds on circuit size.Before our work, !(1) lower bounds on the number of ran-dom bits of t-private protocols (without limiting the num-ber of rounds) have been proved for explicit functions onlyfor values of t that grow with n, and no such bounds havebeen known if t itself is constant. More precisely, Kushile-vitz and Mansour [19] proved that any t-private protocol forxor requires at least t random bits. Blundo et al. [6] gavelower bounds for two special cases. Namely, they provedthat if t = n � c, for some constant c, then 
(n2) ran-dom bits are necessary, and if t � (2 � p2)n, then 
(n)random bits are necessary. As to upper bounds, Canettiet al. [9] gave randomness-e�cient generic protocols to t-privately compute (for t < n=2) any Boolean function f .They showed that any function f with circuit size of mgates can be computed by a t-private protocol (t < n=2)using O(t2 log n + (m=n)t5 log t) random bits. Kushilevitzand Mansour [19] gave protocols that compute the functionxor t-privately, for any t, using O(t2 log(n=t)) random bits.In the present paper we develop new techniques for prov-ing lower bounds on the number of random bits necessaryin t-private computations (for t � 2), and obtain 
(log n)lower bounds on the number of random bits necessary tot-privately compute the function xor for any t � 2.1 Moreprecisely, we prove the following theorem. (See Section 2 fora formal de�nition of a d-random protocol).Theorem 1. Let t � 2, and let A be a d-random, t-private, protocol for computing f(~x) = x1+ : : :+xn(mod 2).Then d = 
(log n).In view of the upper bound of O(t2 log(n=t)) of [19], ourlower bound is tight, up to constant factors, for any �xed t.This is the �rst result showing that the number of randombits necessary for t-private computation grows with n forconstant values of t, and it improves the lower bound of[19] for any t = o(log n). It is interesting to note that our
(log n) lower bound holds already for t = 2, while for thecase of t = 1, it is known that the function xor can becomputed 1-privately, for any number of players n, withonly 1 random bit.All known randomness-e�cient private protocols designedspeci�cally for the function xor [24, 19, 23, 7] are built inthe following special way. They are based on a determin-istic, non-private, protocol for xor. Then, this protocol is1Blundo et al. [8] recently reported obtaining similar resultsindependently, using a di�erent approach.

modi�ed by changing any message so it is the sum (modulo2) of the original message, and a value which is a function ofthe random bits only. Thus, the private protocol is built bymasking the original messages of the non-private protocol.We give stronger lower bounds for protocols of this class (seeSection 4 for a formal de�nition of this class). Namely, wegive a lower bound of 
(t log(n=t)) on the number of ran-dom bits required by any protocol of this class, to computexor for n players.All our lower bounds hold also in the \trusted dealer"model, considered in [19, 9]. In this model, the n play-ers are deterministic, and there is an additional player, the"trusted dealer", who does not get any input, and whoserole is limited to \deal" random bits to the other players(hence a \dealer"). This player never participates in anycoalition (hence it is \trusted"). For this model, our lowerbound of 
(t log(n=t)) for protocols of the above restrictedclass is tight up to constant factors for every t � 2, as [19]gave a protocol (of this class) in the trusted dealer modelusing O(t log(n=t)) random bits.Our proofs use novel techniques by which we extract froma private protocol random variables that depend on the ran-domness that the players use. We then use the t-privacyproperty of the protocol to prove that these random vari-ables must have certain properties (for example, linear in-dependence or t-wise independence). Based on these prop-erties we show that the amount of randomness used by theplayers must be large. We believe that these new techniquesmay prove useful for proving other properties of private pro-tocols.
2. PRELIMINARIESWe give here a description of the protocols that we con-sider and de�ne the t-privacy property of protocols. Weconsider in this paper the private channels model (as in [4,10]) in which information theoretic privacy is considered.We further give several de�nitions that we later use in ourproofs.Let f : f0; 1gn ! f0; 1g be an arbitrary Boolean function.A set of n players Pi (1 � i � n), each possessing a singleprivate input bit xi (i.e., xi is known only to Pi), collabo-rate in a protocol to compute the value of f(~x). In additionto the input xi, each player Pi has access to a local binaryrandom tape Ri. The protocol operates in rounds. In eachround each player may read some bits from its random tape,and then sends messages to the other players (messages aresent over private channels so that other than the intendedreceiver no other player can access them). The player thenreceives the messages sent to it by the other players. Eachplayer chooses to output the value of the function at a cer-tain round. In a correct protocol, each player must outputthe correct value f(~x).Each player Pi receives during the execution of the proto-col a sequence of messages. We denote by ci the (random)variable of the sequence of messages received by Pi. For asubset of the players S, we denote by cS the (random) vari-able of the sequences of messages received by all the playersin S. Informally, t-privacymeans that any coalition of up tot players, cannot learn anything (in particular, the inputs ofthe other players) from the communication that the mem-bers of the coalition receive, except what is implied by theinput bits of the members of that coalition, and the value ofthe function computed. Formally,



Definition 2. (Privacy) A protocol for computing a func-tion f is private with respect to a subset of the players S �[n] if the following holds. For any two input vectors ~x and~y such that f(~x) = f(~y), and xi = yi for any i 2 S, and forany sequence of messages CS, and for any vector of randomtapes for the subset S, fRigi2S ,Pr[cS = CSjfRigi2S ; ~x] = Pr[cS = CS jfRigi2S; ~y] ;where the probability is over the random tapes of all playersoutside the set S.A protocol is said to be t-private if it is private with re-spect to any subset of players S, such that jSj � t.The following de�nition is used to measure the amount ofrandomness in a protocol.Definition 3. (Randomness complexity of a pro-tocol) A d-random protocol is a protocol such that for anyinput assignment and any set of local random tapes, the to-tal number of random bits read from the local random tapesby all players is at most d.We emphasize that the de�nitions allow, for example, thatin di�erent executions of a protocol (i.e., di�erent input as-signments and di�erent local random tapes), a given playerreads a di�erent number of random bits from its local ran-dom tape. The number of random bits read by the playermay depend on both the inputs of the players, and the ran-dom bits read by all players.In di�erent runs of a protocol the various players may re-ceive di�erent messages. These depend on the input to theplayers and on the random tapes. We de�ne the communi-cation seen by a player as follows.Definition 4. The communication Ci(~x; ~R), of player Pi,on input ~x and vector of random tapes ~R = fRig1�i�n, isthe sequence of messages that player Pi receives during theexecution of the protocol, when the input is ~x and the vectorof random tapes of all players is ~R.From the point of view of an observer of the protocol onecan de�ne the transcript of a given run of the protocol, whichis the set of all messages sent between all players during theexecution of the protocol on input ~x and vector of randomtapes ~R. The transcript is in fact the ordered vector of thecommunication of all players.Definition 5. The transcript Trans(~x; ~R) of a protocolon input ~x and vector of random tapes ~R = fRig1�i�n, is(C1(~x; ~R);C2(~x; ~R); : : : ;Cn(~x; ~R)).The following lemma follows immediately from the argu-ments of the proof of Lemma 4.10 in [24]. We will use thislemma in our proofs.Lemma 6. [24] For a given input ~x, let d be the max-imum, over all runs on input ~x, of the number of randombits read from the random tapes by all players during a givenrun. Then, the number of di�erent transcripts of runs on in-put ~x is at most 2d.Our aim in this paper is to prove lower bounds on the ran-domness complexity of private protocols. We can thereforeassume that for a given protocol involving n players thereis a �nite number `, such that the protocol always runs cor-rectly on any input ~x 2 f0; 1gn, if the players are provided

with random tapes of length `. (Note that the value of `maybe di�erent for di�erent protocols, and di�erent number ofplayers n.) That is, we assume that no player ever reads inany run of the given protocol more than ` random bits fromits local random tape. If for some protocol there is no suchnumber `, then the randomness complexity of that protocolis unbounded, and our lower bound holds. Given that theprotocol runs correctly with random tapes of length ` wecan enumerate all the possible contents of the random tapesof all players. As discussed above, we denote by ~R a givenvector of random tapes of all players. Thus, we can think of~R also as a binary vector of length n`.It is convenient in our proofs to consider the messagessent by the players as being messages of single bits. This isdone by \breaking" each message into the bits of its binaryrepresentation. Formally, for a given protocol involving nplayers, let M be the set of all di�erent messages that canbe sent in the protocol in all di�erent runs (over all possibleinputs ~x 2 f0; 1gn and all possible vectors of random tapes~R 2 f0; 1gn`). Fix an arbitrary binary encoding of �xedlength for the messages in M . We consider a protocol whereeach player sends instead of a given message from M , asequence of single bit messages that represent the binaryencoding of the original message from M . We note thatthe empty message is one of the elements of M . Henceforth,when we refer to messageswe refer to these binary messages.Since we consider each message as being a single bit, wecan think of a given message m as a Boolean function of theinput ~x, which is a binary vector of length n, and the randomtapes of all players, which is a binary vector of length n`.We therefore can write m as m = m(~x; ~R).Our lower bound exploits the fact that the function xorhas large sensitivity. Sensitivity is de�ned as follows.Definition 7. (Sensitivity)� Given ~x 2 f0; 1gn, we denote by ~x(i) the vector ~x withits i-th bit 
ipped. (Similarly, ~x(i;j) is ~x with its i-thand j-th bits 
ipped.)� A function f is sensitive to its i-th variable on input~x, if f(~x) 6= f(~x(i)).� s(f; ~x) is the number of variables to which the functionf is sensitive on input ~x.� The sensitivity of a function f is s(f) = max~x s(f; ~x).We will need the following de�nitions.Definition 8.� A message m depends on the variable xi if there exist~x and ~R, such that m(~x; ~R) 6= m(~x(i); ~R). In otherwords, m depends on the variable xi, if m is sensitiveto xi on some ~x and ~R.� For i � j, a messagem depends on a variable xj underthe partial assignment x1 = �1; : : : ; xi�1 = �i�1, ifthere exists an assignment to the remaining variablesxi; : : : ; xn, and there exists ~R, such thatm(�1; : : : ; �i�1; xi; : : : ; xj; : : : ; xn; ~R) 6=m(�1; : : : ; �i�1; xi; : : : ; �xj; : : : ; xn; ~R).We will use the following simple observation.



Observation 9. Let m = m(~x; ~R) = �(f1(~x; ~R); : : : ;fu(~x; ~R)). If m depends on a variable xj under the par-tial assignment x1 = �1; : : : ; xi�1 = �i�1, then at least oneof the functions f1; : : : ; fu depends on the variable xj underthe partial assignment x1 = �1; : : : ; xi�1 = �i�1.It will be convenient in our proofs to use a weaker privacyrequirement, directly implied by the t-privacy property, asstated in the following lemma. (Note that since we provelower bounds, this makes our results only stronger.)Lemma 10. Consider any t-private protocol. For any sub-set S of the players S � [n] such that jSj � t, and for anytwo input vectors ~x and ~y such that f(~x) = f(~y) and xi = yifor each i 2 S, the following holds.1. For any sequence of messages CS ,Pr[cS = CS j~x] = Pr[cS = CS j~y] ;where the probability is over the vectors ~R chosen uni-formly from f0; 1gn`.2. For any function �S of cS, and for any value � in therange of �S,Pr[�S = �j~x] = Pr[�S = �j~y] ;where the probability is over the vectors ~R chosen uni-formly from f0; 1gn`.
3. LOWER BOUND FOR GENERAL PRO-

TOCOLSIn this section we give a lower bound that applies to anyt-private protocol for xor, for t � 2. We �rst outline ourapproach, which is common to the general lower bound andto the stronger lower bound for the restricted class of pro-tocols (given in the next section), and then proceed to givethe proof of Theorem 1.
3.1 Our ApproachWe state informally the approach we use in our proofs.Our proofs proceed in two stages. First, we prove that inany t-private protocol for xor we can identify q = 
(n)distinct messages m1; : : : ;mq with certain properties. In-formally these properties are that (1) For any i, messagemi depends on input xi, but does not depend on any inputxj, j > i. (2) The set of receivers of these messages is dis-joint from the set of players that have access to the inputsxi, 1 � i � q. In the second stage of our proofs we con-sider the values of these selected messages on a given inputassignment. That is, we consider the vectors representingthe values of these messages over the possible random tapesto all players, when the input assignment is �xed. Usingthe properties of the private protocol and the properties ofthe special set of selected messages, we then prove, in thecase of a general t-private protocol, that these vectors arelinearly independent. In the case of a protocol of the re-stricted class, we prove that all the vectors obtained fromsums of at most t=2 original vectors are linearly independent.In each case, this allows us to conclude that the number ofdi�erent columns in the matrix obtained from the vectorsas rows, is "large" (where the extent to which this numberis large is di�erent in each case). It follows that the numberof transcripts of the protocol on the given input is "large",

and hence using Lemma 6 the randomness complexity of theprotocol is "high".
3.2 Proof of Theorem 1In this section, as well as in the next section, we alwaysassume that the computed function is xor. We now pro-ceed to prove Theorem 1. In fact we prove here a strongerclaim than the claim of Theorem 1. We prove that for anyinput assignment ~� = �1; : : : ; �n, there is a run in whichthe number of random bits read by the players from theirrandom tapes is 
(log n).Let ~� = �1; : : : ; �n be an arbitrary input assignment.Given a �xed ~�, we will de�ne a sequence of messages, anda collection of vectors. (We will not indicate in our notationthat the choice of these objects depends on ~�, but this shouldbe clear from the context.)We de�ne an ordering of all the messages sent during theprotocol, in order to be able to refer to the �rst messagewith a given property.Definition 11. We de�ne an ordering of all messages,such that in this ordering, any message sent in round i pre-cedes any message sent in round j, for i < j. For the mes-sages sent within the same round we choose an arbitraryordering.When we refer to the �rst message with a given property,we mean the �rst message according to the above ordering,that satis�es that property.We de�ne the following sequence of messages. Let m1be the �rst message in the protocol that depends on at leastone input variable. We will argue below that since this is the�rst such message, it can depend on only one input variable,and without loss of generality, we denote this input variableby x1.Let m2 be the �rst message in the protocol that dependson at least one input variable under x1 = �1. We will arguebelow that since this is the �rst such message, there is onlyone such input variable, and we denote it by x2.Inductively, letmi be the �rst message sent in the protocolthat depends on some input variable under x1 = �1; : : : ;xi�1 = �i�1. We prove the following claim.Claim 12. Let xi be any input variable on which mi de-pends under x1 = �1; : : : ; xi�1 = �i�1. Then the senderof the message mi must be the player that has access to thevariable xi, that is, player Pi.Proof. Suppose that the sender of the message mi isa player Pj such that j 6= i (i.e., Pj is not the owner ofxi). Note that a message m sent in a given round by playerPj is a function of only the communication to player Pjin previous rounds, its input xj and its random tape Rj .Thus, by Observation 9, if Pj is not the owner of the variablexi, it can send a message that depends on xi under x1 =�1; : : : ; xi�1 = �i�1, only if it received in an earlier rounda message that depends on xi under x1 = �1; : : : ; xi�1 =�i�1. But this contradicts the assumption that mi is the�rst such message.The above claim implies that there is only one input vari-able on which mi depends under x1 = �1; : : : ; xi�1 = �i�1.This lets us derive the following.



Claim 13. 1. The messagemi is sensitive to xi on theinput ~� and some vector of random tapes ~R.2. Let ~� be any input that agrees with ~� in the �rst i� 1coordinates, and let j > i. Then the messagemi is notsensitive to the variable xj on ~� and ~R, for any ~R.Proof. We selectedmi such thatmi depends on xi underx1 = �1; : : : ; xi�1 = �i�1. This means that there is someassignment to the remaining variables and some ~R such thatmi is sensitive to xi on the input obtained by the additionalassignment and ~R. But since xi is the only input variableon which mi depends under x1 = �1; : : : ; xi�1 = �i�1 thisalso means that mi is sensitive to xi on ~� and ~R.We obtain the second statement using the observationthat xi is the only input variable on which mi depends underx1 = �1; : : : ; xi�1 = �i�1.Claim 14. We can continue the above procedure of se-lecting messages for n steps, and de�ne the sequence of mes-sages m1; : : : ;mn.Proof. In a correct protocol to compute the function f ,the output of each player has to be equal to f(~�) on anyinput ~�. Note that the output of a given player dependsonly on the communication it received, its input bit and itsrandom tape. Since the sensitivity s(f; ~�) of the functionf(~x) = x1 + : : :+ xn(mod2) is n on every input ~�, we haveby Observation 9, for each player Pi and each variable xjsuch that j 6= i, that the communication received by Pi mustcontain at least one message that is sensitive to xj on theinput ~� and some ~R. Thus, on any input ~�, there exists atleast one message for each variable xj, that is sensitive to xjon ~� and some ~R. If our procedure cannot be continued afterk < n steps on some input ~�, that would mean by Claim 13that no message is sensitive to any of the remaining variableson ~� and ~R for any ~R, which would be a contradiction.As argued above, the senders of the messages m1; : : : ;mnare P1; : : : ; Pn, respectively. Denote by Q1; : : : ;Qn the re-ceivers of these messages. Note that the n receivers are notnecessarily n distinct players. We now select a subset ofthe above n messages, mi1 ; : : : ;miq , with the property that([qj=1Pij )\ ([qj=1Qij ) = ;. That is, none of the receivers ofthe selected messages is a sender of a selected message.Lemma 15. There is a subset of size q � n4 of the aboven messages, denotedmi1 ; : : : ;miq , such that the receivers ofthese messages, Qi1 ; : : : ;Qiq are disjoint from the sendersof these messages, Pi1 ; : : : ; Piq .Proof. For the purpose of the proof we de�ne an undi-rected graph. The set of nodes consists of n nodes, eachnode vi representing a message mi of the original set of nmessages. Recall that each distinct message mi is sent by adistinct player Pi. Therefore we can also think of the nodesas representing n distinct players. For each message mi, weput an edge between node vi and node vj, if player Pj is thereceiver of message mi (i.e., if Qi = Pj).We now have a graph of n nodes and at most n edges.The graph therefore contains an independent set of size atleast n4 (cf. [1]). We select the messages that correspond tothe nodes of this independent set.To simplify notation, in what follows we denote bym1; : : : ;mq, P1; : : : ; Pq, and Q1; : : : ;Qq , the selected messages, theirsenders, and their receivers, respectively.

We will now consider the 2n`-bit binary vectors that rep-resent these messages on input ~�. We denote by ~m(~�)the binary vector of length 2n` that consists of the bitsm(~�; ~R). Thus, for any i, the vector ~mi(~�) consists of thebits mi(~�; ~R). For ; 6= S � [q] we denote by ~mS(~�) thebitwise mod2 sum of the vectors ~mi(~�), for i 2 S. That is,mS(~�; ~R) = �i2Smi(~�; ~R).Lemma 16. Let m1; : : : ;mq be selected as above in a t-private protocol. For any ; 6= S � [q] of size � t, and anyi; j 2 [q] (where i 6= j),Pr~R[mS(~�; ~R) = 1] = Pr~R[mS(~�(i;j); ~R) = 1] :Proof. Consider the set of players S0 = [i2SQi, that is,the coalition formed by the receivers of the messages mi,for i 2 S. Then �S0(cS0) = �i2Smi(~�; ~R) = mS(~�; ~R) is afunction of the sequence of messages received by the playersin S0. Recall that the set of senders of the messages mi isdisjoint from the set of the receivers, that is fPi : i 2 [q]g \fQi : i 2 [q]g = ;, which implies that fPi : i 2 [q]g \ S0 = ;,and therefore for any i; j 2 [q], Pi and Pj are not in S0. Thismeans that for any i; j 2 [q] and for any l 2 S0, �l = �(i;j)l ,that is, the input bits held by the members of the coalitionS0 are not changed when one 
ips the i-th and j-th bits of ~�.Note also that 
ipping two bits does not change the value ofthe xor function, that is f(~�) = f(~�(i;j)), for any i; j 2 [q],when f is the xor function. Thus, we can apply Lemma 10to S0 and �S0 = mS, and the second statement of Lemma10 directly implies the statement of the present lemma.For i = 1; : : : ; q, we denote by ~hi the bitwise mod2 sumof the vectors ~mi(~�) and ~mi(~�(i)). Thus, the vector ~hi is1 in the coordinates corresponding to ~R such that mi(~�; ~R)and mi(~�(i); ~R) di�er, and 0 where they agree. We denoteby hi(~R) the entry of ~hi in the coordinate corresponding to~R.Claim 17. The vectors ~hi, i = 1; : : : ; q, are not identi-cally 0.Proof. Follows by the de�nition of the messages mi andthe �rst statement of Claim 13.Lemma 18. Let m1; : : : ;mq be selected as above in a t-private protocol. Let ; 6= S � [q � 1] be a subset of size atmost t, and let k be the largest element of S. ThenPr~R[mS(~�; ~R) = 1jhk(~R) = 1] = 1=2 :Proof. Since k is the largest element of S and q is largerthan any element in S, we get by Claim 13 that ~mS(~�(k;q)) isthe bitwise mod2 sum of the vectors ~mS(~�) and ~hk. To seethis observe that for any 1 � i < k, mi(~�(k); ~R) = mi(~�; ~R),by the second statement of Claim 13, and mi(~�(k;q); ~R) =mi(~�(k); ~R) again by the second statement of Claim 13. Atthe same time, mk(~�(k;q); ~R) = mk(~�(k); ~R) by the secondstatement of Claim 13, and mk(~�(k); ~R) =mk(~�; ~R)+hk(~R)by the de�nition of hk . Thus, mS(~�(k;q); ~R) and mS(~�; ~R)are complements of each other in the coordinates wherehk(~R) is 1, and agree where hk(~R) is 0. We therefore have



Pr~R[mS(~�; ~R) = 1] = Pr~R[mS(~�; ~R) = 1 ^ hk(~R) = 1] +Pr~R[mS(~�; ~R) = 1 ^ hk(~R) = 0] ;and,Pr~R[mS(~�(k;q); ~R) = 1] = Pr~R[mS(~�; ~R) = 0 ^ hk(~R) = 1] +Pr~R[mS(~�; ~R) = 1 ^ hk(~R) = 0] :Since by Lemma 16Pr~R[mS(~�; ~R) = 1] = Pr~R[mS(~�(k;q); ~R) = 1] ;we have that Pr~R[mS(~�; ~R) = 1 ^ hk(~R) = 1] =Pr~R[mS(~�; ~R) = 0 ^ hk(~R) = 1] :Since Pr~R[hk(~R) = 1] 6= 0 by Claim 17, this implies thestatement of the lemma.For i = 1; : : : ; q we denote by ~!i(~�) the binary vector oflength 2n` that we get by replacing each 0 in ~mi(~�) by 1, andreplacing each 1 in ~mi(~�) by �1. Similarly, for ; 6= S � [q]we denote by ~!S(~�) the binary vector of length 2n` that weget by replacing each 0 in ~mS(~�) by 1, and replacing each 1in ~mS(~�) by �1.Lemma 19. Let ~!1; : : : ; ~!q be selected as above in a t-private protocol, for t � 2. Then, the vectors ~!i(~�), i =1; : : : ; q � 1 are linearly independent over the reals.Proof. As we will see in the next section, our job wouldbe much easier (and we could obtain stronger bounds) ifthe vectors ~hk were the same for each k. In that case wecould show that the vectors ~!i(~�), i = 1; : : : ; q� 1 (or someprojections of them) are pairwise orthogonal. However, ingeneral the vectors ~hk may not be the same. Nevertheless,we can show that a given projection of each vector ~!k(~�) isorthogonal to the same projection of each preceding vector~!i(~�) for i < k. This will let us show that for any k suchthat 2 � k � q � 1, the vector ~!k(~�) cannot be obtained asa linear combination of the vectors ~!1(~�); : : : ; ~!k�1(~�).Consider an arbitrary k 2 f2; : : : ; q�1g, and consider thefollowing projection of the vectors ~!1(~�); : : : ; ~!k(~�). Notethat our choice of the projection depends on k (via ~hk) andthis is indicated in the notation by the superscript k. Fori = 1; : : : ; k, denote by ~vki the projection of the vector ~!i(~�)to only those coordinates where hk(~R) = 1. Note that ~hk isnot identically 0, as stated in Claim 17, so there is alwaysat least one such coordinate.Since t � 2, by applying Lemma 18 to the sets fi; kg fori < k we get that the inner product of ~vkk with any of thevectors ~vki for i < k is 0. To see this, consider ~!S(~�) forS = fi; kg. Considering f1;�1g vectors instead of f0; 1gvectors, Lemma 18 states thatPr~R[!S(~�; ~R) = 1jhk(~R) = 1] =Pr~R[!S(~�; ~R) = �1jhk(~R) = 1] = 1=2 :

Thus, Pf ~R:hk(~R)=1g !S(~�; ~R) = 0. Notice that for S =fi; kg, the above sum is exactly the inner product of thevectors ~vki and ~vkk , since !S(~�; ~R) = !i(~�; ~R) � !k(~�; ~R).Therefore, we get that the inner product of ~vkk with anyof the vectors ~vki for i < k is 0, as claimed.Suppose that ~!k(~�) can be obtained as a linear combi-nation of the vectors ~!1(~�); : : : ; ~!k�1(~�). Then ~vkk can beobtained as a linear combination of the vectors ~vk1 ; : : : ; ~vkk�1.But since the inner product of ~vkk with each ~vki for i < k is 0,this would imply that the inner product of ~vkk with itself is0. Since ~vkk has only 1 or �1 entries, this is not possible.Let us now consider the (q � 1)� 2n` matrix, formed bythe vectors ~!i(~�), i = 1; : : : ; q� 1 as row vectors. Since thevectors ~!i(~�), i = 1; : : : ; q�1 are linearly independent, thismatrix has at least q � 1 di�erent columns. This impliesthat the protocol has at least q � 1 di�erent transcripts oninput ~�. Since q = 
(n), Theorem 1 follows by Lemma 6.
4. RESTRICTED PROTOCOLSIn this section we consider a class of restricted protocolsthat we de�ne below. Our motivation to consider this classis that all known randomness-e�cient protocols designedspeci�cally for xor obey this restriction [24, 19, 23, 7]. In-formally one can describe the protocols of this class in thefollowing way. First, a deterministic, non-private, protocolis de�ned. Then this protocol is modi�ed by masking eachmessage with randomness by adding to it (modulo 2) a valuethat depends on the randomness only. Formally the class ofprotocols we consider here is de�ned as the class of proto-cols in which all messages can be obtained as a mod 2 sumof a Boolean function u(~x) that depends on the input vari-ables only, and a Boolean function v(~R) that depends on therandom tapes only, i.e., each message m can be written asm(~x; ~R) = u(~x) + v(~R) mod 2.Theorem 20. Let t � 2, and let A be a d-random, t-private, protocol, obeying the above restriction, for comput-ing f(~x) = x1 + : : :+ xn(mod2). Then d = 
(t log(n=t)).As in our proof for general protocols, here too we provein fact a stronger claim. We prove that for any input as-signment ~� = �1; : : : ; �n, there is a run of the protocol inwhich the number of random bits read by the players fromtheir random tapes is 
(t log(n=t)).Proof. Let ~� = �1; : : : ; �n be an arbitrary input assign-ment. We select a sequence of messages m1; : : : ;mq andde�ne the corresponding vectors as in the previous section.Recall that ~hi denotes the bitwise mod2 sum of the vectors~mi(~�) and ~mi(~�(i)). The restriction on the protocols weconsider allows us to have the following claim.Claim 21. The vectors ~hi, i = 1; : : : ; q are identically 1.Proof. We know by Claim 17 that the vectors ~hi arenot identically 0. That is, they have at least one entry withvalue 1. This means that mi(~�; ~R) 6= mi(~�(i); ~R) for atleast one ~R. But mi(~x; ~R) can be written as mi(~x; ~R) =ui(~x) + vi(~R) mod 2. It follows that ui(~�) 6= ui(~�(i)), andtherefore for any ~R, mi(~�; ~R) 6=mi(~�(i); ~R).The above claim allows us to obtain a stronger boundusing the machinery of the previous section. We now provethe following lemma.



Lemma 22. Let ~!S be de�ned as above in a t-private pro-tocol obeying the above restriction, for t � 2. Then, the vec-tors ~!S(~�), such that ; 6= S � [q � 1] and jSj � bt=2c arelinearly independent over the reals.Proof. First note that since t � 2, there exist sets S,such that ; 6= S � [q � 1] and jSj � bt=2c, (assuming n �8) thus the statement of the lemma is meaningful. Sinceby Claim 21 for each i 2 [q] the vector ~hi is identically 1,Lemma 18 gives that Pr~R[mT (~�; ~R) = 1] = 1=2, for any; 6= T � [q� 1] of size at most t. This implies that the sumof entries of the vector ~!T (~�) is 0, for any ; 6= T � [q � 1]of size at most t. Notice that for any two sets S1 and S2,we have !S1(~�; ~R) � !S2(~�; ~R) = !S14S2(~�; ~R). Thus, forsets ; 6= S1 � [q � 1] and ; 6= S2 � [q � 1], each of size atmost bt=2c, the inner product of ~!S1(~�) and ~!S2(~�) mustbe 0. We get that the vectors ~!S(~�), for ; 6= S � [q � 1]and jSj � bt=2c are pairwise orthogonal, and therefore theymust be linearly independent over the reals.We denote by � a�b� the sum Pmin(a;b)i=1 �ai�, for integersa; b � 1. Let us now consider the � q�1�bt=2c� � 2n` matrix,formed by the vectors ~!S(~�), such that ; 6= S � [q � 1]and jSj � bt=2c, as row vectors. Since the vectors ~!S(~�)are linearly independent, this matrix has at least � q�1�bt=2c�di�erent columns. Note that each column of the matrix isassociated with a �xed vector of random tapes ~R, and eachcolumn is completely determined by the transcript of theprotocol on the given ~R and ~�. This implies that the pro-tocol has at least � q�1�bt=2c� di�erent transcripts on input ~�.Since q = 
(n), the theorem follows by Lemma 6.We �nd it worthwhile to note that our proof also im-plies that the random variables associated with the mes-sages m1; : : : ;mq on input ~� are t-wise independent in anyt-private protocol that obeys the above restriction. Thus, wecould conclude the proof of Theorem 20 by referring to theknown lower bounds on the size of sample spaces with t-wiseindependent random variables [11, 1]. In fact, part of theproof of Lemma 22 is analogous to the corresponding partof the argument used in [11]. The t-wise independence prop-erty of the random variables associated with the messagesm1; : : : ;mq on input ~� follows by Lemma 18, which, as wehave shown above, gives in the case of the restricted proto-cols that Pr~R[mS(~�; ~R) = 1] = 1=2, for any ; 6= S � [q� 1]of size at most t. This implies t-wise independence of thecorresponding random variables by the results of [11].AcknowledgmentsWe thank an anonymous STOC refereefor useful comments that helped us improve the presentationof the paper.
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