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Abstract— Given two versionsof a file, a current version
locatedon onemachineand an outdatedversionknown only
to another machine, the remotefile synchronization prob-
lem is how to update the outdated version over a network
with a minimal amount of communication. In particular,
whenthe versionsare very similar, the total data transmit-
ted should be significantly smaller than the file size. File
synchronization problemsarisein many application scenar
ios suchasweb site mirr oring, file systembackup and repli-
cation, and web accesover slow links. An opensourcetool
for this problem, called rsync and included in many Linux
distrib utions, is widely usedin suchscenarios.rsync usesa
singleround of messagebetweenthe two machines. While
recentreseach has showvn that significant additional sav-
ingsin bandwidth consumptionare possiblethr oughthe use
of optimized multi-r ound protocols,there are many scenar
ios where multiple roundsare undesirable.

In this paper, we study single-round protocols for file
synchronization that offer significant impr ovements over
rsync. Our main contribution is a new approachto file syn-
chronization basedon the use of erasure codes. Using this
approach, we designa single-round protocol that is prov-
ably efficient with respectto common measuiesof file dis-
tance,and another optimized practical protocolthat shovs
promising improvementsover rsync on our data sets. In
addition, we show how to obtain someimpr ovementsby en-
gineeringthe rsync approach,and study the useof recentset
reconciliation techniquesin file synchronization protocols.

I. INTRODUCTION

Considetthe problemof maintainingreplicatedcollec-
tionsof files, suchasuserfiles, webpagespr documents,
over a slow network. In particular assumehatwe have
two machines A and B, thateachhold a copy of thefiles,
andthat files may have beenupdatedat one of the ma-
chines. Periodically a machinemay initiate a synchro-
nizationoperationthatupdatesall its replicasto the latest
version. This operationinvolvesidentifying all files that
have changed.decidingwhich versionof the file is the
latestone (if files canbe changedat eitherlocation),and
finally updatingary outdatediles. Or alternatvely, when
a particularfile is accesseda machinemay have to up-
dateits local versionof thefile. If thefile or file collection
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is large or the network fairly slow, thenit is desirableto
performthis synchronizatiorwith a minimumamountof
communicatiorover the network.

Theabore scenaricarisesin a numberof applications,
such as synchronizationof user files betweendifferent
machinesdistributed file systemsremotebackupsmir-
roring of large web andftp sites,contentdistribution net-
works, or webaccessto namejust afew. In mary cases,
updatediles differ only slightly from their previous ver-
sion;for example,updatedvebpagesisuallychangeonly
in afew places.In this casejnsteadof sendingthe entire
updatedversionover the network, it would be desirable
to performthe updateby sendingonly anamountof data
proportionalto the changebetweernthe two versions.

In this paperwe focusonthis problemof updatingfiles
in abandwidthefficientmannerwe referto this asthere-
motefile syndironizationproblem We notethatthereis a
very widely usedopensourcesoftwaretool calledrsyng
includedin mary Linux distributions, thataddressethis
problemandthatis basedon thersyncalgorithmandpro-
tocol describedn [1], [2]. Anotherpopulartool called
unison[3] alsouseshe samebasicalgorithm.Ourgoalis
to derive new algorithmsthat achiere significantsavings
overthersyncalgorithmin the caseof slow networks. We
focuson approachethatexchangeonly a singleroundof
messagebetweerthe machinesoldingthe outdatedand
currentversionof afile; suchapproachearepreferablen
anumberof scenariossexplainedlater

Beforecontinuing,we pointoutafew assumptionsWe
assumehat collectionsconsistof unstructurediles that
maybemaodifiedin arbitraryways,includinginsertionand
deletionoperationghat changdine andpagealignments
betweerdifferentversions.Thus,approachethatidentify
changeddisk pagesor bit positionsor that assumefixed
record boundariesdo not work — though someof them
are potentiallyusefulfor identifying thosefiles that have
beenchangedandneedto be synchronized We notethat
the problemwould alsobe easierif all updateoperations
to the files are saved in an updatelog that canbe trans-
mittedto the othermachineor if themachineholdingthe
currentversionhasa copy of the outdatedversion. How-
ever, in mary scenarioghis is not the case. We are not
concernedvith issuesf consisteng in betweersynchro-



nization steps,and with the questionof how to resohe
conflictsif changesaresimultaneoushperformedat sev-
erallocationg[4], [5]. We assume simpletwo-partysce-
nariowhereit is knowvn whichfiles needto beupdatedand
whichis the currentversionof afile.

A. Applications

We now discussthe mostcommonapplicationscenar
ios for file synchronizationiechniques.

« Synchronization of user files: Both the rsyncand
unisontoolsarewidely usedto synchronizgpersonal
files betweendifferentmachinessaybetweena ma-
chineathomeandoneatwork, thatmayonly becon-
nectedover aslow network suchasamodem.

« Web and ftp site mirr oring: rsyncis widely used
to mirror busy web andftp sites,including sitesdis-
tributing new versionsof software. In thiscasethere
may be significant similarities betweensuccessie
versionsof a software packagethat allow a mirror
to efficiently updateto the newestrelease.

« Contentdistribution networks: Severalcompanies
in the CDN spacéhave studiedanddeplo/edfile syn-
chronizationtechniquesimilar to rsync We arenot
awareof ary publishedwork in thisdirection,but file
synchronizationtechniquesare a natural approach
for updatingcontentreplicatedat the network edge.

« Web accessover slow links: A userrevisiting a
webpagemayalreadyhave a previousversionof the
pagein the browvsercache andit would be desirable
to avoid transmissiorof the entire updatedversion.
Thisideais, e.g.,implementedn the rproxy system
[6], which usesthersyncalgorithmto efficiently up-
datepageghatarebeingrevisited.

In addition, there are several other scenariosvherethe
techniquescould be emplo/ed, such as replication of
contentin a P2P or grid ervironment, sharingof large
webpagearchivesfor mining andwebsearchdistributed
backup,or wide-areadistributedfile systems.

B. ProblemFormalization

Thesetupfor thefile synchronizatiomproblemis asfol-
lows. We have two files (strings) frew, forqa € X* over
somealphabetX (most methodsare character/byteori-
ented) andtwo machineg (theclient)andS (thesener)
connectedy acommunicatiorink. We alsoreferto f,4
asthe outdatedfile andto f,., asthe currentfile. We
assumehat C' only hasa copy of f,, andS only hasa
copy of fnew. Ourgoalis to designa protocol between
the two partiesthatresultsin C' holding a copy of few,
while minimizing the communicatiorcost. We limit our
sehesto a singleround of messagebetweenclient and
sener, and measurecommunicationcostin termsof the
total numberof bits exchangedetweerthetwo parties.

For afile f, we usef[i] to denotetheith symbolof f,
0 < i < |f|, and f[i, j] to denotethe block of symbols
from ¢ until (andincluding) j. We assumehateachsym-
bol consistsof a constantnumberof bits. All logarithms
arewith base2, andwe use[p], and |p], to denotethe
next largerandnext smallerpower of 2 of anumberp.

The communicationcost incurred by the protocol
should dependon the degree of similarity betweenthe
two files. Similarity is usually definedin termsof one
of anumberof edit distancaneasureghathave beenpro-
posed.Someof themostcommononesare:

« The Hammingdistancebetweentwo files f, f’' of
equallengthis definedasthe numberof positions:
with f[:] # f'[i]. Hammingdistanceis nota good
model for unstructurediles (as opposedo record-
baseddata)sinceinsertinga symbolat the beginning
and deletingone at the end would resultin a very
large distancedueto alignmentissues.

« The edit distance(alsocalledLevenshteindistance)
is the smallestnumberof insertions,deletions,and
changesf single symbolsneededo transformone
file into theother

« The edit distancewith block movesis the smallest
numberof insertions,deletions,and changeof sin-
gle symbolsor maves of blocksof symbolsneeded
to transformone file into the other For technical
reasonswe assumehateachblock move operation
adds3 to thedistancewhile otheroperationsadd1.

Therearea numberof otherdistancemeasureshathave
beenproposed;see[7], [8], [9] for example. We fo-
cusmainly on the edit distancewith block moves,which
seemgpowerful enoughto be usedasa reasonablenodel
of file similarity, but still simple enoughto work with.
We notethateven morepowerful models suchasmodels
allowing block copiesanddeletionsof blocks,are much
harderto analyzeandknown upperboundsfor thesecases
areoftensignificantlyworse[7], [8], [9].

We call afile synchronizatiorprotocolfeasibleif it can
be implementedwith a polynomialamountof computa-
tion (including the costof decodingthe currentfile atthe
recever). A protocolis communication-dicientif it com-
municatesat mostO(k 1g¢(n)) bits, for someconstant,
wherek is thedistancebetweernthetwo filesandn is the
lengthof the currentfile. (An upperboundfor & may or
maynotbeknown atthestartof theprotocol.) We assume
thatbothmachine$iave accesso arandomhashfunction,
andwe areinterestedn protocolsthatsucceedvith some
fairly high probability p.

C. Stateof theArt

We now briefly summarizéhe currentstateof theartin
file synchronizatiortechniques;someadditionaldiscus-
sionof relatedwork is providedin SectionV.



There are several very strong theoreticalresults on
thecommunicatiorcompleity of thefile synchronization
problem(sometimeslsothecalleddocumenexchange or
correlatedfilesproblem),which establishthe existenceof
asymptoticallyoptimal protocolsconsistingof oneor two
rounds[10], [11], [7], [8]. Someof the resultsmodelfile
similarity usingavery generaframeavork basedn bipar
tite graphg10], while othersassumevariouseditdistance
measuresHowever, the proposedalgorithmsarenotim-
plementablén practice,asthey assumehatthe recever
caninvert a hashfunction over a large domainin order
to decodethe currentversionof thefile; this assumption
appeargo be fundamentato the approach. Within this
framework, Orlitsky and Viswanathan12] also shaved
a relationshipbetweenError CorrectingCodesfor noisy
channelsandfile synchronizatiorthat may be on some
level relatedto our erasure-baseabproach.

The alreadymentionedrsyncalgorithm usesa single
round of communicationconsistingof a requestby the
machineholdingtheoutdatedcopy, andtheencodedeply
from the machineholding the currentcopy. A morede-
taileddescriptionis givenin Sectionll. Asrsyncis widely
used,t clearlyprovidesausefulimprovementovertheal-
ternatve of transmittingthe entire file. However, rsync
doesnot guaranteary strongperformanceboundswith
respecto commonfile distancemeasures.

A numberof authorshave proposedmulti-round al-
gorithms for file synchronizationbasedon divide-and-
conquelpproachesrheearliestsuchresultin [13] in fact
predatessyng andsubsequentha numberof suchalgo-
rithmshave beenproposedndanalyzed7], [8], [9], [11],
[14], [15], [16]. Thealgorithmscanbe efficiently imple-
mentedi.e.,donotrequireinvertingahashfunction),and
mostcanbe shavn to becommunication-dicient with re-
spectto oneof thecommortile distanceaneasuresA sim-
ple exampleof suchanalgorithmandits analysisis given
in Sectionlll. A recentstudyof anoptimizedimplemen-
tation of multi-round synchronizatiorin [15] shavs that
suchapproachesanachiere significantimprovementsn
bandwidthuse over rsyng often by a factor of 2 to 3.
However, noneof thesealgorithmsappeaitto be currently
implementedn ary widely usedtools.

Thus,thersyncalgorithmappearso bethebestsingle-
roundalgorithmcurrentlyknown, but thereis significant
roomfor improvementdn its bandwidthuse.Multi-round
protocolsare suitablewhen dealing with large files, or
with large collectionsof files sincethe multiple commu-
nicationroundsarenotincurredon a perfile basisbut can
be overlappedfor differentfiles. However, single-round
protocolsarepreferablan mary scenariognvolving small
files or large latenciesfor examplethe web accessappli-
cationwhereasingleHTML pageis retrievedoverahigh-

latengy modemconnectionln addition,single-roundoro-
tocols can be more easily integratedinto existing tools
currentlyrelying on rsyng andmulti-roundprotocolscan
introduceothercomplicationsdueto statethat may have
to be keptatthe sener for bestperformancg16].

D. Contributionsof this Paper

In this paper we study single-roundprotocolsfor file
synchronization. Our goal is to achieve significantim-
provementsn practiceover rsyng whichis currentlystill
thebestsingle-roundprotocol. Our contritutionsare:

(1) We explore several techniquedor optimizing and
tuningthersyncapproachin particularuseof delta
compressiontuning of the hashvalue bit strength,
use of content-dependérblock boundaries,and
multiple alignmentsf block boundariesOur study
shavs thatsomegainsoverthecurrentrsyncimple-
mentationarepossible.

We describea nenv approachto single-roundfile
synchronizatiorbasedon the useof erasurecodes.
Usingthis approachwe derive a protocolthatcom-
municatesat mostO(k 1g(n) 1g(n/k)) bits on files
with editdistancewith blockmovesof atmostk. To
ourknowledgethisis thefirst single-roundorotocol
thatis bothfeasibleandcommunication-édicient.
Using the sameapproach,we derive anotheral-
gorithm and an optimized implementation that
achie/es very promisingimprovementsover rsync
onarangeof testdata. Theresultsarestill prelimi-
nary andwe expectadditionalimprovementsn the
final versionof this paper

We study anotherapproacho file synchronization
basedon recentlyproposedechniquedor setrec-
onciliation [17], [18]. We shaw thatthis approach
givesbenefitsfor files thatarevery similar.

Dueto spaceconstraintswe cannotgive detailedexperi-
mentalresultsfor someof our algorithms.In the next sec-
tion, we describehersyncalgorithmandevaluatessome
possibleoptimizations. Sectionlll proposesand evalu-
atesthenew approactbasedon erasurecodeswhile Sec-
tion IV discusseshe useof setreconciliationtechniques
in file synchronization.Finally, SectionV discussese-
latedwork, andSectionVI containsconcludingremarks.

)

®3)

(4)

[1. OPTIMIZING THE rSyncAPPROACH

In this section,we describethe rsync algorithm and
thendiscussaandevaluateafew ideasfor tuningtheperfor
manceof theapproachOur conclusioris thatwhile mod-
erateimprovementsare possible,more significantones
probablyrequirea differentapproach.

A. ThersyncAlgorithm

Thebasicapproachn rsyng aswell asmostotherfile
synchronizatioralgorithms,is to split a file into blocks



and use hashfunctions to compute hashesor “finger-
prints” of the blocks. Thesehashesarethensentto the
othermachinewheretherecipientattemptdo find match-
ing blocksin its own file. Oneissueis the lack of align-
mentbetweemmatchingblocksin thetwo files; thisis ad-
dressedby comparingreceved hashesot just with the
correspondingblock in the otherfile, but with all sub-
stringsof the samesize. For efficiengy, hashesarecom-
posedrom two differenthashfunctions,afastbut unreli-
ableone,andaveryreliableonethatis moreexpensve to
compute.Thestepsin rsyncareasfollows:

h1 h2 h3 h4
—A— A A A
abcalacbd|xcdz |sxdo %*"6
Sg

Qm

client

server

Figurell.1. Thersyncalgorithmon a small example. The client
sendsa setof hashewhile the sener replieswith a streamof literals
andindicesidentifying hashes.

1. At the client:

(@) Partition f,;4 into blocks B; = fy4[ib, (i +1)b— 1]
of someblock sizeb.

(b) For eachblock B;, computetwo hashes,u; =
hy(B;) andr; = h,(B;), andcommunicatehem
to the sener. Here, h,, is a heuristicbut fasthash
function,andh,. is areliablebut expensve hash.

2. At the sewer:

(a) For eachpair of receved hashequ;,r;), insertan
entry (u;, r;, 4) into adictionary usingu; askey.
(b) Performa passthrough f,..,, startingat position
j = 0, andinvolving thefollowing steps:
() Computethe unreliablehashh, (frewls, i +
b — 1]) ontheblock startingat ;.
Check the dictionary for ary block with
matchingunreliablehash.
If found, and if the reliable hashesmatch,
transmitthe index ¢ of the matchingblock in
foia totheclient,advance; by b positionsand
continue.
If nonefound, or if the reliable hashdid not
match,transmitsymbol f,,.,,[j] to the client,
adwancej by oneposition,andcontinue.

3. At the client:

(a) Usetheincomingstreamof symbolsandindicesof
hashesn f,;4 to reconstructf;,c.-

(if)
(i)

(iv)

The processs illustratedin Figurell.1. All symbols
andindicessentfrom senerto clientin stepgiii) and(iv)
are also compressedising an algorithm similar to gzip
A checksunon the entirefile is usedto detectthe (fairly
unlikely) failure of both checksumsin which casetheal-
gorithm could be repeatedwith different hashespor we
simply transferthe entire file in compressedorm. The
reliablechecksurris implementedusingMD4 (128 bits),
but only two bytesof the MD4 hashare usedsincethis
providessufficient power for mostfile sizes. The unreli-
ablechecksunis implementedasa 32-bit “rolling check-
sum” thatallows efficient sliding of the block boundaries
by onecharacteri.e.,thechecksunfor f[j+ 1,5+ b] can
becomputedn constantime from f[j,j + b — 1]. Thus,
6 bytesperblock aretransmittedrom clientto sener.

B. Discussiorof rsyncPerformance

Clearly the choiceof block sizeis critical to the per
formanceof thealgorithm,but the bestchoicedepend®n
the degreeof similarity betweerthe two files. Moreover,
the locationof changesn thefile is alsoimportant. If a
singlecharacteis changedn eachblock of f,;4, thenno
matchwill befoundby the senerandrsyncwill becom-
pletely ineffective; on the otherhand,if all changesare
clusteredn afew areasf thefile, rsyncwill dowell even
with a large block size. Given theseobserations,some
basicperformanceboundsbasedon block sizeandnum-
berandsizeof file modificationscanbe shavn. However,
rsyncdoesnot have ary good performanceboundswith
respecto commonfile distancemeasures.

In practice rsyncusesa default block sizeof 700 bytes
exceptfor very large files where a block size of \/n is
used. Decreasinghe block sizeto 100 bytesor lessis
usually not practical: if one out of three hashedinds a
match,this meanshat 18 bytesof hashesaretransmitted
for eachdiscoreredmatch,while simply applyinggzipto
theunmatchedlocksmightresultin areductionto about
25 byteson average We notethatit is not difficult to find
settinggor theblock sizethatperformsignificantlybetter
thanthersyncdefault sizeon particulardatasets,but this
by itself cannotbe claimedasanimprovementover rsync
unlesswe getgainsover a significantrange.

Anotherway to improve performancewithout adding
extra round-tripsis to usefewer bits per hash. However,
aversionof the birthday paradoxprovidesa limit to this
approach:Given two files of lengthn, wheren /b hash
valuesarecomparedo thehashe®f all n—b+1 blocksof
sizeb in theotherfile, we needaboutlg(n) + 1g(n/b) bits
perhashin orderto have anevenchanceof nothaving ary
falsematch,while approximatelfg(n) +1g(n/b) + d bits
areneededo get a probability lessthan1/2¢ of having
ary falsematchbetweerthefiles. (We stateapproximate
boundsherefor simplicity.)



C. SomeBasicOptimizationsandtheir Performance

We now explore a few possibleoptimizationsof the
rsyncapproach. We startwith two fairly obvious ones:
(1) useof abettercompressofor literals,and(2) a better
choiceof the numberof bits perhash.

In thefirst optimization,we replacethe gzip algorithm
usedfor the transmissiorof the unmatchediterals and
the matchtokensin rsyncwith an optimizeddeltacom-
pressarA deltacompressois atool thatcompressesne
file calledtarget file with respecto anotherusuallysim-
ilar, file calledrefeencefile. The resultingdeltais es-
sentially a descriptionof the differencesbetweentarget
andreferencdile, with the propertythatthetametfile can
be reconstructedrom the deltaandthe referencdile. In
our modificationof rsyng the sener createsa reference
file from the contentsof all matchedblocks, then com-
presseshe currentfile with respecto this referencdile,
and transmitsthe resulting deltato the client. In addi-
tion, the sener sendsa (possibly compressedpit vec-
tor telling the client which of its hashvalueshasfound
a match, allowing the client to createthe samerefer
encefile andthendecodethe currentfile. This hastwo
adwantages:First, it exploits redundanciebetweenun-
matchedand matchedpartsof the currentfile; we note
that the idea of exploiting this redundang was already
discussedby Tridgell [1]. Second,an optimized delta
compressomay provide a more efficient way to encode
offsetsandindicesthanthetokensin rsync We usedthe
highly optimizedzdeltadeltacompressof19], available
athttp://cis.poly.edu/zdelta/.

Thesecondoptimizationchooseghe numberof bitsin
the hashesasa function of thefile size (for the moment,
assumdothfiles areof similar size).In particular we as-
sumesomeupperboundon the probability of a collision,
say1/2? for somed, andthenuselg(n) + lg(n/b) + d
bits perhash.Of thosebits, up to 32 arechoserfrom the
weakbut fasthash,andtherestfrom theslow hash.

GCC, K=10
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2000000 FBS variahle {write)

B FBS variable (read)
DIFBS 48hits (write)
B FBS 48hits (read)

H Rsync (write)
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B Rsync (read)
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N
Figurell.2. Resultsof thefirst two optimizationsonthegcccollec-
tion, for variousblock sizesb.
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We nowv comparebasic rsync with a version using
zdeltaand with a versionusing both zdeltaand shorter
hashvaluesfor d = 10. For the experimentswe usedthe
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Figurell.3. Resultsof thefirst two optimizationson the emacscol-
lection,for variousblock sizesb.
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gcc andemacsdatasetsalsousedin [20], [15], consist-
ing of version2.7.0and2.7.10f gccand19.28and19.29
of emacs The newer versionsof gcc and emacsconsist
of 1002 and 1286 files, and eachcollectionhasa size of
around27 MB. In eachcasewe measuredhe costof up-
datingall filesin the olderversionto the newer one.

Theresultsareshavn in Figuresll.2 andIl.3. We note
thatgcchasamuchlargerdegreeof similarity betweerthe
differentversionsthanemacs As aresult,therearefairly
few unmatchediteralsin gccevenwith fairly large block
sizesandit is notprofitableto spendextrabits on sending
hashedor a smallerblock size. The bestblock size for
gccis closeto the default size of 700 bytesin rsync For
emacs the bestblock sizeis fairly small, between100
and 200, asthis resultsin mary additionalmatcheshat
are not caughtby the larger block sizes. In general,the
resultsshav thatthereis no oneoptimal block size,and
thatthe choicedepend$ieaily onthedatasets.

However, we seeconsistenimprovementsdueto the
two optimizations.We seeimpravementsof 10%to 15%
acrosghe variousblock sizes,with improvementsdueto
shortethashesnoreprominenfor smallblocksizes since
in this casethe costof the hashess relatively higher

Next, we look attheactualrateof collisionsthatwe en-
counterwith the shorterhashvalues,andtheirimpacton
performanceAs in rsyng we assumehata 16-byte hash
of theentirecurrentfile is transmittedo theclientin order
to detectary corruptiondueto falsematches;jn caseof
corruptiontheentirefile is retransmitte@ncodedy gzip
We look at two differentimplementationsof the match
discorery processat the sener: “skip” is the implemen-
tation currently usedin rsyncwhereafter eachmatched
block we move our window to the endof the block, thus
disallaving overlappingmatchesn the currentfile, while
“no-skip” alsolooksfor overlappingmatches.

Theresultsareshavn in Tablell.1. We seethatasex-
pected“skip” has significantly fewer collisions and file
corruptionsthan“no-skip” andalsofewer thanpredicted
by our choiceof k sinceit doesnotcomparego all blocks



| d | %match] file coll | coll size | gzip(coll) |  total |
5 92.51 3.20 3.15 257452 | 910172
6 92.50 1.60 2.27 182312| 841819
7 92.50 1.10 1.43 115910| 782467
8 92.50 0.50 0.18 16858 | 690437
9 92.50 0.20 0.03 2700 | 683035
10 92.50 0.10 0.02 1604 | 688824
5 92.49 0.40 0.18 18083 | 671980
6 92.49 0.20 0.16 15675 | 676063
7 92.48 0.00 0.00 0 | 667438
8 92.48 0.00 0.00 0 | 674336
9 92.48 0.00 0.00 0 | 681092
10 92.48 0.00 0.00 0| 687977
Tablell.1

TOTAL PERCENTAGE OF FILE SIZE COVERED BY MATCHES,
PERCENTAGE OF CORRUPTED FILESDUE TO COLLISIONS, SIZE OF
CORRUPTED FILES AS PERCENTAGE OF COLLECTION, COST OF
RETRANSMISSIONS USING gzip, AND TOTAL COST OF METHOD,
FOR gCCWITH VARIOUS CHOICES OF d. THE FIRST 6 ROWS ARE
FOR “NO-SKIP” AND THE OTHERS FOR “SKIP".

in thecurrentfile. Thus,"skip” is thebetteroptionalsoin
termsof bandwidthasit allows useof shorterhashes.

D. Variable-SizeBlodks andHalf-Block Alignments

Our next idea for improving performanceis to use
variable-sizensteadf fixed-sizeblocks.In particular we
evaluatethe useof Karp-Rabinfingerprints[21] to deter
minethe block boundariesinspiredby recentwork [22],
[23], [24], [25] that usesthesetechniquesn other sce-
narios. This is doneby moving a smallwindow (e.g.,of
size 20 bytes)over eachfile. For eachbyte position of
the window, we hashthe contentusinga simplerandom
hashfunction(notidenticalto theblock hash).If thehash
valueis 0 mod b (say b = 256), thenweintroduceablock
boundaryatthe endof the currentwindow.

We usethis techniqueto partition both f,;q and fieq.
Thepurposeof thesmallwindow is to defineblock bound-
ariesin a content-dependembhanner Thus,whena sub-
string in onefile containsa block boundary thenif the
samesubstringalso appearsn anotherfile, it will also
containthe sameblock boundary The adwantageof this
techniquefor file synchronizationis thatwe do not have
to comparesachhashfrom f,;4 to all alignmentsn f,cq.,
but only to thosecorrespondingo blocksin f,e,,. Thus,
the numberof bits per hashcanbe reducedby 1g(b) to a
total of 21g(n/b) + d for expectedblock sizeb. Sinceb is
typically afew hundredbytes,this canresultin nontrvial
reductiongn the costof sendingthe hashes.

We experimentedwith two implementations.In one,
we definedblock boundariesas abore, by introducinga
block boundaryat the end of the currentwindow if the

tion, we use overlappingblocks by including both the
boundarywindow to theright andto theleft in eachblock.

We experimentedwith one other optimization that
movesalittle beyondthe standard syncframewnork. The
goal is to try to addresstwo commonshortcomingsin
rsync (1) Supposene have hashedor two consecutie
blocksthatdo notfind a matchatthesener, butif we had
ahashfor ablock of thesamesizethatgoesfrom the mid-
dle of thefirst block to the middle of the secondblock, it
might be possibleto find a match. In general we would
liketo beableto find matcheof largeenoughsizethatgo
acrosshe block boundariesat leastfor a selectedsetof
alignments. (2) Having identifieda matchof oneblock,
we shouldbe ableto efficiently extendsucha match,say
into onehalf of the neighboringblock, evenif the whole
neighboringolock doesnotfind amatch.Thisis basically
theideabehindthe continuationhashegproposedn [15],
thatfar fewer bits areneededf a hashis only compared
to oneblock positionin the otherfile, in this casethe po-
sition adjacento a known match.

However, implementingtheseideasin a single round
is tricky, and we can not get everything we want. We
take the following approach:We partition the client file
into blocksof fairly smallsized’ (say half the sizeb that
we would usually selectunderrsyng, but sendfar fewer
bits per hash(only abouthalf as mary). At the sener,
we look for matchesdn the otherfile, but we only accept
matcheghatarepartof a sequencef atleast2 consecu-
tive matches.The reasonis that the numberof hashbits
per single block is not large enoughto identify isolated
matcheswith confidenceTo getaprobability of lessthan
1/2d of a falsematchin the file, we needto satisfytwo
conditionson the numberof hashbits & perblock:

2h > 1g(n) +1g(n/b) +d and h >1g(n/b) + d.

The first condition assuresthat two consecutie block
matchessuffice to identify a valid match,while the sec-
ond conditionassureshatwe canextenda matchby sin-
gleblocksto theleft andright withouttoo muchdangeiof
afalsematch.We notethatinsteadof choosingblocksof
half theusualsize,othersettingsarepossibleo recognize
variousotheralignmentsnot exploited by rsyng but we
did not find significantbenefitsin this. The above algo-
rithm, which we referto ashalf-blod alignment is basi-
cally afairly crudewayto exploit thefactthatmatchesn
files areclusteredandthat adjacentlocksin onefile are
morelikely to matchwith adjacenblocksin the otherfile
thanwith blocksthatarefar away from eachother

We implementedthis methodfor d = 10 and also
checledthatthefrequenyg of falsematcheseally follows
theabove model. In Figurell.4 andll.5, we comparethe

window hashedo 0 mod b. In the secondimplementa- performancef half-blodk alignmentandof theapproach



usingvariablesizeblocksagainstsyncandthe optimized
versionfrom the previous subsectionpn arangeof block
sizes.For the methodswith variableblock size,we shav
the expectedblock size andfor half-blodk alignmentwe
shav twice the size b’ of the small blocksin the figure
(sincethesmallblocksarehalfthe“normal” sizeb to cap-
ture half-blockalignments).
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'ﬁ‘ 1200000
g
s 1000000
E 200000
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400000
200000
0 y L—
100 200 3Joo 500
Block Size (bytes)
Figurell.4. Resultsfor basicrsyng the optimizedrsyncfrom the

previoussubsectionthevariableblock sizeapproactwithoutandwith
overlap, andthe half-blod alignmentprotocol on the gcc collection,
for variousblock sizesb.
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FigureIl.5. Resultsfor basicrsyng the optimizedrsyncfrom the

previoussubsectionthevariableblock sizeapproactwithoutandwith
overlap,andthehalf-blod alignmentprotocolontheemacsollection,
for variousblock sizesb.

We obsenre that the variable block-size methodsdo
very well for smallblocks. Thereasoris thatthesemeth-
odsuseshorterhashesandthusbenefitwhenthe size of
the hashess significantcomparedo the total cost. On
the otherhand, methodswith variableblockstendto re-
sultin moreunmatchediterals, mainly dueto variations
in the block sizes,that dominatethe savzings in hashbits
for largerblock sizes. As suggestedh [24], [22], we en-
force certainminimum andmaximumblock sizesto deal
with regular patternsin the data,but evenwith optimum
choiceof theseparametershe block sizesaredistributed
over a certainrange,andlarge blocksaremorelikely to
not find a match. (We planto experimentwith an alter
native partitioningrule proposedn [26] thatguaranteea
lower variationin block sizesbut mayresultin otherprob-
lems.)We alsonotethatthereis only avery slight benefit
in usingoverlappinginsteadof non-overlappingblocks.

The half-blok alignment approachoutperformsall
othermethodsacrosshevariousblock sizes with the ex-
ceptionof gccfor block size 100 wherethe secondcon-
dition on the numberof hashbits statedabove resultsin
afairly high costfor the hashesNote thatthis block size
is nota goodchoicefor gccunderary method,andis far
away from the default size of 700 for rsyncor ary suit-
able default size. On emacs we seean improvementof
5% to 10% over the next bestmethod, and overall we
seeanimprovementof 15%to 25% over the basicrsync
methodacrosghedifferentblockssizes,ncludingthede-
fault size. Similar resultswere also obtainedon sereral
otherdatasets. Thus,somemoderatadmprovementsare
possiblethroughcarefultuning of thersyncapproach.

I11. AN APPROACH BASED ON ERASURE CODES

In this sectionwe provide themainresultof this papey
anew approacho single-roundile synchronizatiorbased
on the useof erasurecode. Using this approachwe de-
signtwo algorithms,one primarily of theoreticalinterest
and anotheronethat performswell in practice. The ba-
sicideaunderlyingthe new approachs quite simple: es-
sentially erasurecodesare usedto corvert certainmulti-
round protocolsinto single-roundprotocolswith similar
communicatiorcost.

We startby describinga simple multi-round protocol.
Subsectionll-B containsthe theoreticalresult obtained
by corverting the multi-round protocol, and Subsection
[1I-C describesaandevaluateghe practicalprotocol.

A. A SimpleMulti-RoundProtocol

We now describea simplemulti-roundprotocolfor file
synchronization,which we refer to as the basic multi-
round protocol The protocolis not new and variations
of it have previously appearedn [13], [7], [11], [15].

The protocolrunsin a numberof rounds,startingwith
ablocksizeof b,,,, andthendecreasingheblock sizeby
afactorof 2 in eachrounduntil reachinga block size of
bmin- IN thefirst round,thesener holdingthecurrentver
sion partitionsthefile into blocksof sizeb,, ..., andsends
a hashvalue for eachblock to the client. The client at-
temptsto matchthe recevved hashedo all possiblealign-
mentsin the outdatedfile, and thenrespondswith a bit
vectorcontaininga“1” for eachhashthatfounda match,
anda “0” for all otherhashes. By doing so, the client
notifiesthe sener which of thehashesvere“understood”
by the client, andwhich hashesould not be decodedoy
looking for amatchin its file.

Next theclientpartitionseachblock whosehashdid not
find a matchinto two halves, and sendshashedor these
smallerblocksto the client. The clientagainreplieswith
a bit vector andthe sener further splits ary unmatched



blocks.Onceblocksizeb,,;, is reachedithesenersimply
sendsall unmatchedlocksasliterals.

Supposeve choos& ., = |n/k] 4, bmin = 1g(n), and
usehashef size,say 41g n bits. Thenit canbe shavn
that given two files with edit distancewith block moves
of k, the algorithmtransmitsat mostO(k 1g(n) 1g(n/k))
bits andcorrectlyupdatedhefile with probability atleast

— % In particular on the first level we have at most
2k blocks for which hashesare sent. Thereare at most
lg(n/k) levels. Oneachlevel atmostk of the hasheshat
aresentdo notfind amatchattheclient,andthusagainat
most2k hashvaluesaresentatthe child level, asimplied
by thefollowing simplelemma.

Lemmalll.l: Let f,e and f,q betwo files with edit
distancewith block movesat mostk, whereeachmove
operationis countedas a distanceof 3. If we partition
frew INto somenumberm of blocks sy to s,,—1, thenat
mostk of theseblocksdo notoccurin fy4.

We only sketchthe proof of the lemma,which is not
really nev. Considera sequencef k edit operationghat
transformsf,;q into . IMaginethat f,,;, is printedon
along pieceof paperandthateacheditoperatiormayre-
quireusto cutthe pieceof paperin orderto insert,delete,
or changeacharacteata particularposition,or to move a
block from onepositionto another Eachsingle-character
operationrequiresat mostone cut, increasingthe num-
ber of piecesof the old file by at mostone, while each
maove operationmay requireup to threecuts. Any sub-
string s; thatis completelywithin one of the at most &
piecesclearlyalsooccursin f,4, giving theresult.

There are several possible practical optimizationsto
this algorithm [15], but this is not our concern. In the
following, we shawv how to corvert this algorithminto a
single-roundprotocolwith the samecompleity.

B. AnEfficientSingle-RoundProtocol

First, we define the completemulti-round algorithm
asthe variation of the basicmulti-round algorithmfrom
the previous subsectionwhere in eachround, we split
all blocks in half and sendhashesfor all the resulting
smallerblocks,including thosewhoseancestordave al-
readyfound matcheson a higherlevel. (Obviously, this
is not a communication-dicient algorithm.) Due to the
above lemma, both variationshave the propertythat on
eachlevel atmostk hasheglo notfind amatch.

Our secondrequiredingredientis a systematierasue
code whichwe now discusdriefly. Wereferto [27] for a
moredetaileddiscussionln anerasue code we aregiven
m source dataitemsof somefixed sizes eachwhich are
encodednto m’ > m encodeddata itemsof the same
sizes, suchthatif ary m’ — m of theencodedlataitems
arelost during transmissionthey canberecoseredfrom
theatleastm correctlyrecevedencodediataitems.Note

thatit is assumedherethata recever knows which items
have beencorrectlyreceved andwhich arelost. A sys-
tematicerasurecodeis onewherethe encodedlataitems
consistof them sourcedataitemsplusm’ — m additional
items.In ourapplicationwhichrequiresa systematiera-
surecode,the dataitemsare hashesandwe refer to the
m' — m additionalitemsaserasue hashes

Our algorithmis essentiallya communication-dicient
single-roundsimulationof thecompletemulti-roundalgo-
rithm. Supposeve know anupperboundk ontheeditdis-
tancewith block movesbetweerthe files. Thenon each
level, we cansimulatethecompletemulti-roundalgorithm
accordingto thefollowing rules:

« Any hashvaluesentin the completemulti-roundal-
gorithm that would not be sentin the basic multi-
round algorithm (since it correspondsto a block
whoseancestorhas alreadyfound a match) is not
transmitted,as it can be recreatedat the client by
evaluating the hashfunction on the corresponding
partof thematch.

« Any hashvaluethatwould be sentby thebasicmulti-
roundalgorithm(sinceit correspondso ablockwith
no matchedancestors)s alsonot sentto the client,
but consideredost

« Sinceon eachlevel there can be at most 2k such
blocksthataredeclaredost, we canrecreateheen-
tire level of hashest the client by sending2k extra
erasurenashescomputedwith a systematicerasure
code,andthenrecoreringthelost hashes.

To summarizethealgorithmworksasfollows:

(1) The sener partitions fpe, recursvely into blocks
from sizeb,;,, downto b,,;,, andfor eachlevel com-
putesall block hashes.

Thesener appliesa systematierasurecodeto each
level of hashe®xceptthetoplevel, andcomputek
erasuréhashedgor eachlevel.

In one messagethe seners sendsall hashesat the
highestlevel to theclient, plusthe 2k erasurenashes
for eachlevel.

Theclient, uponreceving the messagerecoversthe
hasheson all levelsin a top-davn manner by first
matchingthe top-level hashes. Then on the next
level, the hashfunctionis appliedto all children of
blocksthat were alreadymatchedon a higherlevel
in orderto computetheir hashesandthe 2k erasure
hashesareusedto recover the hashef the at most
2k blockswith no matchedancestors.

At thebottomlevel with block sizeb,,;,, we assume
thatthe hashis simply the contentof the block, and
thuswe canrecover the currentfile attheclient.

Assumingno hashcollisions,thealgorithmcorrectlysim-
ulatesthe completemulti-round algorithm. Choosingas
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beforebmar = [n/k]y, bmin = 1g(n), andhashesf size
41g n bits we getthefollowing result:

Theoeml: Givena boundk on the edit distancebe-
tween f,q and frew, the erasure-basedile synchro-
nization algorithm correctly updatesf,;q 10 frew With
probability at least1 — % using a single messageof
O(klg(n)lg(n/k)) bits.

We notethattherearehighly efficientsingle-messagero-
tocolsfor estimatingfile distancesaccordingto a variety
of edit distancemeasuressee[7]. Theseresultsimply
that the abore boundcanbe achieved by a single-round
protocolevenif thereis no a-priori knovn boundon the
file distancek, if therequesmessagéom clientto sener
is usedto estimatek. To our knowledge,thisresultis the
first feasiblesingle-roundprotocol for file synchroniza-
tion thatis provably communication-dicient with respect
to edit distancewith block moves,or in factary distance
measurellowing for block operations.Anotherinterest-
ing propertyof the protocolis thatby broadcasting sin-
gle messagethe currentversioncanbe communicatedo
clientsholdingdifferentoutdatedversions.

C. A Practical ProtocolBasedon Erasue Codes

While the protocolfrom the previous subsectionis ef-
ficiently implementableandhasreasonabl@erformance,
it doessuffer from two main shortcomingghat male it
inferior to rsyncandotherexisting protocols.

« Theprotocolrequiresusto estimatean upperbound
on thefile distancek. This addscomplity to the
implementationand while thereare efficient proto-
cols for this, we needto make surethat we do not
underestimatesinceotherwisetheclientis unableto
recoverthecurrentfile. Thus,to besurewe mayhave
to sendmorethanneeded.

« More importantly the algorithm doesnot support
compressionof unmatchedliterals but essentially
sendghemin raw form ashashesThe performance
of rsyncand other protocolssuchas[15] is signifi-
cantlyimproved throughthe useof compressiorior
literals. Therearesometricks, omittedherefor space
reasonsthatonecanuseto integratecompressiotut
noneof themcompletelyresohestheissue.

To addressthese problems we now design another
erasure-baseaglgorithmthatworksbetterin practice.The
main changes thatnow, asin rsyng hashesresentfrom

clientto seneraspartof therequestwhile theseneruses
the hashego identify commonblocksandthensendshe
unmatchediteralsin compresseébrm. In fact,similarto

the way the first algorithmwas obtainedfrom the basic
and completemulti-round algorithmsby addingerasure
hashesthe new algorithmcanbe obtainedby addingera-
surehashedo a multi-round algorithmsimilar to thatin

[14] thatsendshashedrom clientto sener. In thefollow-
ing descriptionnotethatthefirst threestepsareidentical
to the previous algorithmbut with the rolesof clientand
sener exchanged.

(1) Theclientpartitionsf,;; recursvely into blocksfrom
Sizeb,,q dovn to b,,;, , andfor eachlevel computes
all block hashes.

Theclient appliesa systematierasurecodeto each
level 7 of hashesexceptthe top level, andcomputes
m; erasurehashedor eachlevel, for someappropri-
atem; discussedater

In one messagethe client sendsall hashesat the
highestievel to thesener, plusthem; erasurénashes
for eachlevel s.

The sener, uponreceving the messageattemptso
recover the hashesn all levelsin a top-davn man-
ner, by first matchingthe top-level hashes.Thenon
the next level, if the numberof blocks without any
matchedancestoiis at mostm;, thenthe hashfunc-
tion is appliedto all blocksthat do have a matched
ancestgrandthe m; erasurehashesare usedto re-
cover the hasheof the otherblocks. Otherwise we
stopatthepreviouslevel of hashes.

We now usethe hashesn the lowestlevel thatwas
successfullydecodedjn exactly the sameway they
areusedin rsyncor in our variationsof rsync Thus,
commonblocksareidentifiedandall unmatchedit-
eralsaresentin compressefbrm to theclient.

If we setthe parameterssin the theoreticalalgorithm,
we canshaw that this algorithm achieves the sameper

formancebounds,assumingan upperboundon the file

distancek thatcanbeusedto chooseappropriaten; (and
assumingthat compressiordoesnot increasethe size of

the literals). However, even if we do not have an up-

perboundon &, the algorithmdegradesmoregracefully:
While the previous algorithmfails to transmit f,,¢,, if Not

enougherasurehashesare available, this algorithm, like

rsyng will still correctlytransmitf,.,, thoughpossiblyat

increaseaost.In theworstcasewhennotenougherasure
hashesreavailableto encodeary of thelower levels,the

algorithmwill achiere the sameperformanceasrsyncon

blocksizeb,,qz-

In practice wewill usuallychoosé,,,... to besimilarto
or slightly largerthanthedefaultblock sizeof 700 usedby
rsyng andthenusea smallervalueof b,,,;, maybearound
100 to 200 bytes.Them; for thedifferentlevelsaredeter
minedasa fractionr; of the total numberof hashesna
particularblock. For example,if we have 50 blocksonthe
secondhighestlevel (: = 2), we might chooser, = 0.4
which meansthat we usems = ry - 50 = 20 erasure
hashesn the next level. Thenwe will be ableto decode
this secondevel successfullyprovided that at most40%
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of the hasheon the highestlevel did not find a matchin
ford- Thus,by assumingsomeminimum rate of matches
onthehigherlevelswe candecreas¢he costof hashest
the lower levels and henceafford to go to smallerblock
sizeson very similar files. We have experimentedwith a
numberof choicesof b4, bmin, andther;.

We implementedhe algorithm using an implementa-
tion of systematicerasurecodesby Rizzo, available at

theapproachnto our erasure-basealgorithm,we should
beableto getthe samemprovements.

We note that the erasure-basedpproachthat we pre-
sentedhereallows for a numberof additionaloptimiza-
tionsandcanbeusedto designothernew algorithms.For
example, one could designprotocolswith two or more
round-tripsthatfirst senda very smallnumberof erasure
hashesandthensendadditionalerasurénashesn thenext

http://info.iet.unipi.it/~luigi/fec.htmroundif neededo successfullydecodethe lower levels.

The erasurecode implementationis basedon Vander
monde matrices, and achieres encodingand decoding
ratesof several MB per second. Given that the hashes
are much smaller than the actual files, this translates
to a file processingspeedof tensto hundredsof MB/s.
Thus, we do not expectcodingto be a bottleneck. We
chosethe numberof bits per hashaslg(n) + 1g(y) + &
for & 10, where y is the total number of hashes
(top-level and erasurehasheskentfrom client to sener.
We integrated decomposabléhnashesas one additional
importantoptimization. This techniquefirst proposedn
[13] andrecentlyrediscaoeredin [15], allows the hashof
achild blockto becomputedrom thehashe®f its parent
andits sibling, halving the numberof hashegransmitted
on all exceptthe top level. (Thus, we apply erasure
codingonly to left siblingsandcomputetheright siblings
atthe sener afterdecodingeft siblings.)
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Figurelll.1. Resultsfor thedefault settingin rsync andfor thebest
possiblesettingseachin rsyng theoptimizedrsyncfrom Subsectiorl-
C, theerasure-codapproachandanoptimizedmulti-roundapproach.
In Figurelll.1 we shawv preliminary experimentalre-
sults comparingrsync the optimized version of rsync
in Subsectionl-C, the erasure-basedlgorithm,andthe
highly optimized multi-round algorithm from [15]. For
eachmethod,we shav the bestresultthat we obtained.
The resultfrom [15] essentiallyprovides a upperbound
on what we canrealistically hopeto gain with a single-
round approach,barring further breakthroughsn tech-
niques. Note that the resultsare still very preliminary
andwe expectfurtherimprovementsin the final version
of this paper We did not compareto the half-blod align-
mentalgorithmsinceit is basedon a optimizationthatis
orthogonato theuseof erasurecodesthus,by integrating

Thus, insteadof processingone level of blocksin each
round, as the previous multi-round approacheslo, this
approachwould simultaneouslyadd redundang to sev-

erallevelsuntil encodingsucceedsntheotherside. This
idea could potentially also be generalizednto a digital

fountainapproach28] for broadcastingipdatedcontent
to clientsthatmay have differentold versions.

An alternatve approachwould combineerasurecod-
ing with errorcorrectingcodeswherethe positionsof cor
ruptedsymbolsareunknavn to the decoder The current
algorithmchooseghe bit strengthof the hashesuchthat
it is unlikely thatthereareary falsematchesatall in the
entirefile. Thiscouldberelaxedto abit strengthsuchthat
mostmatchesare correct(eventhoughtherearelikely to
be somefalsematchesn alargerfile), if we useanerror
correctingcodethat can correcta few corruptedhashes
dueto falsematchesatthe parentievel. Thus,in this sce-
narioa numberof hashesvould beknown to belost (era-
surecase)while afew othersin unknavn positionswould
becorrupted ECCcase) We believe thereareotherinter
estingprotocolsthatcanbedesignedvith ourapproach.

IV. AN APPROACH BASED ON SET RECONCILIATION

In this section, we describeanotheralternatve ap-
proachto file synchronizatiobasedntheuseof recently
proposedtechniquesfor the set reconciliation problem
[17], [29], [18]. In this problem,two machinesachhold
alarge setof integer values,andthe goalis for eachma-
chineto learnwhich integersarein the intersectionand
which arein the union of the two sets,usinga minimum
amountof communicationln particularin thecasewhere
the two setshave a very large intersectionthe goal is to
usean amountof communicatiorthat is proportionalto
the size of the differencebetweenthe sets. A protocol
in [17] basedon characteristigpolynomialsachieresthis
with a single messagef size proportionalto the size of
theelementsn theunionminusintersectiorof the sets.

Now considerapplying the variable size block parti-
tioning from Subsectiorl-D to two files fpew and fyrq.
If thetwo filesarevery similar, we would expectthatthey
sharea lot of commonblocks,andthusalot of common
hashvalues.Thus,insteadof sendingall hashe®f f,;4 to
frew,» We could considerusinga setreconciliationproto-
col to communicatehe differenceof thetwo setsof hash



values.The problemwith this approacthis thatsetrecon-
ciliation techniquesvork on unorderedsets;thusblocks
couldoccurin adifferentorderin bothfiles andwe would
have no way of knowing this.

In our algorithm, we resole this problem by using
overlappingblocks asin Subsectionll-D. Considerthe
following relatedproblem:We aregivenanunorderedet
of overlappingblocks obtainedfrom partitioning a file,
saywith overlap20 bytes. Usingthe overlap,canwe fit
thesepiecesogetheragainin a uniqueway to reconstruct
theoriginalfile? In generaltheanswetis no, but in mary
caseghereareonly a few choices. This leadsus to the
following algorithmfor file synchronization:

(1) Both f,., and f,q are partitionedinto overlap-
ping variablesizeblocks,saywith overlap20 bytes.
Then hashesare computedfor all blocks, and the
client sendsa setreconciliationmessagdor its set
of hashes.

The sener determinegheintersectionof the setsof

hashesandretrievesall correspondingplocks.

Now thesener attemptgo “puzzle” theseblocksto-

getherinto a referencefile andthensenda delta of

fnew With respecto this referencdile. We notethat
thereis usuallyno uniqueway to connecthe pieces,
andin factdueto differencedetweerthefiles there
will be missingpieces(holes)in the puzzle. How-

ever, usingsimpletie-breakingstratgieswe cancon-
nectthepiecesn anorderingthatcanberecreatedt
theclient, andthatis usuallycloseto thereal order

ingsof the piecesn bothfiles.

The client createsa referencefile in the sameway,

andthendecodeshe updatedile.

Due to spaceconstraintswe omit details of the tie-

breakingstratgiesfor connectingthe piecesandthe ex-

perimentalevaluation. The algorithmperformsvery well

whenfiles are extremely similar; in this casewe canaf-

ford to useavery smallblock sizesincewe donothave to

sendahashfor everyblock. For lesssimilarfiles, costsare
highersincethe amountof hashdatasentis proportional
to the size of the union minusintersection.However, we
donotseeary wayto prove formalboundswith respecto

file distanceameasuresjnlessve make assumptiongabout
the underlyingfiles being“well-behaved” in the variable
sizepartitioningtechnique We planto give a detailedex-

perimentalevaluationin thefull versionof this paper
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V. RELATED WORK

In the following, we give a brief summaryof related
work. The rsync algorithm proposedby Tridgell and
MacKerrasis describedin [1], [2], andis the basisof
the very widely usedrsyncopensourcetool. Thereare
anumberof theoreticaktudiesof thefile synchronization
problem[7], [8], [31], [10]. In particular Orlitsky [31],

[10] presentsalmosttight boundsfor the problemwith
varying numbersof communicationphasesundersome
assumption@boutthe assumedile distancemetric. As
explained,theseresultstypically requireexponentialtime
for decoding;while this is allowable underthe standard
modelfor communicationrcompleity [32], it makesthe
algorithmsimpractical. Within this framework, [12] dis-
cussesrelationshipbetweerkerror CorrectingCodesand
file synchronization.

Variouspracticalmulti-roundalgorithmsare proposed
in [13], [7], [8], [9], [11], [14], [15], [16]. Thesealgo-
rithms are basedon recursve partitioning of unmatched
blocks, mostly in a breadth-firstmannerwith the excep-
tion of [9]. The algorithmsin [14], [16] send hashes
from client to sener, while the otherssendhashesn the
otherdirection. Experimentakresultsfor multi-roundal-
gorithmsareprovidedin [14], [11], [15], [16].

Someavailableopensourceoolsfor deltacompression
aredescribedn [33], [34], [19], andanoverviewn of delta
compressiomndfile synchronizatiortechniquesndtheir
applicationss givenin [35]. Notethatdeltacompression
canbeseerasaspecialcaseof file synchronizationvhere
theoutdatedile is known to theencoder

A numberof authorshave studiedproblemsrelatedto
identifyingdisk pagesfiles, or datarecordghathave been
changedor addedor deleted,or that differ betweentwo
or more replicas; see,e.qg., [36], [37], [38], [39], [40],
[17], [41], [13]. Commonapproache$or theseproblems
arebasedon hashingor codingtechnigues.The problem
setupdiffers from oursin thatdatais assumedo be par
titioned into fixed units suchas pages,records,or files
thataretreatedasatomic. The recenttechniquedor the
setreconciliationproblem[17], [29], [18] thatwe usein
SectionlV alsofall into this cateyory.

Hash-basedechniquessimilar to rsynchave beenex-
plored by the OS and Systemscommunity for pur
posessuchas compressiorof network traffic [23], dis-
tributed file systemg[24], distributed backup[25], and
webcaching22]. Thesdaechniquesisestringfingerprint-
ing techniqueg21] to partitiona datastreaminto blocks,
aswe did in Subsectionl-D.

V1. CONCLUSIONS AND OPEN QUESTIONS

In this paper we have studiedsingle-roundprotocols
for file synchronization.Our main contritution hasbeen
a new approachbasedon the useof erasurecodes. Us-
ing thisapproachwe have derivedasingle-roundprotocol
thatis feasibleand communication-dicient with respect
to a commonfile distancemeasureandanothemrotocol
thatshows promisingimprovementsover rsyncin experi-
ments.We expectadditionalgainsoncewe fully optimize
the implementationand parametersettings. We plan to
make a stableand high-performanceversionof the new



practicalalgorithmavailablein the nearfuture, aspart of
a library of file synchronizatioroperations. We expect
that our approachcanbe usedto derive otherinteresting
single-andmulti-roundprotocols.

In addition,thereareanumberof interestingheoretical
openquestion®nfile synchronizatiomroblems.Thecur
rentcommunicatiorboundsfor feasibleprotocolsarestill
a logarithmic factor from the lower boundsfor mostin-
terestingdistancemetrics,evenfor multi-roundprotocols.
For distancemetricsallowing block copiesanddeletions,
the gapis even larger and the bestbounds[8], [7], [9]
eitherrequirea large (superlogarithmichumberof com-
municationroundsor are morethana logarithmicfactor
away from optimalin termsof bandwidthuse.
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