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Abstract—Given two versionsof a file, a curr ent version
locatedon onemachineandanoutdatedversionknown only
to another machine, the remotefile synchronization prob-
lem is how to update the outdated version over a network
with a minimal amount of communication. In particular ,
when the versionsare very similar, the total data transmit-
ted should be significantly smaller than the file size. File
synchronization problemsarisein many application scenar-
iossuchaswebsitemirr oring, file systembackup and repli-
cation, and web accessover slow links. An opensourcetool
for this problem, called rsync and included in many Linux
distrib utions, is widely usedin suchscenarios.rsync usesa
singleround of messagesbetweenthe two machines.While
recent research has shown that significant additional sav-
ingsin bandwidth consumptionarepossiblethr oughthe use
of optimized multi-r ound protocols,therearemany scenar-
ios wheremultiple roundsareundesirable.

In this paper, we study single-round protocols for file
synchronization that offer significant impr ovements over
rsync. Our main contribution is a new approachto file syn-
chronization basedon the useof erasure codes.Using this
approach, we designa single-round protocol that is prov-
ably efficient with respectto common measuresof file dis-
tance,and another optimized practical protocol that shows
promising impr ovementsover rsync on our data sets. In
addition, weshow how to obtain someimpr ovementsby en-
gineeringthe rsync approach,and study the useof recentset
reconciliation techniques in file synchronization protocols.

I . INTRODUCTION

Considertheproblemof maintainingreplicatedcollec-
tionsof files,suchasuserfiles,webpages,or documents,
over a slow network. In particular, assumethat we have
two machines,

�
and � , thateachholdacopy of thefiles,

and that files may have beenupdatedat oneof the ma-
chines. Periodically, a machinemay initiate a synchro-
nizationoperationthatupdatesall its replicasto thelatest
version. This operationinvolves identifying all files that
have changed,decidingwhich versionof the file is the
latestone(if files canbechangedat eitherlocation),and
finally updatingany outdatedfiles. Or alternatively, when
a particularfile is accessed,a machinemay have to up-
dateits localversionof thefile. If thefile or file collection
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is large or the network fairly slow, thenit is desirableto
performthis synchronizationwith a minimumamountof
communicationover thenetwork.

Theabove scenarioarisesin a numberof applications,
such as synchronizationof user files betweendifferent
machines,distributedfile systems,remotebackups,mir-
roring of largewebandftp sites,contentdistribution net-
works,or webaccess,to namejust a few. In many cases,
updatedfiles differ only slightly from their previous ver-
sion;for example,updatedwebpagesusuallychangeonly
in a few places.In this case,insteadof sendingtheentire
updatedversionover the network, it would be desirable
to performtheupdateby sendingonly anamountof data
proportionalto thechangebetweenthetwo versions.

In thispaper, wefocusonthisproblemof updatingfiles
in abandwidthefficientmanner;wereferto thisasthere-
motefile synchronizationproblem. Wenotethatthereis a
very widely usedopensourcesoftwaretool calledrsync,
includedin many Linux distributions, that addressesthis
problemandthatis basedon thersyncalgorithmandpro-
tocol describedin [1], [2]. Anotherpopulartool called
unison[3] alsousesthesamebasicalgorithm.Ourgoalis
to derive new algorithmsthat achieve significantsavings
over thersyncalgorithmin thecaseof slow networks.We
focuson approachesthatexchangeonly a singleroundof
messagesbetweenthemachinesholdingtheoutdatedand
currentversionof afile; suchapproachesarepreferablein
anumberof scenariosasexplainedlater.

Beforecontinuing,wepointoutafew assumptions.We
assumethat collectionsconsistof unstructuredfiles that
maybemodifiedin arbitraryways,includinginsertionand
deletionoperationsthatchangeline andpagealignments
betweendifferentversions.Thus,approachesthatidentify
changeddisk pagesor bit positionsor that assumefixed
recordboundariesdo not work – thoughsomeof them
arepotentiallyusefulfor identifying thosefiles thathave
beenchangedandneedto besynchronized.We notethat
theproblemwould alsobeeasierif all updateoperations
to the files aresaved in an updatelog that canbe trans-
mittedto theothermachine,or if themachineholdingthe
currentversionhasa copy of theoutdatedversion.How-
ever, in many scenariosthis is not the case. We arenot
concernedwith issuesof consistency in betweensynchro-



nization steps,and with the questionof how to resolve
conflictsif changesaresimultaneouslyperformedat sev-
erallocations[4], [5]. Weassumeasimpletwo-partysce-
nariowhereit is known whichfilesneedto beupdatedand
which is thecurrentversionof afile.

A. Applications

We now discussthemostcommonapplicationscenar-
ios for file synchronizationtechniques.

� Synchronization of user files: Both the rsyncand
unisontoolsarewidely usedto synchronizepersonal
files betweendifferentmachines,saybetweena ma-
chineathomeandoneatwork, thatmayonly becon-
nectedoveraslow network suchasamodem.� Web and ftp site mirr oring: rsync is widely used
to mirror busywebandftp sites,includingsitesdis-
tributingnew versionsof software.In thiscase,there
may be significant similarities betweensuccessive
versionsof a software packagethat allow a mirror
to efficiently updateto thenewestrelease.� Content distribution networks: Severalcompanies
in theCDN spacehavestudiedanddeployedfile syn-
chronizationtechniquessimilar to rsync. We arenot
awareof any publishedwork in thisdirection,but file
synchronizationtechniquesare a natural approach
for updatingcontentreplicatedat thenetwork edge.� Web accessover slow links: A user revisiting a
webpagemayalreadyhaveapreviousversionof the
pagein thebrowsercache,andit would bedesirable
to avoid transmissionof the entireupdatedversion.
This ideais, e.g.,implementedin the rproxysystem
[6], whichusesthersyncalgorithmto efficiently up-
datepagesthatarebeingrevisited.

In addition, thereare several other scenarioswherethe
techniquescould be employed, such as replication of
contentin a P2Por grid environment, sharingof large
webpagearchivesfor miningandwebsearch,distributed
backup,or wide-areadistributedfile systems.

B. ProblemFormalization

Thesetupfor thefile synchronizationproblemis asfol-
lows. We have two files (strings) �����	��
���
���������� over
somealphabet� (most methodsare character/byteori-
ented),andtwo machines� (theclient)and � (theserver)
connectedby acommunicationlink. Wealsoreferto ��
����
as the outdatedfile and to � ����� as the current file. We
assumethat � only hasa copy of ��
���� and � only hasa
copy of � ����� . Our goal is to designa protocolbetween
the two partiesthat resultsin � holding a copy of ������� ,
while minimizing thecommunicationcost.We limit our-
selves to a singleroundof messagesbetweenclient and
server, andmeasurecommunicationcost in termsof the
totalnumberof bitsexchangedbetweenthetwo parties.

For a file � , we use ��� � � to denotethe � th symbolof � ,!#" �%$'& �(& , and ��� �)
	*�� to denotethe block of symbols
from � until (andincluding) * . We assumethateachsym-
bol consistsof a constantnumberof bits. All logarithms
arewith base+ , andwe use ,.-0/21 and 3.-0451 to denotethe
next largerandnext smallerpower of + of anumber- .

The communicationcost incurred by the protocol
shoulddependon the degree of similarity betweenthe
two files. Similarity is usually definedin termsof one
of anumberof edit distancemeasuresthathave beenpro-
posed.Someof themostcommononesare:

� The Hammingdistancebetweentwo files �6
��67 of
equallengthis definedasthenumberof positions �
with ��� � �%89 �67 � � � . Hammingdistanceis not a good
model for unstructuredfiles (as opposedto record-
baseddata)sinceinsertingasymbolat thebeginning
and deletingone at the end would result in a very
largedistancedueto alignmentissues.� The edit distance(alsocalledLevenshteindistance)
is the smallestnumberof insertions,deletions,and
changesof singlesymbolsneededto transformone
file into theother.� The edit distancewith block moves is the smallest
numberof insertions,deletions,andchangesof sin-
gle symbolsor movesof blocksof symbolsneeded
to transformone file into the other. For technical
reasons,we assumethateachblock move operation
adds: to thedistance,while otheroperationsadd ; .

Therearea numberof otherdistancemeasuresthathave
beenproposed;see[7], [8], [9] for example. We fo-
cusmainly on theedit distancewith block moves,which
seemspowerful enoughto beusedasa reasonablemodel
of file similarity, but still simple enoughto work with.
Wenotethatevenmorepowerful models,suchasmodels
allowing block copiesanddeletionsof blocks,aremuch
harderto analyzeandknown upperboundsfor thesecases
areoftensignificantlyworse[7], [8], [9].

Wecall afile synchronizationprotocolfeasibleif it can
be implementedwith a polynomialamountof computa-
tion (includingthecostof decodingthecurrentfile at the
receiver). A protocolis communication-efficient if it com-
municatesat most <>=@?BADCFE2= GIH)H bits, for someconstantJ ,
where ? is thedistancebetweenthetwo files and G is the
lengthof thecurrentfile. (An upperboundfor ? mayor
maynotbeknown atthestartof theprotocol.)Weassume
thatbothmachineshaveaccessto arandomhashfunction,
andweareinterestedin protocolsthatsucceedwith some
fairly high probability - .

C. Stateof theArt

Wenow briefly summarizethecurrentstateof theart in
file synchronizationtechniques;someadditionaldiscus-
sionof relatedwork is providedin SectionV.



There are several very strong theoretical results on
thecommunicationcomplexity of thefile synchronization
problem(sometimesalsothecalleddocumentexchangeor
correlatedfilesproblem),whichestablishtheexistenceof
asymptoticallyoptimalprotocolsconsistingof oneor two
rounds[10], [11], [7], [8]. Someof theresultsmodelfile
similarity usingaverygeneralframework basedonbipar-
tite graphs[10], while othersassumevariouseditdistance
measures.However, theproposedalgorithmsarenot im-
plementablein practice,asthey assumethat the receiver
can invert a hashfunction over a large domainin order
to decodethecurrentversionof thefile; this assumption
appearsto be fundamentalto the approach.Within this
framework, Orlitsky and Viswanathan[12] also showed
a relationshipbetweenError CorrectingCodesfor noisy
channelsand file synchronizationthat may be on some
level relatedto ourerasure-basedapproach.

The alreadymentionedrsyncalgorithm usesa single
roundof communication,consistingof a requestby the
machineholdingtheoutdatedcopy, andtheencodedreply
from the machineholding the currentcopy. A morede-
taileddescriptionis givenin SectionII. As rsyncis widely
used,it clearlyprovidesausefulimprovementover theal-
ternative of transmittingthe entire file. However, rsync
doesnot guaranteeany strongperformanceboundswith
respectto commonfile distancemeasures.

A numberof authorshave proposedmulti-round al-
gorithms for file synchronizationbasedon divide-and-
conquerapproaches.Theearliestsuchresultin [13] in fact
predatesrsync, andsubsequentlya numberof suchalgo-
rithmshavebeenproposedandanalyzed[7], [8], [9], [11],
[14], [15], [16]. Thealgorithmscanbeefficiently imple-
mented(i.e.,donotrequireinvertingahashfunction),and
mostcanbeshown to becommunication-efficient with re-
spectto oneof thecommonfile distancemeasures.A sim-
pleexampleof suchanalgorithmandits analysisis given
in SectionIII. A recentstudyof anoptimizedimplemen-
tation of multi-roundsynchronizationin [15] shows that
suchapproachescanachieve significantimprovementsin
bandwidthuseover rsync, often by a factor of + to : .
However, noneof thesealgorithmsappearto becurrently
implementedin any widely usedtools.

Thus,thersyncalgorithmappearsto bethebestsingle-
roundalgorithmcurrentlyknown, but thereis significant
roomfor improvementsin its bandwidthuse.Multi-round
protocolsare suitablewhen dealingwith large files, or
with large collectionsof files sincethemultiple commu-
nicationroundsarenot incurredonaper-file basisbut can
be overlappedfor differentfiles. However, single-round
protocolsarepreferablein many scenariosinvolving small
files or large latencies,for examplethewebaccessappli-
cationwhereasingleHTML pageis retrievedoverahigh-

latency modemconnection.In addition,single-roundpro-
tocols can be more easily integratedinto existing tools
currentlyrelying on rsync, andmulti-roundprotocolscan
introduceothercomplicationsdueto statethatmayhave
to bekeptat theserver for bestperformance[16].

D. Contributionsof thisPaper

In this paper, we studysingle-roundprotocolsfor file
synchronization. Our goal is to achieve significant im-
provementsin practiceover rsync, which is currentlystill
thebestsingle-roundprotocol.Ourcontributionsare:

(1) We explore several techniquesfor optimizing and
tuningthersyncapproach,in particularuseof delta
compression,tuning of thehashvaluebit strength,
use of content-dependent block boundaries,and
multiplealignmentsof blockboundaries.Ourstudy
shows thatsomegainsover thecurrentrsyncimple-
mentationarepossible.

(2) We describea new approachto single-roundfile
synchronizationbasedon theuseof erasurecodes.
Usingthisapproach,wederiveaprotocolthatcom-
municatesat most <>=@?BADC6= GIHKADCL= GNM�?OH)H bits on files
with editdistancewith blockmovesof atmost ? . To
ourknowledgethis is thefirst single-roundprotocol
thatis bothfeasibleandcommunication-efficient.

(3) Using the sameapproach,we derive anotheral-
gorithm and an optimized implementation that
achieves very promisingimprovementsover rsync
on a rangeof testdata.Theresultsarestill prelimi-
naryandwe expectadditionalimprovementsin the
final versionof thispaper.

(4) We studyanotherapproachto file synchronization
basedon recentlyproposedtechniquesfor setrec-
onciliation [17], [18]. We show that this approach
givesbenefitsfor files thatarevery similar.

Dueto spaceconstraints,we cannotgive detailedexperi-
mentalresultsfor someof ouralgorithms.In thenext sec-
tion, we describethe rsyncalgorithmandevaluatessome
possibleoptimizations. SectionIII proposesand evalu-
atesthenew approachbasedonerasurecodes,while Sec-
tion IV discussestheuseof setreconciliationtechniques
in file synchronization.Finally, SectionV discussesre-
latedwork, andSectionVI containsconcludingremarks.

I I . OPTIMIZING THE rsyncAPPROACH

In this section,we describethe rsync algorithm and
thendiscussandevaluateafew ideasfor tuningtheperfor-
manceof theapproach.Ourconclusionis thatwhile mod-
erateimprovementsare possible,more significant ones
probablyrequireadifferentapproach.

A. ThersyncAlgorithm

Thebasicapproachin rsync, aswell asmostotherfile
synchronizationalgorithms,is to split a file into blocks



and use hash functions to computehashesor “finger-
prints” of the blocks. Thesehashesare thensentto the
othermachine,wheretherecipientattemptsto find match-
ing blocksin its own file. Oneissueis the lack of align-
mentbetweenmatchingblocksin thetwo files; this is ad-
dressedby comparingreceived hashesnot just with the
correspondingblock in the other file, but with all sub-
stringsof the samesize. For efficiency, hashesarecom-
posedfrom two differenthashfunctions,a fastbut unreli-
ableone,andaveryreliableonethatis moreexpensive to
compute.Thestepsin rsyncareasfollows:

Figure II.1 . The rsyncalgorithmon a small example. The client
sendsa setof hasheswhile theserver replieswith a streamof literals
andindicesidentifyinghashes.

1. At the client:

(a) Partition ��
��.� into blocks �QP 9 ��
����R� �	ST
5= �FU�;�H�SIVW;X�
of someblock size S .

(b) For each block �QP , computetwo hashes,Y0P 9Z\[ = �QP	H and ]^P 9 Z`_ = �QP	H , andcommunicatethem
to the server. Here,

Z\[
is a heuristicbut fasthash

function,and
Z _

is a reliablebut expensive hash.

2. At the server:

(a) For eachpair of received hashes= Y\P�
a]^P�H , insertan
entry = Y P 
a] P 
a�)H into adictionary, using Y P askey.

(b) Performa passthrough ������� , startingat position
* 9 !

, andinvolving thefollowing steps:
(i) Computethe unreliablehash

Z\[ =@�����	�b� *R
	*cU
SdVe;X�@H on theblock startingat * .

(ii) Check the dictionary for any block with
matchingunreliablehash.

(iii) If found, and if the reliable hashesmatch,
transmitthe index � of the matchingblock in
��
��.� to theclient,advance* by S positions,and
continue.

(iv) If nonefound, or if the reliablehashdid not
match,transmitsymbol �����	�b� *f� to the client,
advance* by oneposition,andcontinue.

3. At the client:

(a) Usetheincomingstreamof symbolsandindicesof
hashesin ��
��.� to reconstruct� ����� .

The processis illustratedin Figure II.1. All symbols
andindicessentfrom server to client in steps(iii) and(iv)
are also compressedusing an algorithm similar to gzip.
A checksumon theentirefile is usedto detectthe(fairly
unlikely) failureof bothchecksums,in which casetheal-
gorithm could be repeatedwith different hashes,or we
simply transferthe entirefile in compressedform. The
reliablechecksumis implementedusingMD4 ( ;2+fg bits),
but only two bytesof the MD4 hashareusedsincethis
providessufficient power for mostfile sizes.The unreli-
ablechecksumis implementedasa :f+ -bit “rolling check-
sum” thatallows efficient sliding of theblock boundaries
by onecharacter, i.e., thechecksumfor ��� *�U#;�
	*bUhS�� can
becomputedin constanttime from ��� *R
	*iUjSkVl;X� . Thus,m

bytesperblock aretransmittedfrom client to server.

B. Discussionof rsyncPerformance

Clearly, the choiceof block size is critical to the per-
formanceof thealgorithm,but thebestchoicedependson
thedegreeof similarity betweenthetwo files. Moreover,
the locationof changesin the file is alsoimportant. If a
singlecharacteris changedin eachblock of ��
���� , thenno
matchwill befoundby theserver andrsyncwill becom-
pletely ineffective; on the otherhand,if all changesare
clusteredin afew areasof thefile, rsyncwill dowell even
with a large block size. Given theseobservations,some
basicperformanceboundsbasedon block sizeandnum-
berandsizeof file modificationscanbeshown. However,
rsyncdoesnot have any goodperformanceboundswith
respectto commonfile distancemeasures.

In practice,rsyncusesadefault block sizeof n !f!
bytes

except for very large files wherea block size of o G is
used. Decreasingthe block size to ; !f!

bytesor lessis
usually not practical: if one out of threehashesfinds a
match,this meansthat ;2g bytesof hashesaretransmitted
for eachdiscoveredmatch,while simply applyinggzip to
theunmatchedblocksmight resultin a reductionto about
+fp byteson average.Wenotethatit is notdifficult to find
settingsfor theblocksizethatperformsignificantlybetter
thanthersyncdefault sizeon particulardatasets,but this
by itself cannotbeclaimedasanimprovementover rsync
unlesswegetgainsover asignificantrange.

Anotherway to improve performancewithout adding
extra round-tripsis to usefewer bits perhash.However,
a versionof thebirthdayparadoxprovidesa limit to this
approach:Given two files of length G , where GNM�S hash
valuesarecomparedto thehashesof all GBVqSfUr; blocksof
size S in theotherfile, weneedaboutADCL= GIHsUtADC6= GNM�S5H bits
perhashin orderto haveanevenchanceof nothaving any
falsematch,while approximatelyADC6= GIHfUuADC6= GNM�S5HRUuv bits
areneededto get a probability lessthan ;5M�+ � of having
any falsematchbetweenthefiles. (We stateapproximate
boundsherefor simplicity.)



C. SomeBasicOptimizationsandtheir Performance

We now explore a few possibleoptimizationsof the
rsyncapproach.We start with two fairly obvious ones:
(1) useof a bettercompressorfor literals,and(2) a better
choiceof thenumberof bitsperhash.

In thefirst optimization,we replacethegzipalgorithm
usedfor the transmissionof the unmatchedliterals and
the matchtokensin rsyncwith an optimizeddeltacom-
pressor. A deltacompressoris a tool thatcompressesone
file calledtarget file with respectto another, usuallysim-
ilar, file called referencefile. The resultingdelta is es-
sentially a descriptionof the differencesbetweentarget
andreferencefile, with thepropertythatthetargetfile can
bereconstructedfrom thedeltaandthereferencefile. In
our modificationof rsync, the server createsa reference
file from the contentsof all matchedblocks, then com-
pressesthecurrentfile with respectto this referencefile,
and transmitsthe resultingdelta to the client. In addi-
tion, the server sendsa (possibly compressed)bit vec-
tor telling the client which of its hashvalueshasfound
a match, allowing the client to createthe samerefer-
encefile and thendecodethe currentfile. This hastwo
advantages:First, it exploits redundanciesbetweenun-
matchedand matchedpartsof the currentfile; we note
that the idea of exploiting this redundancy was already
discussedby Tridgell [1]. Second,an optimized delta
compressormay provide a moreefficient way to encode
offsetsandindicesthanthetokensin rsync. We usedthe
highly optimizedzdeltadeltacompressor[19], available
athttp://cis.poly.edu/zdelta/.

Thesecondoptimizationchoosesthenumberof bits in
thehashesasa functionof thefile size(for themoment,
assumebothfilesareof similarsize).In particular, weas-
sumesomeupperboundon theprobabilityof a collision,
say ;5M�+ � for some v , andthenuse ADCL= GIHwUxADCL= GNM�S2H(Uyv
bits perhash.Of thosebits, up to :f+ arechosenfrom the
weakbut fasthash,andtherestfrom theslow hash.

Figure II.2 . Resultsof thefirst two optimizationson thegcccollec-
tion, for variousblock sizesz .

We now comparebasic rsync with a version using
zdeltaand with a versionusing both zdeltaand shorter
hashvaluesfor v 9 ; ! . For theexperiments,we usedthe

Figure II.3 . Resultsof thefirst two optimizationson theemacscol-
lection,for variousblock sizesz .

gcc andemacsdatasetsalsousedin [20], [15], consist-
ing of versions2.7.0and2.7.1of gccand19.28and19.29
of emacs. The newer versionsof gcc andemacsconsist
of ; !f! + and ;2+fg m

files, andeachcollectionhasa sizeof
around+Rn MB. In eachcasewe measuredthecostof up-
datingall files in theolderversionto thenewerone.

Theresultsareshown in FiguresII.2 andII.3. Wenote
thatgcchasamuchlargerdegreeof similaritybetweenthe
differentversionsthanemacs. As a result,therearefairly
few unmatchedliteralsin gccevenwith fairly largeblock
sizes,andit is notprofitableto spendextrabitsonsending
hashesfor a smallerblock size. The bestblock size for
gcc is closeto thedefault sizeof n !f!

bytesin rsync. For
emacs, the bestblock size is fairly small, between ; !f!
and + !f!

, as this resultsin many additionalmatchesthat
arenot caughtby the larger block sizes. In general,the
resultsshow that thereis no oneoptimal block size,and
thatthechoicedependsheavily on thedatasets.

However, we seeconsistentimprovementsdue to the
two optimizations.We seeimprovementsof 10%to 15%
acrossthevariousblock sizes,with improvementsdueto
shorterhashesmoreprominentfor smallblocksizes,since
in thiscasethecostof thehashesis relatively higher.

Next, we look at theactualrateof collisionsthatween-
counterwith theshorterhashvalues,andtheir impacton
performance.As in rsync, we assumethata ; m -bytehash
of theentirecurrentfile is transmittedto theclient in order
to detectany corruptiondueto falsematches;in caseof
corruptiontheentirefile is retransmittedencodedby gzip.
We look at two different implementationsof the match
discovery processat the server: “skip” is the implemen-
tation currentlyusedin rsyncwhereafter eachmatched
block we move our window to theendof theblock, thus
disallowing overlappingmatchesin thecurrentfile, while
“no-skip” alsolooksfor overlappingmatches.

Theresultsareshown in TableII.1. We seethatasex-
pected“skip” hassignificantly fewer collisions and file
corruptionsthan“no-skip” andalsofewer thanpredicted
by our choiceof ? sinceit doesnot compareto all blocks



d % match file coll coll size gzip(coll) total

5 92.51 3.20 3.15 257452 910172
6 92.50 1.60 2.27 182312 841819
7 92.50 1.10 1.43 115910 782467
8 92.50 0.50 0.18 16858 690437
9 92.50 0.20 0.03 2700 683035
10 92.50 0.10 0.02 1604 688824

5 92.49 0.40 0.18 18083 671980
6 92.49 0.20 0.16 15675 676063
7 92.48 0.00 0.00 0 667438
8 92.48 0.00 0.00 0 674336
9 92.48 0.00 0.00 0 681092
10 92.48 0.00 0.00 0 687977

Table II.1
TOTAL PERCENTAGE OF FILE SIZE COVERED BY MATCHES,

PERCENTAGE OF CORRUPTED FILES DUE TO COLLISIONS, SIZE OF

CORRUPTED FILES AS PERCENTAGE OF COLLECTION, COST OF

RETRANSMISSIONS USING gzip, AND TOTAL COST OF METHOD,

FOR gccWITH VARIOUS CHOICES OF { . THE FIRST | ROWS ARE

FOR “ NO-SKIP” AND THE OTHERS FOR “ SKIP” .

in thecurrentfile. Thus,“skip” is thebetteroptionalsoin
termsof bandwidthasit allows useof shorterhashes.

D. Variable-SizeBlocksandHalf-Block Alignments

Our next idea for improving performanceis to use
variable-sizeinsteadof fixed-sizeblocks.In particular, we
evaluatetheuseof Karp-Rabinfingerprints[21] to deter-
mine theblock boundaries,inspiredby recentwork [22],
[23], [24], [25] that usesthesetechniquesin other sce-
narios. This is doneby moving a small window (e.g.,of
size + !

bytes)over eachfile. For eachbyte position of
the window, we hashthe contentusinga simplerandom
hashfunction(not identicalto theblockhash).If thehash
valueis

!i}�~s� S (say, S 9 +fp m
), thenweintroduceablock

boundaryat theendof thecurrentwindow.

We usethis techniqueto partition both ��
���� and ������� .
Thepurposeof thesmallwindow is todefineblockbound-
ariesin a content-dependentmanner. Thus,whena sub-
string in one file containsa block boundary, then if the
samesubstringalso appearsin anotherfile, it will also
containthe sameblock boundary. The advantageof this
techniquefor file synchronizationis that we do not have
to compareeachhashfrom ��
���� to all alignmentsin ������� ,
but only to thosecorrespondingto blocksin �����	� . Thus,
thenumberof bits perhashcanbe reducedby ADC6=@S5H to a
totalof +wADC�= GNM�S5H\U#v for expectedblocksize S . SinceS is
typically a few hundredbytes,this canresultin nontrivial
reductionsin thecostof sendingthehashes.

We experimentedwith two implementations.In one,
we definedblock boundariesasabove, by introducinga
block boundaryat the end of the currentwindow if the
window hashesto

!q}�~�� S . In the secondimplementa-

tion, we use overlappingblocks by including both the
boundarywindow to theright andto theleft in eachblock.

We experimentedwith one other optimization that
movesa little beyondthestandardrsyncframework. The
goal is to try to addresstwo commonshortcomingsin
rsync: (1) Supposewe have hashesfor two consecutive
blocksthatdonotfind amatchat theserver, but if wehad
ahashfor ablockof thesamesizethatgoesfrom themid-
dle of thefirst block to themiddleof thesecondblock, it
might be possibleto find a match. In general,we would
like to beableto find matchesof largeenoughsizethatgo
acrosstheblock boundaries,at leastfor a selectedsetof
alignments.(2) Having identifieda matchof oneblock,
we shouldbeableto efficiently extendsucha match,say,
into onehalf of theneighboringblock, even if thewhole
neighboringblockdoesnotfind amatch.This is basically
theideabehindthecontinuationhashesproposedin [15],
that far fewer bits areneededif a hashis only compared
to oneblock positionin theotherfile, in this casethepo-
sition adjacentto aknown match.

However, implementingtheseideasin a single round
is tricky, and we can not get everything we want. We
take the following approach:We partition the client file
into blocksof fairly smallsize S 7 (say, half thesize S that
we would usuallyselectunderrsync), but sendfar fewer
bits per hash(only abouthalf as many). At the server,
we look for matchesin theotherfile, but we only accept
matchesthatarepartof a sequenceof at least + consecu-
tive matches.The reasonis that thenumberof hashbits
per singleblock is not large enoughto identify isolated
matcheswith confidence.To getaprobabilityof lessthan
;5M�+ � of a falsematchin the file, we needto satisfytwo
conditionson thenumberof hashbits

Z
perblock:

+ Z�� ADCL= GIH6U�ADC6= GNM�S5HLUjv and
Z�� ADCO= GNM�S5HLUev`�

The first condition assuresthat two consecutive block
matchessuffice to identify a valid match,while the sec-
ondconditionassuresthatwe canextenda matchby sin-
gleblocksto theleft andright without toomuchdangerof
a falsematch.We notethat insteadof choosingblocksof
half theusualsize,othersettingsarepossibleto recognize
variousotheralignmentsnot exploited by rsync, but we
did not find significantbenefitsin this. The above algo-
rithm, which we refer to ashalf-block alignment, is basi-
cally a fairly crudeway to exploit thefactthatmatchesin
files areclusteredandthatadjacentblocksin onefile are
morelikely to matchwith adjacentblocksin theotherfile
thanwith blocksthatarefar away from eachother.

We implementedthis methodfor v 9 ; ! and also
checkedthatthefrequency of falsematchesreally follows
theabove model. In FigureII.4 andII.5, we comparethe
performanceof half-block alignmentandof theapproach



usingvariablesizeblocksagainstrsyncandtheoptimized
versionfrom theprevioussubsection,on a rangeof block
sizes.F

�
or themethodswith variableblock size,we show

the expectedblock sizeandfor half-block alignmentwe
show twice the size S 7 of the small blocks in the figure
(sincethesmallblocksarehalf the“normal” size S to cap-
turehalf-blockalignments).

Figure II.4 . Resultsfor basicrsync, the optimizedrsyncfrom the
previoussubsection,thevariableblocksizeapproachwithoutandwith
overlap,andthe half-block alignmentprotocolon the gcc collection,
for variousblocksizesz .

Figure II.5 . Resultsfor basicrsync, the optimizedrsyncfrom the
previoussubsection,thevariableblocksizeapproachwithoutandwith
overlap,andthehalf-block alignmentprotocolontheemacscollection,
for variousblocksizesz .

We observe that the variable block-sizemethodsdo
very well for smallblocks.Thereasonis thatthesemeth-
odsuseshorterhashes,andthusbenefitwhenthesizeof
the hashesis significantcomparedto the total cost. On
the otherhand,methodswith variableblockstendto re-
sult in moreunmatchedliterals,mainly dueto variations
in theblock sizes,that dominatethesavings in hashbits
for largerblock sizes.As suggestedin [24], [22], we en-
forcecertainminimumandmaximumblock sizesto deal
with regular patternsin the data,but even with optimum
choiceof theseparameterstheblock sizesaredistributed
over a certainrange,andlarge blocksaremorelikely to
not find a match. (We plan to experimentwith an alter-
native partitioningruleproposedin [26] thatguaranteesa
lowervariationin blocksizesbut mayresultin otherprob-
lems.)Wealsonotethatthereis only avery slight benefit
in usingoverlappinginsteadof non-overlappingblocks.

The half-block alignment approachoutperformsall
othermethodsacrossthevariousblock sizes,with theex-
ceptionof gcc for block size ; !f!

wherethe secondcon-
dition on the numberof hashbits statedabove resultsin
a fairly high costfor thehashes.Notethat this block size
is not a goodchoicefor gccunderany method,andis far
away from the default sizeof n !f!

for rsyncor any suit-
abledefault size. On emacs, we seean improvementof
5% to 10% over the next bestmethod,and overall we
seean improvementof 15%to 25%over thebasicrsync
methodacrossthedifferentblockssizes,includingthede-
fault size. Similar resultswerealsoobtainedon several
otherdatasets. Thus,somemoderateimprovementsare
possiblethroughcarefultuningof thersyncapproach.

I I I . AN APPROACH BASED ON ERASURE CODES

In thissection,weprovide themainresultof thispaper,
anew approachto single-roundfile synchronizationbased
on the useof erasurecode. Using this approach,we de-
sign two algorithms,oneprimarily of theoreticalinterest
andanotheronethat performswell in practice. The ba-
sic ideaunderlyingthenew approachis quitesimple: es-
sentially, erasurecodesareusedto convert certainmulti-
roundprotocolsinto single-roundprotocolswith similar
communicationcost.

We startby describinga simplemulti-roundprotocol.
SubsectionIII-B containsthe theoreticalresult obtained
by converting the multi-round protocol, and Subsection
III-C describesandevaluatesthepracticalprotocol.

A. A SimpleMulti-RoundProtocol

Wenow describeasimplemulti-roundprotocolfor file
synchronization,which we refer to as the basic multi-
round protocol. The protocol is not new and variations
of it have previously appearedin [13], [7], [11], [15].

Theprotocolrunsin a numberof rounds,startingwith
ablocksizeof S��b��� andthendecreasingtheblocksizeby
a factorof + in eachrounduntil reachinga block sizeof
S��bPD� . In thefirst round,theserverholdingthecurrentver-
sionpartitionsthefile into blocksof size S��b�a� , andsends
a hashvalue for eachblock to the client. The client at-
temptsto matchthereceivedhashesto all possiblealign-
mentsin the outdatedfile, and then respondswith a bit
vectorcontaininga “1” for eachhashthat founda match,
and a “0” for all other hashes.By doing so, the client
notifiestheserver whichof thehasheswere“understood”
by theclient, andwhich hashescouldnot bedecodedby
looking for amatchin its file.

Next theclientpartitionseachblockwhosehashdid not
find a matchinto two halves,andsendshashesfor these
smallerblocksto theclient. Theclient againreplieswith
a bit vector, andthe server further splits any unmatched



blocks.Onceblocksize S ��PD� is reached,theserversimply
sendsall unmatchedblocksasliterals.

SupposewechooseS �d�a� 9 3�GNM�?s4T1 , S ��PD� 9 ADC6= GIH , and
usehashesof size,say, �(ADCdG bits. Thenit canbeshown
that given two files with edit distancewith block moves
of ? , thealgorithmtransmitsat most <�=@?kADCL= GIHKADCL= GNM�?OH)H
bitsandcorrectlyupdatesthefile with probabilityat least
;�V��� . In particular, on the first level we have at most
+f? blocks for which hashesaresent. Thereareat most
ADCL= GNM�?OH levels.On eachlevel atmost ? of thehashesthat
aresentdonotfind amatchat theclient,andthusagainat
most +f? hashvaluesaresentat thechild level, asimplied
by thefollowing simplelemma.

LemmaIII.1: Let ������� and ��
���� be two files with edit
distancewith block movesat most ? , whereeachmove
operationis countedas a distanceof : . If we partition
�����	� into somenumber� of blocks �T� to �5��� � , thenat
most ? of theseblocksdo notoccurin ��
���� .

We only sketch the proof of the lemma,which is not
really new. Considera sequenceof ? edit operationsthat
transforms��
��.� into ������� . Imaginethat ��
���� is printedon
alongpieceof paper, andthateacheditoperationmayre-
quireusto cut thepieceof paperin orderto insert,delete,
or changeacharacterataparticularposition,or to movea
block from onepositionto another. Eachsingle-character
operationrequiresat most one cut, increasingthe num-
ber of piecesof the old file by at most one, while each
move operationmay requireup to threecuts. Any sub-
string � P that is completelywithin one of the at most ?
piecesclearlyalsooccursin ��
��.� , giving theresult.

There are several possiblepractical optimizationsto
this algorithm [15], but this is not our concern. In the
following, we show how to convert this algorithminto a
single-roundprotocolwith thesamecomplexity.

B. AnEfficientSingle-RoundProtocol

First, we define the completemulti-round algorithm
asthe variationof the basicmulti-roundalgorithmfrom
the previous subsectionwhere in eachround, we split
all blocks in half and sendhashesfor all the resulting
smallerblocks,including thosewhoseancestorshave al-
readyfound matcheson a higher level. (Obviously, this
is not a communication-efficient algorithm.) Due to the
above lemma,both variationshave the propertythat on
eachlevel atmost ? hashesdo notfind amatch.

Our secondrequiredingredientis a systematicerasure
code, whichwenow discussbriefly. Wereferto [27] for a
moredetaileddiscussion.In anerasurecode, wearegiven
� sourcedataitemsof somefixedsize � each,which are
encodedinto � 7%� � encodeddata itemsof the same
size � , suchthatif any �r7`V�� of theencodeddataitems
arelost during transmission,they canbe recoveredfrom
theat least� correctlyreceivedencodeddataitems.Note

that it is assumedherethata receiver knows which items
have beencorrectly received andwhich arelost. A sys-
tematicerasurecodeis onewheretheencodeddataitems
consistof the � sourcedataitemsplus �r7TV�� additional
items.In ourapplication,whichrequiresasystematicera-
surecode,the dataitemsarehashes,andwe refer to the
�r7sVW� additionalitemsaserasure hashes.

Our algorithmis essentiallya communication-efficient
single-roundsimulationof thecompletemulti-roundalgo-
rithm. Supposeweknow anupperbound? ontheeditdis-
tancewith block movesbetweenthe files. Thenon each
level,wecansimulatethecompletemulti-roundalgorithm
accordingto thefollowing rules:

� Any hashvaluesentin thecompletemulti-roundal-
gorithm that would not be sent in the basicmulti-
round algorithm (since it correspondsto a block
whoseancestorhasalreadyfound a match) is not
transmitted,as it can be recreatedat the client by
evaluating the hashfunction on the corresponding
partof thematch.� Any hashvaluethatwouldbesentby thebasicmulti-
roundalgorithm(sinceit correspondsto ablockwith
no matchedancestors)is alsonot sentto the client,
but consideredlost.� Sinceon eachlevel there can be at most +f? such
blocksthataredeclaredlost, we canrecreatetheen-
tire level of hashesat theclient by sending+f? extra
erasurehashes,computedwith a systematicerasure
code,andthenrecoveringthe lost hashes.

To summarize,thealgorithmworksasfollows:

(1) The server partitions � ����� recursively into blocks
from size S��d�a� down to S���PD� , andfor eachlevel com-
putesall blockhashes.

(2) Theserver appliesa systematicerasurecodeto each
level of hashesexceptthetoplevel, andcomputes+f?
erasurehashesfor eachlevel.

(3) In onemessage,the servers sendsall hashesat the
highestlevel to theclient,plusthe +f? erasurehashes
for eachlevel.

(4) Theclient,uponreceiving themessage,recoversthe
hasheson all levels in a top-down manner, by first
matching the top-level hashes. Then on the next
level, the hashfunction is appliedto all childrenof
blocks that werealreadymatchedon a higher level
in orderto computetheir hashes,andthe +f? erasure
hashesareusedto recover thehashesof theat most
+f? blockswith no matchedancestors.

(5) At thebottomlevel with blocksize S ��PD� , we assume
that thehashis simply thecontentof theblock, and
thuswecanrecover thecurrentfile at theclient.

Assumingnohashcollisions,thealgorithmcorrectlysim-
ulatesthe completemulti-roundalgorithm. Choosingas



before S �d�a� 9 3@GNM�?s421 , S ��PD� 9 ADC6= GIH , andhashesof size
�(ADCkG bitswe getthefollowing result:

Theorem1: Given a bound ? on the edit distancebe-
tween ��
���� and �����	� , the erasure-basedfile synchro-
nization algorithm correctly updates��
���� to ������� with
probability at least ;�V �� , using a single messageof
<>=@?kADC6= GIHKADC�= GNM�?OH)H bits.

Wenotethattherearehighly efficientsingle-messagepro-
tocolsfor estimatingfile distancesaccordingto a variety
of edit distancemeasures;see[7]. Theseresultsimply
that the above boundcanbe achieved by a single-round
protocoleven if thereis no a-priori known boundon the
file distance? , if therequestmessagefrom client to server
is usedto estimate? . To our knowledge,this resultis the
first feasiblesingle-roundprotocol for file synchroniza-
tion thatis provablycommunication-efficient with respect
to edit distancewith block moves,or in factany distance
measureallowing for block operations.Anotherinterest-
ing propertyof theprotocolis thatby broadcastinga sin-
gle message,thecurrentversioncanbecommunicatedto
clientsholdingdifferentoutdatedversions.

C. A PracticalProtocolBasedon Erasure Codes

While theprotocolfrom theprevious subsectionis ef-
ficiently implementableandhasreasonableperformance,
it doessuffer from two main shortcomingsthat make it
inferior to rsyncandotherexistingprotocols.

� Theprotocolrequiresusto estimateanupperbound
on the file distance? . This addscomplexity to the
implementation,andwhile thereareefficient proto-
cols for this, we needto make surethat we do not
underestimate,sinceotherwisetheclient is unableto
recoverthecurrentfile. Thus,tobesurewemayhave
to sendmorethanneeded.� More importantly, the algorithm doesnot support
compressionof unmatchedliterals but essentially
sendsthemin raw form ashashes.Theperformance
of rsyncandotherprotocolssuchas[15] is signifi-
cantly improved throughtheuseof compressionfor
literals.Therearesometricks,omittedherefor space
reasons,thatonecanuseto integratecompressionbut
noneof themcompletelyresolvestheissue.

To addressthese problems we now design another
erasure-basedalgorithmthatworksbetterin practice.The
mainchangeis thatnow, asin rsync, hashesaresentfrom
client to serveraspartof therequest,while theserveruses
thehashesto identify commonblocksandthensendsthe
unmatchedliteralsin compressedform. In fact,similar to
the way the first algorithmwas obtainedfrom the basic
and completemulti-round algorithmsby addingerasure
hashes,thenew algorithmcanbeobtainedby addingera-
surehashesto a multi-roundalgorithmsimilar to that in

[14] thatsendshashesfrom client to server. In thefollow-
ing description,notethat thefirst threestepsareidentical
to theprevious algorithmbut with the rolesof client and
server exchanged.

(1) Theclientpartitions��
��.� recursively into blocksfrom
size S��d�a� down to S���PD� , andfor eachlevel computes
all block hashes.

(2) Theclient appliesa systematicerasurecodeto each
level � of hashesexceptthe top level, andcomputes
�rP erasurehashesfor eachlevel, for someappropri-
ate � P discussedlater.

(3) In one message,the client sendsall hashesat the
highestlevel to theserver, plusthe �rP erasurehashes
for eachlevel � .

(4) Theserver, uponreceiving themessage,attemptsto
recover the hasheson all levels in a top-down man-
ner, by first matchingthe top-level hashes.Thenon
the next level, if the numberof blockswithout any
matchedancestoris at most �rP , thenthehashfunc-
tion is appliedto all blocksthat do have a matched
ancestor, and the � P erasurehashesareusedto re-
cover thehashesof theotherblocks. Otherwise,we
stopat thepreviouslevel of hashes.

(5) We now usethehasheson the lowestlevel thatwas
successfullydecoded,in exactly the sameway they
areusedin rsyncor in our variationsof rsync. Thus,
commonblocksareidentifiedandall unmatchedlit-
eralsaresentin compressedform to theclient.

If we set the parametersas in the theoreticalalgorithm,
we canshow that this algorithm achieves the sameper-
formancebounds,assumingan upperboundon the file
distance? thatcanbeusedto chooseappropriate�rP (and
assumingthat compressiondoesnot increasethe sizeof
the literals). However, even if we do not have an up-
perboundon ? , thealgorithmdegradesmoregracefully:
While thepreviousalgorithmfails to transmit ������� if not
enougherasurehashesareavailable, this algorithm, like
rsync, will still correctlytransmit� ���	� thoughpossiblyat
increasedcost.In theworstcase,whennotenougherasure
hashesareavailableto encodeany of thelower levels,the
algorithmwill achieve thesameperformanceasrsyncon
blocksize S��d�a� .

In practice,wewill usuallychooseS��d�a� to besimilarto
or slightly largerthanthedefaultblocksizeof n !f!

usedby
rsync, andthenuseasmallervalueof S ��PD� maybearound
; !f!

to + !f!
bytes.The �rP for thedifferentlevelsaredeter-

minedasa fraction ]^P of the total numberof hasheson a
particularblock. For example,if wehave p !

blocksonthe
secondhighestlevel ( � 9 + ), we might choose] 1 9 ! ���
which meansthat we use � 1 9 ] 1�� p ! 9 + !

erasure
hasheson thenext level. Thenwe will beableto decode
this secondlevel successfullyprovided thatat most40%



of thehasheson thehighestlevel did not find a matchin
��
��.� . Thus,by assumingsomeminimumrateof matches
on thehigher

�
levelswe candecreasethecostof hashesat

the lower levels andhenceafford to go to smallerblock
sizeson very similar files. We have experimentedwith a
numberof choicesof S �b�a� , S �bP�� , andthe ] P .

We implementedthe algorithm using an implementa-
tion of systematicerasurecodesby Rizzo, available at
http://info.iet.unipi.it/ � luigi/fec.html.
The erasurecode implementationis basedon Vander-
monde matrices, and achieves encodingand decoding
ratesof several MB per second. Given that the hashes
are much smaller than the actual files, this translates
to a file processingspeedof tensto hundredsof MB/s.
Thus, we do not expect coding to be a bottleneck. We
chosethe numberof bits per hashas ADC6= GIHwUyADC6= �0H�U�?
for ? 9 ; ! , where � is the total number of hashes
(top-level anderasurehashes)sentfrom client to server.
We integrated decomposablehashesas one additional
importantoptimization.This technique,first proposedin
[13] andrecentlyrediscoveredin [15], allows thehashof
achild block to becomputedfrom thehashesof its parent
andits sibling, halving thenumberof hashestransmitted
on all except the top level. (Thus, we apply erasure
codingonly to left siblingsandcomputetheright siblings
at theserver afterdecodingleft siblings.)

Figure III.1 . Resultsfor thedefault settingin rsync, andfor thebest
possiblesettingseachin rsync, theoptimizedrsyncfrom SubsectionII-
C, theerasure-codeapproach,andanoptimizedmulti-roundapproach.

In Figure III.1 we show preliminaryexperimentalre-
sults comparingrsync, the optimized version of rsync
in SubsectionII-C, the erasure-basedalgorithm,andthe
highly optimizedmulti-round algorithm from [15]. For
eachmethod,we show the bestresult that we obtained.
The result from [15] essentiallyprovidesa upperbound
on what we canrealisticallyhopeto gain with a single-
round approach,barring further breakthroughsin tech-
niques. Note that the resultsare still very preliminary,
andwe expect further improvementsin the final version
of thispaper. Wedid not compareto thehalf-block align-
mentalgorithmsinceit is basedon a optimizationthat is
orthogonalto theuseof erasurecodes;thus,by integrating

theapproachinto ourerasure-basedalgorithm,we should
beableto getthesameimprovements.

We note that the erasure-basedapproachthat we pre-
sentedhereallows for a numberof additionaloptimiza-
tionsandcanbeusedto designothernew algorithms.For
example,one could designprotocolswith two or more
round-tripsthatfirst senda very smallnumberof erasure
hashes,andthensendadditionalerasurehashesin thenext
round if neededto successfullydecodethe lower levels.
Thus, insteadof processingone level of blocks in each
round, as the previous multi-round approachesdo, this
approachwould simultaneouslyadd redundancy to sev-
erallevelsuntil encodingsucceedson theotherside.This
idea could potentially also be generalizedinto a digital
fountainapproach[28] for broadcastingupdatedcontent
to clientsthatmayhave differentold versions.

An alternative approachwould combineerasurecod-
ing with errorcorrectingcodeswherethepositionsof cor-
ruptedsymbolsareunknown to thedecoder. Thecurrent
algorithmchoosesthebit strengthof thehashessuchthat
it is unlikely that thereareany falsematchesat all in the
entirefile. Thiscouldberelaxedto abit strengthsuchthat
mostmatchesarecorrect(eventhoughtherearelikely to
besomefalsematchesin a largerfile), if we useanerror
correctingcodethat can correcta few corruptedhashes
dueto falsematchesat theparentlevel. Thus,in this sce-
narioa numberof hasheswould beknown to belost (era-
surecase),while afew othersin unknown positionswould
becorrupted(ECCcase).Webelieve thereareotherinter-
estingprotocolsthatcanbedesignedwith ourapproach.

IV. AN APPROACH BASED ON SET RECONCILIATION

In this section, we describeanotheralternative ap-
proachto file synchronizationbasedontheuseof recently
proposedtechniquesfor the set reconciliation problem
[17], [29], [18]. In this problem,two machineseachhold
a large setof integervalues,andthegoal is for eachma-
chineto learnwhich integersare in the intersectionand
which arein theunionof the two sets,usinga minimum
amountof communication.In particular, in thecasewhere
the two setshave a very large intersection,thegoal is to
usean amountof communicationthat is proportionalto
the size of the differencebetweenthe sets. A protocol
in [17] basedon characteristicpolynomialsachievesthis
with a singlemessageof sizeproportionalto the sizeof
theelementsin theunionminusintersectionof thesets.

Now considerapplying the variablesize block parti-
tioning from SubsectionII-D to two files � ����� and ��
��.� .
If thetwo filesareverysimilar, wewouldexpectthatthey
sharea lot of commonblocks,andthusa lot of common
hashvalues.Thus,insteadof sendingall hashesof ��
��.� to
������� , we couldconsiderusinga setreconciliationproto-
col to communicatethedifferenceof thetwo setsof hash



values.Theproblemwith this approachis thatsetrecon-
ciliation techniqueswork on unorderedsets;thusblocks
couldoccurin adifferentorderin bothfilesandwewould
have no wayof knowing this.

In our algorithm, we resolve this problem by using
overlappingblocksas in SubsectionII-D. Considerthe
following relatedproblem:Wearegivenanunorderedset
of overlappingblocks obtainedfrom partitioning a file,
saywith overlap + !

bytes. Using the overlap,canwe fit
thesepiecestogetheragainin auniqueway to reconstruct
theoriginal file? In general,theansweris no,but in many
casesthereareonly a few choices. This leadsus to the
following algorithmfor file synchronization:

(1) Both ������� and ��
���� are partitioned into overlap-
ping variablesizeblocks,saywith overlap + !

bytes.
Then hashesare computedfor all blocks, and the
client sendsa set reconciliationmessagefor its set
of hashes.

(2) Theserver determinesthe intersectionof thesetsof
hashes,andretrievesall correspondingblocks.

(3) Now theserver attemptsto “puzzle” theseblocksto-
getherinto a referencefile andthensenda deltaof
� ����� with respectto this referencefile. We notethat
thereis usuallyno uniqueway to connectthepieces,
andin factdueto differencesbetweenthefiles there
will be missingpieces(holes)in the puzzle. How-
ever, usingsimpletie-breakingstrategieswecancon-
nectthepiecesin anorderingthatcanberecreatedat
theclient, andthat is usuallycloseto therealorder-
ingsof thepiecesin bothfiles.

(4) The client createsa referencefile in the sameway,
andthendecodestheupdatedfile.

Due to spaceconstraintswe omit details of the tie-
breakingstrategiesfor connectingthe piecesandthe ex-
perimentalevaluation.Thealgorithmperformsvery well
whenfiles areextremelysimilar; in this casewe canaf-
ford to useaverysmallblocksizesincewedonothave to
sendahashfor everyblock. For lesssimilarfiles,costsare
highersincetheamountof hashdatasentis proportional
to thesizeof theunionminusintersection.However, we
donotseeany wayto proveformalboundswith respectto
file distancemeasures,unlesswemakeassumptionsabout
theunderlyingfiles being“well-behaved” in thevariable
sizepartitioningtechnique.Weplanto giveadetailedex-
perimentalevaluationin thefull versionof thispaper.

V. RELATED WORK

In the following, we give a brief summaryof related
work. The rsync algorithm proposedby Tridgell and
MacKerrasis describedin [1], [2], and is the basisof
the very widely usedrsyncopensourcetool. Thereare
anumberof theoreticalstudiesof thefile synchronization
problem[7], [8], [31], [10]. In particular, Orlitsky [31],

[10] presentsalmost tight boundsfor the problemwith
varying numbersof communicationphases,undersome
assumptionsaboutthe assumedfile distancemetric. As
explained,theseresultstypically requireexponentialtime
for decoding;while this is allowableunderthe standard
model for communicationcomplexity [32], it makes the
algorithmsimpractical. Within this framework, [12] dis-
cussesarelationshipbetweenErrorCorrectingCodesand
file synchronization.

Variouspracticalmulti-roundalgorithmsareproposed
in [13], [7], [8], [9], [11], [14], [15], [16]. Thesealgo-
rithms arebasedon recursive partitioningof unmatched
blocks,mostly in a breadth-firstmannerwith the excep-
tion of [9]. The algorithmsin [14], [16] sendhashes
from client to server, while theotherssendhashesin the
otherdirection. Experimentalresultsfor multi-roundal-
gorithmsareprovidedin [14], [11], [15], [16].

Someavailableopensourcetoolsfor deltacompression
aredescribedin [33], [34], [19], andanoverview of delta
compressionandfile synchronizationtechniquesandtheir
applicationsis givenin [35]. Notethatdeltacompression
canbeseenasaspecialcaseof file synchronizationwhere
theoutdatedfile is known to theencoder.

A numberof authorshave studiedproblemsrelatedto
identifyingdiskpages,files,or datarecordsthathavebeen
changedor addedor deleted,or that differ betweentwo
or more replicas; see,e.g., [36], [37], [38], [39], [40],
[17], [41], [13]. Commonapproachesfor theseproblems
arebasedon hashingor codingtechniques.Theproblem
setupdiffers from oursin thatdatais assumedto bepar-
titioned into fixed units suchas pages,records,or files
that aretreatedasatomic. The recenttechniquesfor the
setreconciliationproblem[17], [29], [18] thatwe usein
SectionIV alsofall into thiscategory.

Hash-basedtechniquessimilar to rsynchave beenex-
plored by the OS and Systemscommunity for pur-
posessuchas compressionof network traffic [23], dis-
tributed file systems[24], distributed backup[25], and
webcaching[22]. Thesetechniquesusestringfingerprint-
ing techniques[21] to partitiona datastreaminto blocks,
aswe did in SubsectionII-D.

VI. CONCLUSIONS AND OPEN QUESTIONS

In this paper, we have studiedsingle-roundprotocols
for file synchronization.Our maincontribution hasbeen
a new approachbasedon the useof erasurecodes. Us-
ing thisapproach,wehavederivedasingle-roundprotocol
that is feasibleandcommunication-efficient with respect
to a commonfile distancemeasure,andanotherprotocol
thatshows promisingimprovementsover rsyncin experi-
ments.Weexpectadditionalgainsoncewefully optimize
the implementationand parametersettings. We plan to
make a stableandhigh-performanceversionof the new



practicalalgorithmavailablein thenearfuture,aspartof
a library of file synchronizationoperations. We expect
that our approachcanbe usedto derive otherinteresting
single-andmulti-roundprotocols.

In addition,thereareanumberof interestingtheoretical
openquestionsonfile synchronizationproblems.Thecur-
rentcommunicationboundsfor feasibleprotocolsarestill
a logarithmic factor from the lower boundsfor most in-
terestingdistancemetrics,evenfor multi-roundprotocols.
For distancemetricsallowing block copiesanddeletions,
the gap is even larger and the bestbounds[8], [7], [9]
eitherrequirea large (superlogarithmic)numberof com-
municationroundsor aremorethana logarithmicfactor
away from optimalin termsof bandwidthuse.
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