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Abstra
tMi
ropayments refer to low-
ost �nan
ial transa
tions ranging from a few 
ents toa few dollars. A sizable portion of ele
troni
 
ommer
e o

urring in the Internetbelongs to the 
ategory of mi
ropayments. The transa
tion 
ost of mi
ropaymentsshould be kept as low as possible without sa
ri�
ing mu
h on double spending,anonymity, non-repudiability and other required se
urity properties.We have developed a system for mi
ropayments without the use of publi
 key
ryptography. The proto
ol is o�-line and uses hash operations only. The o�-lineproto
ol allows the 
ustomer to buy 
oins at one broker and spend them with anyvendor. The system 
an also be used as a payment me
hanism for the transfer oflarger payments.
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Chapter 1Introdu
tionThe rapid growth of Internet has led to the appearan
e of thousands of di�erentweb sites, whi
h are 
reated to provide information for millions of people aroundthe world. Produ
ing and maintaining a quality web site takes a great deal of time,dedi
ation and money. Hen
e the produ
ers of many of these web sites wish to keeptheir site as a sour
e of in
ome by selling small 
hunks of information to users for asmall amount. For example an online newspaper 
ould de
ompose a newspaper intodi�erent se
tions like politi
al, sports et
 and sell di�erent se
tions for a few 
ents.Other examples in
lude individual sto
k quotes, delivering songs online et
. So themarket for these low 
ost items is signi�
antly high.There are a number of di�erent payment systems like SET, E-Cash et
. But inthese payment systems the 
ost of pro
essing the transa
tion is several 
ents, whi
hwill destroy any pro�t margin on these 
onsumer items. So traditional proto
ols
annot be used for making these transa
tions. Hen
e the mi
ropayment systems aredesigned whose primary obje
tive is to redu
e the 
ost of pro
essing the transa
tion.1.1 Prin
iples and PartiesThe various parties involved in transa
tion areCustomerA Customer has an a

ount with the broker, who will pay money to the vendors1



after making sure that the 
ustomer has spent money with them. The 
ustomeris provided with a set of 
oins when he requests the broker and uses these 
oinsin transa
tions.VendorA Vendor is the one who is willing to provide servi
es or information to 
us-tomers in ex
hange of money. The vendor 
onta
ts brokers who assure him ofthe money that 
ustomers spent with these vendors.BrokerBrokers tend to be large, well-known and reputable �nan
ial institutions(e.gMaster Card,Visa, Banks,ISP's et
). They a
t as intermediaries between ven-dors and 
ustomers. They also resolve disputes between them and identify the
heating, if any. They 
harge a per
entage of transa
tions either to Customersor to Vendors.AdversaryThe adversary is an abstra
tion of atta
ker of the system. There 
an bedi�erent kinds of adversaries. An eavesdropper, who just listens to messagesand tries to learn se
rets (e.g 
redit 
ard numbers) or an a
tive atta
ker who isintrodu
ing forged messages in an attempt to 
ause the system to misbehave.The most natural and strongest atta
k is a vendor who tries to 
heat and getpaid without authorizationAn adversary is equipped with intelligen
e, money, ha
king skills everythingshort of prote
ted se
ret keys of other parties and also has the power to do alot of 
omputations.1.2 Payment System RequirementsThe various 
hara
teristi
s that a payment proto
ol should satisfy are
2



1.2.1 AnonymityAn anonymous proto
ol is one in whi
h the identity of the 
ustomer should behidden from the parties involved in the transa
tion. When dis
ussing anonymity, itis not su�
ient for a proto
ol merely to prote
t buyer's identity but it should alsobe impossible to identify or to 
ompare pur
hases in su
h a way that whether thesame person has made them.1.2.2 Atomi
ityAtomi
ity deals with how a proto
ol rea
ts when it is interrupted. A proto
ol is
alled atomi
 if a payment 
an only be 
ompleted in full or not 
ompleted. Inter-rupting the proto
ol should give the same result as never having started the proto
olat all.1.2.3 Non-repudiabilityNon-repudiability deals with the question of whether a transa
tion 
an be deniedby one of the parti
ipants. A non-repudiable proto
ol is one in whi
h it 
an beproven that payment was made and a

epted. i.e 
ustomer 
an prove that he orshe made the payment and payee has re
eived the payment. A stri
t version ofnon-repudiability is 
alled transa
tional non-repudiability, in whi
h the payee 
analso prove that the information was re
eived by 
ustomer.1.2.4 StealabilityA major issue with traditional payment systems is that the transfer of funds 
an beinter
epted and redire
ted, in other words they 
an be stolen. Ele
troni
 paymentsystems must ensure that this is not possible.1.2.5 On/O� LineA proto
ol is o�-line if it does not require the intera
tion of any third party to
omplete the transa
tion. A proto
ol is on-line if some third party (usually bank3



or broker) must be 
onta
ted to verify the proto
ol. For example traditional 
ashproto
ols are o�-line but 
redit 
ard transa
tions are on-line.1.2.6 Double SpendingSin
e Ele
troni
 money is just a group of bits, making 
opies is very easy. Sin
ethe 
opy is indistinguishable from the original, one might think that 
ounterfeitingwould be impossible to dete
t. Thus double spending is a payment instru
tion usedtwi
e or more, either by 
ustomer, a vendor or any third party involved in thetransa
tion.In 
ase of on-line payment systems mer
hants prevent double spending by 
on-ta
ting third party for every transa
tion. The mer
hants a

epts the payment onlywhen the third party authorizes that transa
tion. But in 
ase of o�-line proto
olsdouble spending 
an be prevented by using 
ryptographi
 proto
ols to reveal theidentity of the double spender.1.2.7 OverspendingThe 
ustomer should spend only the amount for whi
h he was given a

ess by thebank or broker.1.2.8 Transa
tion CostPer Transa
tion 
ost of a payment proto
ol is an important aspe
t that determinesthe appli
ability of a payment system in a parti
ular s
enario. For vendors sellinggoods whose 
ost is very less (e.g news paper arti
les) 
redit 
ards are not a suit-able payment proto
ol, be
ause the 
ost of pro
essing the transa
tion is more thantransa
tion itself.1.3 Mi
ropayments Chara
teristi
sMi
ropayments signi�
antly di�er from Ma
ropayment systems. These di�eren
esarise from the requirements of these systems.4



1. Not All mi
ropayment transa
tions need be fraud free. A few illegal trans-a
tions are a

eptable as long as the number of su
h transa
tions remainssubstantially small 
ompared to the total number of transa
tions in the sys-tem.2. Information about individual mi
ropayments need not be maintained. This isagain motivated by the fa
t that the mi
ropayment is worth only a few 
ents.3. Strong publi
 
ryptographi
 te
hniques must be avoided be
ause the 
ost of in-dividual transa
tions is not very high. The goal of se
urity for mi
ropaymentsis risk management not total prevention.4. La
k of Customer - Vendor A

ounting : In Mi
ropayments a vendor deals withmany 
asual 
ustomers. (i.e those 
ustomers who pur
hases on
e and never re-turn again or those who make pur
hases with that vendor very rarely). There-fore,the vendor does not need to maintain separate a

ounts for 
ustomers.5. E�
ien
y : The underlying 
ost of smallest transa
tion is a small fra
tion ofvalue being transa
ted.6. Flexibility : S
alable support for 
ommer
e appli
ations on both intranets andthe Internet with the ability to make se
ure payment for a variety of produ
tsand servi
es.7. Speed : The laten
y of transa
tion must a

ommodate the 
asual nature ofmi
ro 
onsumer and the 
omputation overhead for transa
tion must be lowenough that the 
urren
y server 
an handle many transa
tions per se
ond.1.4 Obje
tiveOur obje
tive is to design a mi
ropayment proto
ol for transfer of payments from
ustomer to vendor through the servi
es of a 
ommon broker whi
h will satisfy manyof the required 
hara
teristi
s.
5



We will give an outline of existing proto
ols in next 
hapter. so far there existsno fully anonymous o�-line mi
ropayment proto
ol. This proto
ol is an attempt inthat dire
tion.1.5 Organization of the thesisThe rest of the thesis is organized as follows1. In 
hapter 2, we dis
uss about some of the existing proto
ols for mi
ropay-ments and we then give the 
hara
teristi
s that various proto
ols satisfying ,advantages and disadvantages.2. In 
hapter 3, we present the details of our approa
h for mi
ropayments.3. In 
hapter 4, we will give the resour
e and performan
e analysis of our proto
ol.4. In 
hapter 5, we present the 
on
lusions and s
ope for further work.

6



Chapter 2Existing Mi
ro Payment SystemsCurrently there are a number of di�erent mi
ropayment systems. These range fromproposals in resear
h literature to systems in 
ommer
ial trials. The payment sys-tems are either on-line or o�-line. NetBill[1℄ is an online payment proto
ol, whereea
h payment order is authorized by the NetBill server. Examples of o�-line pay-ment proto
ols are PayWord and Mi
roMint[3℄, NetPay[4℄. In PayWord there is noprote
tion from double spending but it 
an be dete
ted during the payment 
learingpro
ess by broker. The 
ommer
ial system Milli
ent[2℄ uses vendor spe
i�
 
ur-ren
y where third party (usually broker) must be online whenever 
ustomer wishesto 
onta
t a new vendor.2.1 NetBillThe NetBill payment system has three parties : the 
ustomer, the vendor and thenetbill server. The transa
tion has three stages pri
e negotiation,goods delivery andpayment.In a NetBill transa
tion, the 
ustomer and vendor intera
t with ea
h other in �rsttwo phases about items to be pur
hased and pri
e to be 
harged; the netbill serveris not involved until the payment phase, when the vendor submits a transa
tionrequest. The 
ustomer 
ommuni
ates with the NetBill server only in the 
ase of
ommuni
ation failures and for administrative fun
tions. Customer 
an optionally7



prote
t his identity also . Both 
ustomers and vendors are provided with proof oftransa
tion results from NetBill server. Figure 2.1 shows the relationships amongparties in a NetBill transa
tion.

Transaction Protocol

Auxiliary Messages

Customer

  NetBill Server

     Vendor

Figure 2.1: Parties in a NetBill Transa
tion2.1.1 Pri
e Request Phase� C ) M TCM , ECM (Credentials,PRD,Bid,RequestFlages,TID)� M ) C ECM (Produ
tID,Pri
e,RequestFlages,TID)The identity 
an be pseudonym, here the 
ustomer requests a pri
e quote of thevendor along with some optional 
redentials establishing her membership in groupswhi
h may be give spe
ial dis
ounts. Bid is optional for 
ustomer to indi
ate hispay. The vendor stores PRD(Produ
t Request Data) whi
h may be later used forgoods delivery phase and generates new RequestFlags whi
h will satisfy the 
ustomerqueries and indi
ates his pri
e quote.
8



2.1.2 Goods Delivery Phase� C ) M TCM (Identity), ECM(TID)� M ) C EK(Goods), ECM(CC(EK(Goods)),EPOID)Now the 
ustomer requests the vendor to deliver the goods by supplying the TID,that was used in pri
e negotiation phase. Then the vendor generates a symmetri
key K, en
rypts the goods with K and sends the en
rypted goods, along with the
ryptographi
 
he
ksum 
omputed on the en
rypted goods,so that 
ustomer dete
tsany dis
repan
y before sending payment order. The EPOID is globally uniqueidenti�er used by NetBill server to identify the transa
tion.2.1.3 The Payment Phase� C ) M TCM (Identity), ECM([EPO℄C)� M ) N TMN (M), EMN ([[EPO℄C ,MA

t,MMemo,K℄M)� N ) M EMN([Re
eipt℄N�DSA,EMN (EPOID,CA

t,Bal,Flags))� M ) C ECM ([Re
eipt℄N�DSA,ECN (EPOID,CA

t,Bal,Flags))Here the 
ustomer sends the payment order whi
h the vendor forwards to NetBillserver for veri�
ation. The NetBill server after veri�
ation a
knowledges the ven-dors, after whi
h the vendor passes the symmetri
 key K to the 
ustomer. thepayment order 
ontains all the details about transa
tion, will be used to resolve anydisputes.2.1.4 DisadvantagesIt in
reases the 
ost of transa
tions sin
e the bank has to authorize every transa
tion.The Transa
tion 
ost is very high be
ause of the following reasons.� The NetBill server should be online to authorize ea
h transa
tion. Hen
e thereis high risk of system failure, tra�
 
ongestion and payment laten
y.9



� Extensive use of Cryptography� The NetBill server should store the payment orders.2.2 Milli
entThe Milli
ent system [4℄ introdu
ed by Digital uses brokers as intermediaries whosimplify the 
omplexity on behalf of users and vendors. They handle a

ount 
re-ation, maintenan
e and billing a
tivities for 
ustomers and provide value addedservi
es to vendors. Brokers buy and sell vendor s
rips as a servi
e to both vendorsand 
ustomers.The Milli
ent system uses ele
troni
 ti
ket 
alled s
rip, whi
h represents an a
-
ount the 
ustomer has established with a vendor. The balan
e of the a

ountis kept as the value of s
rip. When 
ustomer makes a pur
hase, the value of thetransa
tion is dedu
ted from s
rip's value and new s
rip is returned as a 
hange.The Milli
ent system assures users, vendors and brokers that s
rip has not beentampered or previously spent.The 
hara
teristi
s of the system are1. The s
rip is vendor spe
i�
 
urren
y whose stru
ture is de�ned latter.2. Validation of the s
rip is performed in a de
entralized manner whi
h requiresno support from broker3. Strong 
ryptographi
 te
hniques are not used as the value of ea
h transa
tionis very small.4. Vendor does not maintain a

ount information. It is maintained by the 
us-tomer and is en
oded in the s
rip itself.5. The trust model is asymmetri
, where brokers 
onsidered to be most trustworthy followed by vendors and �nally 
ustomers. The 
ustomers and vendors
an independently 
he
k the s
rip hen
e any fraud by broker 
an be easilydete
ted. Vendors fraud is not providing goods for valid s
rips in whi
h 
asethe brokers drop the vendors who 
ause too many 
omplaints.10



2.2.1 S
rip stru
tureThe s
rip has the following �elds. The s
rip stru
ture is shown in �g 2.2� Vendor identi�es the vendor for the s
rip� Value gives the value of s
rip� ID# is the identi�er of the s
rip� CustID# is used to produ
e 
ustomer se
ret.� Properties are extra information about 
ustomer(age, state et
) to vendor.
Vendor        Value      ID#          CustID#           Expires      PropertiesFigure 2.2: S
rip stru
ture2.2.2 Transa
tion proto
olEa
h 
ustomer is given a 
ustomer_se
ret whenever he is buying s
rip. The 
us-tomer sends a request for items,s
rip, request signature.

Hash 

    Request Scrip Customer Secret Request Signature

Request Signature

Compare

Figure 2.3: Authenti
ation of s
rip11



Whenever 
ustomer spends a s
rip, the value of of transa
tion is dedu
ted andnew s
rip (with new value and new ID#) will be given to the 
ustomer. Any eavesdropper who listens to s
rip 
annot spend the s
rip as he has no knowledge of the
ustomer_se
ret. Whenever vendor re
eives a request he 
al
ulates 
ustomer_se
retfrom CustID# and hashes Request, S
rip, Customer Se
ret to generate requestsignature and 
ompares it with the request signature that 
ustomer has sent. Thevendor re
ords unique identi�er of the s
rip ID# of every pie
e of s
rip that is spent,so that the 
ustomer 
annot spent the s
rip again. To save the vendor from frommaintaining ID# forever, the s
rip was given an expiry time.2.2.3 Drawba
ksThis system uses vendor spe
i�
 
urren
y, so ea
h 
ustomer should have di�erents
rips for di�erent vendors. Moreover the 
ustomer should trust vendor and thereis no way of identifying the vendor 
heating.2.3 PayWordPayWord is a 
redit-based s
heme based on 
hains of "paywords". The user es-tablishes an a

ount with broker who issues a 
erti�
ate to user. The 
erti�
ate
ontains brokers name, users name, users publi
 key, users delivery address, expira-tion date of 
erti�
ate and related information. The user and broker have long termrelationships. The Users 
erti�
ate has the form :CU = {B,U,AU ,PKU ,E,IU }SKBThe PayWord 
erti�
ate is a statement by broker to any other vendor thatbroker will redeem all the paywords produ
ed by 
ustomer before the expirationdate. Whenever 
ustomer wants to transa
t with a new vendor V, he will 
al
ulatethe payword 
hain by pi
king a random wn and then 
omputeswi = h(wi+1)for i = n-1, n-2 , ... 0. The root of the root of 
hain is w0 whi
h will not betreated as a 
oin and used only for the authenti
ation of subsequent paywords. TheCustomer establishes his 
ommitment by sending12



M = {V,CU ,w0,D,IM }SKUHere V identi�es the vendor, CU is user's 
erti�
ate, w0 is the root of the payword
hain, D is the 
urrent date and IM is any additional information that may be desired(ex length of 
hain et
). M is signed by Customer, whi
h will be used to prove that
ustomer has given the payword 
hain to the vendor. The vendor then veri�es the
ustomer 
erti�
ate to ensure that he is a valid 
ustomer supported by broker B.This 
ommitment authorizes B to pay V for any of the paywords w1, w2, ... wn thatV redeems from B before expiration date D.2.3.1 PaymentsA payment P from Customer to Vendor 
onsists of a payword and it's indexP = (wi,i).The user spends the paywords in order : w1 �rst, then w2, and so on. Here thevalidation of wi 
onsists of only one hash, be
ause the vendor already has wi+1. ifCustomer wants to pay l paywords after spending wk paywords, he 
an send simplyone message with P = (wk+l,l+k). Then 
ustomer 
an has it k times to get wk.Here the paywords are vendor-spe
i�
 and user-spe
i�
. This also supports variablesized payments by spe
ifying value of paywords in 
ustomer's 
ommitment.2.3.2 Disadvantages� Use of Certi�
ates , publi
 key 
ryptography and the 
ustomer has to signfor ea
h new vendor and vendor has to verify two 
erti�
ates for ensuring thevalidity of the 
ustomer and payword 
hain.� Sin
e payword is a 
redit-based s
heme where user's a

ount is not debiteduntil some time after pur
hases, this provides more opportunity for fraud sin
ethe 
ustomer 
an make large number of pur
hases with an a

ount 
ontaininginsu�
ient funds.
13



2.4 NetPayThe mi
ropayment proto
ol NetPay[4℄ is based on PayWord system, but this isa debit-based system and it also addresses problem of overspending by 
ustomer.Broker is trusted and is responsible for all maintenan
e of system. The di�eren
ebetween NetPay and Payword is that in NetPay, the Broker generates the payword
hains but in PayWord Customer generates the payword 
hains. Broker need notbe on-line for paywords validation of �rst vendor but whenever 
ustomer 
onta
tsa new vendor previous vendor must be on-line. This proto
ol also minimizes thenumber of publi
 key operations. The �ow of messages in the transa
tion are shownin �g 2.42.4.1 Obtaining Payword 
hain
Broker

M1

M2

Customer  Vendor 1

M3

Figure 2.4: Flow of messages for re
eiving payword 
hainHere the 
ustomer sends message M1 whi
h 
onsists of 
ustomer id, number ofpaywords, vendor address.M1 = { ID
,n,V1 address }Then the broker debits money from 
ustomer a

ount and 
reates the payword
hain w0,w1, ... wn+1 whi
h satisfy wi = h(wi+1). The broker stores wn+1 used toprevent the 
ustomer from overspending and forging paywords in that 
hain. Thenthe 
ustomer re
eives w1,w2, ... wn en
rypted by 
ustomer's publi
 key and tou
h14



stone w0 is passed to the vendorM2 = { w1,w2, ... wn }PK�
ustomerM3 = T= { ID
, w0 }SK�broker2.4.2 Payments to First VendorWhen 
ustomer makes a pur
hase from V1 he sends M4 to V1
 Customer Vendor 1

M4

M5M4 = { ID
 ,P, O }where payment P = { (wj,j), (wj+1,j+1), ... (wj+m�1,j+m-1) }, m is the numberof paywords and O is the order. Vendor 1 veri�es the payword 
hain to see thathashing wj for j times mat
hes w0. Then 
ustomer is supplied with goods anda
knowledgement(M5)M5 = { IDv1,re
eipt of payment }2.4.3 Payments to Other Vendors
Customer Vendor 2 Vendor 1

M7

M8

M6

M9When 
ustomer wishes to pur
hase from a di�erent vendor V2, then he sendsmessage M6.M6 = { IDv1, ID
,P,O }V2 transmits M6 to V1 M7 = { ID
,IDv2 }Now V1 sends the index of last payword that Customer spent with him.M8 = { T, { IDv1,IDv2,index }SK�V 1 }M9 = { IDv2,re
eipt of payment }
15



2.4.4 Vendor Redeeming from Broker
Vendor Broker

M10

M11Whenever vendor wishes to redeem money from broker then he sends messageM10.Then broker veri�es ea
h payword from vendor and send an a
knowledgementto vendorM10 = { ID
, IDv, P }M11 = { vendor's balan
e amount }2.4.5 DisadvantagesWhenever a 
ustomer wants to 
onta
t a new vendor, last vendor with whom the
ustomer has transa
ted must be online, thus in
reasing the burden on last vendor.Thus it is not fully o�-line proto
ol.2.5 SummaryIn this 
hapter we have dis
ussed some of the existing mi
ropayment systems. Otherpayment proto
ols in
lude Cli
kshare, Internet Dollar, Jalda, NewgenPay et
. Thevarious properties ea
h proto
ol satisfy are shown in the following table.NetBill Milli
ent PayWord NetPayAnonymous Partial No No limitedOn/O� line Online O�ine O�ine partial onlinePubli
 key 
ryptography True False True TrueVendor spe
i�
 
urren
y False True True FasleOverspending False True False Fasle
16



Chapter 3Our Proto
olThe RSA publi
 key algorithm[5℄ 
an be used to make payments over the webbut the signature generation and veri�
ation takes a lot of time and it is 
ostly.Our main goal is to avoid the publi
-key operations required for payment by usinghash operations. Hash fun
tions are about 100 times faster than RSA signatureveri�
ation and about 10000 times faster than signature generation. To supportmi
ropayments ex
eptional e�
ien
y is required otherwise 
ost of transa
tion willex
eed the value of items itself.In our s
heme entities are brokers, 
ustomers and vendors. Brokers authorize
ustomer to make mi
ropayments to vendors and vendors redeem the paymentsfrom them. This is a 
redit-based system where 
ustomers are 
harged by brokerbefore making payments. It also address the problem of double spending and otherrequired 
riteria. This is a 
ompletely o�-line proto
ol and 
ustomers buy 
oins atone broker and 
an spend them with any vendor.3.1 PrerequisitesWe are using 
ollision resistant hash fun
tions and authenti
ation trees by 
ustomersand brokers.
17



3.1.1 Collision-Resistant Hash Fun
tionsA 
ollision resistant hash fun
tion is a hash fun
tion [6℄ is a fun
tion H whi
h hasthe properties of� 
ompression - H maps an input x of an arbitrary �nite bit length to an out-putH(x) of �xed-length.� ease of 
omputation - given H and input x, H(x) is easy to 
ompute.� preimage resistan
e - for essentially all pre-spe
i�ed outputs, its 
omputation-ally infeasible to �nd any input whi
h hashes to that output. i.e to �nd anypreimage x0 su
h that H(x0) = y when given any y for whi
h a 
orrespondinginput is not known.� se
ond preimage resistan
e - it is 
omputationally infeasible to �nd any se
ondinput whi
h has the same output as any spe
i�ed input, i.e given x, to �nd a2nd preimage x0 6= x su
h that H(x) = H( x0 ) and� 
ollision resistan
e - it is 
omputationally infeasible to �nd any two distin
tinputs x, x0 whi
h hash to the same output i.e su
h that H(x) = H(x0 (Notethat here there is free 
hoi
e of both inputs) While the existen
e of 
ollision-resistant hash fun
tions is still an important open problem, there exists a set offast 
andidate hash fun
tions in
luding MD5[7℄, Se
ure Hash Algorithm(SHA)et
3.1.2 Authenti
ation TreesOur proto
ol makes use of authenti
ation trees very similar to ones introdu
ed byMerkle[8℄ for validation of various steps.De�nition 3.1 Let h : f0; 1g� ! f0; 1gk be a se
ure hash fun
tion. An authenti
a-tion tree is a binary tree su
h that� The tree is 
omplete, i.e., every internal node has exa
tly two 
hildren.
18



� Every node x (in
luding leaves) has a k-bit string v[x℄ asso
iated with it.Further, for any internal node x, v[x℄=h(v[xL℄v[xR℄) where xL and xR arerespe
tively the left and right 
hild nodes of x.De�nition 3.2 The authenti
ation path of a node string v[x0℄ is de�ned as thesequen
e of strings v[x0℄,v[x0s℄,v[x1s℄,v[x2s℄, ..., v[xts℄ where x0, x1, x2,..., xt, r is thepath from the node x0 to the root r and xis denotes the siblings of the node xi in thetree.Authenti
ation trees 
an be used to validate the possession of se
rets in thefollowing way. Suppose V knows the root string v[r℄ of an authenti
ation tree andC knows all the node strings. C 
an 
onvin
e V that he possesses a parti
ularnode v[x0℄ by showing to V the authenti
ation path of v[x 0℄. V now has all theinformation to 
ompute the root string v[r℄ from the given strings and thus 
onvin
esherself if C indeed possesses v[x0℄. That C 
annot 
heat follows from the propertiesof the hash fun
tion.In our proto
ol we use three kinds of authenti
ation trees : 
oin authenti
a-tion trees, 
oin merging trees generated by 
ustomer and 
ustomer merging treesgenerated by broker.Coin authenti
ation treeIt is generated by ea
h 
ustomer, as shown in �gure 3.1, where R1, R2, ...,RN indi
ate random numbers , V8=H(R1), V9=H(R2), ..., V15=H(R8) andV1=H(V2,V3), V2=H(V4,V5), ..., V7=H(V14,V15). The authenti
ation valuesare based on the N/2 bit random number K sent by vendor. The authenti
ationpath 
ontains R2i, h(R2i+1) if ith bit of K is 0 and h(R2i), R2i+1 otherwise.Coin merging treeThe 
ustomer generates 
oin merging tree with leaves as the roots of 
oinauthenti
ation trees, as shown in �gure 3.2. Here C1, C2,.. C8 are rootsof 
oin authenti
ation trees. The authenti
ation path for 
oin Ci is the 
oinauthenti
ation path of Ci followed by values of sibling nodes of the nodes inthe path from Ci to root of 
ustomer tree. The authenti
ation for C3 is (theauthenti
ation values for C3,C4,V4,V3). Given the authenti
 values of Ci and19



R1       R2         R3       R4         R5          R6        R7          R8       

V V

VVV

V8              V9     V10      V11          V12      V13        V14        V15

2 3

765V4

C1 V1

Figure 3.1: Coin authenti
ation treethe authenti
 path, any one 
an 
ompute the root and verify the validity ofthe 
oin Ci.
V V

VVV

2 3

765V4

V1

C1        C2         C3         C4        C5         C6         C7         C8

CRoot

Figure 3.2: Coin merging tree
3.2 Proto
olIn this se
tion the details of the proposed mi
ropayment proto
ol are dis
ussed. Con-sider the trading 
ommunity whi
h 
onsists of 
ustomer(C), vendor(V), Broker(B).The broker is honest and trusted by both 
ustomers and vendors. The 
ustomersand vendors may or may not honest. Both vendors and 
ustomers open a

ounts20



and deposit money with broker.The payment transa
tion involves 
ustomer generating 
oins and submit thegenerated 
oins to the broker. the broker validates them. then the 
ustomer 
anspend the 
oins with any vendor.3.2.1 Customer-Broker
Customer    Broker

M1

M2Before 
ustomer 
onta
ting any vendor, he has to �rst get the valid 
oins fromthe broker. The 
ustomer generates the 
oin merging tree and sends M1 to broker.M1 = { ID
, n ,root}Where n is the number of 
oins and root is the root of 
oin merging tree that
ustomer has 
onstru
ted.Then the broker will do the following two a
tions.� At the end of the day, the broker debits the a

ount of C's and 
onstru
tsthe 
ustomer merging tree with leaves as the roots of 
oin merging trees sentby 
ustomer, number of 
oins that 
ustomer has spe
i�ed and passes to ea
h
ustomer the authenti
ation path in M2. The 
ustomer merging tree is shownin �g 3.3� He publishes the root of the 
ustomer merging tree with its expiry date. Herebroker is guaranteeing to pay money to any vendor who 
an produ
e theauthenti
ation path to 
ompute the root value.3.2.2 Customer-VendorThe following sequen
e of messages des
ribe the transa
tion between 
ustomer andvendor. The 
ustomer and vendor need to agree on the amount that 
ustomer pays.21
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Figure 3.3: Customer merging tree
Customer Vendor

M3
M4

M5
M6When 
ustomer makes pur
hase from Vendor V, the he sends M3 to V.M3 = { ID
, IDb, n,(Ci,Ci+1, ..Ci+n�1)}where n is the number of 
oins and Ci,Ci+1, ..Ci+n�1 are the roots of 
oins.Then vendor 
he
ks whether he supports the broker IDb. Then he sends n randomnumbers in the range 0 to 2N=2 where N is the number of leaves. The 
oin rootsensure that 
ustomer will send the authenti
ation paths only for these 
oins.M4 = { n random numbers }Then the 
ustomer has to send n authenti
ation paths, one path for ea
h randomnumber Kj. Ea
h authenti
ation path 
onsists of R2i , h(R2i+1) if ith bit of Kj is 0and h(R2i) , R2i+1 otherwise and values of sibling nodes of the nodes in the pathfrom 
oin root to 
oin merging tree.M5 = { ID
, n authenti
ation paths }Then the vendor 
ompute the root from ea
h authenti
ation path to see that the
oins are supported by broker. Then delivers the goods to 
ustomer in M6.M6 = { re
eipt of payment, goods }22



3.2.3 Vendor-Broker
   BrokerVendor

M7

M8For ea
h 
ustomer, vendor sends the following message to the broker for 
oinredemption.M7 = { ID
, IDv, authenti
ation paths }The broker veri�es ea
h authenti
ation path by performing hashes on it to getthe root of 
ustomer merging tree and stores the 
oin root. The double spending isdete
ted, if the 
oin root is already stored. The double spender 
an be dete
ted witha probability of 1- 12N=2 by 
he
king the authenti
ation paths. Same authenti
ationpaths from di�erent vendors indi
ate vendor double spending and di�erent authenti-
ation paths from di�erent vendors indi
ate 
ustomer double spending. Overspend-ing is dete
ted if the number of 
oins 
laimed is more than what the 
ustomer hasspe
i�ed at the beginning. If no double spending or overspending is dete
ted, thenbroker sends an a
knowledgement to vendor.M8 = { Balan
e of Vendors a

ount }3.3 Se
urity PropertiesOn/O� LineThe system is 
ompletely o�-line sin
e either broker or other vendors need notbe online to validate the pur
hases made by 
ustomer. The 
ustomer buys the
oins at one broker and 
an spend the 
oins wherever he wish to, simulatingreal money.AnonymousThe 
ustomer 
an prote
t his identity from vendors by using pseudo iden-ti�
ation me
hanism from broker. The broker just validates the 
oins from
ustomer,but he 
annot determine in advan
e where the 
ustomer is going to23



spend the 
oins. It's also not possible for the vendors to identify the trueidentity of the 
ustomer, but the broker knows the vendors the 
ustomer hastraded, when the vendors redeeming the 
oins that 
ustomers have spent withthem. Thus broker 
an 
onstru
t the pro�le of payments that 
ustomer hasmade. Thus it provides partial anonymity. Anonymity from broker 
an alsobe provided by using the blinding me
hanism of ECash proto
ols. But thatin
reases the transa
tion 
ost.Theft of CoinsThe adversary 
an listen to the 
hannel and may get the 
oins while the
ustomer is sending 
oins to the vendor. But the probability that he 
ouldspend the 
oins su

essfully is 12N=2 , where N is the number of leaves in the 
oinauthenti
ation tree, sin
e the adversary has to get the same random numbersthat 
ustomer got in his transa
tion to spend the 
oins.Double SpendingThis is similar to theft of 
oins. If 
ustomer tries to double spend, he will pro-vide di�erent authenti
ation paths to di�erent vendors, whi
h 
an be dete
tedby broker. Similarly the vendor 
heating 
an be dete
ted if di�erent vendorshave same authenti
ation paths.OverspendingThe broker identify that 
ustomer has overspended during the time when ven-dors are redeeming the 
oins. The number of 
oins(n) from ea
h 
ustomer wereused as leaves of 
ustomer merging tree. The number of 
oin roots greater thanwhat the 
ustomer spe
i�ed indi
ates overspending. Those 
ustomers foundguilty 
an be 
harged heavily so as to dis
ourage other 
ustomers from doingso.Atomi
ityThe 
ustomer 
an send the authenti
ation path again to the vendor, in 
asevendor doesn't re
eive the payment order. But the vendor 
annot 
laim twi
e24



for the same 
oins. Similarly the vendor 
an send the information again to the
ustomer, if he re
eives a request again within the spe
i�ed period of time.Transa
tion CostSin
e this is an o�-line proto
ol, there is no need to have 
entral server. More-over only the 
ustomer is generating the 
oin authenti
ation trees hen
e theburden on brokers and vendors is very less. The pro
essing and storage re-quirements analysis is done in next 
hapter. The storage requirements for
ustomers 
an be redu
ed drasti
ally by using random seed, whi
h is alsodis
ussed in next 
hapter.Non-repudiabilityNon-repudiability is that the transa
tion 
annot be denied by any of the par-ties involved in the transa
tion. The 
ustomer 
an 
ompute the broker rootby using the authenti
ation path sent by broker, so broker 
annot deny the
ustomer. The vendors 
annot deny the fa
t that 
ustomers have spent the
oins with them be
ause they have the authenti
ation path. The 
ustomer
annot deny the payment, sin
e only he 
an produ
e the payment order. Butthe vendor 
annot prove that he delivered the items.3.4 SummaryIn this 
hapter we have introdu
ed our s
heme and des
ribed how this s
heme satis-�es various properties. The extension is that ea
h broker 
an spe
ify value of 
oins.that he also spe
i�es the value of ea
h root of 
ustomer merging tree , by whi
hvendors 
an give spe
i�
 value to ea
h authenti
ation path.
25



Chapter 4Resour
e and Performan
e AnalysisWe have implemented the proposed system to 
al
ulate the performan
e. The sys-tem was tested on a pentium-II MMX 233MHz pro
essor. It is estimated that about40000 hash fun
tions 
an be 
omputed in one se
ond. So the pro
essing will not
reate any problem. Sin
e this is a 
ompletely o�-line proto
ol it is more 
onvenientfor brokers and vendors.The storage requirements for 
ustomers seems to be a bottle ne
k but this also
an be redu
ed by using random seed. Sin
e generating the random numbers isvery fast, the 
ustomer need not to store the 
omputed random numbers. He 
angenerate them on the �y by using the random seed, whenever he wishes to spendthe 
oins. He 
an store only the internal nodes in the 
oin authenti
ation tree. Butthis will slightly in
reases the 
omplexity of the system as he has to 
ompute therandom numbers for every transa
tion.4.1 Pro
essing and Storage AnalysisThe time required to 
ompute the 
oin merging tree and to store the entire treein
luding random numbers is shown in the following table. Here the number ofleaves in the 
oin authenti
ation tree is 8. hen
e the probability that double spendingsu

eeds is 116 . The size is shown in number of KB's.
26



Coins Time in se
 Size100 0.66 601000 7.72 60410000 98 6048The veri�
ation by 
ustomer or broker is about 
omputing 15 hashes in a 100
oin tree. it has taken about 0.02 to 0.06 se
 for ea
h 
oin veri�
ation. This willnot in
rease mu
h for trees with more leaves and even with a very large number of
ustomers. The number of hashes required to verify will benumber of hashes= N + ln(M)+ ln(NC)where N is number of leaves in 
oin authenti
ation tree and M is number of
oins that 
ustomer has, and NC is the total number of 
ustomers supported by thesystem.The number of leaves in ea
h authenti
ation tree 
an be in
reased to redu
e theprobability that the double spending su

eeds by in
reasing the number of leaves.The storage and 
omputational requirement in
rease linearly but the probability willde
rease exponentially. The time and storages requirements with number of leaves =16 is shown in following tableCoins Time in se
 Size100 1.81 1681000 20.51 156010000 225.43 15480The storage requirements for the 
ustomer 
an be redu
ed drasti
ally by storingonly the 
oin merging tree rather than storing the 
oin merging tree and 
oin au-thenti
ation trees. i.e the 
oin authenti
ation trees need not be stored if we use ase
ret random seed. The 
ustomer stores the se
ret random seed and generates thene
essary random values for the 
oin authenti
ation paths as and when required .Thus the pro
essing time and storage with number of leaves = 8 is shown in thefollowing table
27



Coins Time in se
 Size100 0.43 71000 3.01 6510000 26.13 656100000 278.13 6456The storage will not 
hange even if we in
rease the number of leaves in the 
ointree and the pro
essing time also will not 
hange signi�
antly.The pro
essing and storage requirements with number of leaves = 16Coins Time in se
 Size100 0.58 71000 4.48 6510000 44.27 656100000 338.13 6456The pro
essing and storage requirements with number of leaves = 32Coins Time in se
 Size100 1.23 71000 8.18 6510000 81.13 656100000 643.13 6456If Customer is storing the entire tree thenNumber of nodes in ea
h 
oin = N + ( 2N -1 ) = 3N - 1Ea
h Coin size = (3N-1)16 BytesTotal number of nodes in 
oin merging tree = (3N-1)M + M-1 = 3NM - 1Tree size = (3NM-1)16 BytesHen
e the number of hash values to be 
omputed to verify a 
oin = N+ log(M)+log(NC)M N Size Hashes100 8 37 35100 16 75 43100 32 150 531000 16 750 461000 32 1500 6228



If the 
ustomer is not storing the random numbers , thenTree Size = (2M-1)16 Bytes.But for spending the kth 
oin one has to skip (k-1)N random numbers. Sin
e therandom number generation is very fast, one 
ould 
onsider this. The veri�
ationand other 
ommuni
ation 
osts will not 
hange whether the 
ustomer is storing theentire tree or not.The 
ommuni
ation between 
ustomer and broker is only when 
ustomer is sub-mitting 
oins and if there are disputes with vendors. Similarly vendor-broker 
om-muni
ation are during 
oin redemption and for any disputes.4.2 Comparison with other proto
olsThe NetPay is online proto
ol and Milli
ent is using vendor spe
i�
 
urren
y. Hen
ewe are 
omparing out proto
ol with other proto
ol PayWord and NetPay. The
omputational and storages requirements for PayWord are shown in following tablePayWord Computational StorageBroker - Sign user certificate
- One hash per payment
- Verify user commitment

- Store user certificate
- Account of users and vendorsUser - Verify Certificates

- Sign user commitments
- One hash per payment

- Store secret key
- Commitments & Payword chainsVendor - Verify all certificates

- Verify all paywords
- Store all commitments
- Store the accountsPayWord uses publi
 key 
ryptography, hen
e the transa
tion 
ost is high. The
omputational and storage requirements for NetBill are shown in following table.
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NetPay Computational StorageBroker - Create payword chains
- Sign touchstones
- Verify Paywords

- Touchstones
- Seeds
- Accounts of V and CUser - Payword chain
- IndexVendor - Sign indices

- Verify touchstones
- Verify indices
- Verify paywords

- Touchstones
- Indices
- Payment
- OrderThe 
omputational and storages requirements for our proto
ol are shown infollowing tableOur proto
ol Computational StorageBroker - Create authentication tree

- Verify Coins
- Authentication tree
- Accounts of V and CUser - Create Authentication tree

- Calculate random numbers
- Authentication tree
- IndexVendor - Verify 
oins - Order4.3 SummaryIn this 
hapter we have given the results about the performan
e of our proto
ol. Wealso have 
ompared the performan
e of this proto
ol with other o�-line proto
ols
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Chapter 5Con
lusionsIn this thesis, we have developed a mi
ropayment s
heme for transa
tions over web.Mi
ropayment s
hemes are important be
ause of the many appli
ations they have.Our proto
ol satis�es all the properties required for a mi
ropayment s
heme. Thesystem 
an also be used for some higher ma
ropayment s
hemes, sin
e the probabil-ity 
an be redu
ed drasti
ally by using a few more leaves in the 
oin authenti
ationtree. It is 
ompletely o�-line proto
ol and also it is using only hash operations.5.1 Future WorkIn this s
heme we are using a 
ommon broker between 
ustomers and vendors. Butthe vendor 
an not spent the same 
oins at some other vendor. It would be moredesirable to have a s
heme where these 
oins 
an be used by others as real 
oins, Inthe sense further transa
tions 
an also be done with the same 
oins, still giving the
han
es for identifying fraud without violating any of the se
urity properties.
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