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ABSTRACT

Tools reading binary code, like analysers, debuggers, disas-
semblers, etc., need to decode the target’s machine code. A
decision tree is often used to represent the decoding func-
tion.

Manually writing a decoder is a lengthy and error-prone
task. It is desirable to be able to use the vendor’s instruction
code manual and to easily transform the documentation into
a specification that a tool can use to generate a decoder.

This paper presents a novel algorithm that computes a de-
cision tree from machine code bit patterns alone. Neither
the bit fields of the machine code, nor the width of the ma-
chine command, nor the order in which the bits should be
decoded need to be specified. The decoding algorithm ac-
cesses any significant bit exactly once during decoding.

1. INTRODUCTION

In our research project Transferbereich 14 ‘Runtime Guar-
antees for Real-Time Systems’, we faced the problem that
machine decoders for several architectures had to be writ-
ten (see [1]). These are used to decode byte streams into
instructions, which are then classified precisely for safe ana-
lysis.

Manual implementation for every target architecture, how-
ever, is an error-prone task. Instead, it is desirable to use
the vendor’s machine code documentation directly to write
a specification and have the decoder generated automatic-
ally. This way, for every target, only the specification has
to be written increasing the degree of safety.

This paper presents an algorithm whose input is a set of bit
patterns, one for each machine instruction to be recognised.

*The work of the USES group (University of the Saarland
Embedded Systems group) is partially supported by Trans-
ferbereich 14 of the Deutsche Forschungsgemeinschaft.

For each bit, it is specified whether its value is zero, one or
insignificant. The algorithm then uses the set of bit patterns
to recursively compute a decision tree for decoding. The
decoding algorithm only accesses those bits that the user
specified to be significant, and only tests each bit maximally
once. Figure 1 shows a simple example.

A major advantage is that our algorithm needs no user
defined order in which bits shall be tested and no specifica-
tion of bit fields in the machine code. This facilitates writ-
ing a specification from vendor manuals that are organised
as a long list of machine instructions as well as from bit
field based manuals that are divided into instruction groups
by e.g. a primary opcode. The framework has interfaces
for both specification methods. Other styles are easily sup-
ported by simply listing all possible instructions. We even
succeeded in converting a manual in PDF format into a spe-
cification automatically.

The generated decision tree consists of inner nodes that de-
scribe how to make a decision and of leaves that contain res-
ults. In our framework, the leaves contain machine instruc-
tion classifications suitable for reconstruction of a control
flow graph (see [21]). Each decision node describes which
bits have to be tested in the input bit string to select a child
at this node.

The decision tree should be as shallow as possible in order
to require the smallest number of tests. Our algorithm com-
putes a partition at each inner node of the decision tree that
tests the maximally possible number of bits at that node.
This involves testing non-adjacent bits in one step. This is
an advantage compared to other approaches.

Furthermore, in contrast to many other types of decision
trees, our tree is required to always test all significant bits
for all inputs even if the final selection decision can be drawn
from fewer bits. This is because the algorithm operates in
the safety critical environment of real-time systems analysis,
where every part is required to be safe. In this safety critical
environment, the putatively superfluous test serves to detect
malformed input bit string.

Our algorithm is able to handle specialisations of machine in-
structions, i.e., patterns that are subsumed by others. This
is done by a default child that is used if no special child was
found during a decision. This child must always be a leaf
node.



Instr. Bit Pattern

bo b1 ba b3
A 0 %= = 0
B 1 x % 1
C 0% 0 1
D 0 1 1
E 000 O

Figure 1: Example input for four bit commands and
the computed decision tree. The nodes are labelled
with the set of bit indices tested in that node. Spe-
cialised bit patterns are handled by a default edge
labelled def. (E is a specialisation of A).

We have implemented a decoder for the Coldfire architecture
and for the PowerPC using this technique.

This paper is structured as follows. Section 2 introduces
decision trees for decoding machine instructions formally.
Then, Section 3 introduces our algorithm in detail. After
that, Section 4 presents an efficient way of implementing
the algorithm and shows its run-time. Section 5 shows ex-
perimental results from our practical tests. Section 6 com-
pares our work to that of others and, finally, Section 7 draws
conclusions.

2. DECISION TREES FOR DECODING

Given a mapping of bit patterns to machine instruction clas-
sifications, the goal is to construct a decision tree for imple-
menting that mapping. Formally, this can be described as
follows:

DEeFINITION 1. Let IB = {0,1} be the set of bits. Let
n € INg. A bit pattern b is a string of bits together with a
set of significant bit indices: b € IB" x P(INo). Thus, n is
the width of the bit patterns.

Let D be a set of machine instruction classifications (whose
precise structure is irrelevant for the algorithm). Then
fo : IB" x P(INg) — D is a mapping from bit patterns to
classifications.

A pattern could have been defined as a tuple over {0, 1, %},
but this would have complicated the definition of the al-
gorithms in the following.

Also note that defining that all bit patterns have the same
length n does not mean that machine commands have the
same length. Shorter patterns can simply be padded with
insignificant bits.

In the following, we will regard the input for the al-
gorithm as the set that represents fo, so we will treat
fo CIB™ x P(INg) x D. Let F := B" x P(INo) x D to im-
prove readability.

For a triple (b, m,d) € F, we define

bits(b,m,d) = b  the bit values
mask(b,m,d) = m the indices of
significant bits
data(b,m,d) = d the classification

We will often show insignificant bits as .

In the following definition, the instruction classifications are
used as terminal nodes of decision trees for binary decoding.

DEFINITION 2. A decision tree is a labelled tree (V,E)
where V.= DU N, D the set of terminal nodes, N the set
of inner nodes and E C N x (N U D) the edges of the tree.

Node labels are assigned by a function node_label(v) C
INg,v € N which are the bit numbers of the bits to be tested
at node v.

For e € E let edge_label(e) € IB™ U {default} be the function
that labels an edge e.

A decision tree can be used to select a machine code classi-
fication from a bit string as follows. Let (bg,...,bx_1) € IB”
be the input bit string of length k. In the decoder applic-
ation, this is a block of bytes from the executable of which
the first instruction is to be classified by a d € D. d stores
the bit width of the command, so that this many bits can be
skipped and the decoding can advance to the next instruc-
tion in the bit string.

The following selection algorithm selects the first instruction
from the bit string by using the decision tree.

During the algorithm, v» is the current node in the decision
tree and vy will be the most recently encountered default
node, i.e., the most specific one.

Step 1 Start the selection by letting v be the root node of
the tree and vy = undef.

Step 2 If at the current node v € N, there is an edge e =
(v,v") such that edge_label(e) = default, then let vy =

’

v

Step 3 If v is a leaf, that node is the algorithm’s result.

Step 4 At the current node v € N, try to select an outgoing
edge e = (v,v) such that Vi € node_label(v):
i<k
A edge_label(e) # default
A edge_label(e); = b;

If such an edge e exists, go to Step 2 with v :=v'.

If e does not exist, and if vy # undef, go to Step 3 with
v := vg and let vy = undef.

Otherwise, let the selection fail, since no classification
exists for the input bit pattern.



This selection algorithm keeps track of the most recent de-
fault node in order to be able to backtrack of if the selection
algorithm fails on subsequent nodes. The backtracking is
important for the algorithm only to fail if there is no match-
ing pattern:

A oxox %
B 00= (1)
C 1x1

Without keeping track of old default nodes, no node would
be found for the input (0,1,0), although A matches. Note
that we do not need a stack of default nodes for backtrack-
ing, since the default nodes are required to be leaves.

Note that this selection algorithm can be implemented very
efficiently if (bo,...,br—1), edge_label(e) and node_label(v)
are implemented as machine words (insignificant bits set to
zero). We will write the conversion to bit tuples (thus, ma-
chine words) using parentheses, e.g.:

(node_label(v)) = (m;)i=o,...n—1 where (2)

{1 if i € node_label(v) @)

m; .
0 otherwise

Children of v € N are stored in a hash table at node v
that is indexed with the labels edge_label(e). Then, a
child can be selected by indexing the hash table with
(boy...,br_1)bit_and (node_label(v)). If the hash table
lookup fails, a potential default child can be selected.

The goal of the algorithm presented in the following section
is to compute N, E, node_label and edge_label in such a
way that the number of edges and nodes is kept small. In-
significant bits shall never be tested by the above selection
algorithm. Significant bits shall only be tested once.

We do not expect that a decision tree can be built for all
input bit pattern sets. Consider the following patterns:

A0 % %
B *xxx0 (4)

It is unclear which pattern should be selected for e.g.
(0,0,0,0).

One way of resolving this problem is by assigning priorities
to ambiguous bit patterns. However, our bit patterns are
descriptions of micro processors, so we expect them to be
unambiguous since the processor can identify them uniquely
as well. Therefore, we decided that prioritisation need not
be included in our algorithm.

Furthermore, our algorithm will not handle pattern sets like
the following, which provide a unique match for all inputs,

but require that insignificant bits be tested.

A 10+
B 0x1 (5)
C %10

Again, we assume that microprocessors will not have ma-
chine code bit patterns organised like that. Techniques to
handle these patterns by testing some of the insignificant
bits are described in [10] for functional languages with ar-
gument pattern matching.

3. ALGORITHM

When building the decision tree, we consider a decision tree
where all possible bit combinations are checked in the root
node to be infeasible due to the mere number of O(2") edges.

The goal will be to have few nodes and few edges. We de-
cided that the we will not check any insignificant bits, which
will naturally bound the number of nodes and edges, be-
cause bit patterns not in the input will not be checked in
the tree. With this prerequisite, the depth of the tree will
be the measure of quality.

The principle of the construction will be to make inner nodes
in such a way that they test maximally many significant bits
at once, since they have to be tested anyway. On the other
hand, prevent testing any insignificant bits in order to keep
the out-degree of the nodes small.

The idea of our algorithm is recursive partitioning of the
input set of bit patterns. First, a set of bits is computed
that are significant for all patterns. Then, the input set is
partitioned into subsets that have different values for these
significant bits. For each set, the algorithm recurses. The
recursive function of the algorithm returns a new node with
the sub-tree underneath. Together with the subset of the
input bit patterns, a mask of already tested bits will be
passed down the recursion to prevent double testing of bits
(this will be called gmask in the algorithm).

At the beginning of the algorithm, we assume all bits to be
potentially significant, so the initial bit mask is {0,...,n —
1}. So in order to compute the decision tree, make_tree is
invoked in the following way, where fg is the machine code
bit patterns from the user.

make_tree (fo, {0,...,n —1})

The algorithm is depicted in Figure 2 and will be described
in detail now.

Throughout the algorithm, we require f # {}. This is
needed for well-definedness at some points.

Step 1 of the algorithm computes a bit pattern of bits that
are significant in all patterns in f. The bit pattern is max-
imal, i.e., a bit is only found to be insignificant if there is a
pattern where it is insignificant, due to the definition of the
set intersection.

Deciding about termination in Step 2 works by checking that



no significant bits remain and that f is a singleton. It is
necessary to ensure that no significant bits are left in mask,
since the selection algorithm must test all significant bits in
the input bit string even if there is only one candidate left for
selection. This must be done in order to detect malformed
input bit strings.

In Step 3, we know that no leaf, but an inner node will be
generated.

For the sake of simplicity, explaining Step 4 will be post-
poned. For now, we assume that if a default node was selec-
ted, it is the correct one, that its pattern has been excluded
from f and that mask # { } after Step 4.

In Step 5, the selection mask for the new node is known and
assigned as a node label.

Partitioning in Step 6 groups bit patterns that have the same
bit values for the significant bits defined by mask. The func-
tion returns the set of equivalence classes for each element
of f. An efficient implementation will be given later.

fun partition (f C F, maskC INp)
return {equclass(p) : pef}
where equ_class (p) =
{p’ : p' € f such that Vi € mask :

bitS(p’)i = bits(p)i}

Note that each equivalence class equ_class(p) contains at least
one element, namely p, so no empty sets will be used during
the recursive calls in Step 7, thus the new sets all fulfil the
requirement made in Step 1.

Finally in Step 7, the function make_tree invokes itself re-
cursively for all subsets found in Step 6. The bits that have
been tested at node v are excluded from the new gmask to
prevent double testing the same bits. Computation of an
appropriate edge label remains to be defined.

fun get_label (f; C F, maskC INg) returns € IB”
Eztract significant bits from some element of f;
return value_bits(p) for some p € f;
bits(p); if j € mask

where value_bits ;=
(P); { 0 otherwise

This function is well-defined since for every pair of elements
of f;, the bit values selected by mask are equal due to the
construction of the equivalence classes in the partitioning
step.

3.1 Default Nodes

In the previous section, the handling of default nodes was
postponed. To understand when these are needed, assume
the following input to the algorithm:

f = { ((070)7{}7‘4):
((0,0),{1}, B)}

Here, A subsumes B and the computation of mask in Step 1
will yield mask = { } with f not being a singleton.

At this point, the default node should select A and the de-
cision node should use the second bit to check whether B
should rather be selected. If we made A the default node
and repeated the computation of mask in this example, the
effect would be as desired.

Up to now, it is not clear whether the default node must be
a single bit pattern. The subset of f that will be used for
the default node will be called M in the following.

For the construction of the default node, we need to think
about correctness. To construct a decision tree that selects
the correct bit patterns, it is required that all elements in
M, which are selected at the current node by default, must
subsume those in f \ M, which are tested first. This means
that the bit mask of any element in M must be a proper
subset of the bit mask of any element in f\ M, ie., the
default node must test strictly less bits.

Example

Al 10 % %
B|100 « (6)
cl1000

In this example, assume by and b; have been processed
already, so we have gmask = {2,3}. If it is clear that A
is the default node since the bit patterns of B and C are
both subsumed.

When the algorithm arrives at a node requiring a default
node, significant bits common to all masks will always have
been processed already, because otherwise the intersection
of the masks is non-empty, therefore, the algorithm would
not have arrived in get_default. So finding the default node
is very easy: its set of remaining significant bits must be
empty. There must be at most one node with this property,
otherwise, the input set is undecidable as A and B in the
following example:

bo b1 by b
Al 10 % %
Bl 10 % % (7)
Cl 100 %
DI 1000

So we have seen that a) finding the default node is trivial
by searching for an empty remaining bit mask and b) the
algorithm need not recurse in the default node, because it
must be a single input bit pattern: |M| = 1. We can simply
use the data of that pattern as a leaf node.

Figure 3 shows the function get_default.
The algorithm fails if the set of bits is still irresolvable after

exclusion of the default node. An example input for this
situation would be the following:



fun make_tree (f C F, gmaskC INo)
returns € NU D

— Step 1: compute a bit mask of bits that are
significant for all patterns
mask := gmask N [ mask(p)
pef

— Step 2: possibly terminate: f must be singleton
if mask ={} and |f| =1
return data(p) where f = {p}

— Step 3: construct a new node
v= new InnerNode

Step 4: decide about default node and edge

if mask = {}
(vief f, mask):= get_default (f, gmask)
e?*! .= new Edge (v, v3°l)

with edge_label(e?®") := default

Step 5: label the current node
node_label(v) := mask

Step 6: make partition of f using mask
{f1,...,fr} := partition (f, mask)

— Step 7: recurse on subsets and add edges
for iin {1,...,k}
v':= make_tree (f;, gmask \ mask)
e':= new Edge (v,v')
with edge_label(e') := get_label(f;, mask)

— Step 8: return the new node
return v

Figure 2: Decision tree generation algorithm

fun get_default (f C F', gmaskC INg)
— Compute the set of bit patterns that have
empty remaining bit masks
M :={p:pe€f and mask(p) N gmask = { }}
if |[M|#1
fail

— Similar to Step 1, get a mask. Fail if empty.

mask := gmask N (| mask(p)
pEf\M
if mask = {}
fail

Return the result, M is a singleton

return (data(p),f \ M, mask) where M = {p}

Figure 3: The function that computes the default
node and the new bit mask

This function fulfils the constraint that after Step 4: mask #

{r

3.2 Unresolved Bit Patterns

get_default can be extended to handle bit patterns like (5)
but care must be taken: obviously, a bit has to be tested
that is insignificant in some pattern. In (5), any bit could
be chosen for disambiguation purposes. However, because
machine instructions may have different lengths, decoding
might fail although a valid instruction is in the input. As
an example, consider (5) and an input bit string of (1,0).
Clearly, pattern A should be selected. But if the algorithm
had selected bit index 2 to resolve the pattern set, a node
checking for a bit outside the input bit string is encountered
before the correct decision can be drawn. Decoding would
fail because the input bit string has fewer bits.

This is a similar problem as that of pattern sets in some
lazy functional languages, where accessing insignificant ar-
guments of a function in order to select a pattern might
lead to non-termination if that operand does not terminate
(see [10]).

Furthermore, in practice, we may have byte-swapped in-
put, so in an implementation, the problem of test bits being
outside the input bit string occurs at both sides of the bit
patterns if the bit string is not known to be byte-swapped
or not at pattern compilation time. In (5), the second bit
should be selected, because this bit is either significant, or
there are significant bits to both sides (and holes are im-
possible). So it can be concluded that the input bit string
will contain the middle bit, if it contains a valid instruction.

To optimise the disambiguation wrt. the number of nodes
and edges that are required, the number of patterns for
which insignificant bits must be tested should be minimised.

This problem is non-trivial, but we do not expect it to occur
with machine specifications anyway, so we did not try to
implement a way of disambiguation.

3.3 Termination

Termination happens by either failing, in get_default, or suc-
ceeding, in which case the recursion comes to an end nor-
mally.

It can be seen immediately that in each new incarnation of
a recursion, gmask contains fewer bit indices, as some are
deleted in Step 7 by the non-empty mask, so eventually,
gmask becomes empty and the algorithm terminates.

3.4 Proof of Correctness

Correctness of the selection and make_tree algorithms is
defined in the following way. Assume that a decision tree
can be computed. Using that tree, the selection algorithm



1. always selects an input pattern that is matching,

2. selects the most specific pattern if more than one pattern
matches,

3. never fails if a pattern matches unambiguously,

4. always tests all significant bits to have the desired value.

We will prove this claim by induction on the maximal num-
ber n of remaining significant bits in the input pattern set,
taking into account the value of gmask.

n = 0: Step 1 finds mask = { }. There are two possibilities:

Case 1: |f| = 1. This means that a node with the data of
that pattern can be constructed. The recursion terminates.

During the selection, all of the above correctness prerequis-
ites are fulfilled: the pattern matches (no more bits are sig-
nificant), the most specific one is selected (there is only one),
the algorithm does not fail (so it does not fail even of match-
ing patterns exist), and all remaining significant bits have
been tested (there is none left to be tested).

Case 2: |f| > 1: The pattern set is irresolvable and the
algorithm fails. (3) holds, too, since the set is ambiguous.

n + 1: Assume the claim to be true for all numbers of re-
maining significant bits < n. We now prove this is is true
for n + 1. After Step 1, there are two major cases:

Case 1: mask # {}: This means that no default node is
needed.

The claim holds for all recursion steps, because some bits
are removed from gmask, so |gmask| < n in all the recursive
steps.

1. Partitioning makes clusters of patterns that are equal at
the bits in mask. So when testing these bits, the selec-
tion algorithm makes the only correct choice and selects a
pattern that is matched by the bits in mask. Because the
claim holds for the recursion, subsequent selection steps
also select the correct patterns for the remaining bits. So
in total, the correct pattern is selected.

2. Because the default node is selected after all other pat-
terns have been tested, the most specific subset of patterns
is selected, when it is not selected, since these patterns
have strictly more bits set. This holds in the recursion
steps, too, so the most specific pattern is selected.

3.If no pattern matches, the selection algorithm either
chooses the most specific default node (which matches)
or fails, which means that no default node was available,
S0 no pattern matches.

4. The bits in mask, which are significant in all patterns, will
all be tested. The recursive steps make sure that all other
significant bits will also be tested, so the claim is fulfilled
for n + 1, too.

Case 2: mask = {}. If there is only one pattern left, the
argument is the same as for n = 0.

Assume that |f| > 1. A default node will be selected. If
this succeeds, we have shown in Section 3.1 above that the
default node is the least specific node and that all its signi-
ficant bits have been processed. Furthermore, the number
of significant bits of the default node is < n since the other
patterns all have strictly more significant bits.

1. If it is selected, it is the correct choice as the number of
bits is < n.

2. Because the default node is selected after all other pat-
terns do not match, the most specific one is selected (the
other patterns have strictly more significant bits).

3. Analogously to the previous case, the selection algorithm
only fails if no default node is available.

4. All significant bits of the default node have been tested.

For the other patterns, a new mask is computed in the same
way as before, but excluding the default node. So the argu-
ment is the same as for mask # {} (note that it has been
shown that the default node is the least specific one, so the
argument about specificity is valid, too).

Because we start the recursion with gmask containing all
potentially significant bits, and the claim was proven for all
remaining significant bits, the claim holds for all significant
bits at the beginning.

4. EFFICIENT IMPLEMENTATION

The algorithm can be implemented very efficiently by using
bit masks if we require that a machine word has at least n
bits, thus enough to store all values € IB" directly. It can
be assumed that operations on machine words, like bitwise
‘or’, ‘and’ or ‘not’ work in O(1).

Bit masks can be stored in machine words by setting bits to
1 if the bit number of that bit is in the masking set or to 0
otherwise.

The input set fy can be stored efficiently in an array. The
current subset can be marked using two integers as para-
meters of make_tree marking the first and last index of the
subset in this array. In the recursive step, this works as
follows: When partitioning, the sub-array is sorted locally
considering only the bits in the bit mask. This way, the new
partitions are adjacent in the sub-array and can be passed
down in the same way.

4.1 Complexity

With the help of the previous section a run-time for the
algorithm can be computed. Let m = |fo| be the size of the
input set and n the maximal width of the input patterns.

In each step of the algorithm, almost all steps work in O(|f])
but partitioning takes O(|f|log|f|) due to the sorting that
is done.

In each step, at least one bit is removed from gmask, so
recursion depth is maximally n. In the worst case, only
two partitions are made in each step, one consisting of 1 ele-
ment, the other of all but this element. Then the run-time is



T(n,m)=0(m+3,_,, .. .. tlogi)=0(n+n-mlogm).
So if n = m, it becomes O(m? logm).

This worst case run-time looks slow. However, we expect
m much larger than n, because the input is machine code
patterns, where there are much more commands than bits
in a machine word. We also expect that the recursion is
much more shallow than n, since usually only few groups
of bits have to be looked at to select a command. In total,
we expect the recursion depths to be around log(m), since
with log(m) bits, maximally m commands can be coded.
Run-time then becomes quasi-linear.

The experiments have shown that the trees are even more
shallow than log(m), so practice has justified the assump-
tion.

4.2 Generalisation

The bit patterns that were used above can be viewed as
sets of boolean attributes. This means that the algorithm
is directly usable in applications where property tables with
boolean attributes are the input. The benefit is parallel
testing of attributes in each decision step and the possibility
to have insignificant attributes.

Of course, the alphabet could also be extended to be non-
boolean (only an equality operator is required). However,
the algorithm’s major efficiency results from working with
machine words, so that parallel testing of several attributes
works in O(1). But if the attribute values can be distrib-
uted to several bits (e.g. a four-value attribute uses two bits
instead of one), the algorithm can still be applied.

5. EXPERIMENTAL RESULTS

The algorithm was implemented in our analysis framework
for real-time systems (see [22, 1, 9, 21]). It consists of
only 900 lines of C++ code, which include the selection al-
gorithm, the decision tree algorithm and two interfaces to
the algorithms for different styles of input data.

We have written machine descriptions for the IBM PowerPC
(see [7]) and the Motorola Coldfire (see [15]) architecture.

Moreover, with the help of a small script (only 194 lines of
Perl) we could automatically convert a PDF manual (see [8])
for the Infineon C166 architecture into a specification with
all the processor’s bit patterns. The result is a template
file where the command classifications can be filled in. We
included this file in our tests of the decision tree building
algorithm. Writing this script only took a few hours.

The time for tree generation was negligible for all test inputs.
For the Coldfire specification it took less than 0.2 seconds
on a Pentium IIT with 650 MHz. The specification had 908
instruction patterns, because the Coldfire is quite a complex
processor due to its CISC history.

Self-evident by the construction of the selecting mask, but
still not uninteresting, is the fact that our algorithm gener-
ated a root node that tested exactly for the primary opcode
for both the PowerPC and the Coldfire processor.

The generated decision tree for the Coldfire architecture had
a maximal leaf node depth of 5 (including the root node).
The average depth was 2.76, i.e., this is the average number
of decisions needed to decode one instruction at the front of
a bit string, which is very few.

To compare the algorithm to one that is limited to testing
adjacent bit groups instead of arbitrary ones, we explicitly
forced it to select only adjacent bits for testing. The gen-
erated tree then had a maximal depth of 7 and an average
depth of 3.13.

The PowerPC 403 specification has 210 instruction patterns
and the time to generate the decision tree was below the
precision limits of measurement. The maximal leaf node
depth was 3 including the root node. The average depth of
the PowerPC decision tree was 2.2. The PowerPC is a RISC
architecture, so these 3 levels are explained very easily: the
root node tests opcode 1, the next node tests opcode 2 and
some commands are distinguished to either set the condition
code bits or not, thus another bit was tested for those com-
mands in the third node. And because of the layout of the
bits of the opcode 1 and 2, the decision tree always tested
adjacent bit groups in this tree already.

The C166 specification has 230 instruction patterns and
again, the time to generate the decision tree was below the
precision limits of measurement. The maximal leaf node
depth was 4, the average depth was 2.41. The tree with
bit group tests of adjacent bits had a maximal depth of 6,
and the average depth increased marginally to 2.48, because
only very few commands had longer decoding paths.

The feature of default nodes for instructions that are sub-
sumed by others was needed several times in the machine
code specification of the Coldfire architecture. Some ex-
amples are two sorts of branch commands which have dif-
ferent sizes if the displacement constant of the shorter vari-
ant has a value of 0. Another example are the divide and
remainder instructions which share the same opcodes but
are distinguished by whether two of the three operands are
identical.

The experiments showed that writing a decoder for machine
code of a new processor has become much easier and less
time-consuming, less error-prone and, therefore, safer.

6. RELATED WORK

There is a lot of work on decision trees in many different
areas of Computer Science (see [14, 20]). A survey of de-
cision tree building methods is given by Sreerama K. Murthy
in [16]. The basic principles of recursive partitioning and
finding a splitting method are introduced there. Methods of
compiling lazy pattern matching can be found in [10].

[4] presents an algorithm for disassembling that searches lin-
early for the given bit patterns, thus not using a decision tree
and involving O(n) decoding runtime where n is the number
of instruction patterns.

The contribution of this novel algorithm is the splitting func-
tion for bit patterns given as machine words. They form a
special class of multiple boolean attributes, which this al-



gorithm handles in parallel. To the best of our knowledge,
no solution for this problem has been published before.

Other approaches to real-time systems analysis often do not
read machine code, so the problem of decoding bit strings
does not occur there. Either assembly (see [12, 13]) or source
code (see [17, 3]) are used as input. Because for modern
processors, the low-level effects of caches and pipelines need
precise location information which is only available with ma-
chine code for some machines (not even on assembly level,
because linking is not performed), our framework reads ma-
chine code from linked executables.

One other algorithm that tries to solve the same problem
as ours is found in the New Jersey Machine-Code Toolkit
(see [19, 18]). The decision tree building algorithm used in
that framework, however, it is not described in publications.
Looking at the documentation in the source code, it can be
seen that it uses opcodes defined by the user to compute
the decision tree. For that framework, this information is
available from the specification.

Another widely used way of decoding machine code is the
GNU Binutils package (see [6]). One tool that uses Binutils
is the Wisconsin Architectural Research Tool Set (see [5,
11]). In Binutils, decoders are written manually for each pro-
cessor. E.g. for the Motorola 68xxx processor, the decoding
is done by linearly searching the bit patterns and limiting
the search algorithm to partitions by sorting the patterns
by their 4-bit primary opcode. This partitioning was done
automatically and in a generic way by our algorithm.

7. CONCLUSION & FUTURE WORK

In this paper, we have presented a novel algorithm for de-
cision tree generation from bit patterns alone. The al-
gorithm does not need any user-provided selection of bit
fields, so no classification of opcodes and sub-opcodes is
needed. Our algorithm can handle specialised instructions
(those that are subsumed by others) by default nodes. Tt is
generic and can be applied to various types of input data.

By handling non-adjacent groups of bits in one step, the
decision tree is kept more shallow than with opcode or single
bit-oriented approaches, improving decoding speed.

By its degree of automatism, the algorithm make porting to
new architectures more easy.

The implementation is very fast by using O(1) machine word
operations and has proven in practice to be integrable into
an existing framework.

We have stressed here that the safety properties of the al-
gorithm make it suitable for safety-critical applications like
real-time systems analysis.

Testing techniques of machine specifications like [2] would
be nice to have in our framework. This is a future extension
for bug detection.

Further work will include porting our decoder for the Infin-
eon Tricore architecture to the new decoding technique in
order to get a simpler executable for control flow construc-

tion, which is easier to maintain.
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