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ABSTRACT

Platforms at the edge of the network, such as Multi-
Service Switches (MSS) and edge routers, convert traffic
from legacy networks to Internet Protocol (IP) traffic for
transport across the network core. Line and service cards
in these platforms will have to handle traffic in a wide
range of protocols and linerates. Current silicon solutions
for edge applications are limited in functionality and
performance. These limitations increase both the
installation and operational cost of edge systems.
Scalable Intel® Internet Exchange Architecture (Intel®
IXA) consisting of scalable IXP network processors
(NPUs) and IXF connectivity devices address the
limitations of current silicon solutions. We review the
application and benefits of Intel IXA for a wide range of
wirdess and wireline network edge infrastructure
platforms. We also discuss how the internal architecture
of IXA components enables the external application
scalability. The functional flexibility and scalability of I XA
will support the expected convergence of voice and data
networks and the delivery of advanced services at these
platforms.

INTRODUCTION

A significant amount of processing in the network occurs
in platforms at the edge of IP networks such as edge
routers and multi-service switches [1]-[4]. As voice and
data networks converge, edge platforms will be required to

© Intel® Internet Exchange Architecture (Intel® IXA) isa
trademark of Intel Corporation or its subsidiaries in the
United States and other countries.

support increasing bandwidth requirements and expand
new services while preserving the existing infrastructure.
These multi-protocol platforms offer service providers the
opportunity to leverage legacy access networks to satisfy
the growing need for higher bandwidth and to meet the
demand for new voice, video, and data services.
Additional capabilities needed from these platforms
include reliable aggregation and forwarding, robust
Quality of Service (Qo0S), enhanced reliability, enhanced
security and the addition of new protocol standards.

Even as the processing in these platforms is expected to
evolve these platforms will have to continue to handle
legacy traffic. Traffic from a variety d legacy access
networks, Frame Relay/PDH traffic from the enterprise,
Asynchronous Transfer Mode (ATM) traffic from
broadband networks, POS/Ethernet traffic, is transformed
to Internet Protocol (IP) traffic. Traffic from multiple
sources is delivered to these platformsin multiple (tens of
thousands) logical channels and aggregated before being
sent to the network core. Edge routers and multi-service
switches are required to support a large number of
channelized ports ranging in speed from OC-1/OC-3 to OC-
48c¢/0OC-192c. They require support for the unique “any
service, any port” paradigm with full flexibility in the
building-block components to support any inter-
networking protocols on any of the incoming ports. To
support a diverse range of access networks, awide range
of functions (protocols and services) and bandwidths has
to be realized on line and on service cards in these
platforms. The devices on the service and line cards will
have to support ATM, Frame Relay, Multi-Protocol Label
Switching (MPLS), IP, and TDM inter-networking.
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Organization

The rest of this paper is organized as follows. First, we
discuss the benefits of the scalable Intel Internet
Exchange Architecture (Intel IXA) and its components in
the context of the limitations of silicon devices currently
available in the market. We review the internal
architecture of potential next-generation 90nm IXP and
IXF devices. We then review the application of IXA to
key switching platforms across a range of
cost/performance points in the wireline and wireless
infrastructure  including Multi-Service  Switches
(MSS)/Edge  routers, Radio Network  Controller
(RNC)/Base-Station Controller (BSC) platforms in 2G/3G
wireless networks, and Core/Metro routers. We outline
line card architectures and analyze the functionality and
performance achieved on the IXA family for these
applications.

LIMITATIONS OF CURRENT SILICON
SOLUTIONS

Most merchant silicon devices currently available for the
range of Layer 1, 2, and 3+ services supported in
communication platforms are limited in functionality and
performance. Those devices typically perform a small set
of fixed functions at a fixed data throughput rate. Layer 3
functions, such as packet forwarding and traffic shaping,
aretypically realized in custom ASICs. These devices may
not enable more than a specific portion of a packet to be
examined. At Layer 1 and Layer 2, the functionality is
limited to specific subsets of protocols. For example, a
device may terminate ATM flows or HDLC flows, not
both. Similarly, a device may terminate Plesiochronous
Digital Hierarchy (PDH) lines or Synchronous Optical
NETwork/Synchronous Digital Hierarchy (SONET/SDH)
lines, not both. The maximum bandwidth supported by a
device may range from OC-3 through OC-12. The number
of logical channels supported is also very limited.

The above-mentioned limitations lead to a number of
limitations in line-card design. Current designs for line-
cards are protocol- and line rate-specific. A design to
terminate a collection of T3 lines differs from one to
terminate OC-3 lines channelized down to T3. A design to
terminate ATM traffic differs from a design that terminates
Frame Relay traffic. A design for an OC-12 card will have
more components than a design for an OC-3 card. At
higher bandwidths, or when designing multi-function
cards, switching silicon will also have to be added to a
card to route traffic to the appropriate devices. Most
importantly, since the design consists entirely of fixed
function components, there is no function flexibility in the
line card. Asthefunctionality of the platform evolves, the
cardswill have to be redesigned.

These limitations have a number of practical
consequences. Several factors contribute to the total cost
of ownership for both an equipment manufacturer and a
carrier.

High-performance multi-function cards are very
expensive. Design and manufacturing costs are very
high since the cards are complex and contain a large
number of components. Total design costs are also
high since a separate card has to be designed for each
protocol and linerate.

Once in the field, the presence of a large number of
different designs leads to higher maintenance and
tracking costs for both the equipment vendor and the
carrier. More components aso lead to lower in-field
reliability.

These design limitations aso impact carriers
deploying edge platforms. Since the cards are line
rate- and protocol-specific, the contents of the
platform will have to be changed if the traffic mix
changes from what was originally anticipated by the
carrier.

INTEL I XA

Next-generation Intel IXA offers a comprehensive set of
modular building blocks for networking platforms. IXP
network processors (NPUs) and | XF connectivity devices,
enable the design of a new class of scalable multi-
function, multi-bandwidth line and service cards for
networking platforms. The new class of line cards will
consist of an IXP network processor and IXF
Phy/Framer/MAC devices. The computational power of
the IXP network processor enables flexible Layer 3+
processing and higher-layer services and enables
software-based customization. Members of the Intel® IXP
2XXX class of NPUs offer a wide range of performance
capabilities. The IXF devices provide the connectivity
between the processing components and the transmission
medium. |XF components offer flexibility in Layer 1 and
Layer 2 processing. Members of the I XF family of devices
can process data across a wide range of line rates and
multiple Layer 1 and Layer 2 protocols.

The components of the I XA family can be combined in a
variety of configurations to meet awide spectrum of price-
performance constraints. For example, at the low end,
when terminating less complex protocols, such as
Ethernet, Layer 2 and Layer 3 processing can be integrated
into one devicee When terminating more complex
protocols, such as SONET/SDH and/or when a wider
range of functionality is required a higher performance
solution can be developed using discrete IXP and IXF
components.
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Figure1: Scalable | XA linecard for edge applications

Figure 1 shows one example of how the building blocks of
the IXA family, IXF framers, and the IXP network
processors can be used together to provide a scalable
high-performance SONET/SDH-Layer 3+ line card for edge
platforms. The line card design can address all the
limitations of current designs. The design can scale across
alarge bandwidth range and input combinations. The IXF
component can terminate SONET/SDH/PDH flows. A
diverse set of Layer 2 protocols is supported in the IXF
devicee. The IXP NPUs provide Layer 3+ protocol
processing flexibility. The functionality of the card can be
altered to meet evolving protocol traffic patterns and
service needs. Bandwidth- and function-scalable IXP and
IXF components enable a bandwidth- and function-
scalable system solution.

SCALABLE NETWORK PROCESSOR
ARCHITECTURE

Network processing lends itself to a parallel approach. A
network interface can be viewed as an endless stream of
packets, each of which can be handled by a separate
processor to improve overal throughput. The IXP
network processor (NPU) architecture takes advantage of
this by providing alarge number of specialized processors
(and support functions) on a single chip. By so doing the
I XP architecture provides more overall processing power
than can be achieved in a single genera-purpose
microprocessor of the same semiconductor process

generation. By varying the number and the performance
capability of these specialized processors on chip, and by
choosing the appropriate physical interfaces, different
family members of the I XP architecture are derived. These
implementations are targeted to different cost/performance
points and provide a single coherent architecture and
usage model for a range of network applications. The
unique flexibility and scalability of the architecture allows
these engines to be programmed efficiently and meet
stringent performance requirements for each of the
segments.

In the next section, we briefly describe the building blocks
of the IXP network processor, and their function.

lists some members of the IXP network processor family,
showing how they are built from common building blocks,
in differing quantities and capabilities.

IXP NPU BUILDING BLOCKS

The NPU provides the following hardware functions.
(The example designs described later in this paper show
how these functions are utilized to perform the network
processing applications.)
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Media Interface

Media Interface refers to an external interface to the
network devices: Ethernet, SONET/SDH, ATM, Radio
Interfaces, TDM, etc. Different performance pointsin the
market require different performance levels. For example,
in SONET, OC-3 and OC-12 are used in the low end, OC-48
is used in the mid range, and OC-192 is used in the high
end. For less complex ports such as TDM and Ethernet,
the Layer 2 processing can be integrated on chip. For
more complex ports such as SONET/SDH, it is done by
external components. This provides high integration
where needed in the low end and flexibility in the mid and
high end. Where external components are used, they are
interconnected via industry-standard interconnects.
Different interconnects are used in different markets
(UTOPIA-2, UTOPIA-3/SPI-3, SPI-4) as appropriate for the
price/performance range. However, al IXP NPU family
members abstract the interface details as much as possible
in order to present acommon programming interface.

The Media Interface can also be configured as a Switch
Fabric Interface for applications that need to connect to a
switch fabric.

Microengines

Microengines are 32-bit RISC processors that do the
majority of the network processing tasks such as packet
header inspection and modification, classification, routing,
metering, etc. The microengine instruction set is a blend
of conventional RISC instructions with additional features
specifically tailored for network processing. Because the
microengines are not general-purpose processors, many
tradeoffs are made to minimize their size and power
consumption.

Some of their specialized features are outlined below:

Multi-threaded. Each microengine has hardware
support for eight threads, with fast thread switching.
Each thread has its own private copy of registers,
program counter, and other necessary state. Multiple
threads allow high utilization on the microengine.
Each thread processes a different packet; when one
thread waits for long latency operations such as
memory reads to complete, other threads can run.

This keeps the microengine busy when it would
otherwise be idle, if it could only process a single
packet at atime. A context switch isdonein hardware
in a single cycle; no instruction cycles are used to
save and restore thread context. In addition, thread
switching is completely under software control,
allowing the application to be in charge of when
threads execute. This allows for coordinated sharing
of data.

Large register set. In packet processing, lots of
information must be juggled by the application. For
example, it may need to read multiple packet headers
to parse addresses and other fields, read routing
information, update flow state, etc. Having lots of
registers per-thread minimizes memory accesses that
would be needed to move variables in and out of
memory.

Table1: IXP NPU family membersand features

. Possible
unit I XP2400 I XP2800 I XP2850 90nm NPU
Media SPI-3 SPI-4 SPI-4 SPI-3/4
Interface
: ; 4-2
MicroEngin | 8 at 600 | 16 a 1.4 16 at 900 I\aHai :
e MHz GHz 1.4 GHz 1.4 GHz
NPE N N N 1-4
DRAM 3 3 1-3DDR/
Interfaces 1DBR RDRAM RE':ARA RDRAM
1-4 QDR +
lriz?a':; 2QDR 4 QDR 4 QDR on-chip
SRAM
Scratch 16KB 16KB 16KB 16 KB
Encryption N N Y Y
PCI (64 bit,
66 MHz) Y Y Y Y
Integrated TUEVN
MAC and N N N HDLC,
Framer Ethernet
700
XScde® 600 MHz | 700 MHz 1.2 GHz+
MHz
LuL2 32k/none | 32k/none | 32k/none | 32k/512k
Cache

General event signaling. Event signaling is a
mechanism that allows threads to sleep while waiting
for external eventsto occur. The eventsare general in
that they can be either notifications from other
threads (in the same or other microengines), from
other hardware units (for example, notification of data
received by the Media Interface), or notification of
completion of 10 accesses made by the microengine
(for example to off-chip memories). Each thread has
15 Event Signals that can be allocated to any of the
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just mentioned items. The Event Signals are allocated
much like registers in the sense that a given Event
Signal can be used for different uses at different
points in the program. The net effect is that a
program is not limited to a total of 15 Event Signals;
just 15 (or less) active at any given time. In practice
thisisrarely alimiting factor.

CRC. Cyclic Redundancy Code (CRC) is commonly
used in network protocols to provide protection
against errors that can occur in transmission. The
microengine provides hardware acceleration for a set
of commonly used CRC polynomials, effectively
processing 16-bits per cycle (actually 32-bits per
instruction, with a repeat rate of one CRC instruction
per two cycles).

CAM. The microengine has a Content Addressable
Memory (CAM) integrated into its datapath, and a set
of instructions that manipulate the CAM. It can be
used in a variety of ways to assist in packet
processing. One common usage allows threads to
efficiently check for data dependencies when they are
each handling a different packet. Another usageisto
employ the CAM to locally cache connection or flow-
related information. Other uses not described here are
also possible.

Local Memory. Local Memory (LM) is a block of
addressable memory in the microengine, in addition to
the conventional general-purposeregisters. LM hasa
wide variety of uses, including caching flow state
information, lookup tables, queuing tasks, etc.

Multiply. Some algorithms need to multiply integer
values. The microengine multiplier is designed to be
low in cost (in terms of silicon area) and flexiblein that
the time taken to do specific multipliesis proportional
to the precision of the data. In other words, it takes
less time to multiply an 8bit number by a 16-bit
number, than to multiply two 32-bit numbers. This
tradeoff provides a good balance between cost and
performance.

Timestamp. Timestamp is a 64-bit monotonic counter
that can be used as a time reference (it is not a “real-
time” clock, however). 64-bitsensurethat it will never
wrap around.

Pseudo-Random Number. Some network-processing
algorithms require a pseudo-random number (PRN).
The microengine provides a 32-bit PRN in a low-cost
method: each read of the PRN register provides a new
random value. Note that this is pseudo-random, not
true random as is needed for cryptographic
processing.

In addition, microengines are made very area efficient by
leaving out the features of a general-purpose
microprocessor that are not required for their network-
processing task. This allows room for more microengines
on chipinagiven area. Note the following examples:

Memory management. Because the microengines are
running an embedded application, they don't need to
run an operating system, and therefore don’t need the
features provided by a conventiona memory
management unit.

Interrupts. Microengines provide a software-
controlled multi-threading environment, which means
that once a thread is running, it will continue to run
until it chooses to relinquish control and allow
another thread to run. This gives the application
complete control. There is no need for interrupts;
however, there is a flexible mechanism for interthread
signaling.

Floating point. Floating point is typicaly quite
expensivein silicon area, and not needed by network-
processing applications.

Speculative execution and branch prediction. Most
modern microprocessors with deep pipelines use
speculative execution and contain sophisticated
branch prediction hardware. In order for branch
prediction to work, past execution history must be a
reliable predictor of future branch outcomes. Thisis
typicaly not the case in network processing. The
microengine has a relatively short pipeline, and it
allows instructions to be executed in branch shadows
to minimize cyclesthat are lost due to taken branches.

Memory

Memory is used to hold network data, as well as support
information such as route tables, flow parameters, network
statistics, and security associations, among others.
Several types of memories are supported, each with
different attributes that make it suitable for different uses.

Dynamic RAM. DRAM has high capacity and low
cost per bit, which makes it a good choice for
buffering large amounts of network data. The low-
and mid-range network processors (NPUs) interface
to Double Data Rate (DDR) DRAM, which is the same
RAM used in mainstream PC products, and therefore
has the lowest cost. The high-end NPUs interface to
Rambus DRAM. This has a more pin-efficient
interface, and therefore allows for more bandwidth,

" Other brands and names are the property of their
respective owners.
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while still keeping the number of pins on the network
processor chip within a desired range. The extra
feature comes at a small premium in price per bit of
memory.

Static RAM: Control information tends to have many
small (4-byte, 8-byte, etc.) data structures that need to
be independently accessed and modified. Static
RAM (SRAM) offers excellent random access to small
blocks of data; however, as a consequence, SRAM
offers less capacity and costs more per bit than
DRAM.

Scratch memory. This memory is similar in function to
SRAM except that it is on-chip instead of off-chip.
Therefore, it is lower in capacity, but has less latency
than SRAM. It is useful for small but frequently
accessed data. Scratch memory provides hardware
support for Rings (ak.a. Circular Buffers), which are
often used for interthread communication.

Cryptographic Processor. This refers to hardware
acceleration of symmetric key cipher algorithms such
as DES and AES, and authentication algorithms such
as SHA-1. These algorithms are very complex and
don’t lend themselves to general-purpose computers
at high bit rates. Special-purpose hardware to execute
these algorithms would be very costly if replicated in
each microengine, and it would not be a good balance
to the overall system requirements. Therefore the
Encryption function is implemented as a shared
processor that does the data processing under
control of the microengines, which cooperatively
share the Encryption Unit.

PCI. Thisisan industry-standard 10 bus. Normally it
is used to interface to a systemwide management
processor.

Network Processing Engines

Like the microengines, Network Processing Engines
(NPEs) are 32-bit RISC processors. While the
microengines are optimized for Layer 3 and higher packet
and cell manipulation, the NPEs are optimized to
synchronize and control a set of coprocessors that each
perform a specific data manipulation task, which makes
them efficient at Layer 2 processing. They are tightly
integrated with their coprocessors which offload compute-
intensive processes and bit manipulation and can signal
the NPE when they require attention or have completed a
task. The coprocessors also have access to the NPE data
menory, enabling efficient data sharing between the
coprocessor and the NPE core processor. Coprocessors
that have been implemented for NPEs include channelized
interfaces to High Speed Seria (HSS) ports for TI/E1L/J1

framers, Utopia-2 slave ports, HDLC controllers, fast
Ethernet MACs, and encryption engines. The NPE core
processor’sroleisto act as a programmabl e state machine
to manage these coprocessors and keep them supplied
with data. Because the NPE core acts as a controller rather
than a general-purpose computing processor, it can
operate at lower clock speeds and power consumption
than the microengine and still meet its performance
requirements.

The NPE, like the microengine, is hardware multi-threaded.
There are 16 hardware contexts, and unlike the
microengine they are assigned to three priority levels:
higher priority contexts can preempt lower priority
contexts. Eight of the contexts are assigned to the high-
priority level, seven to the low-priority level, and one to
background priority. The priority scheme and preemption
allow the NPE to service time-critical functions such as
providing data to prevent underflow on an HSS output
port while carrying out longer latency tasks in the
background. The NPE also has a set of 64 event inputs
called start conditions. The start conditions are driven by
the coprocessors and other functional unitsin the network
processor, and any context can be swapped out under
program control to wait upon any of the 64 start
conditions. NPE memory includes 32 genera-purpose
registers, up to 8k instruction words, and up to 32k Bytes
of datamemory.

The NPE coprocessors are divided into two main
categories, interface coprocessors and acceleration
coprocessors. The interface coprocessors are used to
implement both extemal interfaces to the NPU such as the
HSS, Utopia, and Ethernet ports, and also to create
internal connections to other parts of the NPU, such as
interfacing to the internal busses of the NPU for memory
access or for providing data to the media interface. This
latter function is an important aspect of creating a “line
card on a chip” programming model for the NPU. Packets
and cells that are handled by the NPE for Layer 2
processing can be sent to the media interface of the NPU
to be handled at Layer 3 and above by the microengines.
The software running on the microengines does not need
to be aware that the MAC or framer functions were
handled on-chip, but can receive the data through the
media interface in exactly the same manner as if the data
were provided by an external Layer 2 | XF device.

NPE acceleration coprocessors, such as the encryption
coprocessors, act as generally available resources for
other compute elements in the NPU to utilize. Packets or
cells to be encrypted are placed into a queue of cata
waiting to be processed, and the NPE fetches the data
from memory through its internal chip interface
coprocessors. It performs the encryption or decryption
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function with the encryption acceleration coprocessors
and writes the results back to memory through the
interface coprocessor again. This resource model is
another key aspect of the line card on a chip, where the
NPE acceleration coprocessors can process any packets
engueued to them from the microengines or from the Intel
XScale® core. The packets do not have to have entered
the system viathe NPE interfaces.

Intel XScale® Core

The Intel XScae core is a 32-bit general-purpose
processor that implements the industry-standard ARM”
Vv5TE instruction set. Its role in the network processor
includes initialization of the NPU, programming the
microengines and NPEs, handling exception packets
passed to it by the microengines or NPEs, and control
plane processing. In a typical application it runs a
general-purpose or realtime operating system such as
Linux or VxWorks . Features that can be varied to meet
the performance targets of different IXP NPUs include on-
chip busses, writeback and writethrough caches, cache
coherency with microengine and NPE writes, shared and
dedicated memory interfaces, and clock speeds.

Combining the Elementsin a 90nm I XP
Processor

The IXP family of network processors takes advantage of
these building blocks to achieve a wide range of packet
processing performance. Intel’s 90nm semiconductor
process enables us to combine the building blocks to
provide not only high-bandwidth packet processing, but
also integrated features to create a true line card on a chip
(Figure 3. A potential midrange architecture combines
high-speed microengines for Layer 3+ packet processing,
NPEs for layer 2 and encryption processing, integrated
Gigabit Ethernet MACs, and an Intel XScale core with a
high-performance cache system. It would include memory
and 10 interfaces to appropriately support each of the
included computing elements.

The line card on a chip approach provides cost-effective
solutions for both wired and wireless communications.

The combination of computing and connectivity resources
will enable creation of low-cost, low-power cards. Inthe
first example (Figure 3), a90nm NPU is combined with [ow-
cost framers, TI/E1/J1 LIUs, and Gigabit Ethernet PHY s to
build a BSC/RNC line card implementing the lub interface

® Intel XScale is a trademark of Intel Corporation or its
subsidiariesin the United States and other countries.

" Other names and brands may be claimed as the property
of others

to the BTS/Node B. Reducing the number of TL/EL/J1
links and depopulating some of the off-chip memory
makes the same architecture applicable to the BTS/Node B
end of the link. A highly integrated NPU would allow the
use of low-cost framers by performing the channelization
of the TYEL/JL links and including an integrated HDLC
controller.

[ MicroEngine I MicroEngine ]

MicroEngine MicroEngine

Scratchpad

Media Interface

DRAM Interface ﬂ

—

Dual Gig Ether. MAC

SRAM Interface

PCI Interface '— NPE
HDLC
On-Chip SRAM ~ -

10/100 CoProc

il

N ) ()

HSS CoProc

XScae NPE

Crypto

DRAM Interface %

Figure2: Possible 90nm NPU implementation

The second example design demonstrates how a highly
integrated NPU could enable efficient solutions for wired
communications Eigure 4. By gluelessly interfacing to
up to eight DSL PHY chips, a single I XP processor could
support up to 127 DSL ports. The connection from the
DSLAM line card to the backplane would be via the
integrated Gigabit Ethernet MACs. The Intel XScale core
on the NPU can function as an integrated control plane
processor, saving cost, power, and board space.
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Figure 3: Radio Access Network linecard

SCALABLE IXF ARCHITECTURE

The IXF family of devices provides the connectivity
required to link Intel IXP processors to physical media.
The IXF components in the Intel IXA cover a wide range
of functions, protocols, and line rates [15].

Ethernet-related | XF components include 10/100/1000
Ethernet MACSPHY s, Single-/Multi-port devices and
10G MACsand Optica PHY's.

SONET and SDH-related IXF components include
optical modules, Phys, CDRs, SERDESs, and Framers
in a wide range of line speeds ranging from OC-3 to
0OC-192.

PDH-related IXF components include Single-/Multi-
portT/E1 L1Us and Framers.

Each | XF component supports industry -standard data and
control interface. A component typically scales across a
wide range of bandwidths and/or functions. A detailed
review of all IXF silicon devices is beyond the scope of
this paper. We focus on a specific IXF family, the next-
generation 90nm I XF link aggregator family of devices.

Utopial 2
) (
SRAM Flash
90nm
DRAM 1 Z(PTJ DRAM 2
) \_ J
GMII

Gigabit
Backplane

Figure4: DSL linecard

Link Aggregator Family

A link aggregator consolidates processing for a wide
range of Layer 1 protocols, SONET/SDH/PDH/VC
termination [13], a wide range of Layer 2 protocols, and
HDLC/POS/ATM/TDM [5], [8], [11]. The family of
devices is all pin compatible and have the same footprint
on aboard. Each link aggregator offers several benefits of
at the system level:

Significant functional flexibility in the Layer 1 and
Layer 2 protocols that can be used to process data

Significant functional flexibility in the number and
bandwidth range of logica Layer 1 and Layer 2
channels

The provisioning and control of the functionality and
performance of Layer 1 and Layer 2 features are
orthogonal to one another

Support for industry-standard line and network
interfaces. Significant functional flexibility when
combined with an IXP NPU on aline card.

Support for priority-based service of latency-sensitive
data such as voice and/or other data guaranteed a
higher QoS.
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Figure5: Scalability of alink aggregator -based linecard

These are discussed in more detail below. The high-end
link aggregator device operates at a cumulative bandwidth
of OC-48 (2.488 Gbps) [13] and processes data from
several thousand logically independent channels. The
high-end link aggregator consolidates the functionality of
several devicesfrom other vendorsinasingle|C.

Link aggregators can be applied to a wide range of
platforms at the edge of the network in the wireline and
wireless infrastructure including multi-service switches,
edge routers, 3G RNCs, and 2.5G BSCs. The devices are
being developed with Intel 90nm fabrication technology
[16]. Figure 5shows a high-level view of the internal
architecture of a link aggregator device. A number of
architectural features enable the link aggregator family to
scale across a wide range of functions and bandwidths,
and these are described in the following sections.

Layer 1 Multi-Protocol/Multi-Liner ate Support

The link aggregator family terminates SONET/SDH/PDH
protocols. For SONET/SDH, each link aggregator supports
awiderange of VT/VC/PDH options. Each link aggregator
offers significant flexibility in the range of inputs that can
be supplied to it under a maximum cumulative bandwidth
constraint and supports built-in automatic protection
switching on each input. The line inputs are industry-
standard interconnects. The flexibility is realized by
processing engines that scale in bandwidth and

functionality through memory-based context-switched
engines.

Layer 2 Multi-Praotocol/M ulti-Channel Rate Support
Every link aggregator can process data form each channel
in a wide range of Layer 2 protocols. To enable flexible
resource utilization and efficient implementation, Layer 2
protocols are processed on multi-protocol engines.
Context-switched engines are again used to scale
hardware across multiple protocols and bandwidths. A
Layer 2 engine can process channels ranging in
bandwidth from sub 64 Kbps upwards. Layer 2 engines
can terminate Frame Relay [8], PPP [5], POS [13], or ATM
[11] traffic in achannel. The packets output from the Layer
2 engines are output over one of two network interfaces
supporting industry-standard interconnects. Channels
may be assigned to the two network interfaces in avariety
of configurations.
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Multi-Link Protocol Support

Multi-link protocols, such as MLPPP/IMLFR/IMA [6], [9],
[10] that aggregate multiple channels to realize higher
bandwidth virtual channels, are also fully supported by
the Layer 2 engines. A link aggregator can simultaneously
terminate traffic of different types in different channels.

Link aggregators also support the transport of TDM traffic
over packet/cell networks.

Flexible Layer 1/Layer 2 Channelization

Every link aggregator can fully channelize the total input
bandwidth flexibly to channels ranging in speed up from
64 kbps (DSO/VTL.5) [13]. The channelization of the input
traffic can be non-uniform. The entire bandwidth from the
line inputs can process and output in a group of channels
that may differ in individual bandwidths by more than a
factor of 1000. The channelization is orthogonal to the
actual physical inputsto the device.

A stream aligner is used to map data output from Layer 1
engines to Layer 2 engines. The mapping mechanisms in
the stream aligner enable multiple Layer 2 enginesto share
hardware resources. The sharing enables Layer 2 engines
to support the same diversity (in channel bandwidths)

supported by the Layer 1 engines. The stream aligner also
enables Layer 1 and Layer 2 provisioning and control to
be orthogonal to one another.

Internal State Reduction

To efficiently redize a large number of multiple
independent logical channels, the implementations were
architected to scale through external memory. To relax
performance and functional limits, especialy at the high
end, flow state for many functions was moved to external
memory. The memory access bandwidth required by a
channel will vary according to its data bandwidth. Priority-
based schemes are used in Layer 1 and Layer 2 engines to
guarantee required access to shared internal and external
resources, such as external memory and the packet
interfaces. When state is used internally, to further reduce
internal memory sizes, protocol-specific techniques to
compress internal state were developed.

Priority-Based Service
Each link aggregator offers hardware support for QoS for
higher priority flows [7]. The hardware support minimizes

jitter and end-to-end latency for these flows. Thisenables
support for QoSsensitive multi-media services in
converged voice/data networks.

NPU-Based Function Enhancement

At the system (line card) level, additional value can be
realized when the link aggregator is combined with an IXP
network processor on theline card. For example,

Egress traffic flow can be cooperatively shaped
between the link aggregator and the IXP NPU. The
link aggregator provides per-flow state information in-
band over its packet interface to an external agent,
such asan NPU.

Protocols designed to enhance bandwidth efficiency
for small packets such as Point-to-Point Protocol
(PPP) Muxing [17] can be realized at the system level
cooperatively across an IXP NPU and the link

aggregator.

The standards in TDM -over-IP (TDMolP) protocols
[14] are dill evolving. TDMolP functionaity is
implemented cooperatively across a link aggregator
and an IXP NPU. By supporting TDMolP services,
the card will also support the convergence of voice
and data networks in edge platforms.

Application Advantages

Thelink aggregator family offers several advantages at the
system level:

The link aggregator family significantly simplifies the
design of line and service cards for edge platforms.
At the high end, asimple design consisting of an IXF
link aggregator and an IXP NPU replaces a complex
design with alarge number of components.

The link aggregator family enables a significant
reduction in the number of distinct logical designs (as
shown in Figure 5). Thissimple design can process a
wide range of line rates and functional protocols.
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Significant integration enables the link aggregator
family to provide superior physical parameters at each
design point. In addition, integration enables in-field
reliability (FIT rates) to be significantly improved.
These advantages are captured in Table 2.

Table2: I XF Link aggregator s system-level benefits

Tod | NoofLink | power
Configuration | Bitrate | Aggregators
Mbps +Memory <
28 x DS1 inputs,
55 1+4 ow
512 L2 channels
1x OC3inputs,
155 1+4 10W
2K L2 channels
12 x DS3inputs
155 1+4 15w
4K L2 channels
4x OC12 inputs,
622 1+6 25w
8K L2 channels
1x0C48
622 1+6 25w
8K L2 channels

Unlike fixed function designs, the design can be
adapted to changing traffic mixes. For example, when
used in wireless networks, link aggregators can
support an in-field migration from ATM to IP
backhaul networks. As voice and data networks
converge in edge platforms, link aggregators can
enable the support of TDM traffic over IP networks.

MULTI-SERVICE SWITCH AND EDGE
PLATFORMS

The input to an edge platform is data carried on
SONET/SDH, PDH, or Ethernet lines. Line cards process
the data on these inputs, terminate Layer 1
(SONET/SDH/Ethernet) and Layer 2 (ATM/FR/PPP)
protocols and produce network-ready |P packets that are
routed over the backplane to atrunk card in the same edge
system.

Each line card has to process data from several thousand
logically independent channels. The IXF framers provide
the line side interface to aggregate EL/T1 traffic, DS3, OC-
3, OC-12, and OC-48 traffic into a SPI-3 or SPI-4.2 pipe with
aggregate data rates ranging from OC-12 to OC-48. These
feeds support various protocols such as frame relay,
TDM, ATM etc. The framer supports HDLC framing,

multi-link PPP, multi-link FR, and ATM TC.

The following protocol processing blocks are
representative of the application for these configurations:

Frame relay to ATM interworking specified by FRF5,
FRF8

MPLS to ATM interworking as specified by IETF
Martini draft

ATM to IPinterworking using AALS

For each of these protocols, the processing blocks can be
decomposed into functional blocks; each of these blocks
performs certain tasks. Examples of functional blocks
include Frame Relay receive, ATM AALS5 segmentation
and reassembly, fabric segmentation and reassembly,
protocol processing and inter-working, route lookup and
classification, queue manager, congestion management,
traffic policing, and scheduling.
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Different members of the IXP network processor family
can be used in these line card configurations depending
on the aggregate data rate required, the performance
headroom required, and other line card design
considerations such as Bill of Materials (BOM) cost,
power, €tc.

For this application, a single 1XP2400-based line card
shown in Figure 6 supports up to full-duplex OC-12 data
rate. The eight microengines in IXP2400 running at 600
MHz provide sufficient horse power for this configuration

The same application is supported at OC-48 data rates by
using two 1XP2400 NPUs as shown in Figure 7 This
solution provides a total horse power of sixteen
microengines at 600 MHz. The application is partitioned
such that the ingress processing is performed on one
IXP2400 and the egress processing is performed on the
second | XP2400.

Optionally, the same application can be supported on a
single 1XP2800-based line @rd. This solution provides
significant performance headroom for future addition of
services and processing blocks as the |XP2800 supports
sixteen microengines running at 1 GHz. This approach
eliminates the need to partition the application statically
into ingress and egress blocks and provides flexibility on
how the microengines are assigned for the various tasks.
However, this line card requires an SPI-3 to SPI-4.2 gasket
to interface with the IXF framer as shown in Figure 8.

As shown in the line card configurations above, the
various members of the IXP network processor family
such as the 1XP2400 and the 1XP2800 along with the IXF
framer family provide a scalable and flexible solution to the
multi-service switch and edge platforms.

CORE/METRO PLATFORMS

The core and metro infrastructure platforms are
characterized by line card configurations such as 1-4 OC-
48 ports, 1-10 Gigabit Ethernet ports, 1-2 OC-192 ports etc.

This segment is expected to evolve in the future to
support quad OC-192 configurations, 4x10G configuration
as the demand for core/metro bandwidth increases. The
Layer 2 transport supported in these platformsis typically
POS, ATM, or Ethernet. The protocol processing
typically involves TCP/IP, ATM, MPLS, ATM-IP, inter-
working, etc.

The following protocol processing blocks are
representative of applications running on the core/metro
platforms:

IPv4/1Pv6 LPM -based route lookup
IPv4/IPv6 5-tuple, 7-tuple packet classification
Encap/Decap for the various L 2 protocols

Single-rate or dual-rate three-color marker metering
and other policing algorithms

Congestion avoidance algorithms such as Random
Early Drop (RED) or Weighted Random Early Drop
(WRED)

Byte-count and packet-count statistics per flow,
queue, or port

ATM-IPinter-working, including ATM SAR
MPLS label insertion/deletion, MPL S tunneling

Sophisticated packet and cell domain scheduling and
shaping functions

The specific applications and platform requirements vary
widely with the performance target spanning the
configurations described below:
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Low-speed (1-2 OC-48 pipes, 4-5GbE ports), low-
touch (simple L3 forwarding, simple protocol
conversion, encap/decap, simple classification,
minimal QoS) core/metro application

Low-speed, high-touch (complex protocol inter-
working, sophisticated L4+ based classification,
congestion management, hierarchical QoS, fine-
grained statistics) core/metro application

High-speed (4xOC-48 pipes, 10GbE ports, 1xOC-192
pipe), low-touch core/metro application

High-speed, high-touch core/metro application

The I XP2800 provides the basic scalable building block for
the core/metro line cards. The IXP2800 offers two
variants, with microengines running at 1 GHz and 1.4 GHz,
respectively. These typically target the low-speed and
high-speed segments, respectively. The faster NPU can
also be used in the low-speed, high-touch segment to
handle the deep packet inspection requirements. Multiple
IXP2800 chained together in ingress and/or egress
direction offer the necessary horsepower for a high-
speed, high-touch application.

A family of SPI-4.2-compatible optical framers and Gigabit
MAC chips from the IXF family enable a class of scalable
line cards to meet these wide-ranging speed requirements.

Figure 9 shows atypical line card configuration for alow-
touch application. The mediainterface chip iseither aPOS
framer or a GbE MAC that supports the SPI-4.2 interface.
A 1 GHz or a1.4 GHz IXP2800 can be used in the line card,
depending on the speed and on the number of ports
supported on the interface.

Figure 10 shows the line card configuration for a high-
touch application. Multiple 1XP2800s can be used in

either ingress and/or egress directions to provide the
necessary compute and bandwidth horsepower required
for the deep-packet inspection, high-touch application.

MAPPING PROCESSING BLOCKSTO
MICROENGINES

The functional code for the various blocks listed in the
above sections is identical for the various members of the
IXP network processor family as they use the same
instruction set. Based on the speed of the incoming port
and the total number of ports supported, these blocks are
mapped to the various microengines at different
frequencies, and they use different resources to achieve
the required target.

The compute budget available per microengine (typically
represented in terms of the number of microengine cycles)
for processing any incoming packet depends on the
following parameters:

Minimum packet size and the worst-case packet
arrival rate for a given line rate, e.g., OC-192 min
packets arrive 40ns apart

The frequency of the microengine

Scalable Intel® IXA and its Building Blocks for Networking Platforms 119



Intel Technology Journal, Volume 7, Issue 4, 2003

LLL 1)Ll .
Quezlee IXP2800 . IXP2800 ] [Fette
SEER — _V: — Interface high speed
— T ;
» POS Framer St
. _>
: 1x10GbE MAC SPi4.2 CSIX —
. serial
H 10x1GbE MAC
—> FETTTTrrrrererrrees
G— IXP2800 L} IXP2800 L
_- h
H 1
I S L L L S o

L o .y

s me e §
- gn 1
R

;
L ]
PR

LE B EE
AEIEN

'
;

Figure 10: Multiple | XP2800-based Core/Metro line card for high-touch applications

The total number of cycles required for an entire
application is determined by the number of functional
blocks in the application and the cycles required per
functional block. Parallelization and mapping of functional
blocks to available microengine resources depends on the
characteristics of the blocks.

If the functional block does not have a critical section
such as a read-modify-write (RMW) variable that
requires exclusive access to only one agent at a time,
microengines can be assigned in pools to perform the
task. In other words, if a block requires M cycles and
each microengine has a budget of N cycles, M/N
microengine are assigned to the pool to meet the
requirement. Examples of such blocks include LPM -
based route lookup, Stuple or 7-tuple classification,
etc.

If the functional block includes a critical section, the
locking mechanism for mutual exclusion can be
implemented either local to the microengine or in
global shared memory. The performance of global
locking is dictated by the RMW latency to shared
memory, and it does not scale to meet requirements
for mutual exclusion at OC-48 and above. The
features provided in the microengine such as CAM,
local memory, and generalized Event Signaling are
used to implement mutual exclusion mechanisms that
scale up to OC-192 data rates. Examples of functional
blocks that require mutual exclusion include all
functions that require arrival order of packets/cells to
be maintained such as queue management, CRC
residue computation, metering, etc.

The next step after the application is mapped to the
available microengine resources is to tune the performance
to meet the requirements. The performance tuning
involves the following three steps and is aided by arich

set of tools (compilers,
visualization tools).

profilers, simulation, and

Optimizing the compute cycles for a given task to fit
within the available number of microengine cycles.
This involves reducing microengine idle cycles by
eliminating NOP, reducing unfilled branch defer slots,
reducing microengine stalls due to FIFO full
condition, etc.

Optimizing the code for 10 latencies such that the
microengine does not idle waiting for data to return
from external memory. This involves using the
hardware threads, pipelining the hardware threads
further by phasing techniquesto increase the number
of packets handled concurrently, distributing and
load balancing the traffic across the available internal
buses to optimize utilization and minimize queuing
delays.

Optimizing the performance of inter-thread token passing
within a microengine and/or across microengines such
that critical sections mapped to a single engine or multiple
microengines fit within the available budget.

CONCLUSION

The Intel IXP network processors and I XF framers and link
aggregators combine to make Intel XA highly flexible and
scalable. With asingle architecture these components can
create line cards that perform cost effectively from
TLU/EL/J1 rates for 3G cellular base stations and metro edge
aggregation up to OC-192 rates for core routers. With the
modular computing architecture of the IXP network
processors, the same software can be used across all
these data rates, providing development cost savings and
fast time-to-market for network equipment providers.
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