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Use Cases for Grid Checkpoint and Recovery

Status of ThisMemo

This memo provides information to the Grid community regarding use case scenarios for Grid Checkpointing and
Recovery. It does not define any standards or technical recommendations. Distributionis unlimited. ThisisaDRAFT
document and continues to be revised.

Abstract

This document describes use cases to be addressed by the Grid Checkpoint and Recovery Working Group (GridCPR
WG). The scenarios are also used to determine a set of requirementsfor these standards.
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fixme: check for consistent usage of “ application” and “job” .

1 [Introduction
One of the goals of the Grid Checkpointing and Recovery Working Group (GridCPR WG) isto,

define a user-level APl and associated layer of servicesthat will permit checkpointed jobsto be recovered
and continued on the same or on remote Grid resources. [[29]

In order to understand the requirements that these APl and services must meet, it is necessary to understand the
situationsin which they will be used.

The purpose of this document is to enumerate usage scenarios that the GridCPR WG have decided must be ad-
dressed by its specifications. These scenarios will be used to derive a set of requirements for the GridCPR API and
services.

Note that the scenarios described below are not intended to partition jobs. That is, a single application may
use checkpoint and restart in a variety of different ways. For example, in the RealityGrid [[27, 23] project there are
applications that use checkpoint and restart for fault-tolerance (Section B), job migration (Section[4) and debugging
(Section[5) simultaneously.
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2 Terminology

Checkpointing and Recovery (CPR) can occur at many different levels of granularity. At themost basic level, CPR can
be provided for a single sequential process on a single machine. Providing CPR for multiple processes on a parallel
machine or even tasks executing on different machines is far more complex.

In this document, we refer to the basic computational processing unit that can be checkpointed as a job. The
mandate of the Certain requirements, such as quality of service, will be made onintra-job CPR, but not inter-job CPR.

fixme: An application is programexecutable. A jobisanindividual instance of the execution of an application.

This usecases document does not preclude applications using the GridCPR API for inter-job CPR. In fact, existing
workflow applications use job-level CPR and checkpoint meta-datain order to provide inter-job fault-tolerance. How-
ever, while checkpointing each of the constituent jobs falls within the GridCPR charter, the inter-job mechanisms and
APIsisout of our scope.

3 Fault-Tolerance

3.1 Introduction

One of the most common reasons for using CPR is to provide some amount of fault-tolerance or failure recovery to a
job.

There are two primary customers in this scenario, the system provider and the user. The system provider is the
individual or ingtitution that is providing a computational resource (e.g., workstation, cluster, supercomputer) for other
partiesto use. The user isthe party that isinterested in using this resourceto run a job.

3.2 Terminology

fixme: hoist to Section[2?

Before proceeding further, it is necessary to describe the fault model that we wish this scenario to address. First,
we will assume that only hardware failures are addressed by this scenario. In particular, we will not attempt to detect
or handle application bugs or hacker attacks.

Second, we will assume that these failures can be modeled as fail-stop failures | 22][3. We do not consider the more
general class of Byzantine failured.

Third, we will assume that, once any part of the computational resource has failed, it isimpossible for the job to
continue execution without initiating some global form of recovery. That is, we do not consider scenarios where the
job continues executing on fewer processor nodegd.

Instead of enumerating asingle or small set of scenarios, we will consider aclass of fault-tolerance scenarios. The
basic structure of these scenariosis as follows:

Checkpointing While the job is running, the state of the job is saved.
Failure Processing Intheevent of failure, the job will be resubmitted to acomputational resource to continueexecution.

Recovery Upon execution, the state of the job is restored, and the job continues from its previously saved state.

3.3 Checkpointing

There are two fundamental approachesto saving the state of ajob.

In System-Level Checkpointing (SLC), the job's system state is captured and saved. This may mean saving the
processor’sregisters, stack, and memory at the point that the checkpoint istaken. MOSIX [2] and Condor [21] are two
well-known system-level CPR systems, but many others have been developed as well [132,[25].

1Certain non-application software failures, such as operating system failures, may appear and be treated as hardware failures using this model.

2Certain hardware failures, such as transient network failures or memory corruption, may not cause any processor to fail and stop. However, as
long as these failures can be detected, they can handled by causing the processor to shutdown.

31t may be possible for thejob to resume execution on fewer nodes.



107

108

109

110

111

112

113

114

115

116

117

118

119

120

121

122

123

124

125

126

127

128

129

130

131

132

133

134

135

136

137

138

139

140

141

142

143

144

145

146

147

148

149

150

151

152

stodghil @cs.cornell.edu GridCPR-WG Pege: 4
GWD-XXX-00x-4 Use Cases for Grid Checkpoint and Recovery fixme: August ??, 2004

In Application-Level Checkpointing (ALC), state-saving is done within the job’s application source code. In this
case, the critical program variables and data structures are saved. Very often, ALC is implemented directly by the
developer [10], but it can also be added to application source code automatically using compiler-based tools [|5]or
programming environment [[14] .

Inparallel jobs, it is necessary to obtain a consistent global snapshot of the each process and the state that is shared
between them (e.g., messagesin flight, shared global memory). For data-parallel jobs, very often, it is possible to save
all of the state with respect to aglobal or application point of view [[28]. For other styles of parallelism (i.e., SPMD,
MIMD), more complicated protocols may be required in order to ensure that a correct snapshot is saved. See [ [11] for
asurvey of these techniques.

3.4 FailureProcessing

The first requirement for processing a failure is to recognize that a failure has occurred. Very often, either the user
or system provider can manually determine when a failure has occurred by monitoring the computational resources.
There are a number of heartbeat mechanisms [[15, [13] (9] that have been proposed for detecting fail-stop failures
automatically and providing notification services.

Once a failure has been detected, the job must be resubmitted to a computation resource. For this scenario, we
will assume that the job is resubmitted to the same (albeit repaired ) computational resource. Issues involved with
recovering on a different computation resource are discussed in Section [4.

Other issues involving failure processing are outside the scope of this working group.

3.5 Recovery

Once the job has started executing again after resubmission, its state must be restored to the onesaved during the
Checkpointing phase. The details of this are dependent upon how the checkpoint was taken in the first place (e.g, SLC
or ALC, sequentia or paralel). However, one requirement of these approachesis that the state that was saved during
the Checkpointing phase must be available during the Recovery phase.

3.6 Accounting

System administrators may wish to encourage their users to use CPR systems by limiting the refund that is made in
the event of a system failure. For example, if a system’s refund policy is such that only three hours are credited to
auser in the event that the machine fails during a 24 hour job, then the user may be inclined to checkpoint their job
every three hoursin order to prevent being charged for lost work in the event of failure.

3.7 Example systems

The checkpoint system for the Pittsburgh Supercomputer Center’s Terascale Computing System [[30] alows for the
automated recovery of jobs following both machine failures and schedul ed maintenance periods. As an added feature,

this system allows that any time lost by the user process because of machine failure between the time of the failure
and the time of the last checkpoint can be automatically credited back to their alocation.

CPR in the European DataGrid [112] is used to provide some form of fault-toleranceto jobs, which is particularly
important for long-running jobs, such as those in High Energy Physics. In this system, the developer is responsible
for determining the job state that must be saved and restored. The system is responsible for noticing failures and
automatically resubmitting jobs for further execution.

The RealityGrid [127, 23] project provides support for jobs that contain ALC functionality. This support enables
jobs to implement fault-tolerance and to implement strategies for long running computations to save state at the end
of afixed length batch run. In either case, jobs can be restarted from checkpoints in subsequent batch allocations.

MPICH-GF [19] supports user-transparent SLC for fault tolerance of MPI jobs running within a homogeneous
computing environment. MPICH-GF is provided as a library that is linked with the unmodified application source
code. The system provides checkpointing and message logging and a job management system that monitors the job,
periodically sends checkpoint signalsto the job, and restart the job if afailure occurs.

The C? system is a precompiler that can be used to add ALC to existing application source code. The developer
adds directives to the application source code to indicate the points at which checkpoints can be taken, and the C 3 uses
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program transformations to augment the application with code to save critical program variables and data structures.
C? also uses compiler optimizations to reduce the size and overhead of taking checkpoints. The C3 system also
provides features to ensure that consistent checkpoints of MPI jobs [4; 16].

The Kerrighed system [[1] provides a single system image OS than can be run within and across clusters. Its goal
isto provide SLC of sequential and parallel jobs, and to enable transparent failover and migration of such jobs within
a cluster federation. Loosely-coupled distributed jobs are handled by forcing processes to checkpoint when certain
communication occurs and by affixing certain causality information to messages.

4 Job Migration

In this scenario, the user would like to save the current state of the job in order to resume execution at some point in
the future on the same or different computational resource.

In the Fault-Tol erance scenario, we assumed that ajob would restart on the same machine on which it was initialy
executed. With Job Migration (and, in fact, with Fault-Tolerancesin practice), the job may be resumed on a different
machine than itsinitial execution. This new machine may have a different number of processing nodes and a different
processor architecture. “Portable” checkpoints can be generated using over-decomposition and by using architecture
independent encoding methods (e.g., XDR [131] and HDF5 [16]).

Over-decomposition is a technique whereby a job’s work is divided into more units than there are physical pro-
cessors. That is, if ajob isrun on P processors, than instead its work being divided into P units, it may be divided
into cP, where ¢ is afactor greater than 1. While this approach can introduce some amount of overhead to an job's
execution, it does provide flexibility in how work units are assigned to processors. For example, if the jobis restarted
on Y processors, then work units can be repartitioned so that each processor is assigned ¢P/Q units.

The mechanismsfor implementing CPR for job migration are similar to those discussed in Section 3l For example,
Condor [21] provides transparent migration of sequential jobsin a homogeneous computing environment. Dome [ 3]
is an example of an application framework that enables heterogeneous checkpointing and job migration via over-
decomposition. AMPI [[18] is a runtime system that enables a job to automatically migrate between machines with
a different number of processing nodes. PORCH [126] is an example of a compiler system that enables a job to
automatically migrate between machines with different architectures. All of these systems are potentia customers of
the GridCPR APIs.

For jobs that support ALC, the RealityGrid [27, (23] and GridLab [?] projects provides support for job migra
tion in heterogeneous computing environments. RealityGrid does not directly provide heterogeneous checkpointing
capability: the responsibility of generating portable and repartitionable checkpoints lies with the devel oper.

5 Debugging

CPR can be used for debugging applications. One example of how this can be doneiswith the replay debugger [33],
which enable the developer to run a job apparently in reverse. This is done by periodically checkpointing the job.
When the developer wishes to run the job in reverse, from breakpoint B to breakpoint A, the job is restored to the a
taken prior to A checkpoint and then allowed to run forward until it reaches A.

An example of a debugging system that uses CPR is the O’ Caml debugger [[20]. CPR is aso being added to the
P2D2 debugging system [117].

The RedlityGrid [27, 123] project enables jobs to provide “wind back” capabilities that are based upon the CPR
system. Wind back can be used not only for debugging, but for computational steering as well [[7,18]. A common
use involves the user running a computationally intensive simulation in a mode that produces low-resolution results.
The user can then wind back the simulation to a point of interest and rerun it with options to produce high-resolution
results only in the region of interest.

6 Parametric Applications

There are many scientific applicationsthat explore a certain space of parameters or that make certain non-deterministic
decisions. Often, a scientist will want to explore a set of parameter values or consider different non-deterministic
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decisions. Each point in this execution at which one of these valuesis set represents a branch in the execution of the
program. Since there can be several such points during execution, in the general case, this exploration can result in a
tree of possible execution paths.

CPR can be used to make this exploration more efficient. For instance, if the job takes a checkpoint just before
a branch value is chosen, then on a subsequent execution the user can resume the job from the checkpoint and force
a different value to be chosen. This eliminates the need to repeat al of the computation that occurred prior to the
checkpoint to be repeated.

The RealityGrid [27] 23] project enables this sort of parametric exploration by supporting “checkpoint trees’
[24]. That is, the RealityGrid system enables checkpoint files to be linked together in a manner that encodes the
causal relationship between them. This enables a user to construct and manage exploration trees. Combined with the
visualization tools wind back features discussed in the previous section, these capabilities provide the computational
scientist with very powerful tools for scientific discovery.

7 Functional Requirementsfor GridCPR

A GridCPR system will consist of anumber of servicesthat provide the functionality. These services will be enumer-
ated and described in a future architecture document. However, in order to build portable applications and tools that
use these services a number of features of these systems must be standardized.

In this section we identify the requirements that are imposed by the preceding scenarios.

Checkpoint Storage A necessary requirement of this scenario is a means to create, write, read and destroy check-
points on stable storage. Thisability must be provided in theform of an API so that the developer can exploit it directly
(manual ALC). This API may also be used by automatic checkpointing tools (automatic ALC and SLC). This API
must enable each of the various forms parallel checkpointing (data-parallel, uncoordinated, block and non-blocking
coordinated).

Animplementation of this APl must provide certain QoS guaranteesto the user and system provider. For instance,
the system provider should be able to specify that checkpoint files are stored on machines that are not part of the
computation resource. The user should be able to query the system to determine what guaranteesarein place.

An implementation of this APl must accommodate failures that occur during the checkpointing process. A com-
mon technique used in AL C-based solutions to the fault-tolerance problem is to cycle through two (rarely more) sets
of checkpoint files so that if a failure occur while a checkpoint is being taken, recovery from the earlier checkpoint is
still possible.

If an application is so designed, it must be able to resume on a machine that is different, both in terms of number
of processors and architecture, than the machine on which the checkpoint files were created. This means that it must
be possible to transport checkpoint files between these machines.

Since multiple checkpoints may be present at recovery, the user must have the option of specifying which check-
point to recover from.

Non-requirement: The API does not have to provide for mechanisms for initiating checkpoints or for specifying
how the checkpoints should be taken. The details of the checkpointing process (ALC vs. SLC, etc.) are left to the
application or to other automatic tools.

Checkpoint Meta-data It must be possible to annotate checkpoint files with meta-data. For instance, it must be
possible to examine stable storage and determine which set of files constitute a complete snapshot of the job. Also,
certain non-blocking coordinated checkpoint protocols for parallel jobs require that a set of checkpoint files first be
created and then separately be marked as “complete” once the protocol terminates.

M eta-data should provide general-purpose mechanism for annotating checkpoint files. It should be possible to use
this meta-data to encode the causal relationships of checkpoint trees that were described in Section

Non-requirement: While QoSis arequirement for checkpointing data, it is not a requirement for checkpoint meta-
data.
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Failure Detection The GridCPR API should provide mechanisms for receiving notifications when failures are de-
tected, and for allowing the job to notify the servicein the event that it detects afailure. The notification system should
differentiate between system detected failures and application initiated failures.

Non-requirement; Although these APIs are intended to support job migration, they do not define APIs or services
for job migration. In other words, a Grid job migration system might use the CPR APIsto capture job state, but would
have to provide additional APIs and services for initiation, resource management, security, etc.

Other requirements Checkpointsand their associated metadatamust be transportable. That is, it should be possible
for an external agent (user, job monitor, etc.) toinitiate authorized transfer of checkpointsand their associated metadata
from one GridCPR system to another.

Since checkpoints and associated metadata must be transportable between GridCPR systems, this implied that
there must be a common encoding that is used when datais transported between systems. It is not arequirement that a
GridCPR system store checkpoints or metadata using this encoding, but this encoding must be used during transport.

Other non-requirements The details of checkpoint transfer protocols are beyond the scope of this working group.
Issues involving job scheduling are beyond the scope of this work. This includes issues involving how a check-
pointable job isinitiated or how a checkpointed job is resumed from a checkpoint file.

8 Security Considerations

Authentication, Authorization, and Accounting (AAA) must be provided for the job state that is saved to stable storage.
Thisincludes, but is not limited to, ensuring that only authorized users are able to restart an job from checkpoints.

The user must be prevented from initiating failures for their own advantage (e.g., in order to obtain refunds for
failures).

9 Performance Considerations

Systems that implement the GridCPR API and services described above should impose as small an overhead on the
job as possible. They should also endeavor to provide good scalability.

Performance during the Checkpointing phase is more important than performance during the Recovery phase.
Systems that implement the GridCPR API and services described above may, for instance, defer processing time
during Checkpointing until Recovery.

An implementation that uses the Checkpoint Storage API should only observe an overhead from the system when
it calls the functions for manipulating checkpoint files. For instance, the Checkpoint Storage system should not
significantly slow down a job that never takes a checkpoint.
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