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Abstract. We study the problem of keyword search in which a server
contains various multimedia contents and a user of server wishes to re-
trieve some multimedia item containing specific keywords without re-
vealing to the server which item it is. Recently, Ogata and Kurosawa
introduced an interesting keyword search scheme called oblivious key-
word search by using the notion of oblivious transfer. However, only one
keyword can be searched in each query, hence the scheme cannot provide
a conjunctive keyword search which finds items containing each of several
keywords. In this paper, we firstly design a conjunctive keyword search
by using the oblivious transfer, and present oblivious conjunctive key-
word search (for short, OCKS). We prove that OCKS protocol is secure
under the intractability of RSA known target inversion problem.
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1 Introduction

As the amount of information to be stored and managed on the Internet rapidly
increases, the importance of storage system such as a database is increasingly
growing. As a result, ensuring privacy for the stored data on the storage system
is becoming one of the most urgent challenges in database research and industry.

Today, there are two important privacy issues in database research. The
first important issue is that a user needs to be assured that his data stored
on the database is protected against data thefts from outsiders. To simply re-
solve this problem, we may implement a cryptographic encryption module in
the database management system (DBMS), and the module in the DBMS per-
forms encryptions and decryptions for the stored data. Actually, the most real
database systems such as Oracle 8; and MS Access provide themselves a cryp-
tographic module in their DBMS, hence the first issue can be resolved without
any additional implementation costs such as private key management module
certainly.

* This research was supported by the MIC(Ministry of Information and Communi-
cation), Korea, under the ITRC(Information Technology Research Center) support
program supervised by the IITA (Institute of Information Technology Assessment)
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The second issue is that the data need to be protected even from an insider
system manager such as a system administrator of database if the database sys-
tem cannot be trusted. When the storage system is not trustworthy, users may
ensure the privacy of their data by storing it encrypted. The users of system
should securely manage its encryption keys without revealing to the insider sys-
tem manager. Originally, storing data in an encrypted form was proposed in
Blaze’s Cryptographic File System (CFS) [2], and expanded on later systems
[2,8,23,13]. If data are stored in an encrypted form, it can be protected from
leaking by the server because it does not know the decryption key. In addition,
there is no need to encrypt data again for confidentiality when it is sent on the
public network. However, secure encryption makes documents look random, and
unreadable to anyone other than the users holding the decryption keys, hence the
server is unable to determine which encrypted documents contain specific key-
words. To resolve this problem, many efficient search protocols over encrypted
data have been suggested in various scenarios [4,7,10,12,17, 18,21, 22].

In this paper, we study the problem of keyword search in a setting where
a database supplier uploads data onto its database. Hence a system manager
is also a database supplier and has no motivation to be an inside attacker. For
example, consider a setting of keyword search where a server itself contains vari-
ous multimedia contents and a user of server wishes to retrieve some multimedia
item containing specific keywords without revealing to the server which item it
is. Recently, in this setting, Ogata and Kurosawa first introduced an interesting
keyword search scheme called oblivious keyword search (for short, OKS) by us-
ing the notion of oblivious transfer (for short, OT) [17]. Originally, the notion
of OT was introduced by Rabin [20], and have been subsequently defined in
different forms [9].> The OT protocol is a two party protocol between a sender
S and a receiver R. § has two bits, and R wishes to get one of them satisfying
the followings properties: (1) S does not know which bit R obtained and (2) R
does not know any information about the bit that he did not obtain. The OKS
protocol is also a two party protocol between a database supplier 7 and a user
U based on the above properties. By the property of (1), the user U is able to
search and retrieve the data containing keyword w chosen by user U without
revealing the keyword w to 7. On the other hand, the user U learns only the
data containing keyword by the property (2).

1.1 Owur Contributions

As mentioned by Ogata and Kurosawa themselves, the number of keywords for
searching in their OKS protocol is restricted by only one. Hence a user cannot
use boolean combinations of keywords, which should be an available functional-
ity. One may think that a conjunctive keyword search can be derived from the
multiple executions of only single keyword search scheme. In this case, however,
the server should find all documents containing each individual keyword by us-
ing the single keyword search, check the intersection set of all documents, then

1 All these OT variants were shown to be equivalent to one another [9, 5].
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return the results to the user. This approach requires the server high computa-
tional cost and redundancy due to duplicated comparisons and search, hence the
design of conjunctive keyword search ensuring efficiency and security is never an
easy task.

In this paper, we propose an oblivious conjunctive keyword search proto-
col(OCKS) by using the notion of OT. First, we present a new security model
for OCKS, and define its security for OCKS. We then prove that our suggested
OCKS protocol is secure if the RSA known target inversion problem [6] is hard.

1.2 Organization

This paper is organized as follows. In Section 2, we overview an OKS protocol
presented by Ogata and Kurosawa. In Section 3, we describe our security model,
security definition and computational assumption for constructing OCKS pro-
tocol. In Section 4, we present an OCKS protocol and show that the OCKS
protocol is secure based on the hardness of RSA known target inversion prob-
lem. We conclude in Section 5.

2 OKS protocol

Now we review the OKS protocol proposed by Ogata and Kurosawa [17], which
is a building block of the proposed scheme.

2.1 Description of k-out-of-n OKS

The OKS protocol is based on the k-out-of-n OT protocol (OKS}) suggested in
[17]. The OKS} protocol consists of database supplier 7 and a user U. Let W be
the set of keywords and [ be a security parameter. The OKS;}} protocol consists
of a commit phase and a transfer phase.

In the commit phase, 7 commits n data By, ..., B,, such that

B; = (w;, ¢;)

where w; € W and ¢; is an encrypted data. We define the search result for a
keyword w by

Search(w)= {¢; |lw; = w for some i }

The transfer phase consists of k subphases. At each subphase j (1 < j < k), U
can choose a keyword wj € W adaptively and learn Search(w;). However, T
should gain no information on wi, w3, ..., wi and U should not learn anything
except the result of Search(w}). Let G be a pseudo-random generator and H

be a cryptographic secure hash function. The OKS} protocol works as follows.
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e [Commitment Phase] 7 generates a public key (N, e) and a secret key d
of RSA. 7 publishes (V,e). Next, T computes C; = {K;, E;} for 1 <i <mn,
as follows.

. — {Ki = (H(w;))? mod N
C LB = (Gwil Kili) @ (0 ;)

where || denotes concatenation and 0' is a [-bit string with 0’s. 7 sends
Ey,. B, told

e [Transfer Subphase] At each transfer subphase j (1 < j < k), U performs
the followings.
(1) U chooses a keyword w.
(2) U chooses a random element r and computes Y where,
Y =r°H(w}) mod N.
U sends Y to 7.
(3) T computes K’ = Y? mod N and sends it to U.
(4) U computes K as follows.

K =K' /r=H(w})" mod N.

For i =1,...,n, U computes G(w}||K||i), and gets the following.
(aillbi) = Ei ® G(wj| K]|i)

If a; = 0' (1 <4 < n) then U succeeds and gets ¢; = b;. Otherwise, U
outputs a failure message.

3 Security Definitions

In this section, we describe the security definitions for OCKS protocol. We
slightly extend the security model of [17] to be suitable for conjunctive key-
word search. In order to treat several keywords, we assume an untrusted storage
system has an actual database which has several records, each of which contains
keyword fields. We assume that there are m keyword fields for each encrypted
documents.

3.1 Security Definition of OCKS

We define two security goals based on the definition of [17]. One is a user security.
It guarantees that an untrusted database supplier 7 should not learn any infor-
mation about keywords from the user’s requesting query in the i-th subphase
(1 <4 < k). The other is a database security. It guarantees that a malicious user
U should get nothing except any search results. We formally define as follows.
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Definition 3.1.1 [User Security in OCKS protocol] Suppose that w; =
Wijy, Wiy, s Wijy, and wi = wj; ,wj,, .., w;‘jdi are arbitrary keyword strings in
the i-th subphase and (w1, ws, ..., wk) # (w3, w3, ..., wy). The OCKS protocol
is secure for the user if for any malicious database supplier 7', the view of 7 for
any keyword strings wi, ws, ..., wg and the view of 7 for any keyword strings

wi,w;, ..., w, are computationally indistinguishable.

Definition 3.1.2 [Database Security in OCKS protocol] Consider the
following ideal world. A trusted third party (TTP) first receives (B1, Ba, ..., By)
from 7. TTP next tells the user U the search result ﬂfil Search(wj,) on the
request w3 = w ,wj,, ...,w;dj for any (1 < j < k). We say that a protocol is
secure for the database if the following condition is satisfied:

e [Indistinguishability] For any malicious user U, there exists a simulator
Ag that plays the role of a user in the ideal world such that for any polyno-
mial time distinguisher D,

|Pr(D(the output of U) = 1) — Pr(D(the output of Ag) = 1)| < €(l).
where €(1) is a negligible function and [ is a security parameter.

Definition 3.1.3 [OCKS Security] We say that a protocol is a secure OCKS
protocol if it satisfies both user and database security in OCKS protocol.

Ogata and Kurosawa use the RSA blind signature scheme to hide keywords
in the transfer phase. Thus, the user’s requesting keywords are blinded from the
malicious database supplier 7. We also use the RSA blind signature scheme in
each transfer subphase.

3.2 Security of RSA Blind Signature and its related problem

In [6], Bellare et al. proved that the RSA-blind signature scheme is secure as
long as the RSA known-target inversion problem is hard [6,19]. The following
is a definition about the security of RSA-blind signature scheme. The function
H is an one-way hash function, where H : {0,1}* — Z3%. We let KeyGen be
the RSA key generation algorithm which takes k as input and returns the values
N, e and d, where N is a k-bit RSA modulus.

Definition 3.2.1 [Blind Signature Security] Let k£ € N be the security pa-
rameter, and let m,h : N — N be functions of k. Let F be a forger who has
access to RSA-inversion oracle and a hash oracle, denoted (-)¢ mod N and H(-),
respectively. Consider the following experiment.

rsa-omf

Experiment EXP -7V (k).
(N, e, d)ﬁKeyGen(k)

((Mla xl)a ceey (Mm(k)+1a 'Tm(k)+1)) — ]:(.)dmOdN’H(.)(N, e, k’)
If the following are all true, return 1 else return 0:
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Vi e {1,..t,m(k) + 1}: H(M;) = ¢ mod N

Message strings My, Ma, ..., My, ()41 are all distinct.

F makes at most m(k) quries of message to its RSA-inversion oracles.

The number of hash-oracle queries made in this experiment is at most h(k)

We define the advantage of the forger F via
Advi o (k)= Pr [ EXPELON (k)=1].

The RSA blind signature scheme is polynomial-secure against one-more forgery
if the function Advgf}‘z};;’ff (+)is negligible for any forger F whose time-complexity
is polynomial in the security parameter k.

In RSA known target inversion (for short, RSA-KTI) problem, the num-
ber of oracle calls allowed to the adversary is just one fewer than the number
of target points, so that to win it must compute the RSA-inverse of all target
points. The following is a notion of RSA-KTI problem in [6]. We denote by
() mod N the oracle that takes input y € Z3 and returns its RSA-inverse y?.
An adversary solving the known-target inversion problem is given oracle access
to () mod N and is given m(k) + 1 targets where m : N — N. Its task is
to compute the RSA-inverses of all the targets while submitting at most m(k)
queries to the oracle.

Definition 3.2.2 [Hardness of RSA-KTI problem] Let k£ € N be the secu-
rity parameter, and let m,h : N — N be functions of k. Let A be an adversary
who has access to an (-)¢ mod N. Consider the following experiment:

Experiment EXP7;% (k).
(N, e,d)&KeyGen(k)

For i =1 to m(k) 4+ 1 do yiﬁZjQ,(N,e, Kty oo Ymi)+1)
If the following are both true then return 1 else teturn 0

o Vie{l,...,m(k)+1}: y; = x5 mod N
e A makes at most m(k) oracle queries.

We define the advantage of A via
AdvoH (k)= Pr [EXPR %M (k)=1]

The RSA-KTT problem is said to be hard if the function Advff’“,;lk“(k:) is neg-
ligible for any adversary A whose time-complexity is polynomial in the security
parameter k.

Proposition 3.2.3 [6]. If RSA-KTI is hard, then RSA blind signature scheme
is polynomially-secure against one-more forgery. O
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4 OCKS protocol

In this section, we construct an OCKS protocol. We show that OCKS protocol
is secure if the one-more RSA-inversion problem is hard. The OCKS protocol is
illustrated in Fig.1, and works as follows.

e [Commitment Phase] 7 generates a public key (N, e) and a secret key d
of RSA. We assume that the value k; is a decryption key of encrypted data
¢i = Ey,(D;), where D; = {w1, ..., w;m }. Let keygen;(x) = (x —rin) X - -
- X (z — 7ym) + ki be a key generation function which provides a decryption
key k; corresponding to data c;, where m is the number of keyword fields.
Let leng : Zy — Z, is an ideal hash function and f;, : Zy — Zy is a
pseudo random function. For every ¢ = 1,...,n and j = 1,...,m, 7 computes
the followings.

(Step 1) 7 randomly chooses r, € Zy.

(Step 2) 7 makes OCSl;; = fi(w; ;)% mod N, where OCSl;; is the obliv-
ious conjunctive keyword searchable information for w;;.

(Step 3) T computes leng(r']) = r;; and sets y;; = ¢"/.

(Step 4) 7 constructs B; = ¢; || Yi1, Yi2, -+, Yim || keygen;(z) || OCSl;1, ..., OCSlip,.
7T commits By, By, -+, By.

T U

. * *
Randomly choose w3 ,w},, ...

Choose a random value r € Zy
Compute Y = r¢ x fi(w} ) x -+ x fk(w;dj)

¥
,wjdj<—W

oY
Compute
K' =Y mod N
K/
—_

Compute K = K'/r

Compute OCSI;;, x - -+ x OCSIijdj /K,
and set it as (r])%.

Compute leng((r})%) = (r4q,)

If g™ = yia, '

then user U gets the decryption key
ki = keygen;(ria;)

Fig.1. OCKS Protocol

e [Transfer Phase] The transfer phase consists of k subphases. U learns a
conjunctive keyword search result ﬂf;l search(wj,) as follows.
(Step 1) U choose d; keywords w* = w? ,w? ,...,w? on W adaptively

J1? 7727 T T gd;
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(Step 2) U chooses a random element r € Zy and computes Y as follows.
U sends Y to 7.

Y =7r°x fk(w;fl) X e X fk(w;-‘dj).

(Step 3) 7 computes K’ = Y? mod N and sends it to U.
(Step 4) U computes K = K'/r.

(Step 5) For every i from 1 to n, U computes 74, as follows.
OCSl;;, x -+ - x OCSly,, /K = (ri)ds.
leng((r})%) = ria,.
If the following equation (1) is satisfied, then we determine that the data D;

contains the keywords Wiy, Wi, oo wj*-dj.

9" = Yia,- 1)
And U can get a decryption key k; for ¢; by the equation (2).

ki = keygen;(ria; ). (2)

User U can get data D; as decrypting the data c¢; with k;.

4.1 Security of OCKS Protocol

Theorem 1. The above OCKS protocol satisfies user security if the security of
RSA blind signature scheme.

Proof. For every subphase i (i = 1,2,...,k ), T has no information on wj, wj, -
-, wg, where w} = wj,, Wij,, <oy Wij,, sSInce they are blinded by the RSA blind
signature scheme. Therefore, user security is satisfies under an intractability of
RSA known target inversion problem. [J

Theorem 2. The above OCKS protocol satisfies database security if the RSA-
KTI is hard.

Proof. We next prove the database security by assuming that RSA-KTI is
hard. We show that there exists a simulator Ag that plays the role of a user in
ideal world as follows.

[Commitment Phase] Ag generates (N, e, d) and sends (N, e) to 4. Ag also
chooses By, ..., B, and sends them to .

e For every i =1,...,n, Ag randomly chooses ¢; and OCSl;y, ..., OCSl;p,.

e For every i,j (1 < i < n,1 < j < m), Ag randomly chooses ry; and
decryption key k;, and computes y;; = ¢"% and sets keygen;(z) = (x —
Til) X e X (x—rim)—kki.
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e Ag commits B; = ¢; || Yil s Yi2 5 -y Yim || k‘eygeni(x) || 0CSl;q, ..., OCSl;,,

[Transfer Phase] Ag can perfectly simulate 7 because Ag knows (N, e, d).

Fs Wiy ey W, 1O fr for the
first time, then Ag chooses a random value over Zp, return it as the value
of fu(wy,) * fu(wi,) * - x fk(wi*jdi), where the vector of keywords w; =

¥ in i-th subphase.

517

Ag simulates fr as follows. If @& queries w

*
» W

*
w. .
Yid;

1527

We assume that QA-list contains the pair of query and the set of result (
w;, ﬂf;l Search(w;;,)) (1 <i < k). To simulate an ideal hash function leng, we
need a QA-list. Ag simulates an ideal hash function leng as follows.

e Let cnt = 0.
o If cnt = 0 then QA-list is empty.
e WLOG, before @ queries Y to 7, @ queries w;‘jt to fi, for every t =1, ..., d;.

(a) If (w;, ﬂf;l Search(w;;,)) € QA-list, then go to step (c).
else ent = ent + 1

(b) If ent > ent + 1, then a simulator Ag sets ﬂjzl Search(w;;) at random.
Otherwise, Ag queries w; to the TTP and receives ﬂ;li:l Search(w;;).
Ag adds (w;, ﬂ;l:l Search(wy;)) to QA-list.

(¢) For i (1 <i < m),if ¢; is included in ﬂj:l Search(wj;), then sets the
values of leng as follows.

— Ag computes (r))t = OCSl;;, x OCSl;;, x -+ x OCSlyj, /(fr(wij, ) x
(fe(wijy))d x - - ~(fk(wijdi))d and then Ag sets Ieng((lr;)jt) =T,
— For all t =d;11,...,m, Ag sets leng((r;)7t) at random.
Otherwise, Ag sets the value leng at random.

Let BAD be the event that cnt > cnt + 1. If BAD dose not occur, then Ag
simulates hash function leng perfectly. Note that Pr(BAD) means the probabil-
ity that & succeeds in the one-more forgery attack on the RSA blind signature
scheme. From Proposition 3.2.3, it is negligible if the RSA-KTT is hard. Conse-
quently, the output of Ag and @ are indistinguishable if the RSA-KTT is hard.
O

5 Concluding Remarks

In this paper, we first gave an oblivious conjunctive keyword search to the scheme
of [17] in the random oracle model. We prove its security under the RSA known
target inversion problem. It would be a good future work to design a secure
OCKS protocol without random oracle assumption.
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