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Abstract. Let n be an RSA modulus and let P,Q € (Z/nZ)[X]. This
paper explores the following problem: Given @ and Q(P), find P. We
shed light on the connections between the above problem to the RSA
problem and derive from it new zero-knowledge protocols.

1 Introduction

In this paper we introduce a new cryptographic problem, the Polynomzial
Composition Problem (PCP), which can be stated as follows.

Let P and @ be two polynomials in (Z/nZ)|X| where n is an RSA
modulus. Given polynomials @ and S := Q(P), find P.

Most public-key cryptographic schemes base their security on the dif-
ficulty of solving a hard mathematical problem. As the number of hard
problems with applications to cryptography is rather limited the inves-
tigation of new problems is of central importance in cryptography. To
clearly understand the polynomial composition problem and related prob-
lems, we clarify the way in which it relates to the celebrated RSA problem.

The Polynomial Composition Problem in (Z/nZ)[X] does not imply
the RSA Problem, that is, the computation of roots in Z/nZ. Never-
theless, we exhibit a related problem that we call Reducible Polynomial
Composition Problem (RPCP) and prove that RPCP < RSA problem.
In particular, we prove that when Q(X) = X? then the Polynomial Com-
position Problem is equivalent to the problem of extracting ¢*® roots in
Z/nZ.

These new problems allow to broaden the view of existing crypto-
graphic constructions. So, we derive a higher level PCP-based protocol
of which the Fiat-Shamir [3] and the Guillou-Quisquater protocols [4] are
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particular instances. Namely, if s denotes the secret, [3] and [4] respec-
tively correspond to the cases Q(X) = vX? and Q(X) = vX” (v > 3),
with Q(s) = 1.

The rest of this paper is organized as follows. In Section 2, we formally
define the Polynomial Composition Problem and introduce the notations
used throughout this paper. The security of the problem and its compari-
son with the RSA-problem are analyzed in Section 3. Finally, in Section 4
we show how the PCP problem generalizes several zero-knowledge proto-
cols.

2 The Polynomial Composition Problem

We suggest the following problem as a basis for building cryptographic
protocols.

Problem 1 (Polynomial Composition Problem). Let P and @ be
two polynomials in (Z/nZ)[X] where n is an RSA modulus. Given poly-
nomials @ and S := Q(P), find P.

Throughout this paper p and ¢ denote the degrees of P and @, re-
spectively. Let

p
P(X)=> uX'
=0

where the u;’s denote the unknowns we are looking for. We assume that
q .
QY) =) kY’
§=0

is known. Hence,

S(X) = fj/@j (f ul-X’)j .

= i=0

If, given polynomials Q'(Y) := Q(Y) — ko and S'(X) := Q'(P(X)),
an attacker can recover polynomial P then the same attacker can also re-
cover P from polynomials @) and S by first forming polynomials Q'(Y') =
Q(Y) — ko and S'(X) = S(X) — ko. Therefore the problem is reduced to
that of decomposing polynomials where @) has no free term, i.e., Q(Y') =
Z?:l /chj . Similarly, once this has been done, the attacker can divide )
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by a proper constant and replace one of the coefficients k; by one. Conse-
quently and without loss of generality we restrict our attention to monic
polynomials @) with no free term, that is,

QY)=Y%+k, Y .+ Y . (1)

Noting that ¢ = 1 implies S = Q(P) = P, we also assume that ¢ > 2.

3 Analyzing the Polynomial Composition Problem

As before, let P(X) = > ju; X" and let Q(Y) = Y9+ Z?;} kY7

Generalizing Newton’s binomial formula and letting k, := 1, we get

1=

S(X) = gkj <i0ux>J

(fo+-+ip)! 4 i t
22 1ot tip<q Fiottip it 0™ - up™ | X°,(2)
i1+2ig+-+pip=t

=Ct

where the second sum is extended over all nonnegative integers i; satis-
fying 1 <320 gi; <gand 30_ji; =t.

3.1 RSA Problem =- Polynomial Composition Problem

We define polynomials P, ..., Py € (Z/nZ)[U,...,Up) as
io+ -+ ip)!
Pt(UO,. ..,Up) = Z k20++7,p(10"p)

.. lp.
1<ip+-+ip<q
i1+2ig+-+pip=t

Up™® - Uyl — ¢ .

(3)

Note that P;(ug,...,up) =0 for all 0 <t < pq.

Proposition 1. For all 0 < r <p, Py € (Z/nZ)[Up—y,...,Up|. Fur-
thermore, for all 1 < r < p, Pyq—, is of degree exactly one in variable
Up—r.

Proof. For r = 0, we have Pp(Uy,...,Up) = Up? — cpq. For r = p, the
condition Pyy—y € (Z/nZ)[Up—r, ..., U] is trivially satisfied.

Fix rin [1, p). By contradiction, suppose that Ppy—, ¢ (Z/nZ)[Up—r, ..., Up).
So from Eq. (3), there exists some 7; # 0 with 0 < j < p —r — 1. Since
1 <ig+---+1ip < g, it follows that i; +2ig+---+pip < j-1+p-(¢—1) <
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pq —r; a contradiction because i1 + 213 + - - - + pi, = pg —r for polynomial
Pog—r-

Moreover, for all 1 < r < p, Pp,_, is of degree one in variable U,_,
since we cannot simultaneously have 1 < Z?:o 15 < q, Z§=0 Jjij =pg—r,
and i,—, > 2. Indeed, i,,—, > 2 implies i1 +2ip+---+pi, < (p—7)-2+p-
(g—2) < pg—r, a contradiction. When i), , = 1, iy +2ia+- - -+pi, = pg—r
ifi, =¢—1and i;j =0 for all 0 < (j # p —r) < p — 1. This implies
that the only term in U,_, appearing in polynomial Py, is qUp_, qu_l,
whatever the values of variables k;-s are. O

Corollary 1. If the value of u, is known then the Polynomial Composi-
tion Problem is trivial.

Proof. Solving for Up—1 the relation Ppy—1(Up—1,up) = 0 (which is a
univariate polynomial of degree exactly one in U,_; by virtue of the
previous proposition), the value of w,_; is recovered. Next, the root of
Ppg—2(Up—2,up—1,up) gives the value of u,_» and so on until the value of
ug is found. |

This means that the Polynomial Composition Problem in Z/nZ is
easier than the problem of computing ¢'" roots in Z/nZ because if an
attacker is able to compute a ¢! modular root (i.e., to solve the RSA
Problem) then she can find uy, from P,,(up) = up?—cpq = 0 and then apply
the technique explained in the proof of Corollary 1 to recover up—_1, ..., ug.
In other words,

Corollary 2. RSA Problem = Polynomial Composition Problem. O

There is a proposition similar to Proposition 1. It says that once
up is known, u1,...,u, can be found successively thanks to polynomi-
als Pi,..., P,, respectively.

Proposition 2. For all 0 < r < p, P. € (Z/nZ)[Uy,...,U;]. Further-
more, for all 1 <r < p, P, is of degree exactly one in variable U,.

Proof. We have Py(Uy) = ;1:1 ijoj — ¢p.

For r € [1,p], suppose that P, ¢ (Z/nZ)[Uy,...,U,]. Therefore, i; +
2ig 4+ -+ pip > (r+1)-1 > r; a contradiction since i; + 2ip + -+ +
pip = r. Moreover, we can easily see that P.(Up,...,U,) = qu_lUr +
23;1 kjj Uy’ U, +Q, (U, ..., U,_1) for some polynomial Q, € (Z/nZ)[U,
e Ur—l]- O
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3.2 Reducible Polynomial Composition Problem = RSA
Problem

The Polynomial Composition Problem cannot be equivalent to the RSA
Problem. Consider for example the case p = 2 and ¢ = 3: we have P(X) =
us X% + ur X +up and Q(X) = X3 + ko X2 + k1 X, and

S(X) =c6 X+ 5 X° + s X + e3X? + o X? + c1.X + ¢

co = k1ug + koud + ud,

c1 = kiuy + 2kguouy + 3uduy ,

o = kgu% + 3u0u% + k1uo + 2kougus + 3u%u2 ,
with ¢ c3 = u$ + 2kouiug + 6uguius ,

cs = 3udug + kou3 + 3ugu3,

cs = 3uu3,
Ce = u% .

\

We define the polynomials Py(Up) := k1Up+koUG+Ug—co, P1(Up, Uy) :=
kiUy + 2koUpUy + 3U02U1 — ¢1, and P5(Uy,Us) := 3U1U2 — c5. Now we
first compute the resultant of Py and P; with respect to variable Uy and
obtain a univariate polynomial in Uj, say Ry = Resy,(Fo, P1). Next we
compute the resultant of Ry and P5 with respect to variable U; and get a
univariate polynomial in Uy, say Ry = Resy, (R, Ps). After computation,
we get

Ry (Uy) = 2763US + (27c3esky — 9c3esks) Uy
+(—4c3k} + k30* — 18cocikika + dcociksy — 27ckcR) .

Since ug is a root of both R;(Us) and Ps(Us), us will be a root of their
greatest common divisor in (Z/nZ)[Us], which is given by

(276%65]@'1 — 96%65]{%)06[]2
+ (2763t — 43K + k3 — 18cocBkiko + dcociks — 27ckc3),

from which we derive the value of us. Once us is known, the values of uq
and wug trivially follow by Corollary 1.

We now introduce a harder problem: the Reduced Polynomial Com-
position Problem in (Z/nZ)[X].
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Problem 2 (Reduced Polynomial Composition Problem (RPCP)).
Let P and @ be two polynomials in (Z/nZ)[X] where n is an RSA

modulus. Given @ and the (deg(P) + 1) most significant coefficients of
S :=Q(P), find P.

Definition 1. When the Polynomial Composition Problem is equivalent
to the Reduced Polynomial Composition Problem, it is said to be re-
ducible.

Equivalently, the Polynomial Composition Problem is reducible when
the values of co,...,cp4—1)—1 can be derived from cy4_1),...,¢pq and
k1,...,kq—1. This is for example the case when p = ¢ = 2, that is, when
P(X) = us X% + w1 X +up, Q(X) = X2+ k1 X, and

S(X) = C4X4 + 03X3 + CQX2 + X + ¢

co = kiug + ud,

c1 = kiur + 2uouy ,
with ¢ ¢y = kyug + 2ugug + uf,
c3 = 2uqug,

04:u%.

An astute algebraic manipulation yields:

3
_ degesey — oy

2 21.2

- 40164 - C3k1
Cl = 3 —_—
8¢y

(mod n) and ¢p= 5 (mod n) .
4cs

If follows that we can omit the first two relations (the information in-
cluded therein is anyway contained in the remaining three as we had just
shown) and the decomposition problem amounts to solving the Reduced
Polynomial Composition Problem:

co = k1ug + 2ugus + u% ,

c3 = 2ujus,
Cq4 = u% .

Theorem 1. Reducible Polynomial Composition Problem = RSA Prob-
lem.
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Proof. Assume that we are given an oracle OPCP(kl, oy kg—15€05 ..., Cpg)
which on input polynomials Q(X) = X7 + Z?;i k; X7 and S(X) =

P, ct X" returns the polynomial P(X) = >"F_ u;X* such that S(X) =
Q(P(X)). When the polynomial composition is reducible, oracle OPP
can be used to compute a ¢'" root of a given x € Z/nZ, i.e., compute a y
satisfying y? = x (mod n).

1. Choose p+¢—1 random values ki, ..., kg—1,Cp(g—1)s - - - Cpg—1 € Z/nZ;
2. Compute ¢, . .., Cp(g—1)—1;

3. Run OPP(ky, ... ky_1;¢0,- -y Cpg—1,2);

4. Get ug, ..., Up;

5. Set y :=uy and so y? = x (mod n).

Note that Step 2 can be executed since the composition is supposed to be
reducible. Furthermore, note that the values of cpg—1, ..., ¢pq—1) uniquely
determine the values of u,_1,...,ug, respectively. Indeed, from Propo-
sition 1, Ppg—r(Up—r, Up—r41,...,Up) € (Z/nZ)[Up—r] is a polynomial of
degree exactly one of which wu,_, is root, for all 1 <r < p. O

3.3 A Practical Criterion

In this paragraph, we present a simple criterion allowing to decide if a
given composition problem is reducible.

During the course of proving Proposition 1, we have shown that there
exists a polynomial Qpq—r € (Z/nZ)[Up—r41,...,Up] such that

Pog—r(Up—rs-- -, Up) = qu—rquil + Qpg—r(Up—r+1,- -+, Up)

for all 1 <r <p. From c¢pq = (up)?, we then infer:

—Qpg—r(Up—ri1y- .., 0
Up—y = qu 7‘( prtl p) Up , (1 <r< p) . (4)
4 Cpq
Using Eq. (4), for r =1, ..., p, we now iteratively compute up,_1,...,ug as

a polynomial function in u,. We let 7,_,. denote this polynomial function,
ie., up—y = Tp—r(up) for all 1 < r < p. We then respectively replace
ug, - - ., Up—1 by Xo(up), ..., Tp—1(up) in the expressions of ¢y, ..., cpg—p—1-
If, for each ¢; (0 < i < pg — p — 1), the powers of u, cancel thanks to
(up)?~! = ¢,y then the problem is reducible.
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We illustrate the technique with the example P(X) = ug X3 +us X2+
u1 X +ug and Q(Y) = Y3. Then S(X) = Z?:o X' with

— 3
CO - UO,
=3 2
C1 = ouguy ,

co = 3u3u2 + 3u0u% ,

c3 = 3U%U3 + 6uguius + u:{’ ,

cq4 = buguiug + 3u0u% + 3u%uz ,
5 = 6ugugug + 3ufuz + 3uui,
cg = 3u0u§ + 6ujusus + u% ,

cr = 3uru} + 3udus,

cg = 3u2u§ ,
Cg = u§ .

\

From the respective expressions of cg, ¢y and cg, we successively find

3crcg — cg

us and
2 i
9cs

C
To(us) = 37891#3, Ti(y3) =

2 2 3
7  2Tcgey — 6eg(3creg — c§) — 3
o(us) = 3 u
81cy
Since ¢y, . . . , c5 are homogeneous in ug, u1, U2, u3 and of degree three, they

can be evaluated by replacing ug, ui, u2 by Yo(us), 11 (us), To(us), respec-
tively, and then replacing (u3)® by cg. Consequently, the composition is
reducible: the values of cg, ..., c5 can be inferred from cg, ..., c9 and the
problem amounts to computing cubic roots in Z/nZ.

This is not fortuitous and can easily be generalized as follows.

Corollary 3. For Q(Y) = Y4, the Polynomial Composition Problem in
Z/nZ is equivalent to the RSA Problem, i.e. to the problem of extracting
¢! roots in Z/nZ.

Proof. From Eq. (2), it follows that S(X) = Y"1, X" with

! . .
a= D gt w”

. - 10 ip
10+ +ip=¢q
11+2ig+-+pip=t
which is homogeneous in uy, . . ., u, and of degree ig+- - -+i, = q. Moreover

since by induction, for 1 <r <p, ¥},_(up) = Kp—, - up, for some constant
K,_,, the corollary follows. O
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4 Cryptographic Application

4.1 A Simple PCP-Based Identification Protocol

For setting up the system, a trusted third party (TTP) selects and pub-
lishes an RSA modulus n. Each user chooses two polynomials P, @ in
(Z/nZ)[X] and computes S = Q(P). She then registers ) and S as her
public key with the TTP. Her secret key is P.

To prove knowledge of P, a user (referred to as the prover) executes
£ times the following protocol.

— The prover selects a random r € Z/nZ, evaluates ¢ = S(r) and sends ¢
to the verifier.

— The verifier sends to the prover a random bit b.

— If b= 0, the prover reveals ¢t = r and the verifier checks that S(t) =
If b = 1, the prover reveals t = P(r) and the verifier checks that Q(¢)

C.
= C.

Fig. 1. Basic Protocol.

4.2 Improvements

Efficiency can be increased by using the following trick. The user chooses
v polynomials Pi,...,P,_1,Q in (Z/nZ)[X], with v > 3. Her secret key
is the set {Py,..., P,_1} while her public key is the set {Sp = @, 51 =
Q(Py-1),52 = Q(Py—1(Py—2)),...,S; = Q(Py=1(... (Pv=yj))),-- -, Sv—1 =
QPoslo - (P))}.

The resulting protocol is given in Fig. 2.

— The prover selects a random r € Z/nZ, evaluates ¢ = S, _1(r) and sends
¢ to the verifier.

— The verifier sends to the prover a random integer 0 < b < v — 1.

— If b = 0, the prover reveals ¢t = r and the verifier checks that S, _1(t) = c.
If b # 0, the prover reveals t = Py(...(Pi(r))) and the verifier checks that
Sv—p-1(t) =c.

Fig. 2. Improved Protocol.
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4.3 Comparison with Other Identification Protocols

It is interesting to note that our basic protocol (Fig. 1) coincides with the
(simplified) Fiat-Shamir protocol [3] (see also [5, Protocol 10.24]) when
P(X) =sX and Q(X) = vX? where vs? =1 (mod n).
The multiple polynomials variant (Fig.2) may be seen as a generaliza-
tion of the Guillou-Quisquater protocol [4] by taking P;(X) = Pa2(X) =
- = P,_1(X) = sX where s is a secret value and Q(X) = vX" so that
vs” =1 (mod n). Indeed, in this case we have P,_1(...(P,—j(X))) = s/ X
and hence S;(X) = v 79XV,

5 Conclusion

This paper introduced the Polynomial Composition Problem (PCP) and
the related Reducible Polynomial Composition Problem (RPCP). Rela-
tions among these two problems and the RSA Problem were explored.
Finally, concrete zero-knowledge protocols were given as particular in-
stances of PCP-based constructs.
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A Mathematical Background

Let R be an integral domain with quotient field K.

Definition 2. Given two polynomials A, B € R[X], the resultant of A
and B, denoted by Res(A, B), is defined as

Res(A, B) = (am)" ()™ [[  (ai—5)) (5)

1<i<m,1<j<n
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if ACX) = am [Ti<jem(X — ) and B(X) = by [[1<;<, (X — B3;) are the

decompositions of A and B in the algebraic closure of K.

From this definition, we see that Res(A, B) = 0 if and only if polyno-
mials A and B have a common root (in K); hence if and only if A and B
have a (non-trivial) common factor. Equivalently, we have

Res(4, B) = (am)" [ Blaw) =)™ T] A5) -

1<i<m 1<j<n

The resultant Res(A, B) can be evaluated without knowing the de-
composition of A and B. Letting A(X) = >, a; X" and B(X) =
Elgjgn ijj, we have

am Am—1 ... a9 0 ... 0
0 am am-1... ag
N TOWS
0 0 0 1.,
Res(A, B) = det R
bp bp_1 ... bg 0 ... 0 )
0 b, bp_1 ... by
M TOWS

0 0 0 by bpo1...bo

This clearly shows that Res(A, B) € R.

A multivariate polynomial A € R[Xi,..., Xk (with k& > 2) may
be viewed as an univariate polynomial in R[X1,..., X;_1][X%]. Conse-
quently, it makes sense to compute the resultant of two multivariate poly-
nomials with respect to one variable, say Xj. If A,B € R[Xq,..., Xg],
we let Resx, (A, B) denote the resultant of A and B with respect to Xj.

Lemma 1. Let A,B € R[X1,...,Xy] (withk > 2). Then (o, ...,qx) is
a common root (in K) of A and B if and only if (aq,...,a_1) is a root
of Resx, (A, B).
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B Additional Examples

B.1 The case p=3 and q = 2

Using the previous notations and simplifications, we write P(X) = ug X3+
us X% +u1 X +up and Q(Y) = Y2 + kY. Expressing the ¢;’s we get:

(

co = kiug +ud,

c1 = kiur + 2upuq ,

Cy = u% + klug + 2U0'LL2 5

c3 = 2ujus + kiug + 2ugus
Cq = u% + 2u1U3 s

cs = 2usug,

Ce — u% .
Now using the criterion of §3.3, we find uy = 2%56 ug, w1 = Vug, and

k2 . 4cqce—c? 8czc2—cs(4eace—c?
ug = —+ + Lug with V' := % and L := =% fécg“ 6=¢5) Hence, we
6 6

derive:
k2
o =csV?+ 5L, ¢ =2LV, andcy= _Zl + L% .

Being reducible, this proves that solving the polynomial decomposition
problem for p = 3 and ¢ = 2 amounts to computing square roots in Z/nZ.

B.2 The case p=3 and q = 3
We have P(X) = uz X3 +us X2 +u1 X +up and Q(X) = X3+ ko X2+ k1 X.
Defining polynomials P; as in Eq.(3), we successively compute Ry :=
Resy, (Po, P1), R1 := Resy, (Ro, Pr), and Ry = Resy, (R1, Ps) wherefrom
Ra(ug) = 19683c3ui® + (—6561cicrks 4+ 19683c3 crky Jul®
+ (2187c3c2k3 — 6561ciciky )ul’
+ (2916¢oc2ks + 7292k k3 — 13122¢0c5koky — 2916¢3k3
— 19683c3c3)uy?
+ (=2916¢ociciky — T29cicak3ky + 13122c3cFeokaky + 2916c3c7kS
+ 19683c2c2ca)u
+ (972chcreoks 4 243cgerk? k3 — 43T4cgcrcokika — 972¢hcrks
— 6561cgcrcd)ul
+ (—108c8coks — 27cSk2k2 + 4865 cokika + 108¢5kT + 729¢5c2)u
=0 .
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So, we obtain the value of u3 by exploiting the additional relation cy = u3
and hence the values of us, u1, and ug.

Remark that if we choose k1 = k3/3 then the terms in ui® (= ¢§us)

and in u3® (= c§us) disappear and consequently the value of u3 cannot

be recovered. In this case, the criterion shows again that the problem is

equivalent to that of computing cubic roots in Z/nZ.



