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Abstra
tThe extensive use of 
omputers and networks for ex
hange of information hasalso had rami�
ations on the growth and spread of 
rime through their use. Lawenfor
ement agen
ies need to keep up with the emerging trends in these areas for
rime dete
tion and prevention. Among the several needs of su
h agen
ies is the needto monitor, dete
t and analyze undesirable network tra�
. However, the monitoring,dete
ting, and analysis of this tra�
 may be against the goal of maintaining priva
yof individuals whose network 
ommuni
ations are being monitored.In this thesis, we dis
uss the design and implementation of the basi
 frameworkof a network monitoring tool � Pi
kPa
ket � that 
an address the 
on�i
ting issuesof network monitoring and priva
y through its judi
ious use. Pi
kPa
ket 
omprisesof three 
omponents � a pa
ket �lter, post-pro
essing appli
ations, and a GUI forproviding a detailed analysis of the 
olle
ted data. The pa
ket �lter �lters pa
ketsbased on IP addresses, transport layer proto
ol port numbers, and appli
ation layerdata 
ontent present in them. The implementation of appli
ation layer proto
ol�lters for Telnet and SMTP and a text string �lter is dis
ussed in this report. Wealso des
ribe the design and implementation of post-pro
essing appli
ations.
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Chapter 1Introdu
tionWith the in
rease in use of 
omputer networks for information ex
hange, regulationand 
ontrol of the data transferred on these networks is required to se
ure the intel-le
tual property of an organization. Thus, highly 
ustomizable network monitoringtools that 
apture data transmitted on the network are being designed. Some ofthese tools also analyze the 
olle
ted data and provide valuable information to theuser.Network monitoring tools perform their task by sni�ng pa
kets from the networkand �ltering them on the basis of user spe
i�ed rules. The tools that provide fa
ilityof spe
ifying simple rules for �ltering pa
kets are 
alled pa
ket �lters. Tools that �lterpa
kets based on 
omplex rules and perform post-
apture analysis of the 
olle
teddata are termed as network monitoring tools. The following se
tion des
ribes pa
ketsni�ers. Later in this 
hapter, we fo
us on di�erent pa
ket �ltering me
hanisms andnetwork monitoring tools. This leads to a motivation for developing and designinga new network monitoring tool - Pi
kPa
ket.1.1 Pa
ket Sni�ersThe basi
 goal of network monitoring is to read pa
kets from the network andanalyze its 
ontents. At the lowest level, it requires that the network interfa
e beable to read all the pa
kets, irrespe
tive of the destination of the pa
ket. This 
an be1



ensured by properly 
on�guring the interfa
e. This a
tivity of monitoring pa
ketson the network is known as Pa
ket Sni�ng. Pa
ket sni�ers are simple monitoringtools that 
an only dump the network tra�
 on the storage media.1.2 Pa
ket FiltersThe amount of information that �ows on a network is generally quite high withpa
kets 
orresponding to di�erent proto
ols and even a simple analysis of this datatakes time. This time 
an be redu
ed 
onsiderably by allowing the user to spe
ifysome rules for 
apturing pa
kets sele
tively. For example, the user should be allowedto spe
ify rules that 
apture all the pa
kets with a given IP address. This wouldredu
e the amount of spa
e required for saving the pa
kets and also lessen the timerequired for analysis. Pa
ket �lters provide this fa
ility of spe
ifying su
h simplerules. These rules 
omprise of values 
orresponding to various �elds present theproto
ol headers of a pa
ket. If the the proto
ol headers of a pa
ket 
ontain thesevalues then it is saved else it is dropped by the pa
ket �lter. We dis
uss below someexisting pa
ket �lters.The CMU/Stanford Pa
ket Filter (CSPF) [9℄ was the �rst UNIX based kernel-resident, proto
ol independent pa
ket demultiplexer developed. It provides indi-vidual user pro
esses great �exibility in sele
ting whi
h pa
kets they will re
eive.It eventually evolved into the Network Interfa
e Tap (NIT) [10℄ under SunOS 3,and later into Berkeley Pa
ket Filter (BPF) [8℄. Sun implemented NIT to 
apturepa
kets and ether�nd to print pa
ket headers. These pa
ket �lters although beingimplemented inside the kernel, provide an ar
hite
ture over whi
h the user-levelnetwork monitoring tools 
an be built.In 1993, a new pa
ket �ltering me
hanism, the Berkeley Pa
ket Filter (BPF)[8℄ was developed by Steve M
Cane and Van Ja
obson. BPF essentially 
omprisesof two 
omponents: a �lter 
ode and an interpreter whi
h exe
utes the �lter 
odeover the pa
ket read from the network. The �lter 
ode uses a hypotheti
al ma
hine
onsisting of an a

umulator, an index register, a s
rat
h memory store, and aprogram 
ounter. This �lter 
ode is in an assembly like language and in
ludes2



operations like load, store, bran
h, return, some register transfer fun
tions, et
. BPFo�ers substantial performan
e improvements over other pa
ket �ltering me
hanismsdue to the following two reasons:1. There are two approa
hes for �ltering pa
kets: a boolean expression tree (usedby CSPF) and a dire
ted a
y
li
 
ontrol �ow graph or CFG (�rst used byNNstat [17℄ and then used by BPF). These two models are 
omputationallyequivalent. However, in implementation the tree model maps naturally into
ode for a sta
k ma
hine while the CFG model naturally maps into 
ode for aregister ma
hine. Sin
e most ma
hines are register based, the CFG approa
hleads to a more e�
ient implementation.2. When a pa
ket arrives at the network interfa
e, the network interfa
e driversaves it in its bu�er and then 
opies it to the system proto
ol sta
k. But in the
ase of BPF, the driver after saving the pa
ket in its bu�er 
alls BPF whi
hoperates on the stored pa
ket and de
ides whether it is to be a

epted or not.No 
opy of the pa
ket is made for this �ltering pro
ess. This leads to a greatperforman
e advantage of BPF over other �ltering me
hanisms (e.g. NIT [10℄)that make a 
opy of the pa
ket before �ltering it.The BSD so
ket interfa
e is a de-fa
to standard for writing network based ap-pli
ations. Thus the Linux operating system 
ame up with the Linux So
ket Filter(LSF) [16℄. LSF is an in-kernel pa
ket �lter derived from BPF. It provides the userwith a pa
ket �ltering fa
ility on BSD so
kets. Among other pa
ket �lters, t
pdump[6℄ is probably the most popular pa
ket 
apturing tool in the UNIX 
ommunity. Itis based on BPF and has the pa
ket 
apturing and �ltering fa
ilities implementedin a separate library, p
ap [5℄. There are a wide range of network monitoring toolsthat integrate the p
ap library.1.3 Network Monitoring Tools (NMT)Many 
ommer
ially and freely available network monitoring tools exists. Ethereal[4℄ is a network monitoring tool that allows the operator to examine data from a live3



network or from a 
apture �le on disk. The operator 
an browse the 
aptured data,view the summary and detail information for ea
h pa
ket and the re
onstru
tedstream of sessions. Iris [3℄ is a network tra�
 analyzer that reports statisti
s aboutthe tra�
 and has 
omponents meant for session re
onstru
tion.Carnivore [15℄, a pa
ket 
apturing system, has been developed by FBI. It isdesigned to 
olle
t information about the ele
troni
 
ommuni
ations to or from aspe
i�
 user targeted in an investigation. Carnivore is quite di�erent from othertools as it performs �ltering of pa
kets on the basis of a ri
h set of �ltering 
riteriaspe
i�
 to the appli
ation layer proto
ols. This ensures a great degree of priva
y tothe other users of the network. Carnivore is also 
apable of monitoring dynami
-IPaddress based networks. Users 
an spe
ify text string sear
hes and other appli
ationlayer proto
ol spe
i�
 
riteria for �ltering.1.4 Pi
kPa
ketPi
kPa
ket is a network monitoring tool similar to Carnivore. Pi
kPa
ket 
an �l-ter pa
kets based on the IP addresses and transport layer proto
ol port numbersspe
i�ed in its 
on�guration �le. Moreover, it 
an also �lter pa
kets based on rulesspe
i�
 to the appli
ation layer proto
ol data 
ontent present in these pa
kets. Forproto
ols like SMTP, the user 
an spe
ify �ltering of sessions on the basis of e-mailaddresses and text strings present in the body of the e-mail. Pi
kPa
ket 
an helpin maintaining the priva
y of other users in the network as it provides a ri
h setof 
riteria via whi
h the user 
an 
ontrol the amount of information saved by thistool while monitoring a network. The �ltering 
riteria are spe
i�ed by the user in a
on�guration �le.Pi
kPa
ket 
omprises of three 
omponents. The �rst 
omponent 
aptures and�lters pa
kets transmitted on the network. The se
ond 
omponent pro
esses the
aptured pa
kets and retrieves meta-information from them. This pro
essing in-volves session re
onstru
tion of the 
onne
tions present in the 
olle
ted data. Themeta information 
onsists of IP addresses and port numbers of the 
ommuni
at-ing hosts and appli
ation layer proto
ol information (for example, the sender's and4



re
eiver's e-mail addresses present in an e-mail). The third 
omponent reads thismeta information and displays it to the user by means of a GUI. The GUI providesa detailed view of all the 
onne
tions whose pa
kets have mat
hed the user spe
i�ed
riteria.This thesis mainly fo
uses on the design and implementation of the basi
 frame-work of Pi
kPa
ket and des
ribes the appli
ation layer proto
ol �lters for Telnetand Simple Mail Transfer Proto
ol (SMTP) sessions. Alongwith, the tool fa
ilitates�ltering of pa
kets belonging to any TCP 
onne
tion on the basis of user spe
i�edtext strings. The design and implementation of the se
ond 
omponent, i.e. thepost-pro
essing appli
ations are also dis
ussed in this report.1.5 Organization of the ReportChapter 2 dis
usses the overall design of pa
ket �lter. Chapter 3 deals with theimplementation details related to the pa
ket �lter and various appli
ation layerproto
ol �lters in
luding the text string �lter. Chapter 4 talks about the post-pro
essing issues and implementation. Chapter 5 fo
uses on the performan
e issues.Chapter 6 
on
ludes our work with the limitations and future dire
tions.

5



Chapter 2Design of Pa
ket FilterIn this 
hapter, we des
ribe the design and implementation of the pa
ket �lter
omponent of Pi
kPa
ket. The pa
ket �lter is responsible for 
apturing and �lteringthe pa
kets transmitted on the network. The �ltered pa
kets are stored in a output�le whi
h 
an then be post-pro
essed and the pa
kets 
an be displayed by means ofgraphi
al user interfa
e.2.1 Pa
ket Filtering : Design GoalsThe pa
ket �lter should not only provide a ri
h set of �ltering 
riteria to the userbut should also provide me
hanisms for prote
ting the priva
y of other users of thenetwork. Indis
riminate use of the �lter may result in priva
y violation of the usersof the network. To maintain priva
y, a 
areful spe
i�
ation of the �ltering 
riteriais desired. Following features, if present in the tool, will help the user in spe
ifyingsu
h �ltering 
riteria.1. The pa
ket �lter should allow 
apturing of pa
kets based on the �elds of thevarious proto
ol headers present in a pa
ket. These �elds may in
lude IPaddresses, proto
ol, port numbers, et
. This will help in using the tool as asimple pa
ket sni�er with very basi
 �ltering being performed on the sni�edpa
kets. The �lter should also support �ltering based on the appli
ation layerdata 
ontent present in a pa
ket. 6



2. The pa
ket �lter should allow spe
ifying the amount of information that willbe 
olle
ted when a 
onne
tion meets the �ltering 
riteria. For example, theuser may only require information whether any e-mail was sent or re
eivedon an e-mail addresses or he/she may also like to know the 
ontent of thetransferred e-mail. The former mode of 
olle
ting information shall be referredas Pen mode and the latter as Full mode. Pi
kPa
ket provides this fa
ility byallowing spe
i�
ation of either of these modes in the 
on�guration �le. Moredetails regarding the information 
olle
ted in these modes with respe
t to theappli
ation layer proto
ol they are asso
iated with are provided in the next
hapter.These expe
tations from the pa
ket �lter translate to design goals that the �ltershould meet. These goals are outlined below.Flexibility: The pa
ket �lter should support a wide range of �ltering 
riteria fordi�erent appli
ation layer proto
ols. These 
riteria should in
lude important�elds in the data transferred on 
onne
tions belonging to these proto
ols, likeusername for Telnet [13℄ sessions, e-mail addresses for SMTP [7℄ 
onne
tionset
. Support for �ltering pa
kets based on IP addresses, proto
ols and portnumbers must also be provided.Maintaining priva
y of the users: Only those pa
kets that meet the user spe
-i�ed 
riteria should be saved on the disk.Ease of use: The �ltering 
riteria for the pa
ket �lter should be easily 
on�gurableby a user with a basi
 knowledge of 
omputer networks.Fast Pro
essing: The rate at whi
h pa
kets 
an be re
eived from the networkrunning the pa
ket �lter is determined by the bandwidth of the network. Also,the bu�er spa
e provided by the operating system for storing pa
kets is limited.Thus, the �lter should take de
isions about a pa
ket as soon as possible toprevent pa
ket losses.Robustness: As a result of providing a ri
h set of �ltering 
riteria, the pa
ket�lter may 
onsume a 
onsiderable amount of time in pro
essing a pa
ket.7



Meanwhile, the kernel will read pa
kets from the network and save them inits bu�er. If su�
ient spa
e is not available in the bu�er, pa
kets may bedropped by the kernel and these dropped pa
kets will not be available to thepa
ket �lter. The pa
ket �lter should handle su
h situations in a manner thatthe 
orre
tness of the data being 
olle
ted is not sa
ri�
ed.Passive Mode of Operation: The servi
es provided by the network should notget a�e
ted due to monitoring. Any de
rease in the performan
e of the networkis also undesirable. For these reasons the pa
ket �lter should only passivelymonitor the network.Extensibility: The design of the pa
ket �lter and the framework provided by itshould be su
h that it easily supports addition of �ltering modules for othertransport layer and appli
ation layer proto
ols.2.2 Design of the Pa
ket FilterThe pa
ket �lter reads pa
kets from the network and mat
hes them against the userspe
i�ed 
riteria. The mat
hed pa
kets are stored on the storage media for analysis.The overall ar
hite
ture of the pa
ket �lter is shown in Figure 2.1.The 
on�guration �le 
ontains the �ltering 
riteria and other 
on�guration spe
-i�ed by the user. During initialization these 
riteria and 
on�guration are passedto other modules of the system. The �lter generator is responsible for generatingthe BPF �lter 
ode and passing it to the kernel for in-kernel �ltering. The demulti-plexer reads pa
kets transmitted on the network and passes them to them to othermodules based on the appli
ation layer proto
ol they belong to. The 
onne
tionmanager 
he
ks for out of sequen
e pa
kets and informs this to the appli
ation layerproto
ol �lter. The appli
ation layer proto
ol �lter 
he
ks the data present in thepa
ket and �lters it based on the 
riteria. If the �ltering 
riteria are fully met, thepa
kets are saved on the disk by the output �le manager.When a pa
ket is re
eived, it is passed to the demultiplexer. The pa
ket �l-ter supports �ltering of pa
kets belonging to di�erent appli
ation layer proto
ols8
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Figure 2.1: Basi
 Design of the Pa
ket Filtering Phasesimultaneously. Based on the information present in the 
on�guration �le, the de-multiplexer determines the appli
ation layer proto
ol to whi
h this pa
ket belongsand passes it to the 
onne
tion manager 
orresponding to the transport layer pro-to
ol header present in the pa
ket. There 
an be a 
onne
tion manager for ea
htransport layer proto
ol. A 
onne
tion manager for a transport layer proto
ol main-tains state information about the a
tive 
onne
tions that are using this proto
ol inthe pa
ket. After pro
essing the pa
ket, the 
onne
tion manager passes the pa
ketand possibly some state information to the appli
ation layer proto
ol �lter module.If the pa
ket or the 
onne
tion meets the �ltering 
riteria then, depending on themode of operation, pa
kets belonging to this 
onne
tion are saved on disk by passingthem to the output �le manager.The rest of this 
hapter provides a detail des
ription of the 
on�guration �le andea
h of the modules involved and dis
usses their role in �ltering the pa
kets.
9



2.2.1 Con�guration FileThe 
on�guration �le is a text �le whi
h 
ontains the rules spe
i�ed by the userin a �xed format. A sample �le is given in Appendix A. Criteria in the �le 
an bebroadly 
ategorized into three se
tions -1. The �rst se
tion 
ontains the 
on�guration spe
i�
 to the output �les thatare 
reated by the pa
ket �lter for saving the �ltered pa
kets. The user 
anspe
ify multiple output �les with their maximum sizes. The pa
ket �lter 
ansupport multiple output �le managers and the 
on�guration for ea
h of them
an be spe
i�ed in the �le. Ea
h of these output �le managers may have theirown formats for saving the data on the disk.2. The se
ond se
tion 
ontains rules for �ltering pa
kets based on sour
e anddestination IP addresses, transport layer proto
ol, and sour
e and destinationport numbers. These rules are referred as basi
 
riteria in the rest of thisreport. Every rule in the basi
 
riteria also spe
i�es the appli
ation layerproto
ol to whi
h pa
kets mat
hing a set of IP address and port number 
riteriabelong. Based on this information, the pa
ket �lter passes these pa
kets to the
orresponding appli
ation layer proto
ol �lter. The pa
ket �lter has supportfor spe
ifying multiple su
h tuples for di�erent appli
ation layer proto
ols inthe same 
on�guration �le so as to simultaneously �lter pa
kets belonging tothese proto
ols. The pa
ket �lter 
an also be asked to dire
tly save the pa
ketsmat
hing a set of basi
 
riteria.3. The third se
tion 
omprises of multiple subse
tions, ea
h of whi
h 
ontainsrules 
orresponding to an appli
ation layer proto
ol. Based on these rules theappli
ation layer data 
ontent of the pa
kets is analyzed.2.2.2 InitializationDuring initialization the pa
ket �lter reads the 
on�guration �le and initializes thevarious modules of the system. The �rst se
tion of the 
on�guration �le, 
omprisingof information about the output �les, is read and passed to the 
orresponding output10



�le manager. The output �le manager veri�es whether the lo
ation spe
i�ed for theoutput �le has su�
ient amount of free spa
e and 
reates the spe
i�ed output �le.The basi
 
riteria are now read from the 
on�guration �le. Based on the appli-
ation layer proto
ol name spe
i�ed in these 
riteria, initialization fun
tions of the
orresponding appli
ation layer proto
ol modules are 
alled. These fun
tions allo-
ate the memory required for maintaining state information about the 
onne
tionsof interest. Also, the initialization fun
tions of the 
onne
tion managers parti
u-lar to the transport layer proto
ol spe
i�ed in the basi
 
riteria are 
alled. Thesefun
tion allo
ate the memory required for maintaining 
onne
tion information for
onne
tions that are of interest to the appli
ation layer proto
ol �lter. After theseinitialization, the IP address range, transport layer proto
ol name and the port num-ber range is passed to the demultiplexer. The demultiplexer saves this informationby making an entry into its table and saving these values in it.The third se
tion of the 
on�guration �le has multiple subse
tions 
ontaining�ltering rules spe
i�
 to the appli
ation layer proto
ols. For ea
h subse
tion, theroutine of the registered appli
ation layer proto
ol �lter that reads the 
on�gurationfrom the �le is 
alled. The details related to the 
on�guration that 
an be spe
i�edfor ea
h of the appli
ation layer proto
ol �lter is given in the next 
hapter.2.2.3 Filter GeneratorThe 
urrent implementation of the pa
ket �lter utilizes in-kernel �ltering 
apabilityof the Linux kernel provided by means of the Linux So
ket Filter (LSF). This �lteringis done based on the basi
 
riteria spe
i�ed in the 
on�guration �le. Only thosepa
kets whi
h 
ontain the IP address and the port number lying in the range of oneof the basi
 
riteria and having the transport layer proto
ol as spe
i�ed in that basi

riteria are passed to the pa
ket �lter. Thus, the pa
ket �lter does not read all thepa
kets transmitted on the network. This redu
es the total number of system 
allsmade by the pa
ket �lter and the amount of data 
opied from the kernel's addressspa
e to the pa
ket �lter's address spa
e during �ltering.LSF is a kernel resident pa
ket �lter. A user-level appli
ation 
an pass �ltering
riteria to LSF by means of an interfa
e provided by Linux kernel. LSF follows11



exa
tly the same �lter 
ode stru
ture as the BSD Berkeley Pa
ket Filter (BPF) [8℄.The module of the pa
ket �lter that provides an interfa
e to 
ommuni
ate with LSFis the Filter Generator. Using this interfa
e other modules of the system 
an atta
hor remove BPF 
ode from the kernel. As LSF �lters pa
ket based on the BPF 
odepassed to it, we need a me
hanism to generate this 
ode. This support is provided bythe P
ap [5℄ library. The P
ap library is a portable, system-independent library for
apturing pa
kets from the network. It has fun
tions that generate BPF 
ode froma BPF expression. Filter generator generates the BPF expression from the basi

riteria and passes this expression to the P
ap library. The P
ap library returns theBPF 
ode whi
h is then passed to the kernel for in-kernel �ltering of pa
kets.2.2.4 The DemultiplexerPa
kets after being 
opied from the network are 
he
ked against the 
riteria basedon the appli
ation layer data 
ontent present in them. For this the pa
ket �lterdetermines to whi
h appli
ation layer proto
ol the pa
ket belongs and passes it tothe respe
tive �ltering module. In other words, pa
kets are demultiplexed on thebasis of the appli
ation layer proto
ol they belong to. The module performing thisjob is the Demultiplexer.For demultiplexing pa
kets the demultiplexer maintains a table of tuples 
on-taining the basi
 
riteria spe
i�ed in the 
on�guration �le. As stated earlier, everybasi
 
riteria 
ontains a �eld spe
ifying the name of the transport layer proto
ol.Thus, pa
kets that mat
h a basi
 
riteria are passed to the 
onne
tion managerroutine for the 
orresponding transport layer proto
ol. If no pro
essing of the data
ontent is desired then the name of the appli
ation layer proto
ol 
an be spe
i�ed as�DUMP_PEN� or �DUMP_FULL�. In either of these 
ases, pa
kets mat
hing this
riteria are dire
tly written to the disk by passing them to the output �le manager.If the appli
ation layer proto
ol is spe
i�ed as �DUMP_PEN� then the pa
ket datatill and in
luding the transport layer proto
ol header is saved. If it is spe
i�ed as�DUMP_FULL� then the entire pa
ket is saved.There 
an be a situation where an appli
ation might require modifying the BPF
ode while �ltering pa
kets. This 
an happen if the �lter has dete
ted a 
onne
tion12



being established from an IP address or on some port number that was not spe
i�edin the 
on�guration �le. An example of su
h a situation is Passive FTP [14℄. Asshown in Figure 2.2, in a passive �le transfer, the FTP 
lient 
onta
ts the server onthe standard FTP 
ommand port and issues a passive (PASV) 
ommand. The FTPserver replies with its own IP address and a port to whi
h the 
lient is supposed to
onne
t for data 
onne
tion. This port when sent from the server is a non-standardport and hen
e 
annot be determined beforehand. For monitoring this 
onne
tionthe in-kernel �ltering 
ode i.e., the BPF 
ode, needs to be modi�ed.
FTP Server

200.203.95.130

FTP Client

210.220.90.153

Command
Port (21)

Command
Port (1026)

(PASV)

Data Port
(31764)

Data Port
(1027)

(200.203.95.130, 31764)

Data Connection

Figure 2.2: Passive File TransfersFor this purpose the demultiplexer maintains its table in two separate parts,a stati
 table and a dynami
 table. It provides a suitable interfa
e for adding anew entry into these tables. Whenever an appli
ation layer proto
ol �lter desiresa modi�
ation in the BPF 
ode, it adds the new tuple into the dynami
 table ofthe demultiplexer and removes the existing BPF 
ode from the kernel. Fun
tionsprovided by the Filter Generator whi
h generate the BPF 
ode and pass it to thekernel for in-kernel �ltering are then 
alled by the appli
ation layer proto
ol �lter.13



In the interval between removing the 
urrent BPF 
ode and atta
hing the new one,no in-kernel �ltering is performed and all the pa
kets that are read are bu�eredby the kernel. Demultiplexer 
he
ks every pa
ket against the entries in its table.Pa
kets whi
h do not mat
h any of these 
riteria are dis
arded by it.2.2.5 Conne
tion ManagerConne
tion manager maintains state spe
i�
 to the transport layer proto
ol of the
urrently monitored 
onne
tions. The pa
ket �lter 
an �lter pa
kets belonging totwo transport layer proto
ols� Transmission Control Proto
ol (TCP) [12℄ and UserDatagram Proto
ol (UDP) [11℄. UDP is a 
onne
tion-less proto
ol hen
e no 
on-ne
tion information needs to be maintained for pa
kets belonging to it. Thus a
onne
tion manager for UDP has not been implemented. Pa
kets belonging to thisproto
ol are �ltered based on IP address and port number. State information for
onne
tions belonging to TCP needs to be maintained as it is a 
onne
tion orientedproto
ol. We have implemented a 
onne
tion manager for TCP and pa
kets be-longing to TCP are �ltered based on the appli
ation layer data 
ontent present inthem.The appli
ation spe
i�
 �ltering redu
es to text sear
h in the appli
ation layerdata 
ontent of the pa
kets. In 
ase of 
ommuni
ations over 
onne
tion orientedproto
ol, this text sear
h should handle situations where the desired text is splita
ross two or more pa
kets before being transmitted on the network. As there maybe losses or reordering of pa
kets in the network, these �lters should also 
he
k forpa
kets that are re
eived out of sequen
e while performing the sear
h for split text.The 
omponent that does these 
he
ks is the TCP Conne
tion Manager.Out of sequen
e pa
kets 
an be dete
ted if any of the lower layer proto
olsor the appli
ation layer proto
ol maintain sequen
ing information about the datatransferred over a 
onne
tion. This information is derived from the sequen
e number�eld present in TCP header. TCP numbers ea
h data byte in both the streams withunique sequen
e numbers. This sequen
e number is saved in the state informationmaintained by the 
onne
tion manager. 14



The 
onne
tion manager should maintain state information for only those 
on-ne
tions that the appli
ation level proto
ol is interested in. For this reason, itprovides fun
tions by whi
h an appli
ation layer proto
ol �lter 
an alert it so asto maintain the sequen
e information for a 
onne
tion. There 
an be instan
eswhen the appli
ation layer proto
ol �lter may also maintain state information forthe 
onne
tions of interest. For example, while performing a text sear
h, the sear
htext may be split a
ross two or more pa
kets. In su
h 
ases, a partial mat
h willo

ur in �rst pa
ket and the appli
ation layer proto
ol �lter should remember thisinformation so as to 
he
k the next pa
ket belonging to this 
onne
tion.The appli
ation layer proto
ol �lter may maintain its information for 
onne
tionsof interest in a list. The 
onne
tion manager also needs to maintain a list of stateinformation for all the 
onne
tions on whi
h it has been alerted. This informationis separately maintained for every 
onne
tion, hen
e retrieving requires sear
hingthe list based on the 
ommuni
ation tuple. Similar sear
h needs to be performedby the appli
ation layer proto
ol �lter on its list. We eliminate this dupli
ationby merging these lists and maintaining a referen
e to the appli
ation layer proto
ol�lter's information in the every 
onne
tion information node present in the mergedlist. As shown in Figure 2.3, on re
eiving a pa
ket the 
onne
tion manager sear
hesthis list and retrieves its state information and the appli
ation layer state informationmaintained for pa
kets on this 
onne
tion. After pro
essing the pa
ket it passeson the pa
ket and the appli
ation layer state information to the appli
ation layerproto
ol �lter. Whenever the appli
ation layer proto
ol �lter wants to maintainstate information about a 
onne
tion, it passes this information to the 
onne
tionmanager while alerting it.Su
h an interfa
e provides bene�ts like 
lear separation of the tasks, simpli
ityto the design, and extensibility for addition of other appli
ation layer proto
ol �l-ters. In
orporating a �ltering module for a new appli
ation layer proto
ol is easy ifthere is an existing appli
ation layer proto
ol �lter having the same transport layerproto
ol as of the new one. We 
an also have a single 
onne
tion manager for allthe appli
ation layer proto
ols running on the same transport layer proto
ol.
15
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Packet + Application Layer Information Figure 2.3: Interfa
e between an Appli
ation Layer Proto
ol Filter and TCP Con-ne
tion Manager2.2.6 Appli
ation Layer Proto
ol FilterThe appli
ation layer proto
ol �lter re
eives pa
kets from the 
onne
tion manager.It analyzes the 
ontents of the pa
ket 
he
king it against the �ltering 
riteria. If apa
ket or a 
onne
tion satis�es the 
riteria then the �lter passes this pa
ket to theoutput �le manager for saving it on the disk. Details related to the working of thevarious appli
ation layer proto
ol �lters are explained in the next 
hapter.2.2.7 Output File ManagerThe 
on�guration for the output �le manager 
omprises of the full pathname of theoutput �le and the maximum size of the �le. On re
eiving a pa
ket, the output�le manager 
he
ks if the sum of the amount of data written to the 
urrently open�le and the size of the 
urrent pa
ket ex
eeds the maximum size spe
i�ed for this16



�le. If the maximum size is less than the sum then the 
urrent �le is 
losed andthe next �le in the list is opened. The 
urrent pa
ket is saved in this new �le. But,if the maximum size is greater then the pa
ket is saved in the 
urrent �le itself.This feature is useful for downloading the �ltered data in smaller in
rements andanalyzing it without restarting the pa
ket �lter. The pa
ket �lter supports multipleoutput �le managers and the 
on�guration for ea
h of these output �le managers
an be spe
i�ed in the 
on�guration �le. We have implemented a Default OutputFile Manager that saves the pa
kets on the storage media in the P
ap format asshown in Figure 2.4.
Header

pcapPacket
Header

pcapFile Packet data

24 bytes Figure 2.4: p
ap �le formatThe output �le begins with a 24 byte P
ap �le header. This �le header 
ontainsinformation related to the P
ap version and information about the network fromwhi
h the data was read and saved in this �le. After this header we have 
hunksof information 
orresponding to the pa
kets whi
h are saved in the �le. Every
hunk 
omprises of a pa
ket header followed by the pa
ket data. The pa
ket header
omprises of three �elds - the a
tual length of the pa
ket when it was read fromthe network, the length of the pa
ket whi
h was saved on the disk and the time atwhi
h this pa
ket was read from the network.

17



Chapter 3Implementation of Pa
ket FilterIn this 
hapter we des
ribe our implementation of the pa
ket �lter and the workingof the appli
ation layer proto
ol �lters. The pa
ket �lter has been implemented onLinux 2.4.3 kernel. Initially, we present an overview of the various modules involvedand then dis
uss the working of the text string �lter, and appli
ation layer proto
ol�lters for Telnet and SMTP.3.1 OverviewAs shown in Figure 3.1, the pa
ket �lter 
omprises of four basi
 modules - demulti-plexer, TCP 
onne
tion manager, appli
ation layer proto
ol �lters and default output�le manager. Appli
ation layer proto
ols for whi
h we have implemented �lteringmodules work over TCP and require identi
al fun
tionality from the 
onne
tionmanager. Thus, we have implemented a single TCP 
onne
tion manager. SMTPFilter and Telnet Filter are appli
ation layer proto
ol �lters that �lter e-mails andtelnet sessions respe
tively. Text String Filter has also been implemented as an ap-pli
ation layer proto
ol �lter. This �lter sear
hes for user spe
i�ed text strings inthe appli
ation layer data 
ontent of pa
kets.
18
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Figure 3.1: Modules of the Pa
ket Filter3.1.1 DemultiplexerAfter reading the pa
ket from the network, it is saved in aMy_Pa
ket stru
ture. Thenumber of bytes present in the pa
ket and the time at whi
h it was read is also savedin this stru
ture. This stru
ture is passed to the demultiplexer. The demultiplexermaintains a table of tuples in a stru
ture dmplx_table. Every tuple 
omprises of thefollowing �elds - sour
e and destination IP address range, sour
e and destination portnumber range, transport layer proto
ol name, a referen
e to 
onne
tion manager'sfun
tion, and a referen
e to the memory allo
ated to the appli
ation layer proto
ol�lter. This table is maintained in two parts, the stati
_table and the dynami
_table.The stati
_table stores the basi
 
riteria spe
i�ed in the 
on�guration �le. Thedynami
_table stores those basi
 
riteria whi
h may be added by other moduleswhile �ltering. 19



On re
eiving a pa
ket, the demultiplexer retrieves sour
e and destination IPaddresses and port numbers from the pa
ket and sear
hes for a mat
hing tuple inits stati
 and dynami
 tables. A mat
h o

urs if sour
e and destination IP addressesand port numbers present in the pa
ket lie in the 
orresponding ranges present in atuple with the transport layer proto
ol being the same. A reverse 
he
k is also madefor 
apturing pa
kets sent by either of the 
ommuni
ating hosts. On a mat
h, thepa
ket is either passed to the TCP 
onne
tion manager or is passed to the defaultoutput �le manager based on the appli
ation layer proto
ol name spe
i�ed in the
on�guration �le.If the pa
ket is passed to the TCP 
onne
tion manager then the last �eld ofthe mat
hed tuple, whi
h is a referen
e to the memory allo
ated to the appli
ationlayer proto
ol �lter, is also passed. This memory 
onsists of sequen
e informationmaintained by 
onne
tion manager for the appli
ation layer proto
ol �lter to whi
h
urrent pa
ket belongs. The reason for maintaining this referen
e in demultiplexertable is that separate memory is being maintained for di�erent appli
ation layerproto
ol �lters whereas we have implemented a single 
onne
tion manager. Thus,
onne
tion manager needs to know the lo
ation where it has stored 
onne
tion in-formation for the 
onne
tion to whi
h the 
urrent pa
ket belongs.The demultiplexer allows addition and removal of tuples from its dynami
 ta-ble via the dmplx_add_to_dynami
_table and dmplx_rem_from_dynami
_tablefun
tions. These fun
tions 
an be 
alled by other modules when they require mod-if
ations to the existing in-kernel �lter 
ode. After 
alling either of these fun
tionsthe �lter_generator and atta
h_�lter fun
tions should also be 
alled for generatingthe new BPF 
ode and passing it to the kernel.The pa
ket �lter pro
esses transport layer proto
ol headers of two proto
ols� Transmission Control Proto
ol (TCP) and User Datagram Proto
ol (UDP). A
onne
tion manager for TCP has been implemented. Pa
kets belonging to UDP arewritten on the disk by the demultiplexer in either Pen or Full mode.
20



3.1.2 TCP Conne
tion ManagerThe TCP 
onne
tion manager 
he
ks for out of sequen
e pa
kets and passes thisinformation to the appli
ation layer proto
ol �lters. For 
he
king this it maintainsthe 
onne
tion information shown in Figure 3.2 in memory. A referen
e to thismemory is passed by the demultiplexer. There is a separate memory area for di�erentappli
ation layer proto
ol �lters. It 
onsists of the following �elds:1. �lter_fun
: A pointer to the appli
ation layer proto
ol �lter fun
tion. We haveimplemented a single 
onne
tion manager for various appli
ation layer proto
ol�lters, The 
onne
tion manager uses this pointer for passing the pa
ket to the
orresponding appli
ation layer �lter fun
tion.2. write_pa
ket: Pointer to a fun
tion of the output �le manager that writes thepa
kets on to the disk.3. free_fun
: Pointer to a fun
tion of the appli
ation layer proto
ol module thatremoves the state information maintained by the appli
ation layer proto
ol�lter for a 
onne
tion.4. last_�ush_time: A variable to store the time when TCP 
onne
tion manager's�ush fun
tion was last 
alled.5. a
tive_list: Pointer to a hash table 
ontaining 
onne
tion information fordi�erent 
onne
tions.6. free_list: Pointer to the start of the list of 
onne
tion information nodes 
ur-rently not in use.The information maintained for a 
onne
tion by the 
onne
tion manager is re-trieved when a pa
ket belonging to this 
onne
tion is re
eived. There 
an be asituation when the pa
ket �lter does not know that a 
onne
tion has terminatedsin
e the TCP FIN pa
ket of that 
onne
tion may be lost or dropped. Conne
tionmanager releases the information maintained for this 
onne
tion based on a timer.When the timer expires, a �ush fun
tion is 
alled. This fun
tion sear
hes the a
-tive_list for a 
onne
tion information node whi
h has not been used for a time equal21



Memory
TCP Connection Manager’s

TCP Connection Information

dump_flag

filter_func

write_packet

free_func

last_flush_time

active_list

free_list

source IP address

destination IP address

source Port number

destination Port number

Source sequence
number

connection state

last_used

Destination Sequence
number

sequence number
highest source

highest destination
sequence number

Application Layer
Protocol Filter 

State Information

Figure 3.2: TCP Conne
tion Manager Address Spa
eto or greater than the TCP_KEEPALIVE_TIME [12℄. If su
h a node is found, itis removed from the a
tive_list and pla
ed in the free_list. For this reason, every
onne
tion information node has a last_used variable to remember the time when apa
ket belonging to this 
onne
tion was last read by the pa
ket �lter. As shown inFigure 3.2, the 
onne
tion information also 
ontains the sour
e and destination IPaddresses and port numbers, the sequen
e numbers of the pa
kets last re
eived fromthe 
ommuni
ating hosts, the highest seen sequen
e numbers of the pa
kets sentfrom them, and the 
onne
tion state. A referen
e to the appli
ation layer proto
ol�lter's state information is also present in this stru
ture.
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The 
onne
tion manager 
an also pass the re
eived pa
ket to the default output�le manager if the appli
ation layer proto
ol �lter has requested it to do so. Adump_�ag is maintained in the 
onne
tion information for this purpose. The valueof this �ag 
an be set or unset by the appli
ation layer proto
ol �lter. If the value ofthis �ag is true then the 
onne
tion manager passes this pa
ket to the default output�le manager by 
alling the fun
tion pointed by write_pa
ket. The 
onne
tion man-ager has t
p_alert_
urrent and t
p_alert_new fun
tions that are 
alled when anappli
ation layer proto
ol �lter determines that a 
onne
tion needs to be monitored.Similarly, if the appli
ation layer proto
ol �lter determines that the 
onne
tion in-formation for a 
onne
tion should be released then it 
alls the t
p_forget_
urrentor t
p_forget_
onn fun
tions provided by the 
onne
tion manager.3.2 Appli
ation Layer Proto
ol FiltersWe have implemented two appli
ation layer proto
ol �lters and a text string �lter.For performing fast text sear
hes in the appli
ation layer data 
ontent of a pa
ket,a text sear
h library has also been implemented. This library uses the Boyer-Moore[1℄ string-mat
hing algorithm for sear
hing the text. It has fun
tions whi
h 
ando 
ase-sensitive and 
ase-insensitive text sear
hes based on this algorithm. Thefollowing sub-se
tions explain the working of the text string �lter and the Telnetand SMTP �lters.3.2.1 Text String FilterThis �lter sear
hes for a user spe
i�ed text string in the appli
ation layer data
ontent of the pa
kets. It only 
olle
ts information of the 
onne
tions in whi
h oneof the user spe
i�ed text string is found. When the text string is split a
ross twopa
kets, both pa
kets are 
aptured by the �lter. The working of this �lter is shownin Figure 3.3.On re
eiving a pa
ket, the text �lter 
he
ks whether state information is beingmaintained for the 
onne
tion to whi
h this pa
ket belongs. If no state information ismaintained then it sear
hes the data 
ontent of the 
urrent pa
ket for the o

urren
e23
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Figure 3.3: Stages in Text String Filterof one of the user spe
i�ed text string. If none of the text strings are present in thepa
ket then this pa
ket is dropped. If one of the text strings is present in this pa
ket,a full mat
h o

urs. Now, based on the mode of operation, pa
kets belonging to this
onne
tion are saved on the disk. If a partial mat
h o

urs, i.e. last bytes of theappli
ation layer data 
ontent are equal to a proper pre�x of a user spe
i�ed textstring then the 
urrent pa
ket is saved in the state information. The 
onne
tionmanager is alerted and this state information is passed to it.If state information is being maintained and the 
urrent pa
ket is a 
onse
utivepa
ket then the remaining portion of the partially mat
hed string and the startingpart of the data 
ontent present in this pa
ket are 
ompared. On a mat
h, pa
ketsare saved on the disk based on the mode of operation. If the mat
h does not o

urthen the pa
ket saved in the state information is dropped and the 
urrent pa
ket issear
hed for the o

urren
e of one of the spe
i�ed text strings. If none of these stringsare present in pa
ket then the t
p_forget_
urrent fun
tion is 
alled to release theinformation being maintained for this 
onne
tion. If one of the text strings is foundin the 
urrent pa
ket then based on the mode of operation pa
kets belonging to this24




onne
tion are 
olle
ted. If a partial mat
h o

urs then the 
urrent pa
ket is savedbut the 
onne
tion manager is not alerted as it is already maintaining 
onne
tioninformation for this 
onne
tion.Based on the mode of operation, the amount of information 
olle
ted is as follows:1. In Pen mode only pa
kets whi
h 
ontain one of the spe
i�ed text strings are
olle
ted.2. In Fullmode all pa
kets starting from the one in whi
h the text string o

urredare 
olle
ted by the �lter.3.2.2 SMTP FilterSMTP �lter �lters e-mails transferred on the network. User 
an spe
ify e-mailaddresses and the text to be sear
hed in e-mails. As shown in Figure 3.4, on re
eivinga pa
ket 
ontaining theMAIL FROM 
ommand sent from the SMTP 
lient the �ltersear
hes the user spe
i�ed e-mail addresses in this pa
ket. If a mat
h o

urs thenthis pa
ket is saved in the in the state information maintained for this 
onne
tion.Also, the mat
h �ag used for re
ording the user spe
i�ed 
riteria satis�ed by the
onne
tion is set to MAIL_ID_MATCHED. If the mat
h does not o

ur then alsothe MAIL FROM pa
ket is saved in the 
onne
tion information as the followingpa
kets i.e., RCPT TO pa
ket or the ones 
ontaining the mail envelope, may 
ontainone of the the e-mail addresses spe
i�ed by the user. In either of the above mentioneds
enarios the 
onne
tion state is modi�ed to MAIL_FROM_SENT and the TCP
onne
tion manager is alerted by passing this state information to it. If the �lternow re
eives a negative a
knowledgment from the server i.e., the server has refusedto send this mail due to an error, this state information is removed. If an e-mailaddress mat
h o

urs in the MAIL FROM pa
ket and if this session has satis�edother 
riteria spe
i�ed by the user (e.g. text string sear
h in the body of the e-mail)then pa
kets belonging to this e-mail are saved on the disk. Similar a
tions aretaken when the �lter re
eives a RCPT TO pa
ket.If the pa
ket 
ontaining the DATA 
ommand is re
eived then the pa
kets follow-ing it and 
ontaining the envelope of the e-mail are sear
hed for user spe
i�ed e-mail25



addresses. This sear
h is only performed if neither the MAIL FROM pa
ket nor theRCPT TO pa
kets 
ontained one of the user spe
i�ed e-mail addresses. Che
king theenvelope of the e-mail guarantees that if the C
: (Carbon Copy) �eld of the e-mail
ontains one of the user spe
i�ed e-mail addresses then also it will be 
aptured bythe pa
ket �lter. Sear
hing for the user spe
i�ed e-mail addresses is based on a sub-string mat
h. For example, an e-mail address neeraj will mat
h the following e-mailaddresses: neeraj�iitk.a
.in, neerajk�iitk.a
.in, and kneeraj�iitk.a
.in.The e-mail envelope and the body of the e-mail is sear
hed for user spe
i�ed textstrings thus ensuring that if the text string o

urs in the subje
t of the e-mail thenalso it will be dete
ted.
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Figure 3.4: The SMTP FilterBased on the pa
kets re
eived by the SMTP �lter, the 
onne
tion state of everySMTP 
onne
tion is one of those shown in Figure 3.4. The amount of informationre
orded by the SMTP �lter depends on the mode of operation spe
i�ed in the
on�guration �le.1. If no text string is spe
i�ed then the re
orded information in
ludes:26



� In Pen mode of operation, pa
kets 
ontaining the e-mail envelope (whi
h
ontains the To/From/Subje
t and other header of the e-mail).� In Full mode, all pa
kets of the SMTP sessions.2. If the user has spe
i�ed one or more text strings then information about e-mailswhi
h 
ontained one of the spe
i�ed text strings is re
orded. This informationin
ludes:� in Pen mode of operation, pa
kets 
orresponding to the envelope of thee-mail.� in Full mode, the envelope of the e-mail and the pa
kets starting fromthe one in whi
h the text string o

urred.3.2.3 Telnet FilterTelnet sessions are �ltered based on the usernames that are used to establish thesesessions. Two issues parti
ular to the implementation of the Telnet �lter are asfollows:1. Ex
ept for the Telnet 
ommands [13℄, no standard format is pres
ribed forthe messages ex
hanged between the Telnet server and 
lient during the loginphase. By messages we refer to the 
ontent that is displayed to the user duringthe login phase. This makes the 
he
ks for a login or a password promptdi�
ult.2. On an average, the amount of data present in a pa
ket transferred over aTelnet 
onne
tion is small. For example, when a user is typing the usernamethen every 
hara
ter is normally sent in a separate pa
ket. This makes the
he
king for the username nontrivial.The solution of the �rst issue was derived after analyzing the sessions of Telnetservers implemented on Linux, Windows 2000, IRIX, Solaris and HP-UX operatingsystems. The results obtained through the analysis are as follows:27



1. The login prompt is present either in its entirety or as a trailing part of apa
ket. This helps in determining when the server is requesting a usernamefrom the 
lient.2. The password prompt is present in its entirety in a pa
ket.3. It a user does a su

essful login then generally a "Last Login" message issent from the server. On an unsu

essful login, a "Login in
orre
t" messageis sent from the server. These messages help in dete
ting a su

essful oran unsu

essful login. The Telnet �lter 
olle
ts information about a Telnet
onne
tion only if the user has su

essfully logged in.
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Figure 3.5: The Telnet FilterA simple state diagram des
ribing the working of the Telnet �lter is shown inFigure 3.5. The monitoring of a Telnet session starts when the �lter re
eives a TCPSYN or a TCP SYN-ACK pa
ket from either of the 
ommuni
ating hosts. Afterthis, the �lter waits for a pa
ket from the Telnet server 
ontaining the login prompt.28



On re
eiving this pa
ket, the data present in all the pa
kets going to be sent from the
lient till the one 
ontaining 
arriage return (CR) and/or line feed (LF) is bu�eredin the username bu�er. On re
eiving a CR or CRLF the usernames spe
i�ed in the�ltering 
riteria are sear
hed in the string present in the username bu�er. Whilesear
hing a substring mat
h is performed as in the 
ase of e-mail addresses. If amat
h o

urs then this session is further 
he
ked for a su

essful login. Till the timea su

essful login or an unsu

essful login is dete
ted all the pa
kets are saved inthe state information maintained for this 
onne
tion. If the login is su

essful thenbased on the mode of operation the amount of information 
olle
ted by the �lter isas follows:1. If no username is spe
i�ed then the saved information in
ludes -� In Pen mode of operation, the pa
kets 
ontaining the username of theTelnet 
onne
tions and the time when the 
onne
tion terminated.� In Fullmode of operation, all the pa
kets belonging to the Telnet sessions.2. If one or more usernames are spe
i�ed in the 
on�guration �le then sessionswhi
h are established only by these usernames are monitored. The re
ordedinformation in the two modes is same as mentioned above.

29



Chapter 4Post-
apture AnalysisThe pa
ket �lter writes �ltered pa
kets in an output �le that is analyzed o�ineto separate pa
kets into their respe
tive 
onne
tions. In this 
hapter we initiallydis
uss the obje
tives for post-
apture analysis. Later, we fo
us on the design andimplementation of the modules involved in this pro
essing.4.1 Obje
tivesThe output �le generated by the pa
ket �lter needs to be pro
essed to analyzethe 
aptured data. This pro
essing should in
lude separating pa
kets based on thetransport layer proto
ol and the apppli
ation layer proto
ol they belong to. If thetransport layer proto
ol is a 
onne
tionless proto
ol then pa
kets should be separatedon the basis of the 
ommuni
ation tuple. For pa
kets belonging to a 
onne
tion-oriented transport layer proto
ol, information about the total number of 
onne
tionspresent in the output �le, the data transferred in these 
onne
tions, time at whi
hthe 
onne
tions existed, and appli
ation layer proto
ol spe
i�
 information shouldbe made available. Thus, the obje
tives of post-
apture analysis 
an be summarizedas follows:1. Pa
kets present in the output �le and belonging to a 
onne
tion-oriented pro-to
ol should be separated into their respe
tive 
onne
tions. Pa
kets belongingto a 
onne
tionless proto
ol should be separated based on the 
ommuni
ation30



tuple.2. While post-pro
essing the 
olle
ted data, meta-information about the 
onne
-tions should be retrieved and saved in a human understandable format. Thismeta-information in
ludes important �elds present in the data 
ontent belong-ing to an appli
ation layer proto
ol. For example, e-mail addresses of SMTP
onne
tions, usernames of FTP 
onne
tions et
.The rest of this 
hapter des
ribes our design and implementation details of the
omponents involved.4.2 Post-Pro
essing DesignThe 
omponents involved in post-pro
essing of the 
olle
ted data are shown in �gure4.1. Pa
kets present in the output �le generated by the pa
ket �lter are sorted bythe Sorter module. The Conne
tion Breaker module does session re
onstru
tion forthe 
onne
tions present in the sorted output �le and separates pa
kets belonging toa 
onne
tionless proto
ol based on the 
ommuni
ation tuple. The meta-informationspe
i�
 to the appli
ation layer proto
ols and present in the 
aptured data is re-trieved by the Meta Information Gathering Module.The pa
kets present in the output �le may not be in the order they were trans-mitted on the network. This is be
ause the pa
ket �lter may remember pa
kets i.e.,save them in memory, before writing them on the disk and while writing it maynot guarantee that the pa
kets are written in order they were transmitted on thenetwork. Due to this reason the pa
kets present in the output �le are sorted by thesorter module and saved in the order they were read from the network. The 
rite-ria used for sorting these pa
kets is the timestamp whi
h is saved for every pa
ketpresent in the output �le. This timestamp is the time at whi
h the pa
ket was readfrom the network.The 
onne
tion breaker module reads the sorted output �le and retrieves the
onne
tion information from the pa
kets belonging to a 
onne
tion oriented proto-
ol and separates them into di�erent �les. Pa
kets belonging to a 
onne
tionless31
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Figure 4.1: Post-Pro
essing Designproto
ol are separated based on the 
ommuni
ation tuple. Now the meta informa-tion gathering module reads ea
h of these 
onne
tion spe
i�
 �les and retrieves themeta-information of every 
onne
tion. This meta information serves as an inputto the appli
ation providing the user-interfa
e. The implementation level details ofthese 
omponents are as follows.4.3 Implementation4.3.1 The Sorter ModuleThe default output �le manager saves pa
kets in the output �le in P
ap format.The P
ap pa
ket header present in this format 
ontains the timestamp at whi
hthe pa
ket was read from the network. The sorter module sorts the pa
kets presentin the output �le based on this timestamp as this guarantees that all the pa
ketspresent in the output �le are in the order they were read from the network. The sizeof the output �le may be huge, hen
e we 
annot use an internal sorting algorithm32



for sorting pa
kets present in the �le. The k-way merge sort algorithm [2℄, whi
h isan external sorting algorithm, is used for sorting pa
kets present in the output �le.4.3.2 The Conne
tion Breaking ModulePi
kPa
ket supports �ltering of pa
kets belonging to TCP and UDP transport layerproto
ols. Thus, pa
kets present in the output �le belong to either of these proto
ols.The 
onne
tion breaking module re
onstru
ts TCP sessions from the sorted output�le and separates UDP pa
kets on the basis of the 
ommuni
ation tuple.If the pa
ket read from the �le is a UDP pa
ket then the 
onne
tion breakermodule retrieves information about the 
ommuni
ation tuple present in this pa
ket.Based on this information it 
he
ks whether a �le 
orresponding to this tuple existsor not. If a �le exists then the pa
ket is appended to that �le else a new �le is
reated and the pa
ket is saved in it.The 
onne
tion breaking module separates the TCP pa
kets into multiple �lesbased on the 
ommuni
ation tuple. There 
an be a 
ase that while the pa
ket�lter was monitoring the network, multiple 
onne
tions were made on the same
ommuni
ation tuple. The 
onne
tion breaking module further analyzes the pa
ketspresent in these 
ommuni
ation tuple spe
i�
 �les and separates these pa
kets on thebasis of the 
onne
tions they belong to. It dete
ts the start and end of a 
onne
tionwith the help of some rules and heuristi
s a summary of whi
h is is given in thestate diagram shown in Figure 4.2.To dete
t the start and end of a 
onne
tion, the 
onne
tion breaking modulemaintains 
onne
tion information of the 
ommuni
ating hosts. This information
omprises of a pa
ket list, 
onne
tion state, expe
ted sequen
e number and the lasta
knowledged sequen
e number of pa
kets sent by the 
ommuni
ating hosts. Whilereading pa
kets, the 
onne
tion breaking module monitors four �ag bits - SYN,FIN, ACK and RST - present in the TCP header [12℄. If a SYN pa
ket is seen thenthe state of the sour
e of this pa
ket is set to SYN_SENT and of the destinationto SYN_RCVD. If SYN and SYN-ACK pa
kets are not present in the �le and a datapa
ket has been read then the sour
e and destination state in set to ESTABLISHEDto a

ount for the absen
e. 33



START

SYN_SENTSYN_RCVD

ESTABLISHED

FIN_WAIT_1

FIN_WAIT_2TIME_WAIT

SEQUENCE_GAP >
MAX_BYTE_GAP

CLOSE_WAIT

LAST_ACK

START

send: ACK

Connection State
Transition

Segement with <flags> sent
recv : <flags>
send : <flags>

Segement with <flags> received

Legend

TCP_KEEPALIVE_TIME
TIME_DIFF >

recv : SYN send: SYN

recv : SYN

send: SYN

recv: SYN,ACKsend: SYN,ACK

Out−of−sequence

Y

Y

N

N

recv: FIN

send: FIN

send: FIN

recv: ACK

send: ACK

recv: FIN

send: ACK

recv: FIN,ACK

send: ACK recv: ACK D
at

a 
P

ac
ke

t

New Connection

New Connection

Figure 4.2: TCP/IP Session Re
onstru
tionIf the 
onne
tion state is ESTABLISHED and the pa
ket read is a FIN pa
ket,the 
onne
tion breaking module sets the state of the sour
e to FIN_WAIT_1 andof the destination to CLOSE_WAIT_1. If a FIN pa
ket is sent while being inCLOSE_WAIT_1 then the state of the sour
e is 
hanged to LAST_ACK. Simi-larly, if an ACK pa
ket is re
eived while being in FIN_WAIT_1, the state is modi-�ed to FIN_WAIT_2. If a FIN is re
eived now, the 
onne
tion state is 
hangedto TIME_WAIT. In Figure 4.2, some minor transitions have been omitted forsimpli
ity. For example, if a SYN pa
ket is re
eived while the 
onne
tion is inFIN_WAIT_1 state then this is taken as start of a new 
onne
tion.Other than these rules, while examining the pa
kets, heuristi
s are used to a
-
ount for the missing pa
kets. These heuristi
s are based on the fa
t that the initialsequen
e number (ISN) generated by TCP while establishing a 
ommuni
ation is34



a 32 bit pseudo-random number. It is quite likely that the ISNs of two separate
onne
tions will be wide apart in the sequen
e spa
e. If the 
onne
tion is in ES-TABLISHED state and the data pa
ket read from the �le is having the sequen
enumber not equal to the next expe
ted sequen
e number then the time di�eren
ebetween the previous pa
ket and the 
urrent pa
ket is evaluated. If this di�eren
e isgreater than the TCP_KEEPALIVE_TIME [12℄, the default value of whi
h is 7200se
onds then this new pa
ket is treated as belonging to a new 
onne
tion. If thetime di�eren
e is less than the TCP_KEEPALIVE_TIME then the di�eren
e in thesequen
e number of the 
urrent pa
ket and the next expe
ted sequen
e number is
omputed. If this di�eren
e is less than the MAX_BYTES_GAP then the 
urrentpa
ket is taken as belonging to the same 
onne
tion else it is taken as belonging toa new 
onne
tion. The default value of the parameter MAX_BYTES_GAP is 20KBytes but it 
an also be modi�ed by the user.4.3.3 The Meta Information Gathering ModuleAfter separating the pa
kets into multiple 
onne
tion spe
i�
 and 
ommuni
ation tu-ple spe
i�
 �les, meta-information is retrieved from ea
h of these �les. For di�erentappli
ation layer proto
ols, this information 
omprises of di�erent �elds. Pro
essingis also done for FTP data 
onne
tions. This in
ludes determining whi
h 
onne
tionspe
i�
 �le 
orresponds to whi
h FTP �le transfer 
ommand. The reason is thatwhile transferring a �le on an FTP data 
onne
tion, the name of the �le is transferredon the FTP 
ontrol 
onne
tion. As these are separate 
onne
tions, hen
e a 
orre-sponden
e between the FTP data transfer 
ommand 
ontaining the �le name andthe �le 
ontaining the 
orresponding FTP data 
onne
tion should be established.The meta information gathering module performs these tasks and generates �les
ontaining the meta-information. This meta-information and the 
ommuni
ationspe
i�
 �les a
t as an input to the appli
ation providing the user-interfa
e.The meta information gathering module reads the �les generated by the 
on-ne
tion breaking module. For ea
h of these �les, it saves the appli
ation layer data
ontent and the timestamp of every pa
ket in a separate �le. The meta-information35




ommon to every 
onne
tion and 
olle
ted by the meta information gathering mod-ule in
ludes: a 
onne
tion identi�er whi
h is unique for every 
onne
tion, the IPaddresses and transport layer proto
ol port numbers, the name of the 
onversation�le, and the time of the �rst and the last pa
kets belonging to this 
onne
tion. The
onversation �le 
ontains the appli
ation layer data 
ontent of the pa
kets sent bythe 
ommuni
ating hosts. Based on the appli
ation layer proto
ol, to whi
h this
ommuni
ation belongs, the information retrieved by the meta information gather-ing module also in
ludes:� for SMTP 
onne
tions:1. The name of �le 
ontaining the re
onstru
ted e-mail as sent from theuser. The 
ontent present in this e-mail depends on the amount of datasaved by the pa
ket �lter. This �le 
an be dire
tly opened by Mi
rosoftOutlook Express.2. The sender's e-mail address.3. The re
eiver's e-mail addresses.� for FTP data 
onne
tions:1. The FTP username and password (if present in the dump �le) of the FTP
ontrol 
onne
tion in whi
h the FTP �le transfer 
ommand was sent.2. The �le name by whi
h this �le was referred in the FTP �le transfer
ommand.3. The type, stru
ture and mode information about this data 
onne
tion.4. The type of the �le as determined from the Unix �le(1) 
ommand.5. A 
onne
tion identi�er for the FTP 
ontrol 
onne
tion in whi
h the �letransfer 
ommand was sent.
36



Chapter 5Performan
e EvaluationIn this 
hapter, we dis
uss the results of the experiments 
ondu
ted to test the sys-tem in an a
tual network. The essential idea of these experiments was to determinethe per
entage of pa
ket losses experien
ed by the pa
ket �lter while monitoring thenetwork. The results indi
ate that the delay en
ountered due to the overhead ofpro
essing the sni�ed pa
kets does not lead to pa
ket losses even at more than 10Mbps tra�
.5.1 Determining pa
ket lossesIf the pa
ket �lter is slow in �ltering pa
kets, the kernel may start dropping pa
ketswhen its internal bu�ers get �lled up. As a result pa
kets 
ontaining data meetingthe user spe
i�ed 
riteria may not be 
aptured by the pa
ket �lter. The numberof pa
kets dropped may be determined if the kernel provides su
h statisti
s to theuser after the network interfa
e is set into promis
uous mode. Unfortunately su
ha fa
ility is not provided by the Linux kernel. In order to get this information analternate method was opted.The pa
ket �lter 
annot 
apture more pa
kets than a sni�er whi
h simple 
ountsthe pa
kets seen without performing any �ltering. If this sni�er 
an provide informa-tion about the number of pa
kets it has read from the network then we 
an 
ompareit with the number of pa
kets read by the pa
ket �lter and hen
e determine if any37



pa
kets are lost by the pa
ket �lter. For this we had a setup where an instan
e of thepa
ket �lter was run on two ma
hines. One of these instan
es re
orded the numberof pa
kets it has read from the network and it did not perform any appli
ation level�ltering. The other instan
e also re
orded the number of pa
kets but performed theappli
ation level �ltering spe
i�ed in its 
on�guration �le.5.2 Experimental SetupIn these experiments two identi
al ma
hines with Intel Pentium 801MHz CPU, 128MB RAM and running Linux kernel version 2.4.3 were used. The experiments were
arried out on a 100 Mbps Ethernet segment at the Indian Institute of Te
hnology,Kanpur (IITK) Computer Center. The pa
ket �lter was run manually and simul-taneously on the two ma
hines. Identi
al IP address and port number 
riteria werespe
i�ed in the input 
on�guration �les. This ensured that the in-kernel �ltering
ode generated by the pa
ket �lter was identi
al on both ma
hines. In one of the
on�guration �les no appli
ation level �ltering 
riteria were spe
i�ed and the output�le was spe
i�ed as /dev/null. Thus, this instan
e of the pa
ket �lter read pa
kets�ltered by the kernel and wrote them to the NULL devi
e. The other instan
e �l-tered pa
kets based on the appli
ation layer proto
ol spe
i�
 
riteria present in its
on�guration �le and wrote the pa
kets in an output �le lo
ated on the disk. Forsimpli
ity we will refer the former pa
ket �lter as the test �lter and latter as the real�lter. Ex
ept in the �rst 
ase mentioned below, �ltering was stopped by setting atimer whi
h expired in 15 minutes.5.2.1 Basi
 FilterThe 
on�guration �les for the real and test �lters for this test are shown in AppendixB. In both of these 
on�guration �les the IP addresses and port numbers are spe
i�edas wild
ards and no appli
ation level �ltering is spe
i�ed. After saving 500 MB ofdata both instan
es of the pa
ket �lter terminated.The duration in whi
h this amount of data was 
olle
ted was 4 minutes and 59se
onds and the average data transfer rate during this time interval was 11.49 Mbps.38



Total Pa
kets Pa
kets readFilter re
eived by by the pa
ket Pa
kets savedthe interfa
e �lterreal �lter 877909 845173 845173test �lter 878009 845176 845176Table 5.1: Filtering by reading all the TCP pa
ketsTable 5.1 shows the total number of pa
kets re
eived by the network interfa
es,the number of pa
kets read by the �lters, and the number of pa
kets saved by the�lters. Both of these �lters 
aptured aprroximately an equal number of pa
kets. Thedi�eren
e in the number of pa
kets read by the kernel is due to the small di�eren
ein time at whi
h �ltering was started on the two ma
hines.5.2.2 Text FilterThe 
on�guration �les for the real and test �lters for this test are shown in AppendixB. An IP address range and port number range were spe
i�ed in the basi
 
riteriapresent in the 
on�guration �le. The average data transfer rate during this test was5.07 Mbps. Table 5.2 lists the �ltering statisti
s of the two �lters.Total Pa
kets Pa
kets readFilter re
eived by by the pa
ket Pa
kets savedthe interfa
e �lterreal �lter 1065242 518864 28590test �lter 1064897 518786 518786Table 5.2: Text Filtering by reading pa
kets mat
hing the IP address and portnumber 
riteria5.2.3 SMTP FilterThe 
on�guration �les for the real and test �lters for this test are shown in AppendixB. The IP addresses and port number spe
i�ed in the 
on�guration �le are wild
ards.39



The average data transfer rate during this test was 7.41 Mbps. Table 5.3 lists the�ltering statisti
s of the two �lters.Total Pa
kets Pa
kets readFilter re
eived by by the pa
ket Pa
kets savedthe interfa
e �lterreal �lter 1301000 5654 3240test �lter 1302976 5654 5654Table 5.3: SMTP Filtering by reading all e-mail pa
kets5.2.4 Telnet FilterThe 
on�guration �les for the real and test �lters for this test are shown in AppendixB. The IP addresses and port numbers spe
i�ed in the 
on�guration �le are wild-
ards. The average data transfer rate during this test was 9.51 Mbps. Table 5.4shows the �ltering statisti
s of the two �lters.Total Pa
kets Pa
kets readFilter re
eived by by the pa
ket Pa
kets savedthe interfa
e �lterreal �lter 1542746 48150 58test �lter 1542962 48151 48151Table 5.4: Filtering of Telnet Sessions by reading all pa
kets belonging to the Telnetproto
ol5.3 ResultsIn all the tests dis
ussed above, the slight di�eren
e in the number of pa
kets read bythe pa
ket �lters is due to the di�eren
e in time when the two instan
es of the pa
ket�lter started �ltering. The results show that about an equal number of pa
kets are40



read by the two pa
ket �lters and thus we 
an 
on
lude that no pa
kets are droppedby the real �lter. Thus the time required to �lter pa
kets based on the appli
ationlayer data 
ontent does not for
e the kernel to drop pa
kets even at high data rates.
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Chapter 6Con
lusionsIn this thesis we have presented an approa
h for 
apturing and �ltering data trans-mitted on the network based on user spe
i�ed 
riteria. The pa
kets are not only�ltered based on the values present in the various �elds of the network and trans-port layer proto
ol headers, but also on the appli
ation layer data 
ontent presentin them.To 
ompete with the speed at whi
h pa
kets are transmitted on the network,various optimizations have been performed in the design and implementation of thepa
ket �lter. The pa
ket �lter passes the BPF 
ode responsible for �ltering pa
ketsbased on the IP addresses and transport layer proto
ol port numbers to the kernel.Based on this 
ode the Linux So
ket Filter �lters the pa
kets inside the kernel. These�ltered pa
kets are read by the pa
ket �lter and passed to the �ltering module ofthe appli
ation layer proto
ol it belongs to. These modules inspe
t the appli
ationlayer data 
ontent of the pa
ket and �lter it based on the �tering 
riteria spe
i�edby the user.Modules for �ltering e-mails (SMTP 
onne
tions) and Telnet sessions have beenimplemented. Users 
an spe
ify e-mail addresses and text strings to be sear
hed inthe e-mails transmitted on the network. Filtering of Telnet sessions is performedon the basis of the username used for establishing the session. A text string �lterwhi
h �lters 
onne
tions based on the presen
e of a user spe
i�ed text string in theappli
ation layer data 
ontent has also been implemented.42



Several experiments were 
ondu
ted for 
he
king the performan
e of the pa
ket�lter. These experiments reveal that even at high network load the pa
ket �lteris able to su

essfully 
apture pa
kets and �lter them on the basis of the 
riteriasspe
i�ed by the user. Appli
ations for post-
apture analysis of the 
olle
ted datawere also implemented whi
h re
onstru
t the TCP 
onne
tions and retrieve thedesired information from the 
aptured data.6.1 Future WorkWe have implemented appli
ation layer proto
ol �lter for two proto
ols. Filteringmodules for other widely used appli
ation layer proto
ols like File Transfer Proto
ol(FTP) and Hyper-text Transfer Proto
ol (HTTP) should also be implemented. Themain limitation of the 
urrent implementation is that only stati
 IP addresses 
an bespe
i�ed in the 
on�guration �le. Extending the appli
ation to dynami
 IP addressallo
ation based networks would be a 
hallenging exer
ise.
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Appendix ACon�guration File
# The first se
tion 
ontains the name of the output file and maximum size<Output_File_Manager_Settings><Default_Output_File_manager_Settings>Num_Of_Files=2File_Path=/tmp/output/output_1.dumpFile_Size=250File_Path=/tmp/output/output_2.dumpFile_Size=500</Default_Output_File_manager_Settings></Output_File_Manager_Settings># This is the se
ond se
tion 
ontaining the name of network interfa
e and the IP# address and port number 
riteria.<Basi
_Criterias># The name of the network devi
e whi
h is to be brought into promis
uous modeDEVICE=eth0
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Num_Of_Criterias=2Criteria=172.31.18.1-172.31.18.255:130.0.1.1-130.0.10.90:0-0:25-25:TCP:SMTPCriteria=200.230.90.1-200.230.90.10:0.0.0.0-0.0.0.0:0-0:0-0:UDP:DUMP_PEN</Basi
_Criterias># This is the third se
tion of this file and 
ontains the appli
ation layer# proto
ol spe
ifi
 
riteria. Here we have the filtering 
riteria for e-mails.<SMTP_Configuration># This sub se
tion 
ontains the list of the e-mail addresses<Sear
h_Email_ID>Num_of_email_id=1Case-Sensitive=noE-mail_ID=joshua</Sear
h_Email_ID># This sub se
tion 
ontains the list of text strings<Sear
h_Text_Strings>Num_of_Strings=2Case-Sensitive=noString=ammunitionsString=war</Sear
h_Text_Strings># The following line spe
ifies the mode of operation.Mode_Of_Operation=full</SMTP_Configuration> 47



Appendix BCon�guration Files used in Tests
B.1 Basi
 Filter Con�guration FilesB.1.1 Real Filter<Output_File_Manager_Settings><Default_Output_File_Manager_Settings>Num_Of_Files=1File_Path=/tmp/raw_Config_500mb.dumpFile_Size=500</Default_Output_File_Manager_Settings></Output_File_Manager_Settings><Basi
_Criterias>DEVICE=eth0Num_Of_Criterias=1Criteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:0-0:0-0:TCP:DUMP_FULL</Basi
_Criterias>B.1.2 Test Filter<Output_File_Manager_Settings> 48



<Default_Output_File_Manager_Settings>Num_Of_Files=1File_Path=/dev/nullFile_Size=500</Default_Output_File_Manager_Settings></Output_File_Manager_Settings><Basi
_Criterias>DEVICE=eth0Num_Of_Criterias=1Criteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:0-0:0-0:TCP:DUMP_FULL</Basi
_Criterias>B.2 Text Filter Con�guration FilesB.2.1 Real Filter<Output_File_Manager_Settings><Default_Output_File_Manager_Settings>Num_Of_Files=1File_Path=/tmp/text_Criteria_25.dumpFile_Size=500</Default_Output_File_Manager_Settings></Output_File_Manager_Settings><Basi
_Criterias>DEVICE=eth0Num_Of_Criterias=1Criteria=0.0.0.0-0.0.0.0:203.200.95.1-203.200.95.254:0-0:1-5000:TCP:TEXT</Basi
_Criterias><TEXT_Configuration> 49



<Sear
h_Text_Strings>Num_Of_Strings=3Case-Sensitive=noString=timesofindiaString=iitk.a
.inString=google.
om</Sear
h_Text_Strings>Mode_Of_Operation=pen</TEXT_Configuration>B.2.2 Test Filter<Output_File_Manager_Settings><Default_Output_File_Manager_Settings>Num_Of_Files=1File_Path=/dev/nullFile_Size=0</Default_Output_File_Manager_Settings></Output_File_Manager_Settings><Basi
_Criterias>DEVICE=eth0Num_Of_Criterias=1Criteria=0.0.0.0-0.0.0.0:203.200.95.1-203.200.95.254:0-0:1-5000:TCP:DUMP_FULL</Basi
_Criterias>
B.3 SMTP Filter Con�guration FilesB.3.1 Real Filter<Output_File_Manager_Settings> 50



<Default_Output_File_Manager_Settings>Num_Of_Files=1File_Path=/tmp/smtp_Criteria_25.dumpFile_Size=500</Default_Output_File_Manager_Settings></Output_File_Manager_Settings><Basi
_Criterias>DEVICE=eth0Num_Of_Criterias=1Criteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:0-0:25-25:TCP:SMTP</Basi
_Criterias><SMTP_Configuration><Sear
h_Email_ID>Num_Of_Email_Id=1Case-Sensitive=noE-mail_ID=iitk</Sear
h_Email_ID><Sear
h_Text_Strings>Num_Of_Strings=0</Sear
h_Text_Strings>Mode_Of_Operation=pen</SMTP_Configuration>B.3.2 Test Filter<Output_File_Manager_Settings><Default_Output_File_Manager_Settings>Num_Of_Files=1File_Path=/dev/nullFile_Size=0 51



</Default_Output_File_Manager_Settings></Output_File_Manager_Settings><Basi
_Criterias>DEVICE=eth0Num_Of_Criterias=1Criteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:0-0:25-25:TCP:DUMP_FULL</Basi
_Criterias>B.4 Telnet Filter Con�guration FilesB.4.1 Real Filter<Output_File_Manager_Settings><Default_Output_File_Manager_Settings>Num_Of_Files=1File_Path=/tmp/telnet.dumpFile_Size=100</Default_Output_File_Manager_Settings></Output_File_Manager_Settings><Basi
_Criterias>DEVICE=eth0Num_Of_Criterias=1Criteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:0-0:23-23:TCP:TELNET</Basi
_Criterias><TELNET_Configuration><Usernames>Num_Of_Usernames=1Case-Sensitive=noUsername=neerajk 52



</Usernames>Mode_Of_Operation=full</TELNET_Configuration>B.4.2 Test Filter<Output_File_Manager_Settings><Default_Output_File_Manager_Settings>Num_Of_Files=1File_Path=/dev/nullFile_Size=0</Default_Output_File_Manager_Settings></Output_File_Manager_Settings><Basi
_Criterias>DEVICE=eth0Num_Of_Criterias=1Criteria=0.0.0.0-0.0.0.0:0.0.0.0-0.0.0.0:0-0:23-23:TCP:DUMP_FULL</Basi
_Criterias>
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